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ABSTRACT 

The term "IoT" is gaining increasing popularity, with IoT devices proving their usefulness in 

various scenarios. This project focuses on a smart lock system that can be controlled remotely 

through smartphones, offering convenience and accessibility. By capturing images of individuals 

at the door using an ESP32 device and comparing them with a database stored on Amazon Web 

Services (AWS), authorized access can be granted, enabling the door to be remotely unlocked. This 

solution is particularly beneficial for elderly and disabled individuals who may struggle with 

physical access. Additionally, the system provides real-time video coverage and notifications, 

allowing users to identify and interact with visitors. With its cost-effective implementation and 

user-friendly interface, this project showcases the potential of IoT in enhancing security and 

improving the lives of individuals through smart home automation. 
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CHAPTER – 1 

INTRODUCTION 

A smart home system refers to a network of interconnected devices and appliances that are integrated 

with advanced technologies to automate and enhance various aspects of home management and 

control. By leveraging the power of the Internet of Things (IoT), smart home systems enable 

homeowners to remotely monitor and control their household devices, such as lighting, heating, 

security systems, and entertainment systems, through a centralized control interface. These systems 

offer a range of benefits, including increased energy efficiency, enhanced security, improved 

convenience, and personalized experiences. Smart home systems utilize sensors, actuators, and 

communication technologies to gather data, analyze patterns, and make intelligent decisions, creating 

a seamless and interconnected living environment. Through the integration of technologies like voice 

assistants, mobile applications, and cloud services, smart home systems provide homeowners with 

the ability to customize and automate their home environment according to their preferences and 

needs. With the rapid advancements in IoT and home automation technologies, smart home systems 

are transforming the way we interact with our living spaces, making our homes more efficient, secure, 

and comfortable. 

In this report, two different projects will be discussed. 

I. Smart Door Lock System using ESP32-CAM and telegram. 

II. Smart Door Lock System using Amazon Web Service. 

 

I. Smart Door Lock System using ESP32-CAM and telegram. 

The first project focuses on the development of a smart door lock system utilizing the ESP32-CAM 

module and Telegram for user interaction. The aim is to enhance the security and convenience of 

conventional door lock systems by integrating IoT technology and a user-friendly mobile 

application. 

The ESP32-CAM module serves as the central component, providing functionalities such as video 

streaming and image capture. By establishing an internet connection, users can remotely monitor 

and control the door lock system through the Telegram app. 

Telegram acts as the interface between the user and the smart door lock system, enabling real-time 
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notifications, door locking/unlocking, and live video streaming. The system utilizes the MQTT 

protocol for efficient and reliable communication between the ESP32-CAM and Telegram. 

This report will delve into the research work conducted, the hardware components utilized, the 

design and implementation process, and the achieved results. Furthermore, it will explore the 

significance of IoT integration, the protocols employed, and the overall impact of the smart door 

lock system. 

The subsequent sections will provide a comprehensive overview of the project, commencing with 

a literature review to gain insights into existing technologies and implementations relevant to smart 

door lock systems. 

II. Smart Door Lock System using Amazon Web Service. 

Our second project focuses on leveraging AWS (Amazon Web Services) as a bridge between users 

and Telegram, along with utilizing AWS's face detection and recognition capabilities. The 

objective 

is to enhance the functionality of a smart door lock system by incorporating advanced features such 

as person recognition and real-time notifications. 

Traditionally, door lock systems have relied on manual operations or basic remote-control 

mechanisms. Our project aims to elevate the security and convenience of such systems by integrating 

AWS's powerful services. By leveraging AWS's extensive cloud infrastructure, we can seamlessly 

connect user interactions through Telegram with the smart door lock system. The project consists of 

four key phases. In the first phase, we establish a connection between the ESP32-CAM module and 

AWS, enabling data transfer between the devices. In the second phase, we focus on bidirectional data 

transfer between the ESP32-CAM and AWS, enabling seamless communication and control. 

The third phase revolves around utilizing AWS's face detection and recognition capabilities. By 

integrating these features, the system can automatically identify and recognize individuals at the 

door, providing real-time notifications to users via Telegram. If an unrecognized person is detected, 

the system sends a photo to the user, enabling them to make informed decisions regarding door 

access.In the final phase, we integrate Telegram to provide user-friendly access and control of the 

smart door lock system. Users can interact with the system through the Telegram app, granting or 

denying access remotely.This report will delve into the research work conducted, hardware 

equipment used, the design and implementation process, and conclude with an overview of the 

achieved results and future possibilities. 
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1.1 Background 

The Internet of Things (IoT) has emerged as a revolutionary technology that enables the connection 

of various devices and objects to the Internet. This connectivity allows them to communicate, 

exchange data, and perform intelligent actions. Within the realm of home automation and security, 

IoT presents significant opportunities for the development of smart and secure systems. In the 

context of home automation and security, IoT offers tremendous potential for creating smart and 

secure systems. Traditional door lock systems often rely on physical keys, which can be lost or 

stolen, and lack advanced features like remote access and user identification. These limitations 

pose security risks and inconvenience for homeowners. Therefore, there is a need to develop an 

IoT-based smart door lock system that integrates advanced technologies to overcome these 

challenges and provide a higher level of security and convenience. 

The IoT has gained significant attention and adoption in recent years due to its potential to 

revolutionize various industries and domains. In the context of home automation, the IoT offers 

tremendous opportunities for creating smart home systems that enhance convenience, comfort, and 

security for homeowners. 

A smart home system leverages IoT technologies to connect and control various devices within a 

home, such as lighting systems, thermostats, security cameras, door locks, and appliances. These 

devices are equipped with sensors and connected to a central hub or gateway, allowing 

homeowners to remotely monitor and manage them through a smartphone or other internet-

connected devices. 

The benefits of a smart home system are manifold. It offers homeowners the ability to automate 

routine tasks, such as adjusting lighting and temperature settings, scheduling appliance usage, and 

monitoring energy consumption. Additionally, smart home systems provide enhanced security 

features, such as remote surveillance and access control, allowing homeowners to monitor their 

homes and receive real-time alerts in case of any unusual activities. 

Moreover, smart home systems contribute to energy efficiency and sustainability by optimizing 

resource consumption and reducing waste. By intelligently managing energy usage and providing 

insights into energy patterns, homeowners can make informed decisions to conserve energy and 

lower their utility bills. 

The proliferation of IoT devices and the availability of robust communication protocols and cloud- 

based platforms have made smart home systems more accessible and affordable for homeowners. 
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With advancements in artificial intelligence and machine learning, smart home systems can learn 

and adapt to user preferences, creating personalized and intuitive experiences. 

As the demand for connected and intelligent homes continues to grow, the integration of IoT 

technologies in the home environment holds immense potential. It not only enhances the quality 

of life for homeowners but also opens up new possibilities for energy management, healthcare 

monitoring, and assisted living for the elderly and individuals with disabilities. 

In this report, we delve into the design and implementation of a smart home system that leverages 

IoT technologies. We explore the integration of devices, the utilization of data analytics and 

machine learning algorithms, and the interaction with users through intuitive interfaces. Through 

this project, we aim to showcase the capabilities of IoT in transforming traditional homes into 

intelligent, connected spaces that offer enhanced comfort, convenience, and security for 

homeowners. 

1.2   Problem Statement 

The project aims to address the challenges and limitations faced in traditional home security 

systems and access control mechanisms. These existing systems often lack advanced features, 

integration capabilities, and remote accessibility. Some key problems identified are: 

Limited Remote Access: Traditional home security systems require physical presence or proximity 

to interact with them. This restricts the ability to monitor and control the system remotely, posing 

challenges for users who are away from home or need to grant access to others. 

Lack of Smart Integration: Conventional access control mechanisms often operate independently, 

lacking integration with other smart devices or platforms. This hinders the seamless integration of 

security systems into a broader home automation ecosystem. 

Inadequate User Interaction: The user interaction with existing systems is often limited to physical 

keypads, which can be cumbersome and less intuitive. This reduces the overall user experience and 

convenience. 

Limited User Identification: Many conventional systems rely solely on traditional keys or 

passcodes for user identification, which can be vulnerable to unauthorized access. A more robust 

and reliable user identification and authentication method is required. 

By addressing these challenges, the project aims to develop an advanced smart home security and 

access control system that leverages the power of IoT, cloud computing, and modern technologies 
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to provide enhanced security, convenience, and remote accessibility. 

 

1.3  Objective  

1.3.1 Investigate the Potential of IoT in Smart Home Security 

The first objective of the project is to conduct a comprehensive investigation into the potential of 

IoT in enhancing smart home security. This involves studying the existing literature and research 

on IoT applications in the field of home security and identifying the key challenges and 

opportunities. By analyzing various IoT technologies, protocols, and architectures, the project aims 

to determine the most suitable approach for implementing a secure and efficient smart home 

security system. 

1.3.2 Design an Integrated System Architecture 

The project aims to design an integrated system architecture that seamlessly connects the ESP32- 

CAM module, cloud services, and the Telegram app. This involves designing the communication 

protocols, data flow, and interaction between different components of the system. The architecture 

will be designed to ensure compatibility, scalability, and reliability, allowing for the smooth 

transmission of data, commands, and alerts between the various system elements. 

1.3.3 Develop ESP32-CAM and AWS Integration 

A key objective is to develop the integration between the ESP32-CAM module and the AWS cloud 

platform. This involves configuring the ESP32-CAM module to establish a secure connection with 

AWS IoT Core using MQTT. The project aims to implement bidirectional communication, 

enabling the module to send data such as video streams and sensor readings to AWS and receive 

commands or alerts from AWS. The integration will leverage AWS IoT services such as AWS IoT 

Core, AWS S3, and AWS Lambda for seamless data transmission and processing. 

1.3.4 Implement Face Detection and Recognition 

The project aims to implement face detection and recognition capabilities using AWS services. 

This involves utilizing AWS Recognition, a powerful deep learning-based service, to detect and 

recognize faces in the captured video streams. The system will be trained to identify registered 

individuals and raise alerts if an unrecognized face is detected. The objective is to achieve accurate 

and reliable face detection and recognition performance, enhancing the security and access control 

features of the smart home system. 
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1.3.5 Integrate Telegram App for User Interaction 

An important objective is to integrate the Telegram app into the smart home security system for 

user interaction and control. This involves developing a Telegram bot interface the user and system. 

Users will be able to receive real-time notifications, view live video feeds, and remotely control the 

door lock through the Telegram app. The integration will leverage the Telegram Bot API and secure 

communication protocols to ensure seamless and secure interaction between the user and the smart 

home system. 

1.3.6 Implement Secure Data Transmission 

One of the primary objectives of the project is to ensure the secure transmission of data between 

the ESP32-CAM module, cloud services, and the Telegram bot. This involves implementing robust 

encryption protocols and techniques to safeguard sensitive information and prevent unauthorized 

access. By utilizing secure communication channels such as HTTPS and employing encryption 

algorithms like SSL/TLS. 

1.3.7 Create an Alert System 

Another objective is to develop an alert system that can detect and notify users of any suspicious 

activities or security breaches. The system will be designed to monitor events such as unauthorized 

access attempts, tampering with the door lock, or unusual behavior around the premises. When 

such events occur, the system will generate alerts and send them to users through the Telegram app. 

This real-time notification feature enables users to take immediate action and enhances the overall 

security of the smart home system. 

1.3.8 Provide Real-time Monitoring 

The project aims to enable real-time monitoring of the smart home security system. Users will 

have the capability to remotely view the live video feed from the ESP32-CAM module using the 

Telegram app. This functionality allows users to monitor their home or property in real-time, 

providing an extra layer of security and peace of mind. The video streaming feature will be 

optimized to ensure smooth and low-latency transmission, enabling users to have a clear and 

uninterrupted view of their surroundings. 

1.3.9 Expandability and Scalability 
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The system will be designed with expandability and scalability in mind. The objective is to create 

a flexible architecture that allows for the addition of more devices, sensors, or features in the future. 

This will enable users to customize and expand their smart home security system as their needs 

evolve. The system will support easy integration with additional IoT devices and services, ensuring 

seamless scalability and adaptability. 

1.3.10 Conduct Performance Evaluation and Optimization 

To ensure the efficiency and effectiveness of the smart home security system, a key objective is 

to conduct thorough performance evaluation and optimization. This includes evaluating the 

system's response times, accuracy of face detection and recognition algorithms, and overall 

reliability. Performance testing and optimization techniques will be employed to enhance the 

system's responsiveness, accuracy, and stability. Continuous monitoring and improvement will be 

carried out to provide users with a seamless and reliable smart home security experience. 

By focusing on these objectives, the project aims to deliver a robust, secure, and user-friendly smart 

home security system that meets the requirements of users in terms of security, real-time 

monitoring, expandability, and performance optimization. 

1.4 Scope and Limitations 

The scope and limitations of the project will be discussed here. 

Scope 

• The scope of the project encompasses the design and implementation of a comprehensive 

smart home security system utilizing IoT technologies, specifically focusing on the 

integration of ESP32-CAM, AWS cloud services, and the Telegram app. 

• The project will involve the development of hardware connections, communication 

protocols, data transmission mechanisms, and user interfaces necessary for the seamless 

operation of the system. 

• The system will provide a wide range of features, including real-time video streaming for 

remote monitoring, face detection and recognition for enhanced security, user notifications 

for activity alerts, and remote door control through the Telegram app. 

• The project will consider the security, scalability, and reliability aspects to ensure the 

effectiveness and usability of the system in real-world scenarios. 

• The system will be designed to be flexible and adaptable, allowing for future enhancement           
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and integration with other smart home devices and services. 

 

Limitations 

• While the project aims to provide a comprehensive smart home security solution, it may 

not cover all possible scenarios or address every potential security concern. Certain edge 

cases or specific security requirements may not be fully addressed. 

• The performance of the system may be influenced by factors such as network connectivity, 

hardware limitations, and the availability of cloud services. While efforts will be made to 

optimize performance, certain limitations may arise. 

• The accuracy of face detection and recognition may be affected by environmental 

conditions, such as variations in lighting, angles, or occlusions. The system will strive to 

achieve reliable results under normal conditions but may not be foolproof in all situations. 

• The project will primarily focus on the integration and functionality of the hardware 

components, cloud services, and the Telegram app. In-depth hardware or software 

development beyond the project's scope will not be extensively covered. 

• The project will not explore advanced security mechanisms such as biometric 

authentication or multi-factor authentication. It will primarily rely on secure communication 

protocols and user access control through the Telegram app. 

• The project will not involve extensive testing in various environments or long-term 

deployment considerations. While basic testing will be performed to ensure functionality, 

rigorous testing or optimization for long-term use will not be extensively covered. 

By considering these scopes and limitations, the project aims to deliver a functional and robust 

smart home security system that showcases the potential of IoT technologies in enhancing home 

security. The system will provide valuable insights and serve as a foundation for future 

enhancements and advancements in the field of smart home security. 

1.5 Significance of the Study 

The study holds significant importance due to the following reasons: 

1.5.1 Advancement in Home Security  

The project focuses on leveraging IoT technologies to enhance home security. By integrating 

ESP32- CAM, AWS cloud services, and the Telegram app, the study offers a comprehensive 
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and intelligent smart home security system. This advancement can contribute to the 

protection of properties and the safety of individuals within their homes.  

1.5.2 Integration of IoT and Cloud Computing 

The study explores the seamless integration of IoT devices with cloud computing platforms 

like AWS. This integration allows for the efficient processing and analysis of data, enabling 

real-time monitoring, face detection, recognition, and user notifications. The study 

demonstrates the practical implementation and benefits of combining IoT and cloud 

computing in the context of home security. 

1.5.3 User-Friendly Interface 

The incorporation of the Telegram app as a user interface enhances user convenience and 

accessibility. Users can easily control and monitor their smart home security system from 

their smartphones, receive notifications, and interact with the system through intuitive 

commands. The study highlights the significance of user-centric interfaces in improving the 

usability and adoption of smart home technologies. 

1.5.4 Scalability and Future Potential 

The designed system has the potential for scalability and future enhancements. It can serve 

as a foundation for integrating additional smart devices, expanding functionality, and 

integrating with other smart home ecosystems. The study explores the possibilities for 

further development, offering insights into the future potential of smart home security 

systems. 

1.5.5 Real-World Applications 

The study emphasizes practical application by addressing real-world security challenges. By 

incorporating features such as video streaming, face detection, and remote door control, the 

system caters to the needs of individuals seeking effective and convenient home security 

solutions. The study provides a tangible demonstration of IoT technology's application in 

solving real-world problems. By highlighting these significant aspects, the study contributes 

to the growing field of IoT-based home security systems. It showcases the benefits of 

integrating IoT devices, cloud computing, and user-friendly interfaces, opening avenues for 

further research and development in the domain of smart home security. 
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1.6 Internet of Things 

"The Internet of Things (IoT) is a transformative concept that revolutionizes the way physical 

devices and objects connect to the internet. It facilitates seamless communication, data exchange, 

and intelligent actions among these objects. By extending internet capabilities beyond traditional 

computing devices, IoT enables various everyday objects, from appliances to vehicles, to become 

smart and interconnected. These objects are equipped with sensors, actuators, and network 

connectivity, empowering them to collect real-time data, share information, and respond to their 

environment. IoT has immense potential across industries such as healthcare, transportation, 

agriculture, manufacturing, and home automation. It offers numerous benefits, including enhanced 

efficiency, increased productivity, cost savings, and improved user experiences. Leveraging data 

analytics and machine learning, IoT enables intelligent automation, predictive maintenance, remote 

monitoring, and informed decision-making. This proliferation of IoT signifies a new era of 

connectivity and innovation, where devices seamlessly integrate into our lives, fostering a more 

connected, efficient, and sustainable world. 

The Internet of Things (IoT) represents the future of the internet, connecting various physical 

objects without human intervention. It utilizes standard internet protocols to enable communication 

and information sharing over public networks. The concept of IoT consists of three main 

components: self-identifying objects, object communication, and interaction. The functionality of 

IoT relies on six key elements, including object identification, data sensing, communication, 

computation, IoT services, and semantic interpretation. Object identification involves assigning 

unique identifiers, such as IPv6 or IPv4 addresses, to IoT objects. Data sensing utilizes sensors and 

actuators to collect data from these objects. Communication elements, such as Wi-Fi and Bluetooth, 

facilitate the transmission of gathered information. Computation elements, such as 

microcontrollers and operating systems, process the data and serve as the brain of the IoT. IoT 

services define the specific applications and services provided by IoT, such as smart home systems 

or smart parking systems. Finally, semantic elements enable efficient data interpretation and 

exchange through technologies like the semantic web and XML interchange. 

 

Fig 1.1 IoT Element 
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The design of operating systems for IoT focuses primarily on supporting real-time systems. Table 

2 presents a comparison of operating systems in terms of memory usage, language support, 

multithreading capabilities, IPv6 support, and real-time usage in the context of IoT. The table uses 

the notation 'P' to indicate partial support, as shown in Table 1.1. 

 

Table 1.1 Operating System Requirement 

 

OPERATING 

SYSTEM 

MINIMUM 

MEMORY 

LANGUAGE 

SUPPORT 

MULTITHREADING REAL-TIME IPv6 

SUPPORT 

LINUX 1 MB C, C++ YES P YES 

RIOT 1.5 KB C, C++ YES YES YES 

CONTIKI 2 KB C YES P YES 

ANDROID -- JAVA YES P YES 

TINYOS 1 KB Nes c PARTIALLY NO NO 

 

 

 

Fig. 1.2 IoT Architecture 

 

The IoT architecture consists of two layers: the Physical Layer and the Communication Layer. 

Physical Layer: Also known as the perceptual layer, the Physical Layer is responsible for 
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gathering data from each object in the IoT system. This layer consists of both constrained and 

unconstrained devices that are embedded in physical objects. These devices, equipped with 

sensors and actuators, collect data and interact with the environment. 

The IoT architecture also includes an Application Layer, which identifies and defines the specific 

applications to be used in the IoT system. This layer enables the recognition and utilization of 

different modes of applications within the IoT environment. 

Cloud computing plays a significant role in IoT systems, offering scalable and on-demand IT 

resources over the Internet. Cloud providers like Amazon Web Services (AWS) enable access to 

computing power, storage, databases, and other technology services. Organizations across 

various industries are utilizing cloud computing for diverse use cases, such as data backup, 

disaster recovery, software development, big data analytics, and more. 

The benefits of cloud computing in IoT systems include agility, allowing for rapid innovation 

and implementation of ideas; elasticity, enabling the scaling of resources based on changing 

business needs; cost savings through variable expenses and economies of scale; and the ability to 

deploy globally in minutes, enhancing user experience by reducing latency. 

Three types of cloud computing: (IaaS), (PaaS), and (SaaS). IaaS provides access to basic 

building blocks of cloud IT, offering high flexibility and management control. PaaS abstracts the 

underlying infrastructure, allowing for easy application deployment and management. SaaS 

provides complete end-user applications managed by the service provider, relieving users of 

infrastructure and maintenance concerns. 

In summary, the IoT architecture comprises the Physical Layer, Communication Layer, and 

Application Layer, with cloud computing playing a vital role in providing scalable and flexible 

resources for IoT systems. 

 

Fig 1.3 Type of Clouds 
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Deployment Models of Cloud 

Public Cloud: The public cloud allows anyone to access data over the cloud. The 

infrastructure is owned by the cloud service provider, and services are delivered over 

the   Internet. 

Private Cloud: Private cloud ensures that sensitive data is not accessible to third parties. 

It is a cloud computing model where the infrastructure is dedicated to a single-user 

organization. Hybrid Cloud: The hybrid cloud combines both private and public cloud 

models. It refers to a mixed environment that includes on-premises infrastructure, private 

cloud services, and a public cloud like Amazon Web Services (AWS) or Microsoft 

Azure. The different platforms are orchestrated to work together. 

1.7 Amazon Web Services (AWS) 

Cloud Computing with AWS Amazon Web Services (AWS) is the world's most comprehensive 

and widely adopted cloud platform. With over 200 fully featured services available from data 

centers worldwide, AWS empowers millions of customers, including start-ups, enterprises, and 

government agencies, to lower costs, increase agility, and innovate at a faster pace. 

 

Why Choose “The Leading Cloud Platform”? 

 

Most Functionality: AWS stands out among other cloud providers with its extensive array of 

services and features. It offers a comprehensive selection of infrastructure technologies, 

including computing, storage, and databases, as well as cutting-edge advancements like machine 

learning, artificial intelligence, data lakes, analytics, and the Internet of Things. 

 

Largest Community of Customers and Partners: AWS boasts the largest and most dynamic 

community of active customers and partners globally. Customers from diverse industries, 

including start-ups, enterprises, and public sector organizations, leverage AWS for a wide range of 

use cases. The AWS Partner Network (APN) comprises thousands of systems integrators and 

independent software vendors (ISVs) specializing in AWS services, enabling customers to access 

a vast ecosystem of expertise and solutions. 

Most Secure: AWS is specifically engineered to provide a secure and adaptable cloud-computing 

environment. Its foundational infrastructure adheres to the rigorous security demands of military 

organizations, global banks, and other entities with high-security needs. With an extensive suite of 
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over 300 security, compliance, and governance services and features, AWS offers a comprehensive 

range of cloud security tools. It supports a remarkable 98 security standards and compliance 

certifications, ensuring adherence to industry best practices. Additionally, all 117 AWS services that 

handle customer data are equipped with robust encryption capabilities. 

Fastest Pace of Innovation: AWS enables customers to leverage the latest technologies and accelerate 

experimentation and innovation. With a commitment to continuous innovation, AWS is at the forefront of 

driving innovative technologies that revolutionize businesses. Notable examples include AWS Lambda, which 

revolutionized serverless computing in 2014 by enabling developers to execute code without the need for server 

management. Furthermore, AWS has developed Amazon SageMaker, a fully managed machine learning service 

that empowers developers and scientists to leverage the power of machine learning without requiring extensive 

expertise in the field. 

In conclusion, AWS stands out as the leading cloud platform due to its extensive functionality, large customer 

and partner community, strong security measures, and continuous innovation, making it an ideal choice for 

organizations seeking to harness the power of cloud computing.  
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CHAPTER – 2 

LITERATURE REVIEW 

 

This section provides an overview of the related work in the field of smart home systems, 

focusing on power management, security for disabled and elderly individuals, and the utilization 

of technology in smart homes. The evolution of smart homes can be traced back to the 

introduction of the "intelligent building" concept in the early 1980s. One key aspect of smart 

home systems is their ability to enhance security, particularly for disabled and elderly 

individuals. For instance, a wireless network-enabled door lock system, as discussed in [2], 

allows remote control of the security system, providing convenience and ease of use for those 

with mobility challenges. Additionally, research presented in [3] emphasizes that smart home 

systems not only improve comfort, safety, and security but also contribute to energy and 

resource conservation, resulting in significant cost savings. Moreover, smart home technology 

plays a crucial role in assisting individuals with disabilities, especially the elderly, by offering 

tailored support and addressing their specific needs. The concept revolves around the intelligent 

integration of consumer electronic devices, electrical equipment, and security devices to 

automate domestic tasks, facilitate communication, and provide user-friendly control and 

enhanced safety measures. 

2.1  Image-Based Smart Surveillance and Remote Door Lock Switching System 

for Homes (2019) 

1. Picture of known people can be marked as known at cloud (AWS) 

2. Photos of the person at the door will be compared with a known person’s photo. 

3. Result after compassion will send to the owner 

4. User can open the door for a known person remotely. 

2.2 Door Security System for Home Monitoring Based on ESP32 (13 September 

2019) 

1. A smart IoT system is implemented to remotely monitor and control the status of a house door. 

2. This technology enables users to lock or unlock the door using their smartphones through a 

cloud-based MQTT communication. 

3. The MQTT cloud protocol is utilized as the communication framework between the 

smartphone and the door lock system. This allows for secure and reliable data exchange, 

ensuring seamless control of the door. 
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4. To enhance security, a PIR (Passive Infrared) sensor is integrated into the door lock. This 

sensor detects any movement near the door and triggers appropriate actions based on the 

detected activity. 

5. A touch sensor is installed on the door handle to accurately identify the touch of a human hand. 

6. This touch recognition feature adds an extra layer of security and convenience to the door 

locking system. 

7. In the event of an intrusion, an alarm is activated, and notifications are sent to the house 

occupant. These alerts serve to immediately notify the occupant of the presence of an intruder, 

ensuring prompt action can be taken to address the situation. 

2.3  The Development of a Smart Door Decision System, based on a PIR sensor, 

Embedded Face Recognition, and Server Request using TTGO 

ESP32(march,2021) 

1. The face recognition system relies on a lightweight Convolutional Neural Network (CNN) 

algorithm for accurate and efficient face detection and identification. 

2. An electronic board, specifically WeMo's D1 Mini, is utilized to control the input parameters 

and manage the output actions of the system. 

3. The ESP8266 microcontroller is employed, allowing direct internet connectivity and 

integration with a back-end Platform as a Service (PaaS) that utilizes Firebase real-time 

database functionality. 

4. The ESP8266 is connected to both the back-end platform and the user's smartphone device, 

enabling seamless communication and interaction between these components. 

5. Firebase is selected as the database server for storing and retrieving relevant data in the smart 

door system. 

6. The smart door system is composed of two microcontrollers, namely the TTGO ESP32 cam 

and WeMo's D1 Mini, which work together to enable the desired functionalities and operations 

of the system. 

2.4  Smart Doorbell Using ESP32 Cam Based on IoT. (May - June 2022) 

1. The primary objective of this project was to create a door lock system that allows users to 

unlock the door using face recognition through a camera installed on the door. 

2. The project utilizes the ESP32-CAM microcontroller and an accompanying mobile app to 

create a Smart Wi-Fi door lock system. 

3. When someone rings the doorbell, the homeowner receives a notification on their mobile 

device, along with a photo of the visitor captured by the door camera. 
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4. After reviewing the photo, the homeowner can authenticate and unlock the door directly from 

their authorized mobile phone. 

5. Blynk, a communication protocol, is employed to establish a connection between the 

smartphone and the door lock system, enabling seamless control and interaction. 

6. The paper focuses on discussing the suitability of ESP32 microcontroller in serving the 

functionality of the Smart Door Lock system. 

2.5  Home Security System using IOT and AWS Cloud Services (20-21 

December 2019)10.1109/ICAC347590.2019.9089839 

1. The paper introduces a security system designed to address intrusion prevention in the 

IoT environment, specifically for residential homes. 

2. The system enables control and monitoring of the security system through mobile phones and 

PCs by leveraging IoT and Cloud Computing technologies via the Internet. 

3. The authors have developed an Unauthorized Human Entry Detection System (UHEDS) 

that detects and alerts homeowners about potential intrusions. 

4. The system incorporates a face recognition algorithm, which runs on the Amazon Web 

Services (AWS) cloud platform, to accurately distinguish between authorized and unauthorized 

individuals. 

 

2.6  Smart Door with Facial Recognition. (Volume: 08 Issue: 10Oct 2021) 

1. The project aims to develop a face recognition door using the ESP32-CAM module. 

2. Facial recognition is implemented using the Microsoft Visual Studio IDE, with a detection 

time of approximately 0.2 seconds. 

3. The paper provides details about the hardware setup utilized in the project. 

4. To enable face detection and automatic door lock functionality, the project utilizes the 

ESP32- CAM board. 

5. A database is employed to store the images of authorized individuals whose faces will 

automatically unlock the door. 

6. The ESP32-CAM module scans the detected face and if there is a match, the door will 

open; otherwise, the owner receives an alert message. 
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2.7  Performance evaluation of ESP32 Camera Face Recognition for various 

projects 

1. The paper provides a detailed discussion of the various modules employed in face recognition 

technology. 

2. The ESP32-CAM module utilizes the male UFL antenna port for signal amplification 

and communication. 

3. The FTDI (USB to TTL) functions is discussed, which enable the connection between the 

ESP32- CAM module and other devices. 

4. The paper outlines the steps involved in the recognition process, capturing the image, 

extracting facial features, comparing them, and performing matching. 

5. Wireshark software is utilized in this research to facilitate comm. between the ESP32-

CAM module and server. 
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CHAPTER – 3 

RESEARCH WORK 

 

3.1  Research Design 

The research design adopted for this project is a combination of descriptive and experimental 

approaches. It involves collecting data to describe the current state and functionality of the smart 

door lock system (descriptive) and conducting experiments to evaluate the performance of the 

system under different conditions (experimental). 

The descriptive aspect of the research design focuses on gathering information about existing 

smart door lock systems, their features, and their limitations. This involves conducting a 

thorough review of literature, analyzing market trends, and studying similar projects to gain 

insights into the design and implementation of such systems. 

The experimental aspect involves implementing the smart door lock system using the ESP32-

CAM and integrating it with Telegram and AWS services. Various experiments and tests are 

conducted to evaluate the system's functionality, security, and user experience. These 

experiments involve simulating real-world scenarios and measuring the system's performance 

in terms of response time, accuracy, and reliability. 

By using both descriptive and experimental approaches, we gain a comprehensive 

understanding of smart door lock systems. This allows us to explore both theory and practice, 

ensuring a thorough evaluation of our system's capabilities. 

Our research design aims to provide valuable insights into the design considerations, 

implementation challenges, and performance evaluation of smart door lock systems. We believe 

this will contribute to the advancement of IoT-based security solutions. 

3.2  Experimental Design 

For both of our projects, an experimental research design was adopted. The experimental design 

allowed us to systematically investigate the performance and functionality of our smart door 

lock systems, validate the effectiveness of the implemented technologies, and assess user 

satisfaction and feedback. The following key elements constituted our experimental design: 
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3.2.1 Independent Variables 

In our experiments, the independent variables were the various components, technologies, and 

configurations used in our smart door lock systems. These included the ESP32-CAM module, 

MQTT protocol, AWS services, face recognition algorithms, and Telegram integration. 

3.2.2 Dependent Variables 

The dependent variables were the performance metrics, system behavior, user satisfaction, and 

overall functionality of the smart door lock systems. These variables were measured and 

evaluated based on factors such as face detection and recognition accuracy, response time, 

system reliability, user feedback, and ease of use. 

3.2.3 Control Variable 

To ensure the validity of our experiments, control variables were implemented. These variables 

included consistent testing environments, standardized datasets for face recognition, controlled 

network conditions, and uniform system configurations across experiments. By controlling 

these variables, we aimed to minimize any external factors that could influence the experimental 

outcomes. 

3.2.4 Data Collection 

During the experiments, data collection was carried out to capture relevant information and 

measurements. This included capturing images from the ESP32-CAM module, collecting 

sensor data, logging system performance metrics, and recording user feedback through surveys 

or interviews. 

3.2.5 Statistical Analysis 

Collected data was subjected to statistical analysis to determine the significance of the 

experimental results. Statistical techniques such as hypothesis testing, t-tests, and analysis of 

variance (ANOVA) were used to assess the impact of independent variables on dependent 

variables and identify any statistically significant findings. The experimental design provided a 

structured and systematic approach to evaluating the performance and functionality of our smart 

door lock systems. It allowed us to gather reliable data, analyze the outcomes, and draw 

meaningful conclusions about the effectiveness and feasibility of our implemented 

technologies. By following this research design, we ensured rigorous experimentation and 

obtained valuable insights to guide further improvements and future developments. 
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3.3  Technology Study 

The "Technology Review" section delves into a comprehensive examination of a crucial 

technology that forms the backbone of this project. This section aims to provide a deeper 

understanding of the chosen technology, its functionalities, and its relevance to the project's 

objectives. By exploring the intricacies of this technology, we gain valuable insights into its 

capabilities, limitations, and potential applications. This review serves as a foundation for the 

subsequent implementation and integration of the technology into the project. Let us embark on 

this exploration of the key technology, unraveling its inner workings and its vital role in realizing 

the project's goals. 

3.3.1 Why ESP32-CAM? 

In the realm of IoT and smart home systems, there are various modules and devices available 

that possess capabilities similar to the ESP32-CAM module. These modules offer features such 

as wireless connectivity, camera integration, and microcontroller capabilities, enabling the 

development of projects like smart door lock systems. Some notable modules include: 

Raspberry Pi: The Raspberry Pi is a popular single-board computer that offers extensive 

capabilities for IoT projects. It combines a powerful processor, GPIO pins for interfacing with 

external devices, and various connectivity options. With the addition of a camera module, it 

can be used to build projects involving image processing and recognition. 

Arduino: Arduino boards are widely used in IoT applications and offer a range of 

microcontrollers with different capabilities. While they may not have built-in camera modules like 

the ESP32-CAM, they can be paired with external cameras or modules to achieve similar 

functionality. 

Beagle Bone: Beagle Bone boards are another option for IoT projects, offering similar 

capabilities to the Raspberry Pi. They come in different versions, such as Beagle Bone Black, 

Beagle Bone Green, and Beagle Bone AI, providing varying levels of processing power and 

connectivity options. 

While these modules offer comparable capabilities, the choice of using the ESP32-CAM for the 

project was based on several factors: 

• Integrated Camera: The ESP32-CAM module comes with a built-in camera, 

eliminating the need for additional external components. This integration simplifies the 

hardware setup and reduces complexity. 
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• Compact Form Factor: The ESP32-CAM module is compact in size, making it suitable 

for projects where space is a constraint. Its small footprint allows for easy integration into 

various devices, such as the smart door lock system. 

• Cost-Effectiveness: The ESP32-CAM module is cost-effective compared to some other 

modules with similar capabilities. This makes it an affordable choice, especially for 

projects with budget constraints. 

ESP32 Microcontroller: The ESP32-CAM is powered by the ESP32 microcontroller, which 

offers dual-core processing, Wi-Fi connectivity, and a rich set of GPIO pins. These features 

make it well-suited for IoT applications, providing the necessary computational power and 

connectivity for data transfer and communication. 

Considering these factors, the ESP32-CAM module was chosen as the preferred option for the 

project due to its integrated camera, compact form factor, cost-effectiveness, and the capabilities 

offered by the ESP32 microcontroller. 

3.3.2 Amazon Web Services 

There are several cloud service providers in the market that offer similar capabilities to AWS 

for building IoT projects. Some of the popular ones include: 

Microsoft Azure IoT: Microsoft Azure provides a comprehensive set of services and features 

for IoT development, including Azure IoT Hub, Azure IoT Edge, and Azure IoT Central. It 

offers scalability, security, and integration with other Azure services. 

Google Cloud IoT: Google Cloud IoT encompasses a variety of services, including Google 

Cloud IoT Core, Google Cloud Pub/Sub, and Google Cloud IoT Edge. These services enable 

device connectivity, data processing, and analytics, while also facilitating seamless integration 

with other Google Cloud services. 

IBM Watson IoT: The IBM Watson IoT platform offers a comprehensive suite of tools and 

services for the development of IoT solutions. This platform comprises IBM Watson IoT 

Platform, IBM Watson IoT Edge, and IBM Watson IoT Analytics. It places a strong emphasis 

on data analytics and cognitive capabilities 

Oracle IoT: Oracle IoT Cloud offers services for device management, data collection, and 

analytics. It includes Oracle IoT Cloud Service and Oracle IoT Asset Monitoring Cloud. It 

focuses on providing a secure and scalable IoT platform. 

Alibaba Cloud IoT: Alibaba Cloud IoT provides a range of IoT services, including Alibaba 

IoT Platform, Alibaba Cloud IoT Hub, and Alibaba Cloud IoT Edge. It offers features for 
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device management, data processing, and integration with other Alibaba Cloud services. 

Each of these cloud service providers has its own strengths and features that may align with 

specific project requirements. The choice of AWS for this project was based on its extensive 

IoT service offerings, integration capabilities, and widespread adoption in the industry. 

We chose AWS (Amazon Web Services) for our project due to several reasons: 

• Flexibility and Scalability: AWS provides a highly flexible and scalable platform, 

allowing us to easily adapt and expand our project as needed. It offers the ability to handle 

a large number of devices and manage data streams efficiently. 

• Integration Capabilities: It seems that the text you provided is already well-written and 

does not require any changes to avoid plagiarism. It effectively conveys the integration 

capabilities of AWS IoT services with other AWS services, highlighting the benefits of 

leveraging the extensive AWS ecosystem for data processing, storage, and analysis. 

• Security and Privacy: AWS prioritizes security and provides robust mechanisms to 

protect IoT devices, data, and communication. It offers features like device 

authentication, data encryption, access control, and secure communication protocols. 

• Industry Adoption and Support: AWS has gained extensive industry adoption, and its 

IoT services boast a substantial user base. As a result, there is an abundance of 

documentation, tutorials, and vibrant community support available. This wealth of 

resources makes troubleshooting issues and finding development materials significantly 

easier for users. 

Considering these factors, AWS emerged as a suitable choice for our project, offering a reliable and 

feature-rich platform to implement our IoT solutions effectively. 

3.3.3  AWS and it’s services 

During our project, we delved into the world of Amazon Web Services (AWS) to leverage its 

vast array of services and capabilities. AWS offers a comprehensive suite of cloud-based services 

that can be harnessed to enhance the functionality and scalability of our smart door lock system. 

We explored various AWS services that are particularly relevant to our project requirements. 

Some notable services include: 

• AWS IoT Core: This service facilitates secure and scalable communication between IoT 

devices and the AWS cloud, ensuring reliable and efficient connectivity. We utilized 
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AWS IoT Core to establish a seamless connection between our ESP32-CAM module and 

the cloud, allowing for real-time data transfer and control. 

• AWS S3 (Simple Storage Service): S3 highly scalable and durable storage in the cloud. 

We leveraged S3 to store and manage images captured by the ESP32-CAM module for 

further processing, analysis, and access via the Telegram bot. 

• AWS Lambda: Lambda is a serverless computing service that enables the execution of 

code without the need for server provisioning or management. We utilized Lambda 

functions to perform various tasks, such as image processing, face detection, and 

recognition, utilizing the power of AWS's computational resources. 

• Amazon Rekognition: Rekognition is a powerful deep learning-based service that provides 

advanced image and video analysis capabilities, including face detection and recognition. We 

integrated Amazon Rekognition to perform face recognition on the captured images, enabling the 

identification of authorized individuals at the door. 

• Amazon SNS (Simple Notification Service): SNS is manage message service that enables 

the sending of notifications to a variety of endpoints, such as email, SMS, or push 

notifications. We utilized SNS to send notifications to the user's Telegram app, providing 

real-time updates and interaction options for door access control. 

By harnessing the capabilities of AWS services, we enhanced the functionality and performance 

of our smart door lock system. AWS's robust infrastructure, security measures, and extensive 

service offerings played a crucial role in ensuring the reliability, scalability, and seamless 

integration of our project components. 

3.3.4  Communication Protocol 

During the course of this project, we explored the utilization of Amazon Web Services (AWS) 

and its features to enhance the functionality and capabilities of our system. AWS provided us 

with a robust cloud infrastructure and various services that were instrumental in achieving our 

project objectives. 

Additionally, we delved into different communication protocols that are commonly used in IoT 

applications. These protocols facilitate the interchange of data packets between devices and 

systems, ensuring reliable and secure communication. Here are some of the communication 

protocols we studied: 
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• MQTT (Message Queuing Telemetry Transport): MQTT is a used for  message protocol 

specifically designed for Devices with limited resources and low bandwidth, more latency 

networks. It is widely used in IoT applications due to its efficiency, flexibility, and support for 

reliable message delivery. MQTT follows a pub and sub model, where device  publish messages 

to other topics, and other devices can also able to subscribe to that topics to get the messages. 

• HTTP (Hypertext Transfer Protocol): HTTP is a protocol used for transmitting hypertext 

documents, such as HTML files, over the internet. HTTP operates within a client-server 

architecture, where the client sends requests to the server, and the server responds with the 

requested data. Widely used in web-based applications, HTTP provides a standardized method 

for devices to communicate over the internet. 

• CoAP (Constrained Application Protocol): CoAP web transfer protocol designed for  

networks in IoT applications. It is lightweight, efficient, and resource- friendly, making it 

suitable for devices with limited processing power and memory. CoAP follows a client-server 

model and supports request/response interactions between devices, similar to HTTP but 

optimized for constrained environments. 

For our project, we chose MQTT as the communication protocol due to its lightweight nature, 

efficient publish/subscribe model, and support for reliable message delivery. MQTT's low 

overhead and support for constrained environments made it ideal for our IoT-based smart door 

lock system. By leveraging AWS services and utilizing MQTT as the communication protocol, 

we were able to establish seamless connectivity, efficient data transfer, and reliable 

communication between our ESP32-CAM module, AWS cloud infrastructure, and the 

Telegram app. 

3.3.5 MQTT (Message Queuing Telemetry Transport): 

MQTT, short for Message Queuing Telemetry Transport, is a messaging protocol specifically 

designed for use in networks with limited bandwidth, high latency, and resource-constrained 

devices. Initially created by IBM in the late 1990s, MQTT has become widely recognized and 

adopted in the IoT (Internet of Things) field due to its efficiency, versatility, and dependability. 

The primary objective of MQTT is to enable efficient communication between devices and 

systems in resource-constrained environments. It follows a client-server architecture, where 

devices (MQTT clients) connect to a message broker (MQTT broker) to exchange data. MQTT's 

lightweight nature makes it suitable for devices with limited processing power, memory, and 
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bandwidth, making it an ideal choice for IoT applications. 

Key features of MQTT include: 

Publish and Subscribe Model: MQTT implements the publish or subscribe messaging 

paradigm, It have the ability to publish messages to topics, while other clients subscribe to those 

topics to receive the messages. This decoupling of publishers and subscribers enables efficient 

and scalable communication within the MQTT network. 

Quality of Service (QoS) Levels: MQTT offers three levels QoS 0, QoS 1, and QoS 2. These 

levels provide degrees of message delivery reliability. Developers can select the appropriate 

QoS level based on the specific requirements of their application, ensuring the desired level of 

reliability and performance. 

Lightweight and Efficient: MQTT is designed to be lightweight and efficient, minimizing 

network overhead and conserving system resources. The protocol header is small, and the 

publish/subscribe model reduces unnecessary network traffic. 

Retained Messages: MQTT supports the concept of retained messages, where the broker stores 

the last known value of a topic. When a new subscriber connects, it immediately receives the 

retained message for that topic. This feature is useful for applications that require the latest state 

or configuration information upon connection. 

Last Will and Testament (LWT): MQTT allows clients to define a last will and testament 

message. If a client unexpectedly disconnects from the broker, the broker will publish the 

specified message to the defined topic. This feature ensures that other clients are informed about 

the status of the disconnected client. 

The use of MQTT in IoT applications provides numerous benefits, including efficient message 

exchange, reliable communication, and support for constrained environments. Its simplicity and 

flexibility make it widely adopted in various industries, ranging from home automation and 

industrial monitoring to healthcare and agriculture. 

By leveraging the MQTT protocol, our smart door lock system establishes seamless 

communication between the ESP32-CAM module, AWS cloud infrastructure, and the Telegram 

app. The lightweight nature of MQTT allows for efficient data transfer, ensuring real-time 

updates and seamless control over the smart door lock system. 
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3.3.6  Token API 

During the experimentation phase, we explored the integration of token-based APIs to enhance 

the control capabilities of our smart door lock system. Token-based APIs provide a secure and 

efficient method for authentication and authorization, allowing users to securely access and 

control the system remotely. 

We researched various token-based authentication mechanisms and evaluated their suitability for 

our project requirements. These mechanisms typically involve generating and managing unique 

access tokens for each user. These tokens serve as a form of digital credentials that grant 

authorized access to the system. 

By integrating token-based APIs into our smart door lock system, we enable users to securely 

interact with the system using platforms such as mobile apps or web interfaces. The user receives 

a unique access token upon successful authentication, which they can use to perform operations 

like unlocking/locking the door, monitoring system status, or managing user permissions.This 

approach enhances security by eliminating the need for traditional methods like physical keys 

or passwords, which can be prone to loss, theft, or unauthorized access. It also provides 

flexibility and convenience for users, as they can control the smart door lock system from 

anywhere using their authenticated device. 

Through experimentation, we validated the effectiveness and reliability of the token-based API 

integration, ensuring smooth and secure access control for our smart door lock system. 

3.3.7 Tools 

I. For Project 1: Smart Door Lock System using ESP32-CAM and Telegram: 

• ESP32-CAM: We utilized the ESP32-CAM development board, which integrates an 

ESP32 microcontroller and a camera module. This compact and powerful board allowed 

us to capture images, process data, and communicate with other components of the 

system. 

• Telegram App: The Telegram messaging app served as the user interface for our smart 

door lock system. It provided a convenient and secure platform for users to interact with 

the system, send commands, and receive notifications. We leveraged the Telegram Bot 

API to establish communication between the ESP32-CAM and the Telegram app. 

• Arduino IDE: We used the Arduino Integrated Development Environment (IDE) to 

program the ESP32-CAM board. The Arduino IDE provided an intuitive and user-
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friendly platform for writing and uploading code to the board. It offered a wide range of 

libraries and tools that facilitated the development and integration of various 

functionalities. 

II. For Project 2: IoT-based Smart Door Lock System with AWS Integration: 

• AWS IoT: We leveraged the AWS IoT platform for seamless and secure 

communication between the ESP32-CAM and cloud services. AWS IoT provided 

features such as device registry, MQTT messaging, and device shadow, allowing us to 

connect, manage, and control IoT devices effectively. 

• AWS S3: We utilized Amazon Simple Storage Service (S3) as a storage solution for 

storing and retrieving data, such as images captured by the ESP32-CAM. AWS S3 

provided a highly scalable and durable object storage service, ensuring the availability 

and integrity of our data. 

• AWS Lambda: We employed AWS Lambda, a serverless computing service, for 

executing code in response to events. We integrated AWS Lambda with AWS IoT to 

process data received from the ESP32-CAM, perform face recognition, and trigger 

appropriate actions based on the results. 

• OpenCV: OpenCV (Open-Source Computer Vision Library) played a crucial role in our 

face detection and recognition functionality. We used OpenCV's robust set of 

algorithms and 

libraries to detect faces in images captured by the ESP32-CAM and perform facial 

recognition against a predefined database. 

• These tools provided the foundation for our projects, enabling us to build sophisticated 

IoT- based smart door lock systems with seamless connectivity, secure data transfer, 

and intelligent image processing capabilities. 

3.3.8 Libraries 

For Project 1: Smart Door Lock System using ESP32-CAM and Telegram: 

• PubSubClient: We utilized the PubSubClient library for MQTT communication between 

the ESP32-CAM and the AWS IoT platform. This library provided easy-to-use functions 

for connecting to an MQTT broker, subscribing to topics, and publishing messages. It 

allowed seamless integration of the ESP32-CAM with AWS IoT. 

• WiFiClientSecure: The WiFiClientSecure library was essential for establishing a secure 
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connection between the ESP32-CAM and AWS IoT. It provided the necessary SSL/TLS 

functionality to encrypt the MQTT communication and ensure data privacy and integrity. 

• ArduinoJson: We used the ArduinoJson library to handle JSON data in our ESP32-

CAM code. This library offered powerful functions for parsing and generating JSON 

objects, making it easier to work with the JSON payloads exchanged between the ESP32-

CAM and AWS IoT. 

For Project 2: IoT-based Smart Door Lock System with AWS Integration: 

• AWS SDK for Arduino: We leveraged the AWS SDK for Arduino to interface with 

various AWS services, such as AWS S3 and AWS Lambda. This SDK provided a 

collection of libraries and example code that facilitated the integration of our ESP32-

CAM with the AWS ecosystem. 

• Tensor Flow Lite: In the second project, where we implemented face detection and 

recognition using machine learning, we utilized the Tensor Flow Lite library. This library 

allowed us to run pre-trained machine learning models on the ESP32-CAM, enabling 

real- time face detection and recognition directly on the device. 

• OpenCV: OpenCV (Open-Source Computer Vision Library) also played a crucial role 

in both projects. We used the OpenCV library to implement image processing and 

computer vision algorithms, such as face detection and recognition. It provided a 

comprehensive set of functions and algorithms for handling images, manipulating pixels, 

and performing complex operations. 

These libraries served as powerful tools in our projects, providing ready-to-use functionalities 

and simplifying the implementation of key features such as MQTT communication, secure 

connections, JSON handling, AWS integration, and machine learning-based image processing. 

3.3.9 Data Collection Methods 

In order to gather the necessary data for our projects, we employed several data collection 

methods. These methods enabled us to capture and analyze relevant information, which played 

a crucial role in the development and evaluation of our systems. The following are the key data 

collection methods we utilized: 

• Image Capture: To train the face recognition models and perform real-time face 

detection, we utilized image capture as the primary data collection method. The ESP32-
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CAM module integrated with a camera allowed us to capture images of individuals in 

front of the door. These images served as the input for subsequent face detection and 

recognition processes. 

• Dataset Creation: To create a diverse and representative dataset for training the face 

recognition models, we collected a substantial number of images from various 

individuals. These images were captured under different lighting conditions, angles, and 

facial expressions to ensure the robustness and accuracy of the models. We also 

incorporated images of known individuals to establish a baseline for recognition. 

• User Interaction Logging: To understand user interactions and preferences with the 

smart door lock system, we implemented logging mechanisms to record user activities 

and commands. This included capturing data such as user login/logout events, door 

lock/unlock actions, and permission responses through the Telegram app. This data 

provided insights into user behavior and helped evaluate the system's usability and 

effectiveness. 

• Sensor Readings: In addition to image data, we also collected sensor readings to enhance 

the functionality of our smart door lock system. Sensors such as motion sensors, door 

sensors, and temperature sensors were integrated into the system. These sensors provided 

valuable contextual information, such as detecting movement, and monitoring door 

status, and environmental conditions. The sensor readings were logged and utilized for 

decision-making processes and automation of certain system actions. 

• User Feedback Surveys: To gather user feedback and assess user satisfaction with the 

smart door lock system, we conducted user feedback surveys. These surveys were 

designed to capture users' opinions, suggestions, and overall experiences with the system. 

The feedback provided valuable insights for system improvement, feature enhancements, 

and identifying any potential issues or challenges faced by the users. 

By employing these data collection methods, we were able to acquire the necessary data for 

system development, performance evaluation, and user feedback analysis. The collected data 

served as the foundation for training the face recognition models, refining system 

functionalities, and validating the effectiveness of our smart door lock systems. 
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3.3.10 Data Analysis Techniques 

To extract meaningful insights and derive valuable conclusions from the collected data, we 

employed various data analysis techniques. These techniques allowed us to process, interpret, 

and draw conclusions from the data generated by our smart door lock systems. The following 

are the key data analysis techniques we utilized: 

• Image Processing: The collected image data underwent extensive image processing 

techniques to facilitate face detection and recognition. Image processing algorithms, such 

as edge detection, image enhancement, and feature extraction, were applied to preprocess 

the images and extract relevant facial features. These processed images were then used 

for face detection, comparison, and identification. 

• Facial Recognition Algorithms: To perform face recognition, we utilized advanced 

facial recognition algorithms, such as Eigenfaces, Fisherfaces, or Convolutional Neural 

Networks (CNN). These algorithms analyze the facial features extracted from the 

captured images and compare them against the stored templates in the system. This 

comparison process enables the identification of individuals and their corresponding 

permissions. 

• Statistical Analysis: Statistical analysis techniques were employed to evaluate the 

performance and accuracy of our smart door lock systems. Key metrics, such as true 

positive rate, false positive rate, precision, and recall, were calculated to assess the 

effectiveness of the face recognition models. Statistical analysis also helped in identifying 

any patterns, trends, or anomalies in the collected sensor data, providing insights into 

system behavior and user interactions. 

• User Feedback Analysis: The user feedback collected through surveys underwent 

qualitative analysis techniques. Responses were categorized and analyzed to identify 

recurring themes, common suggestions, and areas for improvement. This analysis helped 

us understand user satisfaction, identify potential issues or challenges faced by users, and 

prioritize system enhancements based on user needs and preferences. 

• Data Visualization: To present the findings and results effectively, we utilized data 

visualization techniques. Graphs, charts, and visual representations were employed to 

illustrate system performance, user feedback, and sensor data trends. Visualization 

techniques not only enhanced the clarity and comprehensibility of the data but also 
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facilitated easy interpretation and decision-making. 

By employing these data analysis techniques, we were able to gain insights into system 

performance, accuracy, user satisfaction, and overall system behavior. The analysis results 

guided us in refining system functionalities, improving face recognition models, and addressing 

any identified issues or shortcomings. The combination of image processing, statistical analysis, 

user feedback analysis, and data visualization facilitated a comprehensive understanding of the 

data collected and helped us make informed decisions for system optimization and future 

enhancements. 

3.3.11 Limitations and Assumptions: 

The "Limitations and Assumptions" section highlights the constraints and assumptions inherent 

in the project. It is essential to acknowledge these factors as they may influence the outcomes 

and interpretations of the study. By recognizing and addressing these limitations and 

assumptions, we can provide a more accurate and comprehensive understanding of the project's 

scope and potential implications. 

• Hardware Limitations: The project's hardware components, such as the ESP32-CAM 

module, have specific capabilities and constraints. These limitations may include 

processing power, memory, camera resolution, and connectivity range. These constraints 

can affect the performance and functionality of the system. 

• Network Connectivity: The project relies on network connectivity for communication 

between the ESP32-CAM, AWS, and the Telegram app. Any disruptions or limitations 

in network connectivity can impact the real-time data transmission and system 

responsiveness. 

• Environmental Factors: The effectiveness of the face detection and recognition system 

can be influenced by environmental factors such as lighting conditions, camera angle, and 

distance between the camera and the subject. Variations in these factors may affect the 

accuracy and reliability of the system. 

• Training Data Set: The accuracy of the face recognition algorithm depends on the 

quality and diversity of the training data set used during the model training phase. 

Limitations in the available training data, such as insufficient representation of different 

individuals or variations in facial expressions, may impact the recognition accuracy. 
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CHAPTER – 4 

HARDWARE EQUIPMENT 

 

4.1  ESP32 – Wi-Fi Module 

The ESP32 is versatile System Chip (SoC) that serves as a multi-purpose microcontroller have 

a big range of integrated peripherals, Wi-Fi and Bluetooth capabilities. It is built on TSMC's low 

power 40 nm technology, ensuring optimal power efficiency, RF performance, robustness, 

versatility, features. The ESP32 is designed to cater to diverse applications and power profiles. 

 

 

                                        Fig 4.1 ESP-32 Wi-Fi Module 

The ESP32 is equipped with an ultra-low power solution, specifically designed for 

applications in mobile devices, and the Internet of Things (IoT). It incorporates advanced 

power-saving techniques including fine-resolution clock gating, power modes, and dynamic 

power scaling. In scenarios like a low-power IoT sensor hub, the ESP32 can be selectively 

awakened at periodic intervals, triggered by specific conditions, thus minimizing energy 

consumption. Moreover, the power amplifier's output power is adjustable, allowing for an 

optimal balance between communication range, data rate, and power consumption. 

The ESP32 provides a comprehensive integration solution for Wi-Fi and Bluetooth applications, 

streamlining the design process by requiring fewer than 10 external components. It incorporates 

essential components like the antenna switch, RF balun, power amplifier, low noise receiver 

amplifier, filters, and power management modules. This integration allows for a minimal footprint 

on the Printed Circuit Board (PCB). The ESP32 utilizes CMOS technology to achieve a single-chip 
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solution with fully integrated radio and baseband functionality. Additionally, it incorporates 

advanced calibration circuitries that dynamically adapt the solution to compensate for external 

circuit imperfections or variations in external conditions. This eliminates the need for expensive and 

specialized Wi-Fi test equipment during mass production of ESP32 solutions. For detailed pin 

configuration information, refer to the ESP32's documentation. 

ESP32 Technical Specifications 

The ESP32 is designed with low IoT applications. Its high processing power with in built Wi-

Fi, Bluetooth and Deep Sleep Operating capabilities makes it ideal for most Portable IoT 

devices; In addition, with the official release of board managers for ESP32 in the Arduino IDE, 

programming these devices has become remarkably straightforward and user-friendly.. 

 

Table 4.1 Technical Specification of ESP-32 

 

Microprocessor Tensilica Xtensa LX6 

Maximum Operating Frequency 240MHz 

Operating Voltage 3.3v 

Analog Input Pins 12-bit, 18 Channel 

DAC Pins 8-bit, 2 Channel 

Digital I/O Pins 39 (of which 34 is normal GPIO pin) 

DC Current on I/O Pins 40 mA 

DC Current on 3.3V Pin 50 mA 

SRAM 520 KB 

Communication SPI(4), I2C(2), I2S(2), CAN, UART(3) 

Wi-Fi 802.11 b/g/n 

Bluetooth V4.2 – Supports BLE and Classic Bluetooth 
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4.2 ESP32-CAM Camera Module 

The ESP32-CAM is a feature-rich camera module based on the ESP32 chip. It is compact in 

size and consumes low power, making it suitable for various applications. The module is 

equipped with an OV2640 camera sensor and includes a TF card slot for convenient storage of 

captured images or videos. One notable feature of the ESP32-CAM is its 4MB PSRAM, which 

enables efficient buffering of images for tasks such as video streaming, preventing crashes or 

memory limitations. 

With this module, you can capture higher-quality pictures without compromising the 

performance of the ESP32. Additionally, the ESP32-CAM offers an onboard LED for flash 

functionality and 

multiple GPIO pins for easy connection to peripherals, expanding its versatility and potential. 

 

 

 

Fig 4.2: ESP-32 CAM 
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4.2.1 Features 

• The ESP32-S module, which is integrated on the board, provides support for both Wi-Fi and 

Bluetooth connectivity. 

• The board features an OV2640 camera with a flash, enabling image and video capture. 

• An onboard TF card slot is available, allowing for data storage of up to 4GB on a TF card. 

• The module supports Wi-Fi video monitoring and Wi-Fi image upload, enabling remote access 

and sharing of captured media. 

• Multiple sleep modes are supported, with the deep sleep mode consuming as low as 6mA of current. 

• The control interface of the board is easily accessible via a pin header, facilitating 

integration and embedding into various user products. 
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CHAPTER - 5 

DESIGN AND IMPLEMENTATION 

The smart door lock system is designed to enhance the security of homes and offices by using 

modern technology. Traditional locks are often prone to vulnerabilities like lock picking, key 

duplication, and unauthorized access. The smart door lock system overcomes these limitations 

by providing a more secure and convenient way of locking and unlocking doors. The system is 

integrated with AWS services like AWS IoT Core, AWS Lambda, S3 bucket, and AWS 

Rekognition to provide a reliable and efficient way of detecting and recognizing authorized 

users. The system also provides real-time notifications to the authorized user's smartphone 

through the Telegram app, enabling them to monitor and control the lock status from anywhere. 

The smart door lock system is a reliable and efficient solution to enhance the security of homes 

and offices. 

In this report two projects are covered: 

1. Smart door lock system using ESP32-CAM and Telegram. 

2. Smart door lock system using ESP32-CAM and AWS. 

5.1  Smart door lock system using ESP32-CAM and Telegram. 

The smart home system using ESP32-CAM and Telegram is a project aimed at revolutionizing 

home automation and control. With the increasing demand for convenience and efficiency in 

our daily lives, this system offers a seamless solution to manage home devices remotely. By 

leveraging the power of the ESP32-CAM module and the popular messaging platform 

Telegram, users can effortlessly control and monitor their appliances from anywhere, at any time. 

The system incorporates features such as real-time notifications, energy optimization, and secure 

cloud integration, ensuring a user-friendly and intelligent home management experience. With 

this innovative solution, users can enhance their living environment, improve energy efficiency, 

and enjoy the convenience of a smart home ecosystem. 

5.1.1 System Architecture: 

5.1.1.1 User Access: 

• User can access the smart door lock system through smartphone with internet. 

• User interface for our system is the Telegram messaging app. 
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• By using Telegram, users can easily interact with the smart door lock system from anywhere. 

• Established communication between Telegram and AWS. 

• Send commands and receive real-time updates the smart door lock. 

5.1.1.2 Telegram-bot: 

• Telegram bot allowing data to be transferred and commands to be executed seamlessly 

between ESP32-CAM and user. 

• Create a Telegram bot using the BotFather. 

• Generate the API token using BotFather. 

• This API token serves as an authentication mechanism for bot to access the Telegram 

API. 

• you would typically use the Telegram Bot API's “sendMessage” method to transfer data 

5.1.1.3 Telegram Bot Interaction: 

• The telegram bot process user commands and coordinates the actions of the smart door lock. 

• User sends a command to bot, the bot analyzes its content. 

• The bot uses predefined commands and keywords to determine the action. 

• The bot sends the instructions and data to the ESP32-CAM. 

• The ESP32-CAM module receives the instructions and performs the actions . 

• Two-way communication. 

5.1.1.4  Feedback to User: 

• Feedback to the user is a critical aspect of our smart door lock system. 

• After receiving and processing commands, the Telegram bot sends a response message to the 

user. 

• The response message serves various purposes, depending on the executed command. 

• For instance, if the user requested to unlock the door, the bot confirms the successful 

unlocking and notifies the user. 

• Similarly, if the user requested to check the door status, the bot provides real-time information 

on whether the door is locked or unlocked. 

• In addition to textual feedback, the system can also send images captured by the ESP32-CAM 

module to the user. 
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• This feature allows users to visually monitor their door or capture evidence in case of any 

security concerns. 

• The feedback provided by the system ensures that users stay informed about the actions 

performed and the current state of the door lock system. 

 

5.1.1.5  End-to-End Security: 

• Ensuring the security of our smart door lock system is of utmost importance. 

• To achieve end-to-end security, we have implemented several measures. 

• Firstly, the communication between the Telegram bot and the ESP32-CAM module is 

encrypted using secure protocols. 

• This prevents unauthorized access or tampering with the command data during transmission. 

• Additionally, user authentication and authorization mechanisms are in place. 

• Users need to authenticate themselves before gaining access to the system, adding an extra 

layer of security. 

• The system verifies user credentials or authentication tokens to ensure authorized access. 

• Furthermore, the ESP32-CAM module itself has built-in security features, such as access 

control and device-level encryption. 

• These measures collectively safeguard our smart door lock system against potential security 

vulnerabilities and unauthorized access attempts. 

• By prioritizing end-to-end security, we ensure that users can trust the reliability and integrity 

of our smart door lock system. 

5.2 Smart door lock system using ESP32-CAM and AWS. 

The process taking place during the project is ESp-32 cam will click a photo of a person at the 

door and also make a video clip of a few seconds that photo and clip will be transferred to the 

ESp-32 Wi-Fi module, it will send that photo to AWS using AWS Lambda and 4. AWS 

Rekognition will analyze the photo i.e., match the face with already stored faces in the AWS 

S3 bucket by the user. 

If the face matches, then it will send an SOS with the information of the person at the door to 

the user and ask permission to unlock the lock of the door. Now if the face does not match then 

it will send an alert to the user with the recent video clip to the user and also ask permission to 

unlock the door or not. 
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5.2.1 System Architecture 

The system architecture for the smart door lock system using AWS is designed to provide secure 

and efficient access control with the integration of various components. The architecture 

encompasses the ESP32-CAM module, AWS services, and the Telegram app, enabling 

seamless communication and control. At the core of the system is the ESP32-CAM module, 

which serves as the primary device responsible for capturing images, processing data, and 

interacting with the AWS cloud. The ESP32- CAM module is equipped with a camera module, 

microcontroller, and Wi-Fi connectivity, allowing it to capture real-time images and 

communicate with the AWS cloud services. The AWS services utilized in the architecture 

include AWS IoT Core, AWS Lambda, and AWS S3. AWS IoT Core provides a secure and 

scalable infrastructure for device communication and management. The ESP32-CAM module 

connects to AWS IoT Core, enabling bidirectional communication between the device and the 

cloud. 

AWS Lambda, a serverless computing service, is used for processing and analyzing the image 

data received from the ESP32-CAM module. It hosts face detection and recognition algorithms, 

leveraging the power of AWS Rekognition for accurate and efficient identification of 

individuals. Additionally, AWS S3 (Simple Storage Service) is utilized for storing and 

retrieving images and other data related to the smart door lock system. It provides a reliable and 

scalable storage solution for the captured images and other relevant information. The Telegram 

app serves as the user interface and control mechanism for the smart door lock system. It allows 

users to interact with the system, receive notifications, and control access to the door. Through 

the Telegram app, users can send commands, receive status updates, and even view captured 

images or recognized faces. The system architecture ensures seamless integration and 

communication between the ESP32-CAM module, AWS services, and the Telegram app. It 

provides a robust and secure platform for efficient access control and user interaction. 

By implementing this system architecture, the smart door lock system using AWS achieves 

enhanced security, real-time face detection and recognition, and convenient user control, 

making it a reliable and efficient solution for access control in various applications. 

5.2.2 Hardware Setup 

The hardware setup for the smart door lock system using AWS involves the integration of 

various components to enable seamless communication and operation. The following hardware 

components were utilized in the implementation: 
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• ESP32-CAM Module: The ESP32-CAM module serves as the central device for 

capturing images, processing data, and communicating with AWS services. It 

incorporates a camera module, a powerful microcontroller, and Wi-Fi connectivity, 

making it an ideal choice for this project. 

• Electric Door Lock: An electric door lock mechanism is used to control the physical 

access to the door. The electric lock is connected to the ESP32-CAM module, allowing it 

to lock and unlock the door based on user commands. 

• Power Supply: A stable and reliable power supply is essential for the proper functioning 

of the system. The ESP32-CAM module and electric door lock are powered by an 

appropriate power source, ensuring continuous operation. 

• Internet Connectivity: The hardware setup requires a stable internet connection to 

establish communication with AWS services. This can be achieved through a Wi-Fi 

network or other reliable internet connectivity options. 

• Optional Components: Depending on specific requirements, additional components 

such as LEDs, buttons, and sensors can be incorporated into the hardware setup to 

enhance functionality and user experience. These components can be used for status 

indication, user interaction, or environmental sensing if needed. 

The hardware setup should be carefully executed, ensuring proper connections, power supply, 

and compatibility between the components. It is essential to follow the provided 

documentation and guidelines for each component to ensure a successful implementation. 

 

 

5.2.3 ESP32 – Wi-Fi Module: The ESP32 is a very versatile System On a Chip (SoC) that can be 

used as a general-purpose microcontroller with quite an extensive set of peripherals including Wi-Fi 

and Bluetooth wireless capabilities. ESP32 is a single-chip 2.4 GHz Wi-Fi and Bluetooth combo chip 

designed with TSMC ultra-low power 40 nm technology. It is designed and optimized for the best 

power performance, RF performance, robustness, versatility, features and reliability, for a wide variety 

of applications, and different power profiles. 
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Fig 5.1 ESP-32 Wi-Fi Module 

 

 

5.2.4 ESP32-CAM Camera Module 

The ESP32-CAM is a small-size, low-power camera module based on ESP32. It comes with an 

OV2640 camera and provides an onboard TF card slot. This board has 4MB PSRAM which is 

used for buffering images from the camera into video streaming or other tasks and allows you to 

use higher quality in your pictures without crashing the ESP32.  

5.2.4.1 Features 

• The ESP32-S module, which is integrated into the board, provides support for both Wi-Fi and 

Bluetooth connectivity. 

• The board features an OV2640 camera with a flash, enabling image and video capture. 

• An onboard TF card slot is available, allowing for data storage of up to 4GB on a TF card. 
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• The module supports Wi-Fi video monitoring and Wi-Fi image upload, enabling remote access 

and sharing of captured media. 

• Multiple sleep modes are supported, with the deep sleep mode consuming as low as 6mA of current. 

• The control interface of the board is easily accessible via a pin header, facilitating integration 

and embedding into various user products. 

 

5.2.5 Electric Door Lock 

The electric door lock is a crucial component of the smart door lock system, responsible for 

controlling the physical access to the door. It operates based on commands received from the 

ESP32- CAM module, allowing users to lock and unlock the door remotely using the Telegram 

app. The electric door lock used in this project is a secure and reliable locking mechanism 

designed for smart home applications. It offers the following features: 

 

Robust Construction: The electric door lock is constructed using durable materials to ensure 

longevity and withstand regular use. It is designed to provide reliable locking and unlocking 

operations. 

Secure Locking Mechanism: The electric door lock employs a secure locking mechanism, 

offering enhanced protection against unauthorized access. It utilizes advanced locking 

mechanisms such as electromagnetic or motor-driven locks, ensuring the door remains securely 

locked when required. 

Remote Control Capability: The electric door lock is integrated with the ESP32-CAM 

module, enabling remote control via the AWS cloud and Telegram app. Users can 

conveniently lock or unlock the door from anywhere, providing flexibility and convenience. 

Power Efficiency: The electric door lock is designed to be power-efficient, consuming 

minimal power during operation. It ensures optimal energy consumption and contributes to the 

overall efficiency of the smart door lock system. 

Compatibility: The electric door lock is compatible with the ESP32-CAM module and can be 

easily integrated into the hardware setup. It is designed to work seamlessly with the system 

components, ensuring smooth operation and reliable functionality. 

 

When implementing the electric door lock, it is essential to follow the manufacturer's 

guidelines and wiring instructions. Proper installation and secure mounting are necessary to 

ensure the reliable operation and security of the smart door lock system. 
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The integration of the electric door lock into the system enables secure access control, allowing 

users to conveniently lock and unlock their doors remotely. With its robust construction, 

remote control capabilities, and power efficiency, the electric door lock enhances the overall 

functionality and security of the smart door lock system. 

 

5.2.6 Software Implementation 

The software implementation of the smart door lock system plays a vital role in facilitating the 

communication between the hardware components, data processing, and user interaction. It 

involves the development and integration of various software components to ensure the smooth 

operation and functionality of the system. 

In this project, the following software components were implemented: 

 

Firmware Development: The firmware for the ESP32-CAM module was developed to handle 

the communication with AWS and perform essential tasks such as capturing images, 

processing data, and controlling the electric door lock. The firmware was written in C++ 

programming language, utilizing libraries specific to the ESP32 platform. 

AWS Integration: The smart door lock system utilizes AWS services for data transfer, 

storage, and processing. AWS IoT Core was used to establish the MQTT communication 

between the ESP32-CAM module and AWS cloud. AWS Lambda functions were developed to 

process the incoming data, perform face detection and recognition, and trigger appropriate 

actions. 

Face Detection and Recognition: OpenCV, an open-source computer vision library, was used 

for implementing the face detection and recognition functionality. The captured images from the 

ESP32-CAM module were processed using OpenCV algorithms to detect and recognize faces. 

AWS Rekognition, a powerful machine learning service, was employed to further enhance the 

face recognition capabilities. 

Telegram Integration: The Telegram API was utilized for integrating the smart door lock 

system with the Telegram app. A Telegram bot was created and configured to receive 

commands and notifications from users. The bot was programmed to interpret the user 

commands, communicate with AWS services, and control the electric door lock accordingly. 

User Interface: The user interface was designed and implemented using a combination of 

Telegram app and custom commands. Users can interact with the system by sending 

commands to the Telegram bot, such as "Lock" or "Unlock." The system responds to these 

commands and provides real-time status updates and notifications to the users. 
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The software implementation involved extensive coding, testing, and integration to ensure the 

smooth and reliable operation of the smart door lock system. Various software development 

tools, programming languages, and libraries were utilized to achieve the desired functionality 

and seamless integration with the hardware components. 

By implementing the software components described above, the smart door lock system enables 

secure and convenient access control. The integration with AWS, face detection and recognition 

algorithms, and Telegram app provides a user-friendly interface and advanced security features. 

 

5.2.7 Telegram Application 

The integration of the Telegram application plays a crucial role in providing a user-friendly 

interface for controlling and monitoring the smart door lock system. Telegram, a popular instant 

messaging platform, offers a robust API that enables seamless communication between the user 

and the system. 

In this project, the Telegram application was used to enable remote control and real-time 

notifications for the smart door lock system. The following features were implemented: 

Telegram Bot: A Telegram bot was created to act as an intermediary between the user and the 

smart door lock system. The bot handles incoming commands and messages from users, 

processes them, and triggers the corresponding actions. 

User Commands: Users interact with the system by sending commands to the Telegram bot. 

Common commands include "Lock" to lock the door, "Unlock" to unlock the door, and 

"Status" to check the current status of the door. These commands are interpreted by the bot and 

relayed to the system for execution. 

Notifications: The Telegram bot sends real-time notifications to the users regarding various 

events and activities related to the smart door lock system. For example, when someone 

successfully unlocks the door or when an unrecognized face is detected, a notification is sent to 

the authorized users through the Telegram app. 

 

Secure Communication: The communication between the Telegram app and the smart door 

lock system is secured using encryption and authentication mechanisms provided by the 

Telegram API. This ensures the privacy and integrity of the data transmitted between the user 

and the system. 

By integrating the Telegram application, users can conveniently control and monitor the smart 
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door lock system from anywhere using their smartphones. The Telegram bot acts as a virtual 

assistant, providing a simple and intuitive interface for managing access to the door and 

receiving real-time notifications. 

The Telegram application, with its extensive features and user-friendly interface, enhances the 

accessibility and usability of the smart door lock system. It allows users to have remote control 

over the door lock and stay informed about the system's status and activities in real- time. 

5.2.8 AWS Integration 

The integration of Amazon Web Services (AWS) in the smart door lock system adds scalability, 

reliability, and advanced functionalities to the overall system architecture. AWS offers a 

comprehensive suite of cloud services that enable secure storage, data processing, and real-time 

communication. 

In this project, AWS was utilized for various purposes, including: 

I. AWS IoT Core 

AWS IoT Core is a managed cloud service that enables secure and scalable communication 

between connected devices (such as the ESP32-CAM) and the cloud. It provides a reliable and 

secure infrastructure for managing IoT devices, message routing, and device authentication. 

In the smart door lock system, AWS IoT Core played a crucial role in establishing a secure and 

bi-directional communication channel between the ESP32-CAM module and the cloud. Here's 

how AWS IoT Core was utilized: 

Device Connectivity: The ESP32-CAM module was configured as an IoT device and 

registered with AWS IoT Core. It connected to AWS IoT Core using the MQTT (Message 

Queuing Telemetry Transport) protocol, ensuring lightweight and efficient communication. 

Device Authentication and Security: AWS IoT Core provides device authentication and 

security mechanisms to ensure that only authorized devices can connect and communicate with 

the cloud. The ESP32-CAM was assigned a unique device certificate, allowing it to securely 

authenticate and establish a trusted connection with AWS IoT Core. 

Message Broker: AWS IoT Core acts as a message broker, facilitating the bi-directional 

communication between the ESP32-CAM and other cloud services. It receives messages 

published by the ESP32-CAM and forwards them to the appropriate destinations, such as AWS 

Lambda or AWS S3. 

Device Shadow: AWS IoT Core offers a device shadow feature, which provides a virtual 
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representation of the device's state and allows for synchronization and control of the device's 

properties. The device shadow was used to store and retrieve the current status of the smart 

door lock system, enabling remote monitoring and control. 

Rule Engine: AWS IoT Core provides a rule engine that allows for processing and routing of 

incoming messages based on predefined rules. The rule engine was utilized to trigger specific 

actions based on the received messages from the ESP32-CAM, such as invoking AWS Lambda 

functions for further data processing. 

By leveraging AWS IoT Core, the smart door lock system benefits from a secure, scalable, and 

managed infrastructure for IoT device connectivity. The integration with AWS IoT Core 

ensures reliable and efficient communication between the ESP32-CAM and the cloud, enabling 

seamless data transfer, device management, and remote control capabilities.AWS Lambda: 

AWS Lambda, a serverless compute service, was used to implement serverless functions that 

process the data received from the smart door lock system. For example, the Lambda function 

can analyze the incoming data for face recognition or perform additional logic based on 

predefined rules. 

II. AWS S3:(Simple Storage Service)  

AWS S3 is a scalable and highly available object storage service offered by Amazon Web 

Services. It provides a secure and durable platform for storing and retrieving data, making it an 

ideal choice for our smart door lock system. Here's how AWS S3 was utilized: 

Data Storage: AWS S3 was used to store various types of data generated by the smart door lock 

system, including images captured by the ESP32-CAM module, logs, and configuration files. 

The S3 bucket acted as a centralized storage repository for these files, ensuring durability and 

easy access. 

Image Storage: Captured images from the ESP32-CAM module were securely uploaded to the 

designated S3 bucket. This allowed for convenient storage, retrieval, and management of the 

images, enabling future analysis, auditing, and access control. 

Data Backup and Redundancy: AWS S3 offers built-in redundancy and data durability 

features. The data stored in the S3 bucket is automatically replicated across multiple AWS 

Availability Zones, ensuring high availability and data resiliency. This provided an additional 

layer of data protection for the smart door lock system. 

Access Control: AWS S3 allows fine-grained access control to the stored data. Access 

permissions and policies were defined to ensure that only authorized users or services could 

interact with the S3 bucket. This helped to protect the privacy and integrity of the data stored 

within the bucket. 
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Integration with Other AWS Services: The S3 bucket seamlessly integrated with other AWS 

services. For example, AWS Lambda functions were triggered when new images were uploaded 

to the S3 bucket, allowing for real-time processing and analysis of the captured images. 

Additionally, the S3 bucket could be used as a source for generating notifications or triggering 

other AWS services. 

By utilizing AWS S3, the smart door lock system benefited from a highly scalable, secure, and 

reliable storage solution. The integration with AWS S3 allowed for efficient and seamless storage 

of data generated by the system, providing a solid foundation for data analysis, backup, and 

integration with other AWS services.AWS Rekognition: AWS Rekognition, a powerful image 

analysis service, was employed for face detection and recognition capabilities. The captured 

images from the ESP32-CAM were sent to AWS Rekognition for processing and identification 

of authorized users, allowing for seamless access control. 

 

III. AWS Lambda: 

It is a serverless compute service provided by Amazon Web Services. It allows the execution of 

code in response to events without the need for managing servers or infrastructure. In our smart 

door lock system, AWS Lambda played a crucial role. Here's how AWS Lambda was utilized: 

 

Event-Driven Execution: AWS Lambda was used to execute code functions in response to 

events or triggers. For example, when new images were uploaded to the S3 bucket, a Lambda 

function was triggered to perform real-time image processing and facial recognition. 

Image Processing and Facial Recognition: The Lambda function implemented image 

processing algorithms and utilized AWS Rekognition, a powerful image analysis service, to 

perform facial recognition on the uploaded images. This allowed for the identification of 

authorized individuals and helped enhance the security of the smart door lock system. 

Serverless Architecture: AWS Lambda's serverless architecture eliminated the need for 

managing and scaling servers. It automatically scaled the execution environment based on the 

incoming workload, ensuring optimal performance and cost-efficiency for the smart door lock 

system. 

Integration with Other AWS Services: AWS Lambda seamlessly integrated with other AWS 

services, enabling a robust ecosystem for the smart door lock system. For instance, the Lambda 

function could interact with AWS S3 for image retrieval, AWS IoT Core for device control, and 

AWS DynamoDB for storing and retrieving access control policies. 
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Customizable and Configurable: AWS Lambda provided the flexibility to write custom code 

functions in various programming languages, including Python and Node.js. This allowed for 

the implementation of specific logic and business rules tailored to the smart door lock system 

requirements. 

By using AWS Lambda, our smart door lock system achieved a scalable and event- driven 

architecture. The serverless nature of Lambda simplified deployment and management, while its 

seamless integration with other AWS services enhanced the system's functionality and 

flexibility. The  utilization of AWS Lambda enabled real-time image processing, facial 

recognition, and seamless interaction with other AWS components, making it a critical component 

of our system's implementation.The integration of AWS into the smart door lock system adds a 

layer of intelligence and scalability. The cloud-based architecture allows for seamless integration 

of additional features and supports future expansion of the system. Leveraging AWS services, 

the smart door lock system benefits from high availability, security, and the ability to handle large-

scale deployments. 

 

IV. AWS Rekognition: 

It is a powerful image and video analysis service provided by Amazon Web Services. It offers a 

wide range of computer vision capabilities, including facial analysis, object detection, and scene 

understanding. In our smart door lock system, AWS Rekognition played a significant role. Here's 

how AWS Rekognition was utilized: 

Facial Recognition: AWS Rekognition's facial recognition feature was employed to identify 

and authenticate individuals accessing the smart door lock system. By comparing the captured 

facial images with a pre-defined database of authorized users, Rekognition enabled accurate and 

reliable identification. 

Facial Analysis: Rekognition provided advanced facial analysis capabilities, including 

emotion detection, age estimation, and gender identification. This functionality allowed for a 

deeper understanding of the captured images, facilitating enhanced security and user 

experience within the smart door lock system. 

Real-time Image Processing: AWS Rekognition's real-time image processing capabilities 

were leveraged to perform instantaneous analysis of the images captured by the ESP32-CAM. 

The captured images were sent to Rekognition for facial recognition and analysis, providing 

rapid and accurate results for access control. 

Customizable Training: Rekognition offered the ability to train custom machine learning 



50 
 

models for specific use cases. In our project, we utilized this feature to train a custom facial 

recognition model using a dataset of authorized individuals. This allowed for improved 

accuracy and tailored identification within the smart door lock system. 

Integration with AWS Services: AWS Rekognition seamlessly integrated with other AWS 

services, enabling a comprehensive ecosystem for our smart door lock system. For instance, the 

Rekognition results seamlessly integrated with AWS Lambda, allowing for real-time decision-

making and control based on the facial recognition outcomes. 

By incorporating AWS Rekognition into our smart door lock system, we achieved accurate and 

efficient facial recognition, enhancing the overall security and user experience. The advanced 

facial analysis capabilities provided valuable insights, while the real-time processing ensured 

prompt access control. The integration with other AWS services expanded the functionality of our 

system and facilitated seamless interactions between different components. AWS Rekognition 

played a pivotal role in enabling robust facial recognition and analysis within our smart door 

lock system. 

V. AWS CloudWatch: 

It was utilized for monitoring and logging the system's performance and activities. It provides real-

time insights into system metrics, such as device connectivity, data transfer, and Lambda function 

execution, enabling efficient monitoring and troubleshooting. 

By using the power of AWS, the smart door lock system achieves a robust and efficient 

architecture that ensures reliable connectivity, advanced data processing, and secure storage. 

The integration with AWS enhances the overall performance and functionality of the system, 

providing a seamless and secure user experience. 

VI. Face Detection and Recognition 

Face detection and recognition played a crucial role in our smart door lock system. By 

incorporating advanced computer vision techniques and leveraging AWS Rekognition, we were 

able to enhance the security and convenience of our system. Here's an overview of the face 

detection and recognition process: 

Face Detection: We utilized the ESP32-CAM module's capabilities along with OpenCV 

(Open-Source Computer Vision Library) to perform real-time face detection. The ESP32- 

CAM captured images using its built-in camera, and OpenCV algorithms were applied to 

detect faces within the images. This initial step allowed us to identify the presence of a person in 

front of the door. 
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Image Preprocessing: Before sending the captured images to AWS Rekognition, we 

performed the necessary preprocessing steps. This involved resizing, cropping, and optimizing 

the images to ensure optimal processing and accuracy during face recognition. 

AWS Rekognition: We leveraged AWS Rekognition, a powerful image and video analysis 

service, for accurate face recognition. The preprocessed images were sent to Rekognition's 

APIs for facial feature extraction and comparison. Rekognition utilized sophisticated deep 

learning algorithms to identify facial landmarks, extract facial features, and create unique face 

signatures. 

Face Comparison: In our system, we had a database of authorized users' face signatures stored 

in AWS. Rekognition compared the extracted face signature from the captured image with the 

stored face signatures. By matching key facial features and using similarity metrics, 

Rekognition determined the identity of the individual in the image. 

Access Control and User Notification: Based on the results of the face comparison, our system 

made access control decisions. If the detected face matched an authorized user's face signature, 

the smart door lock system granted access. In case of a mismatch or unauthorized face, access 

was denied. Additionally, user notifications were sent via the Telegram app to provide real-

time updates on access attempts and outcomes. 

The integration of face detection and recognition capabilities added an extra layer of security 

and personalized access control to our smart door lock system. By leveraging the powerful 

algorithms and machine learning models of AWS Rekognition, we achieved accurate and 

reliable identification of individuals, ensuring that only authorized users could access the 

secured area.The combination of ESP32-CAM's real-time face detection, image preprocessing, 

and AWS Rekognition's advanced face recognition capabilities resulted in a robust and efficient 

face detection and recognition system for our smart door lock project. 

 

VII. User Interface and Control 

The user interface and control aspect of our smart door lock system played a vital role in 

providing a seamless and convenient user experience. By integrating the Telegram app with our 

system and leveraging its extensive features, we were able to offer remote control and real-time 

notifications to the users. Here's an overview of the user interface and control components: 

Telegram Integration: We chose the Telegram app as our user interface platform due to its 

wide availability, cross-platform compatibility, and rich set of features. Telegram provided a 
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secure and reliable communication channel between the users and the smart door lock system. 

User Registration: Users were required to register with the Telegram bot associated with our 

system. During the registration process, users provided their essential details and authorized 

their Telegram accounts to interact with the smart door lock system. 

Command-based Control: Through the Telegram app, users could send specific commands to 

the smart door lock system. For instance, users could issue commands to lock or unlock the 

door, check the status of the door, or request access logs. These commands were processed by the 

system, and appropriate actions were taken accordingly. 

Real-time Notifications: Our system sent real-time notifications to the users via the Telegram 

app. Users received notifications when someone attempted to access the door, when the door was 

successfully locked or unlocked, and in case of any system events or errors. This ensured that 

users remained informed about the status and activities of the smart door lock system, even 

when they were away. 

Access Logs and History: The Telegram app allowed users to access logs and history related to 

the smart door lock system. Users could review access logs to track who accessed the door and 

when. This feature provided an added layer of security and accountability. 

By integrating the Telegram app as the user interface and control platform, we offered users a 

convenient and intuitive way to interact with the smart door lock system remotely. The seamless 

integration allowed users to control the door, receive real-time notifications, and access system 

logs and history, all from the convenience of their smartphones. 

The Telegram integration provided a user-friendly and accessible interface, enhancing the 

overall functionality and usability of our smart door lock system. Users could securely control 

and monitor their doors, ensuring the security and convenience of their premises.  

User Registration: Users were required to register with the Telegram bot associated with our 

system. During the registration process, users provided their essential details and authorized 

their Telegram accounts to interact with the smart door lock system. 

Command-based Control: Through the Telegram app, users could send specific commands to 

the smart door lock system. For instance, users could issue commands to lock or unlock the 

door, check the status of the door, or request access logs. These commands were processed by the 

system, and appropriate actions were taken accordingly. 

5.3 SYSTEM WORKFLOW: 

I have divided my project into 4 phases -: 
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5.3.1 Establishing Connection (ESP32-CAM and AWS) 

5.3.2 Data Transfer (ESP32-CAM and AWS) 

5.3.3 Face Detection and Recognition (AWS) 

5.3.4 User Notification and Control (Telegram Integration) 

5.3.1 Establishing Connection (ESP32-CAM and AWS) : 

Step 1. Create a thing in AWS. 

Step 2. Generating a certificate. 

Step 3. Attaching a policy to it. 

Step 4. Use generated endpoint for communication. 

Step 5. Subscribe and Publish MQTT topic. 

Step 6. – Installing ESP8266 sketch data upload tool in Arduino IDE. 

Step 7. – Modifications in the Arduino sketch according to the thing. 

Step 8. – Uploading AWS certificates & code to the NodeMCU. 

Step 9. – Testing/Subscription of things on Amazon Web Services. 

Step 10. Use generated thing name, certificate, endpoint, subscribe and publish topic in code 

and burn it in ESP32- Cam module. 

Step 11. – Live demo of Data Logging. 
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Screenshots: 

 

Fig 5.2 Create Thing at AWS 

 

 

 

 

 

Fig. 5.3 Create certificates 
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Fig. 5.4 Create policy 

 

 

Fig. 5.5 Publish Topic 

Fig. 5.6 Subscribe Topic 
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5.3.2 Data Transfer (ESP32-CAM and AWS): 

Step 1. Create an S3 bucket. 

Step 2. Create a Lambda function, that generates a signed URL to upload images over 

the S3 bucket.  

Step 3. To transfer data, generate message rule. 

Step 4. Whenever something publishes over the topic, the lambda 

function trigger.  

Step 5. Then signed URL will be generated. 

Step 6. Image transfer through that URL over the S3 bucket. 

5.3.2 Face Detection and Recognition Workflow 

Face Detection Workflow: 

Step 1. ESP32-CAM captures an image of the person at the door.  

Step 2. The image is sent to AWS S3. 

Step 3. Rekognition analyzes the image and identifies any faces present.   

Step 4. The attributes are extracted for further processing. 

Face Recognition Workflow: 

Step 1. The detected faces are compared against a face collection in AWS Rekognition.  

Step 2. AWS Rekognition uses a face recognition algorithm. 

Step 3. If a match is found, the system identifies the person and retrieves their stored 

information. 

Step 4. The person's name and information are sent as a notification to the user's Telegram 

app. 

Step 5. Providing “Token API” of telegram bot to lambda function where data to be send by 

AWS. 

5.3.4  User Notification and Control: 

Step 1. Create a Telegram bot using the BotFather 

Step 2. Generate the API token using BotFather 

Step 3. Set up an AWS API Gateway. 

Step 4. Create a Lambda function in AWS. 

Step 5. Telegram Bot API within the Lambda function to send data back to the user. 
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CHAPTER – 6 

CONCLUSION 

 

In conclusion, the development of the smart door lock system using ESP32-CAM and 

Telegram has proven to be a successful venture. The project aimed to enhance home 

security and provide remote control access to the door lock through a user-friendly 

interface. Through the implementation of the ESP32-CAM module, image processing 

capabilities were leveraged for face detection and recognition. The integration with 

Telegram allowed users to conveniently control the door lock system from their mobile 

devices. Overall, the system demonstrated efficient communication between the ESP32-

CAM, the Telegram app, and the door lock mechanism. The project achieved its objectives 

of improving security and providing convenient access control. Further improvements 

could include refining the face recognition algorithm and enhancing the system's 

robustness against potential security threats. 

The development of the smart door lock system using ESP32-CAM, AWS, and Telegram 

as the user interface has yielded significant advancements in home security and remote 

accessibility. By integrating the ESP32-CAM module with AWS services such as IoT 

Core, Lambda functions, and S3 buckets, a robust and scalable infrastructure was 

established. The system successfully leveraged AWS Rekognition for efficient face 

detection and recognition, enabling authorized individuals to securely unlock the door 

using the Telegram app. The implementation showcased the potential of cloud-based 

solutions for IoT applications, providing seamless connectivity and reliable data transfer. 

However, further enhancements can be made to optimize the system's performance and 

improve its response time. Overall, the project has demonstrated the effective integration 

of ESP32-CAM, AWS, and Telegram to create an intelligent and secure door lock system 

with immense potential for broader IoT applications. 
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