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ABSTRACT

This project report files the extensive improvement and deployment of the web3
crowdfunding platform the use of React, Solidity, and blockchain technology. The
intention is to create a steady and absolutely purposeful crowdfunding software,

prioritizing user experience, safety and seamless blockchain integration.

The task started out by using building a foundation using React and Tailwind CSS,
growing a venture structure with diverse folders and imposing key additives along with
navbar, sidebar and interactive pages. Emphasis has been located on cross-device

responsiveness to ensure a comfortable consumer experience.

Blockchain era integration is the primary recognition of the assignment. Smart contracts
are written in Solidity for the Ethereum network, allowing capabilities which include
growing campaigns, receiving donations, and receiving campaign facts. Security
measures have been applied, which include connecting Ethereum wallets through

Metamask and securely deploying contracts via Third Party Web.

User interaction and engagement is more suitable through an intuitive interface for
developing campaigns, showing marketing campaign information, and opening donation
functions. The use of payload overlays to interact with the blockchain guarantees a

smooth user experience at the same time as maintaining safety protocols.

During the mission, the importance of blockchain generation in presenting security,
transparency and trust in public cash transactions become proven. The report also
discusses destiny trends together with the combination of NFT and sturdy clever

contracts and markets advanced the usage of NextJS.

viil



CHAPTER 1: INTRODUCTION

1.1 INTRODUCTION

In current years, the fundraising and fundraising landscape has long gone via a modern
trade with the emergence of crowdfunding structures. This platform has changed the way
responsibilities, obligations and groups beautify funds via connecting creators and
capability supporters globally. However, amid the ones upgrades, worries approximately
security, transparency and do not forget have emerged as important worries in the
crowdfunding environment.

This challenge tries to solve this problem through the usage of assignment a complete have
a examine on the development of a stable and green Web3 crowdfunding platform.
Leveraging the strength of React, Solidity, and blockchain generation, the intention isn't
always simplest to facilitate easy transactions, but to construct a platform that prioritizes
person revel in and safety with the resource of integrating blockchain protocols [1].

The foundation of the mission is to apply the popular React JavaScript library to create a
reliable and inexperienced application form with Tailwind CSS. This foundation serves as a
springboard for the in-addition integration of blockchain era into crowdfunding structures.
Central to this artwork is the implementation of clever contracts using Solidity, which end
up evolved especially for the Ethereum network. This settlement enables key skills along
with campaign creation, donation transactions, and comprehensive marketing marketing
campaign information retrieval. Ensuring the protection of this transaction has particularly
pushed the deployment of contracts through the Third Web, emphasizing the significance
of strong pockets connection thru Metamask and the safety of touchy account records.
User-centered format necessities are on the leading edge of improvement. The interface is
designed to streamline advertising campaign introduction, show marketing and advertising
advertising marketing campaign statistics, and facilitate individual contributions with built-
in functionality. Special hobby has been paid to optimizing man or woman interaction via
the use of integrating down load overlays, making sure protection and consumer revel in
within the course of interplay and blocking.

In addition, the report seems at deployment techniques using React cell audio, which
Netlify has successfully deployed. Insights into deployment options and offers for regular
deployment showcase the task’s determination to presenting a safe and consistent

crowdfunding platform [2].



1.2 PROBLEM STATEMENT

The project aims to enhance transaction security in the digital landscape using blockchain
technology. It seeks to strike a balance between scalability and security, selecting the right
consensus mechanism and auditing smart contracts. Regulatory compliance and user
privacy are key concerns. The project intends to create an innovative blockchain-based
solution that combines encryption, digital signatures, meticulous key management, and
regulatory alignment to elevate transaction security while contributing to the advancement

of blockchain technology.

1.3 OBJECTIVES

e To study and implement the transactions using blockchain : Studying blockchain
transactions involves a deep dive into the intricate processes governing data validation,
consensus mechanisms, and transaction verification within a decentralized network.
This objective delves into dissecting the architecture of blocks, scrutinizing the
cryptographic protocols ensuring data integrity, and understanding how consensus
algorithms maintain the network's trustworthiness. Analyzing transaction patterns,
confirmation times, and network throughput offers critical insights into the operational
efficiency and resilience of blockchain systems.

e Understanding different scenarios where blockchain can be implemented: Evaluating
the security and integrity of blockchain transactions forms a pivotal objective,
emphasizing the assessment of protective measures against potential threats. This
entails scrutinizing cryptographic protocols, consensus mechanisms, and the network's
immutability to fortify data against tampering or unauthorized access. The objective
extends to exploring privacy features and measures aimed at safeguarding sensitive
information, ensuring that blockchain transactions uphold stringent security standards.

e Analyzing different case studies for blockchain implementation: Optimizing the
scalability and efficiency of blockchain transactions involves addressing inherent
limitations to accommodate increased transactional volumes. This objective focuses on
exploring solutions like sharding, layer-two scaling techniques, or protocol
enhancements to bolster transaction throughput and minimize confirmation times. By
improving the network's performance capabilities, this objective seeks to enhance the
scalability and overall efficiency of blockchain-based systems, paving the way for

broader adoption and utility across various industries.



1.4 SIGNIFICANCE AND MOTIVATION OF THE PROJECT WORK

Crowdfunding has emerged as a key mechanism to democratize get entry to to investment
and empower creators, entrepreneurs and innovators to bring their thoughts to lifestyles.
However, the inherent demanding situations within the traditional crowdfunding version,
together with weak safety, loss of transparency, and reduced consider, have extensively
hindered the boom and reliability of this platform.

Address Major Issues: The major purpose of this venture is to address these primary
problems. Utilizing the ability of the modern-day technology together with React, Solidity
and blockchain integration, the project seeks to create a new paradigm of a secure, obvious
and steady crowdfunding atmosphere [1].

Improved protection and believe: Security breaches, fraud and information vulnerabilities
in current crowdfunding structures have averted ability supporters from becoming a
member of campaigns. This assignment seeks to create an infrastructure supported by using
decentralized and immutable blockchain residences, developing consider by means of
ensuring transaction security and transparency inside the distribution of budget.

Enhancing innovation and collaboration: The importance of this paintings lies in its
capability to encourage innovation and collaboration. By imparting a dependable and
straightforward platform, it encourages creators to pursue bold thoughts, whilst fostering
collaboration amongst supporters who accept as true with, they are able to help promising
tasks.

Setting the usual for future crowdfunding fashions: As the digital panorama evolves, the
mission seeks to set new necessities for crowdfunding models. By demonstrating the
combination of primary generation and purchaser-focused design ideas, it goals to inspire
the improvement of future crowdfunding systems that prioritize protection, transparency,
and person enjoy [2].

Powering a New Era of Fundraising: Ultimately, the purpose of this mission is to empower
creators, supporters, and innovators thru supplying a regular and inexperienced
crowdfunding platform. The purpose is to catalyze the democratization of fundraising to
provide the crucial manual for various responsibilities and agencies, therefore growing a

extra inclusive and dynamic industrial organization environment.

1.5 ORGANIZATION OF PROJECT REPORT

The detailed organization of a project report can be outlined as follows:



Chapter 1 - Introduction: This chapter works as a project and lays the groundwork to

provide the background for crowdfunding based on blockchain technology. It includes
introducing the project, defining the problem, explaining the objectives, discussing the
importance and motivation of the project, and deciding on the organization of the project

preview report.

Chapter 2 - Research Literature: This chapter focuses on general research and
source information from a variety of reputable sources, including standard books, journals,
websites, and publications. It provides an overview of relevant documents, shows work
done on the same front in the last five years, and identifies gaps in current blockchain

knowledge in crowdfunding.

Chapter 3 - Development Process: This chapter covers the technology process,
starting with requirements and analysis, followed by project design and architecture. It goes
through data preparation and application stages and introduces basic concepts such as
codes, algorithms, tools and techniques. Additionally, the main problems identified during

development and their management are discussed.

Chapter 4 - Testing: The chapter seven discusses about the stability checks on the

platform features as well as test methods, tools, techniques and strategies. It is also easy to
paint a complete image of the entire system, the problem experienced, as well as the

outcome of the trial.

Chapter 5 - Results and evaluation: Here we focus on presenting and explaining

the results obtained from the project. It includes a comprehensive presentation of the results
and their interpretation and comparison with existing solutions, thus providing a platform

and benchmark for performance.

Chapter 6 - Conclusions and Future Opportunities: This important chapter

presents the project with conclusions, limitations, and contributions to thefield. Finally,

4



future opportunities are identified and potential opportunities for further development and
improvement in the field of blockchain crowdfunding are identified. It provides a preview

of the platform and its development.



CHAPTER 2: LITERATURE SURVEY

This This study delves into the potential of blockchain technology, particularly Ethereum,
to revolutionize crowdfunding practices. It underscores the transformative impact that
blockchain can have by enhancing transparency, streamlining processes through the
elimination of intermediaries, and bolstering security measures within crowdfunding
platforms. The research acknowledges the promising prospects offered by blockchain but
also highlights several limitations that need to be addressed. One significant drawback
identified is the limited support for programming languages, which could hinder the
flexibility and adaptability of crowdfunding mechanisms utilizing blockchain technology.
This limitation underscores the importance of ensuring compatibility with a broader range
of programming languages to accommodate diverse crowdfunding needs and requirements.
Additionally, the study raises concerns regarding authentication protocols, emphasizing the
need for robust frameworks to verify the identity and legitimacy of participants in this
emerging crowdfunding model. Strengthening authentication mechanisms is crucial for
safeguarding transactions and maintaining trust and credibility within the blockchain-based
crowdfunding ecosystem. In summary, while blockchain technology holds immense
potential to transform crowdfunding, addressing issues such as language support and
authentication protocols is essential to realizing its full benefits and overcoming potential
challenges. By addressing these shortcomings, blockchain-based crowdfunding platforms
can become more resilient, secure, and conducive to innovation in the fundraising

landscape.[1]

This study delves into the integration of blockchain technology and cryptocurrencies into
crowdfunding models, with a particular focus on their potential to eliminate intermediaries
and foster closer relationships between project creators and supporters. It underscores the
transformative impact that blockchain can have on crowdfunding dynamics by facilitating
direct interactions and transactions between participants. Central to this transformation are
the enhanced security protocols enabled by blockchain, which are deemed essential for
upholding the trustworthiness and reliability of transactions within the crowdfunding
ecosystem.However, alongside these promising developments, the study identifies
significant challenges that must be addressed. Foremost among these challenges is user
adoption, which presents a considerable barrier to the widespread implementation of
blockchain-powered crowdfunding platforms. To overcome this obstacle, the study



advocates for approaches that prioritize user familiarity and simplicity, thereby making
blockchain technology more accessible and user-friendly for both project creators and
supporters. Moreover, the study sheds light on the complex regulatory landscape
surrounding blockchain-based crowdfunding, emphasizing the importance of navigating
regulatory frameworks to ensure legitimacy and compliance. Given the decentralized nature
of blockchain technology, regulatory considerations play a crucial role in establishing trust
and credibility within the crowdfunding paradigm. Therefore, strategies for addressing
regulatory challenges are paramount to the sustainable growth and mainstream acceptance
of blockchain-powered crowdfunding initiatives. In essence, while blockchain technology
and cryptocurrencies offer promising opportunities to revolutionize crowdfunding,
addressing challenges related to user adoption and regulatory compliance is essential for
realizing their full potential. By prioritizing user-centric design and navigating regulatory
complexities, blockchain-powered crowdfunding platforms can foster greater transparency,

efficiency, and inclusivity in the fundraising process.[2]

The paper titled "Performance and Cost Evaluation of Public Blockchain: NFT Marketplace
Case Study" delves into a comprehensive analysis of the Polygon and Fantom networks
within the context of a non-fungible token (NFT) marketplace. This study aims to assess
various performance metrics of these public blockchains, focusing particularly on
transaction throughput, confirmation times, and the frequency of network congestion.One
of the key findings of the study is the identification of a critical issue related to trust in
these networks' consistency and reliability. This lack of trust may pose a significant barrier
to widespread adoption among users and stakeholders. Without assurance of consistent and
dependable performance, potential users may hesitate to engage with NFT marketplaces
built  on these blockchain  networks, undermining their  utility and
effectiveness.Furthermore, the study sheds light on economic factors associated with the
elevated upkeep expenses of these open blockchains. This highlights a potential challenge
in maintaining the operational efficiency of NFT markets operating on these networks. The
increased costs may deter platform operators and participants, further exacerbating the
adoption hurdles faced by these blockchain ecosystems.In summary, while the Polygon and
Fantom networks offer promising features for NFT marketplaces, including high
throughput and low confirmation times, concerns regarding trust, consistency, and
economic sustainability need to be addressed to foster broader acceptance and usage.
Addressing these challenges is crucial for ensuring the long-term viability and success of
NFT markets operating on public blockchains like Polygon and Fantom[3].



The study titled "Crowdfunding Charity Platform Using Blockchain™ published by IEEE in
2022 delves into the exploration of a crowdfunding charity platform driven by blockchain
technology. With a primary focus on revolutionizing charitable fundraising, this research
investigates the application of blockchain, particularly Ethereum, and its smart contract
functionalities. By leveraging blockchain technology, the study elucidates how the
fundraising landscape can be transformed. Blockchain's inherent features facilitate the
elimination of intermediaries, enabling direct interaction between donors and charitable
causes. Moreover, it expands the accessibility of fundraising campaigns on a global scale,
thereby democratizing the process and fostering greater participation from diverse
communities worldwide. However, despite the potential benefits, the study underscores the
early-stage development status of the platform. The limited adoption by nonprofit
organizations suggests challenges in implementation or the necessity for further
refinements before achieving widespread acceptance. This early-stage development phase
indicates a potential delay in the broader adoption and utilization of the platform within the
charitable sector. In essence, while blockchain holds promise for revolutionizing charitable
fundraising through enhanced transparency, efficiency, and accessibility, overcoming
implementation challenges and refining the platform are crucial steps toward realizing its
full potential. Continued efforts to address these obstacles will be instrumental in driving

the adoption and impact of blockchain-powered charity platforms in the future.[4]

The study titled "Security Enhanced Crowdfunding Using Blockchain and Lattice-Based
Cryptosystem,” published on Research Square in 2022, explores the integration of
blockchain technology with lattice-based cryptography to enhance security on
crowdfunding platforms. The primary focus of this research is to safeguard user privacy by
leveraging the combined strengths of blockchain technology and advanced cryptographic
techniques.By combining blockchain with lattice-based cryptography, the study aims to
significantly enhance user privacy and security on crowdfunding platforms. This innovative
approach represents a promising avenue for fortifying the confidentiality and integrity of
user data within the crowdfunding ecosystem.However, alongside these security
enhancements, the study identifies several challenges that need to be addressed. One
significant concern is scalability, particularly in handling higher transaction volumes while
maintaining robust security protocols. As transaction volumes increase, ensuring scalability
without compromising security becomes a critical consideration for the sustainable

operation of blockchain-based crowdfunding platforms. Additionally, the study highlights



potential barriers to user adoption arising from the complexity of integrating lattice-based
cryptography into blockchain systems. The intricate nature of these cutting-edge security
measures may pose challenges for users, potentially hindering widespread adoption and
usability of the enhanced crowdfunding solutions.In navigating these challenges, the study
emphasizes the importance of striking a balance between increased security and the
usability and scalability of crowdfunding solutions. Finding ways to simplify the
integration of lattice-based cryptography into blockchain systems while ensuring scalability
will be essential for promoting broader adoption and fostering trust among users.Overall,
while blockchain and lattice-based cryptography offer promising avenues for enhancing
security on crowdfunding platforms, addressing scalability concerns and user adoption
barriers will be crucial for realizing their full potential and ensuring the long-term viability
of secure crowdfunding solutions[5].

The study titled "Blockchain-Based Crowdfunding,” published by Springer Nature in 2020,
delves into the fusion of crowdfunding techniques with blockchain technology, with a
particular focus on smart contracts and cryptocurrencies. By harnessing the capabilities of
blockchain, including increased security, transactional transparency, and global
accessibility, this integration aims to fortify crowdfunding mechanisms and enhance their
effectiveness. One of the key advantages highlighted by the study is the heightened security
afforded by blockchain technology. By leveraging cryptographic principles and
decentralized networks, blockchain-based crowdfunding platforms can offer greater
protection against fraud and unauthorized access, thereby instilling trust among
participants. Moreover, the transparency inherent in blockchain transactions enhances
accountability and fosters trust between project creators and supporters. This transparency
can help mitigate risks associated with traditional crowdfunding models, such as
mismanagement of funds or lack of visibility into project progress.However, despite these
potential benefits, the study acknowledges several enduring difficulties that must be
addressed for the successful implementation of blockchain-powered crowdfunding
initiatives. Chief among these challenges is user adoption, which may be hindered by the
complexity of blockchain systems. Simplifying user interfaces and providing educational
resources can help mitigate these adoption barriers and make blockchain-powered
crowdfunding more accessible to a broader audience.Additionally, regulatory compliance
poses significant challenges, as blockchain-based crowdfunding platforms must navigate
multiple legal frameworks to ensure legitimacy and adherence to regulatory requirements.
Overcoming these compliance hurdles requires close collaboration with regulatory



authorities and proactive efforts to address legal uncertainties.Furthermore, scalability

concerns loom large, as increasing transaction volumes could strain blockchain networks
and negatively impact system performance. Innovations in blockchain scalability solutions,
such as sharding or layer 2 protocols, are essential for addressing these scalability
challenges and unlocking the full potential of blockchain-powered crowdfunding.in
conclusion, the successful implementation of blockchain-based crowdfunding initiatives
hinges on striking a delicate balance between increased security, transparent transactions,
and global accessibility, while simultaneously addressing obstacles related to user
acceptance, regulatory compliance, and scalability. By tackling these challenges head-on
and leveraging the transformative potential of blockchain technology, crowdfunding

platforms can usher in a new era of innovation and inclusivity in fundraising activities.[6]

The paper titled "Secured Crowdfunding Platform Using Blockchain™ delves into the
amalgamation of blockchain technology, cryptocurrencies, and smart contracts to fortify
crowdfunding mechanisms. This integration aims to enhance security, ensure transactional
transparency, and streamline procedures by eliminating the need for intermediaries. A
primary advantage highlighted by the study is the potential to bolster security and
transparency in crowdfunding activities through blockchain technology. By leveraging
decentralized networks and cryptographic principles, blockchain-based crowdfunding
platforms can mitigate risks associated with traditional models, such as fraud and lack of
transparency. Furthermore, the elimination of middlemen simplifies procedures and reduces
costs, making crowdfunding more accessible to a broader audience. Smart contracts
facilitate automated execution of crowdfunding agreements, enhancing efficiency and
minimizing human error. However, despite these advantages, the study underscores several
important challenges that need to be addressed. One significant obstacle is user adoption
barriers, which may stem from the complexity of blockchain-based crowdfunding models.
Simplifying user interfaces and providing educational resources can help overcome these
adoption hurdles and broaden the platform's appeal. Regulatory compliance poses another
challenge, as crowdfunding platforms must navigate evolving legal landscapes to ensure
adherence to regulatory requirements. Close collaboration with regulatory authorities and
proactive compliance measures are essential for navigating these complexities and
maintaining legitimacy. Additionally, scalability limitations present potential difficulties in
managing higher transaction volumes while preserving system effectiveness. Innovations in

blockchain scalability solutions are crucial for addressing these challenges and
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accommodating the growing demands of crowdfunding platforms. In summary, the success
of secured crowdfunding platforms using blockchain technology hinges on finding a
delicate balance between increased security, transparency, and efficiency, while also
addressing issues related to user adoption, regulatory compliance, and scalability. By

tackling these challenges proactively, blockchain-based crowdfunding platforms can realize

their full potential as innovative and inclusive fundraising solutions.[7]

In the study titled "Security Enhancement in Smart Vehicles Using a Blockchain
Framework," published in the Journal of Artificial Intelligence and Capsule Networks in
2021, researchers explore the potential of cryptographic tools, blockchain technology, and
V2X communication to enhance security in smart vehicles. By leveraging these
technologies, the study aims to address security concerns and improve the overall safety
and reliability of smart vehicles.One of the key approaches examined in the study is the use
of blockchain technology to create an immutable ledger for vehicle data. By recording
vehicle-related information on a decentralized and tamper-resistant blockchain, the
integrity and authenticity of this data can be ensured, thereby enhancing security and
trustworthiness. Additionally, the study focuses on establishing secure communication
channels through V2X communication, which enables vehicles to communicate with each
other and with infrastructure elements such as traffic lights and road signs. By ensuring
secure communication, potential threats such as spoofing or eavesdropping can be
mitigated, enhancing the safety of smart vehicle operations. Furthermore, the research
addresses scalability issues associated with blockchain technology, which may arise when
processing large volumes of data from smart vehicles. By developing scalable blockchain
solutions, the study aims to accommodate the increasing data demands of smart vehicle
systems without compromising performance or security. Interoperability is another crucial
aspect emphasized in the study, highlighting the importance of developing a framework
that enables seamless communication between various vehicle systems and components. By
promoting interoperability, the research aims to facilitate integration and compatibility
among different smart vehicle technologies, enhancing overall system efficiency and
effectiveness. Moreover, the study underscores the significance of regulatory compliance in
the development and deployment of smart vehicle technologies. Adhering to regulatory
requirements ensures that technological advancements align with legal frameworks
governing smart vehicle features and functionalities, thereby promoting safety, legality, and
consumer trust. In summary, the research presents a comprehensive strategy to strengthen

security in smart vehicles by integrating blockchain architecture, cryptographic tools,
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secure communication protocols, scalability solutions, interoperability measures, and
regulatory compliance considerations. By addressing these key aspects, the study aims to
contribute to the development of a robust and resilient framework for the automotive
sector, ultimately enhancing the security and reliability of smart vehicle systems.[8]

The "Blockchain-Based Crowdfunding” study delves into the integration of
cryptocurrencies and smart contracts into crowdfunding frameworks, aiming to
revolutionize the fundraising landscape by offering enhanced security, transparent
transactions, and global accessibility. While this investigation holds significant promise for
transforming crowdfunding, it also sheds light on enduring challenges within the field.One
prominent obstacle highlighted by the study is the issue of user adoption. The complexity
of blockchain platforms may present challenges for users, potentially hindering widespread
acceptance of blockchain-based crowdfunding models. Simplifying user interfaces and
providing educational resources could help alleviate these adoption barriers and broaden
the platform's appeal.Regulatory compliance emerges as another crucial concern.
Navigating diverse legal frameworks is essential to ensure adherence to regulatory
requirements and maintain legitimacy within the crowdfunding space. Close attention to
regulatory nuances and proactive compliance measures are imperative for fostering trust
and confidence among stakeholders. Furthermore, scalability presents a significant
challenge, particularly in managing higher transaction volumes without compromising
system performance. Innovations in blockchain scalability solutions are essential for
addressing these challenges and accommodating the growing demands of crowdfunding
platforms.In summary, while blockchain-based crowdfunding holds immense potential for
revolutionizing fundraising activities, it is essential to strike a delicate balance between
addressing obstacles related to user adoption, regulatory compliance, and scalability, while
also leveraging the benefits of improved security, transparent transactions, and global
accessibility. By addressing these challenges proactively, crowdfunding platforms can

realize their full potential as innovative and inclusive fundraising solutions.[9]

The study titled "Evaluation of Blockchain Crowdfunding Projects using GRA-TOPSIS"
employs the GRA (Grey Relational Analysis) and TOPSIS (Technique for Order of
Preference by Similarity to Ideal Solution) methodologies to assess blockchain-based
crowdfunding projects. By integrating data analytics tools and leveraging blockchain data
sources, the research aims to provide objective ranking and investment decision support for
investors. Through the systematic application of multi-criteria assessment techniques, the

12



study seeks to help investors make informed decisions by evaluating crowdfunding projects
across various dimensions. By considering factors such as project viability, team
competence, market potential, and technological innovation, the research facilitates a
comprehensive evaluation process that accounts for the diverse characteristics of

crowdfunding initiatives. However, the study also acknowledges certain limitations

inherent in the evaluation process. One key concern is the availability of data, which may
impact the thorough examination of crowdfunding projects. Limited access to relevant data
sources could potentially hinder the accuracy and reliability of the evaluation results,
emphasizing the importance of comprehensive data collection and analysis methodologies.
Furthermore, the inclusion of subjective criteria in the assessment procedure presents
challenges in standardizing evaluations and ensuring unbiased outcomes. The subjective
nature of certain criteria, such as team competence or market potential, may introduce
variability into the evaluation process, underscoring the need for robust frameworks to
support diverse project criteria and mitigate biases. In summary, while the GRA-TOPSIS
methodologies offer valuable tools for evaluating blockchain-based crowdfunding projects,
addressing limitations related to data availability and subjective criteria is essential for
enhancing the accuracy and reliability of the evaluation process. By developing strong
frameworks and methodologies to support comprehensive data analysis and mitigate biases,
researchers can improve the effectiveness of evaluation techniques and provide investors
with valuable insights for decision-making in blockchain-based crowdfunding

initiatives.[10]

The study titled "Understanding the crowdfunding phenomenon and its implications for
sustainability,” published by ELSEVIER in 2019, delves into the dynamics of
crowdfunding in projects with a sustainability focus, utilizing web3.js and Truffle
technologies for investigation. While shedding light on the potential of crowdfunding to
drive sustainable initiatives, the study also highlights a critical limitation: the paucity of
empirical data in this field. The absence of comprehensive empirical data poses a
significant challenge to gaining a thorough understanding of crowdfunding projects with
sustainability objectives. Without sufficient data, researchers and stakeholders face
difficulties in assessing the impact, effectiveness, and long-term implications of sustainable
crowdfunding initiatives. Recognizing the importance of empirical data, the study
underscores the necessity of filling this knowledge gap to enhance understanding of the

complex dynamics and potential effects of crowdfunding on sustainability. Acquiring
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empirical data is crucial for informing decision-making and strategic planning in
sustainable crowdfunding projects, as it provides valuable insights into project outcomes,
stakeholder engagement, and broader societal impacts. Moreover, empirical data serves as a
foundation for evaluating the efficacy of crowdfunding mechanisms in promoting
sustainability goals. By analyzing empirical evidence, researchers can identify patterns,
trends, and best practices that contribute to the success and scalability of sustainable

crowdfunding initiatives. Ultimately, the acquisition of empirical data is essential for
advancing the field of sustainable crowdfunding and maximizing its potential to drive
positive environmental and social change. By leveraging empirical insights, stakeholders
can refine their approaches, allocate resources effectively, and amplify the impact of
sustainable crowdfunding projects, ultimately contributing to a more sustainable and

resilient future.[11]

The study titled "Crowdfunding and social capital: A systematic review using a dynamic
perspective,” published by ELSEVIER in 2020, employs Blockchain Ethereum as a
framework to explore the interplay between crowdfunding and social capital dynamics. The
primary aim of this research is to develop a theoretical framework that elucidates how
social capital influences crowdfunding processes. By leveraging Blockchain Ethereum as a
framework, the study provides insights into the intricate relationship between crowdfunding
activities and social capital. It seeks to uncover the mechanisms through which social
capital impacts various aspects of crowdfunding, including campaign success, investor
behavior, and community engagement. However, the study acknowledges a potential
drawback in its approach: the model may not fully capture the complex dynamics of
crowdfunding. This recognition underscores the inherent challenges in developing a
comprehensive theoretical framework that accurately depicts the multifaceted relationships
between crowdfunding and social capital. The acknowledgment of this limitation highlights
the ongoing need for conceptual model improvement and refinement in the study of
crowdfunding and social capital dynamics. By continuously refining theoretical
frameworks and incorporating insights from empirical research, scholars can better
understand the nuanced interactions between social capital and crowdfunding activities.
Moreover, enhancing the accuracy and sophistication of theoretical models is essential for
advancing knowledge in this field and informing practical strategies for leveraging social
capital to enhance crowdfunding outcomes. By addressing these challenges and refining
theoretical frameworks, researchers can contribute to a deeper understanding of the

complex dynamics shaping crowdfunding processes and outcomes.[12]
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The study titled "Blockchain-based Crowdfunding Systems,” published in the International
Journal of Electrical and Electronics Engineering and Computer Science (IJEECS) in 2019,
explores the integration of Etherscan and Metamask to enhance crowdfunding mechanisms.
By leveraging these tools, the study aims to capitalize on the transparent transaction records
provided by blockchain technology, thereby increasing contributor confidence in

crowdfunding projects. Blockchain transactions offer a transformative effect on
crowdfunding by providing transparent and immutable records of transactions. This
transparency fosters trust among contributors, as they can verify the authenticity and
integrity of transactions in real-time using platforms like Etherscan and Metamask.
However, despite the benefits of blockchain-based crowdfunding systems, the study
highlights a significant flaw known as the loss token problem. This issue refers to
circumstances where tokens or project-related assets could be misplaced or lost, potentially
impacting both contributors and creators of the project. The loss of tokens undermines the
trust and confidence that blockchain transparency aims to instill, highlighting the
importance of addressing this challenge to ensure the legitimacy and efficacy of
blockchain-based crowdfunding systems. In summary, while blockchain technology offers
transparency and security benefits to crowdfunding systems, the study underscores the
critical need to address issues such as the loss token problem. By mitigating these
challenges and enhancing the resilience of blockchain-based crowdfunding systems,
stakeholders can maximize the benefits of transparency and trust offered by blockchain
technology, ultimately fostering greater confidence and participation in crowdfunding

initiatives.[13]

The study titled "Creating value in equity crowdfunding platforms using blockchain,"
published in CISTI in 2021, explores the integration of blockchain technology into equity
crowdfunding platforms to enhance transparency in transactions and build user confidence.
By leveraging blockchain, the study aims to provide users with transparent and immutable
records of transactions, thereby fostering trust and credibility in crowdfunding activities.
While blockchain technology offers transparency benefits, the study also sheds light on
potential challenges, such as the loss token problem. This issue highlights the risk of tokens
or other project-related assets being misplaced or lost, which could have adverse effects on
both project creators and contributors. Despite the transparency afforded by blockchain, the
loss token problem underscores the importance of addressing and mitigating such risks to
maintain the legitimacy and effectiveness of blockchain-based crowdfunding platforms.
The research underscores the critical need to address issues like the loss token problem to
15



ensure the continued viability of blockchain-based crowdfunding platforms. By
implementing measures to mitigate risks and enhance security, stakeholders can uphold the
trust and confidence that blockchain technology aims to foster while minimizing potential
drawbacks. In summary, while blockchain technology offers significant benefits in terms of
transparency and trust in equity crowdfunding platforms, it is essential to proactively

address and mitigate risks such as the loss token problem to maintain the legitimacy and
effectiveness of these platforms. By addressing these challenges, stakeholders can
maximize the value created by blockchain-based crowdfunding platforms and enhance the

overall crowdfunding experience for creators and contributors alike.[14]

The study titled "Crowdfunding the Insurance of a Cyber-Product Using Blockchain,”
presented at UEMCON in 2018, explores the application of blockchain, specifically smart
contracts, to facilitate insurance for cyber-products through crowdfunding. Smart contracts
are utilized to conduct a comprehensive examination of insurance requests, ensuring
transparency and security in the crowdfunding process. However, the study highlights a
significant challenge associated with the wildly fluctuating gas costs associated with
blockchain transactions. Gas fees, which are essential for processing transactions on the
blockchain network, can vary unpredictably, impacting the dependability and cost-
effectiveness of the crowdfunding insurance process for cyber-products. The volatility of
gas prices presents a hurdle that must be addressed to ensure the stability and sustainability
of crowdfunding mechanisms using blockchain technology. Fluctuating gas fees can
introduce uncertainty and unpredictability into the crowdfunding process, potentially
undermining user trust and confidence in the platform. To address this challenge, the study
emphasizes the importance of stabilizing and standardizing gas fee dynamics for cyber-
product insurance crowdfunding. By implementing mechanisms to mitigate gas fee
volatility, such as fee estimation algorithms or gas price caps, stakeholders can create a
more predictable and long-lasting crowdfunding mechanism using blockchain technology.
Ultimately, addressing the issue of volatile gas fees is crucial for maximizing the potential
of blockchain-based crowdfunding for cyber-product insurance. By ensuring a more stable
and cost-effective crowdfunding process, stakeholders can enhance the accessibility,
reliability, and effectiveness of insurance services for cyber-products, ultimately benefiting
both insurers and policyholders alike.[15]
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Table 1: Literature Review

S.No | Paper Title [Cite] Journal/ Tools/ Results Limitations
Conference | Techniques/
(Year) Dataset

1 Crowd-Fun ding | ICEACA Blockchain | Transparency | Limited
Using Blockchain | (2023) Ethereum Reduced Programming
[1] Intermediarie | Language

s Enhanced Support Lack of
Security Authentication

2 Decentralized SRNN Cryptocurre | Elimination User Adoption
Crowdfunding (2023) ncies of Regulatory
Using Blockchain Blockchain | Intermediries | Challenge
[2] Technology | Security

3 BRAINS Polygon Transaction Lack of
Performance and (2022) network Throughput confidence High
Cost Evaluation Fantom Confirmation maintenance
of Public network Times cost
Blockchain: NFT Network
Marketplace Case Congestion
Study [3]

4 ICICT Blockchain: | Reduced The platform is
Crowdfunding (2022) Smart Intermediarie | still in the early
Charity Platform contracts, s Global stages of
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4] and is not yet
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5 Security Research Lattice-Bas | Privacy Scalability User
Enhanced Square ed Preservation | Adoption
Crowdfunding (2022) Cryptograp Complexity
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and Blockchain
Lattice-Bas ed Technology

Cryptosystem [5]
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for sustainability
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dynamics
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crowdfunding (2019) Etherscan contributors problem
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blockchain

transaction
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transparent
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equity (2021) Contracts privacy Multiple load
crowdfunding . .

; preservation | handling
platforms using
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technology

15 | Crowdfunding the | UEMCON | Smart Checks the High volatile
Insurance of a (2018) Contracts validity ofa | gas fees

request

Cyber-Product
Using Blockchain

2.1 OVERVIEW OF RELEVANT LITERATURE

A overview of the literature on blockchain-enabled crowdfunding found out numerous key

themes and findings across numerous one-of-a-kind studies. Several papers, including
"Crowdfunding Using Blockchain" (IEEE, 2023) and "Decentralized Crowdfunding Using
Blockchain™ (SRNN, 2023), spotlight the advantages of elevated safety, reduced

intermediaries, and improved transparency. . However, commonplace barriers together with

constrained programming

language guide,

authentication troubles,

and regulatory

challenges get up that prevent these benefits from being absolutely found out.

Similarly, research together with "Evaluating Performance and Costs of Public Blockchain™
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(IEEE, 2022) and "A Philanthropic Crowdfunding Platform Using Blockchain™ (IEEE,
2022) show that transaction throughput, affirmation time in blockchain-based
crowdfunding and emphasize the significance of lowering intermediaries. However,
network congestion, high protection fees, and early adoption demanding situations through
charities are barriers that prevent massive implementation.

Protecting and enhancing privateness is a routine issue, as discussed in "Security-Enhanced
Crowdfunding Using Blockchain™ (Viewpoint, 2022). Despite advances in panel-primarily
based cryptography and blockchain generation, complexities in implementation and user
adoption stay giant barriers.

Additionally, a assessment of Blockchain-Based Crowdfunding (Springer Nature, 2020)
and similar works emphasize safety, transparency, and international get admission to thru
clever contracts and cryptocurrencies. However, challenges with person adoption,
regulatory compliance, and scalability persist, reflecting the multifaceted nature of the
barriers in this area.

In addition, the literature covers numerous components, inclusive of topics consisting of
improving protection in clever motors the use of blockchain-based frameworks
("Enhancing Safety in Smart Vehicles Using Blockchain-Based Architectural
Frameworks", Journal of Artificial Intelligence and Capsule Networks, 2021). The
consciousness right here includes regular communications, interoperability, and regulatory
compliance, demonstrating the versatility of blockchain packages past crowdfunding.
Finally, studies which incorporates "Evaluating Blockchain Crowdfunding Projects Using
GRA-TOPSIS" (Emerald, 2020) encompass facts assessment tools and evaluation strategies
to resource purpose choices and funding alternatives. However, challenges continue to be
in terms of records availability and subjective criteria affecting the assessment.

Overall, the library promises to dam the crowdfunding revolution through way of proposing
improved safety, transparency, and decreased intermediaries. However, ongoing worrying
conditions which include regulatory challenges, scalability troubles, and limitations to
adoption require complete answers to recognize the total capability of blockchain-enabled

crowdfunding.

2.2 KEY GAPS IN THE LITERATURE

Several essential gaps and areas for further research emerge that element to avenues for

future research in numerous regions of the blockchain-enabled crowdfunding literature:
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Interdisciplinary Perspective: Although the literature explores the technical factors and
benefits of blockchain in crowdfunding, there can be a gap in integrating the
interdisciplinary angle. By incorporating insights from fields together with sociology,
psychology, and economics, it may completely recognize customer behavior, social

dynamics, and financial results for blockchain-primarily based crowdfunding structures.

. There is a lack of research that assesses the lengthy-time period impact on social
structures, monetary systems and regulatory frameworks. Studying those long-time
period results can offer perception into the sustainability and scalability of blockchain-

based funding

Ethical and Social Implications: Understanding the moral implications of blockchain-
based totally crowdfunding is a place that needs interest. Issues along with records
privateness, ownership and democratization of get right of access to to economic
sources ought to be carefully tested. Furthermore, assessing the social impact of this
platform on marginalized communities and their economic inclusion is an critical

however understudied detail.

Understanding person attitudes, worries, and attitudes towards blockchain-based

definitely crowdfunding structures is essential to increasing adoption costs.

Learning how one in every of a kind prison frameworks affect the improvement and
operation of blockchain-based totally crowdfunding structures will offer valuable
belief.

Scalability and balance: Scalability remains an ongoing trouble in blockchain
technology. For big adoption of this platform, it's miles crucial to explore sustainable
answers to boom transaction throughput, lessen community congestion, and decrease

safety fees.

Such cases can offer realistic insights, schooling observed and great practices for

applicants and agencies

. Addressing this hole will make a contribution considerably to the present literature,
indicating destiny developments on this domain and a broader statistic of the

opportunities and obstacles of crowdfunding to permit policy making with blockchain.
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CHAPTER 3: SYSTEM DEVELOPMENT

3.1 REQUIREMENTS AND ANALYSIS

[EEN

N

. Functional necessities

Campaign Creation: Defines the advertising campaign creation technique for creators,
together with fields for advertising marketing campaign call, description, purpose
amount, reduce-off date, and picture add.

Donation capability: Determine the mechanism to guide to contribute to the marketing
campaign properly via the platform.

Campaign show and interplay: Details how the marketing campaign might be
displayed, together with key information, progress bars, and interaction alternatives for
browsers.

Blockchain Integration: Determine how the blockchain could be integrated to ensure
safety, transparency, and clever agreement functionality.

User Authentication and Wallet Integration: Integrates man or woman authentication
techniques with Ethereum wallets together with Metamask for stable transactions.
Admin Dashboard: Set up an admin dashboard to show and control campaigns,
operations, and man or woman interest.

Donation Monitoring: Admins can monitor donations in real-time through the
dashboard. They can view incoming contributions, track progress towards fundraising
goals, and analyze donation trends over time. This data visibility helps administrators

make informed decisions regarding campaign strategies and resource allocation.

. System Optimization

Security measures: Define protection protocols, encryption techniques, and get
admission to govern mechanisms to guard client records and operations.

Scale: Define strategies to choose out capability will growth in consumer base and
placement visitors quantity.

Performance: Identify common overall performance metrics and optimization
techniques to make certain fast and inexperienced interaction at the platform.
Cross-platform compatibility and assist: Ensure compatibility throughout devices,
browsers and going for walks structures for a continuing individual enjoy.
Regulatory Compliance: Address criminal and regulatory issues related to

crowdfunding and blockchain integration, and make certain compliance with relevant
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requirements.

w

. Stakeholder evaluation

e Project developers: Understand their wishes to create and manipulate campaigns, get
right of access to investment, and show advertising marketing campaign development.

e Supporters/Donors: Define consumer expectations for donation practices, transparency
of marketing campaign facts, and secure practices.

e Platform Administrator: Defines requirements for monitoring and handling campaigns,

individual activity, and making sure platform protection.
4. Technical analysis

e Technology stack: Identify required technology which incorporates React for the front-
end improvement, blockchain for smart contracts, and blockchain protocols collectively
with Ethereum.

e Third-celebration integration: Identify 1/3-party equipment or capability APIs for
features which include authentication, web web hosting, and analytics.

e Data management and garage: Determine database necessities and statistics storage

techniques, thinking of their complexity and safety.

(62}

. Use examples of eventualities and purchaser memories

e Use example conditions: Create situations that show customers interacting with the

platform to test capability.

e User Stories: Define particular man or woman tales to seize personal requirements

and expectancies in elements.

3.2 PROJECT DESIGN AND ARCHITECTURE

1. System structure

Phase 1: Configuring User Authentication Permit users to use MetaMask for login.
Created a rudimentary system for user authentication.

Phase 2: Integration of Blockchain

Integrate the Ethereum blockchain into the platform.
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Create and implement rudimentary smart contracts for user verification.

Configure Web3.js to enable communication between the platform and the blockchain.
Phase 3: Development of the Project and Donation Features

Permit users to develop projects for crowdsourcing.

Permit users to contribute to ongoing projects.

Create smart contracts to handle the creation, financing, and donation of projects. Include
tools on the platform for creating projects and making donations.

Phase 4: Confirmation of Transactions

Put in place a system for transaction verification.

Investigate and put into practice off-chain methods for transaction verification.

Make certain that the platform reflects and verifies transactions in a secure manner.

Web 3.0 based platform

[ Published Project ‘
-
[ Verifying Project ]
¥
o' Creating campaign [ Published Project } Willing to donate o'
S — lg—1111ing to donate
=% l =%
Creator Investors
View Project
¥
l Sending Funds ‘
. r'Y
Sends request to Requesting
smart contract Transaction
Verifies the request r Verifies the Transaction
Smart conatract Metamask
[ Connecting Metamask ] [ Managing Keys |
[ Sending request ] [ Broadcasting Transactions I

! I

[ Ensuring security ] [ Connecting wallet I

Fig-3.1: Project Design
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2. Component layout

Component Specifications: Campaign Card, Metamask login feature, Transaction on block,
Donation page, Donation mark, Refund option after donation period is over.

3. Information float

Data Flow Diagram: Show how data will float in the machine, in conjunction with person

input, backend verbal exchange, blockading operations, and facts storage.

User Interaction Flow: Create a flowchart or sequence diagram to expose amazing client

trips at the platform, from campaign creation to donation and campaign control.

-
A user start a
transaction o

Verify and . - =
sign the Transaction Transaction is
transaction validation by recorded and

network node completed

Fig-3.2: Data Flow Diagram

4. Technology suite and device

Frontend Technologies: Using frontend technology, libraries and frameworks along with
React, Tailwind CSS, and any additional equipment (eg Redux) for nation manage.
Backend Technologies: Using backend technology along with Node.Js, Express, database
systems, or serverless structure to control backend capabilities.

Blockchain Integration Tool: A complete tool or library had to set up and engage with the

Ethereum blockchain, smart contracts.

5. Build a improvement surroundings

Development surroundings configuration: Defines the setup technique for developers,
collectively with model control, IDE guidelines, and surroundings configuration for

community development.

6. Test the platform for bugs

Testing frameworks and methodologies: Define testing frameworks and testing methods to
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ensure platform functionality.

3.3 DATA PREPARATION

1. Campaign data structure

Campaign details: Campaign name, description, goal amount, deadline, current funding

status.

Data Validation: Define validation criteria for campaign data to ensure consistency and
accuracy.

2. Transactional Data Processing

Donation Transactions: Defines a structure for recording donation transactions, donation

amounts, timestamps, associated campaign I1Ds, and donor information.

Blockchain Interaction Data: Specify data processing for blockchain interactions such as

smart contracts, transaction hashes, and blockchain events.
3. Database schema design

Database Structure: Defines the schema for storing campaign data, user data, transaction

logs, and other data entities.
4. Generate test data (for test purposes)

Mock Data Generation: Create scripts or tools to generate mock data to test various

functions, ensuring comprehensive test coverage.

3.4 IMPLEMENTATION

1. Frontal development

Reactive components: Build and integrate front-end components based on design
specifications, including campaign creation forms, donation interfaces, campaign displays,

and user experience modules.

Blockchain Integration: Interoperate with the Ethereum blockchain using libraries such as
Ethers.js to connect to smart contracts, manage wallet integration, and retrieve blockchain
data.
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1. Smart contract development

e Solid Contracts: Write and deploy smart contracts on the Ethereum network to manage

campaign creation, donations, and interactions between users and campaigns.

e Contract Testing: Extensively test smart contracts to ensure functionality, security,
and compliance with intended logic and definitions.

¢ CrowdFunding.sol 1 X
# CrowdFunding.so
* @param amountToRaise Project goal in wei
*l
function startProject
string calldata title,

29 string calldata description,
3e uint256 durationInDays,
31 uint256 amountToRaise
) external {
uint256 raiseUntil = now.add(durationInDays.mul(1l days));

34 Project newProject = new Project(

msg.sender,

title,

description,
38 raiseuntil,
39 amountToRaise
48 3
41 projects.push(newProject);
42 emit ProjectStarted(
43 address(newProject),
44 msg.sender,
5 title,
46 description,
47 raiseuntil,l
48 amountToRaise

PROBLEMS {1 OUTPUT  TERMINAL  PORTS  DEBUG CONSOLE ] Y 6
v & CrowdFundingsol contracts

Function state mutability can be restricted to view [Ln 178, Col 5

Ln47,Col24 Spaces:4 UTF-8 CRLF Solidity @ Golive &

Fig-3.4: Smart Contracts Code
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2. Ganache

Ganache, as part of the Truffle suite, provides a robust local blockchain environment
tailored for Ethereum development needs. It stands out for its ability to emulate the
Ethereum network, enabling developers to test smart contracts and dApps extensively
without incurring actual transaction costs or relying on the live network. This local sandbox
environment is pivotal during the development lifecycle, facilitating rapid iteration,
debugging, and experimentation. With features such as configurable gas settings, network
customization, and built-in transaction exploration tools, Ganache empowers developers to
build, refine, and validate their Ethereum projects efficiently and with confidence before
deploying them to the production network. Its seamless integration with Truffle further
enhances the development experience, making Ganache a cornerstone for Ethereum
developers seeking a reliable, scalable, and cost-effective solution for blockchain

development and testing.

Some important aspects and characteristics of ganache are:

Local Blockchain: Ganache operates on a local, in-memory blockchain that allows

developers to deploy contracts, develop applications, and run tests without requiring a

live Ethereum network.

e Quick Start: Ganache is simple to assemble and get going. Developers have two options
for installing it: the desktop application or npm (Node Package Manager).

e Ethereum Node Emulation: Ganache simulates an Ethereum node and offers features

like block mining, transaction simulating, and gas management that are found in the

Ethereum client

e Accounts and Transactions: Users can take advantage of pre-funded accounts provided
by Ganache to replicate various blockchain interactions such as conducting
transactions, transferring Ether (ETH), and deploying smart contracts. These pre-funded
accounts come with a predefined amount of Ether, the native cryptocurrency of
Ethereum, allowing users to simulate real-world scenarios without involving actual
funds. This feature is particularly beneficial for testing and refining blockchain
applications, as it provides a controlled environment for validating the functionality and
behavior of smart contracts and decentralized applications (dApps) before deploying
them on the live Ethereum network. By utilizing these pre-funded accounts, users can
ensure the robustness and reliability of their blockchain projects prior to engaging with
real transactions and deployments.

e Gas Control: In Ganache's environment, users are empowered with granular control
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over gas prices and limits, enabling them to fine-tune and adjust these parameters
according to their specific needs. This level of control grants users deep insights into
how gas costs and limits impact transaction processing and smart contract execution
within both the Ethereum main network and testing environments. By experimenting
with different gas price strategies and limits, users can gain valuable experience and
optimize their blockchain applications for efficiency and cost-effectiveness. This
feature is especially valuable during development and testing phases, as it allows users
to simulate real-world conditions and tailor their applications for optimal performance
before deployment to the live Ethereum network.

Network Customization: Ganache offers a range of options to customize the blockchain
environment, providing users with flexibility and control over various aspects of their
development and testing processes. These options include the ability to simulate
specific network conditions, adjust account balances, modify block times, and disable
live broadcasts. Users can leverage these features to create realistic testing scenarios
that mimic the behavior of the Ethereum main network or to address specific use cases
and edge conditions within their blockchain applications. For instance, by simulating
network congestion or fluctuating gas prices, developers can evaluate how their
applications perform under varying conditions and fine-tune their strategies
accordingly. Similarly, modifying account balances allows for testing scenarios
involving token transfers, smart contract interactions, and decentralized finance (DeFi)
operations. Additionally, the option to adjust block times and disable live broadcasts
provides users with greater control over the pace and visibility of blockchain events,
streamlining the development and debugging processes. Overall, Ganache's
customizable environment empowers users to conduct thorough testing, optimize
application performance, and iterate with confidence before deploying their solutions to
production environments.

Integration with development tools: Ganache simplifies the installation, testing, and
debugging processes for smart contracts and decentralized applications (DApps) by
seamlessly integrating with popular development tools like Truffle Suite and Remix.
This integration streamlines the workflow for developers, allowing them to set up local
blockchain environments quickly, run tests efficiently, and debug code seamlessly. By
providing a user-friendly interface and comprehensive features, Ganache enhances the
development experience, enabling developers to focus more on building robust and
innovative blockchain solutions without getting bogged down by complex setup or

debugging procedures.
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e Testing and Debugging: Ganache is a tool that developers can use to test various
application scenarios, as well as smart contracts.

e Because Ganache offers a quick, flexible, and intuitive environment for creating
Ethereum applications, it is particularly favored by Ethereum developers in the
development and testing stages of their project.
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Fig-3.5: Ganache

3. Implement security

In a blockchain network, transactions are verified and recorded across multiple nodes,
making it extremely difficult for any single entity to manipulate or tamper with the data.
Each transaction is cryptographically linked to the previous one, creating a chain of blocks
that cannot be altered retroactively without consensus from the network participants. This
distributed and transparent ledger system eliminates the need for intermediaries, reduces
the risk of fraud or data manipulation, and ensures that transactions are executed securely

and transparently, fostering trust among participants in the network.
4. Improve the user interface

Improvements to UI/UX: Enhance the user experience by improving the user interface,
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offering intuitive navigation, and being responsive across devices.

Testing and Feedback: Hold user testing sessions and gather feedback to improve the

usability of the platform and address any issues related to it.
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Fig-3.6: Displaying Transactions

5. Testing and quality assurance

Comprehensive Testing: Perform unit testing, integration testing, end-to-end testing, and

security assessments to ensure platform functionality, security, and functionality.

Debugging and Optimization: Address problems, bugs, and performance bottlenecks

identified through debugging and optimization.
6. Maintenance and continuous improvement

Deploying to a hosting environment: Deploying a platform developed for a hosting service
such as Netlify or AWS, ensuring that the deployment is convenient.

Monitoring and maintenance: Develop monitoring tools and processes to monitor platform
performance, security, and user interaction. Continuously iterate and refine based on user
feedback and evolving requirements.

7. Documentation and Training
Documentation: Create comprehensive documentation of platform architecture,
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functionality, API references, and deployment procedures.

User Training Provide training materials or guides for platform functions, wallet
integration, and secure interactions. This implementation phase includes in-depth

development, testing and improvement to implement the Web3 crowdfunding platform.

3.5 CODE SNIPPET

EXPLORER Login.js X T

feature \ut

v BLOCKCHAN... [} B5 U & 1 Login.
3 import React, { useContext } from 'react’

> B% vscode 1
v G client 2 #hport "./style.css"
s B 18 kil 3 import { Link, Redirect } from 'react-router-dom’ !
5 4 import MetamaskPNG from "../../assets/metamask.png"
> B8 public 5  import AppPNG from "../../assets/app.png"
ST 6 import { AppContext } from '../../utils/AppContext’
> assets ¢
> BT components 8
-] const Login = () => {

> B contracts

v @ features 19
11 const { web3, accounts } = useContext(AppContext)
v Auth
12
Loginjs 13 const handleConnect = async (e) => {
3 stylecss 14 e.preventDefault()
> BB Create 15 await window.ethereum.request({
> B LandingPage 16 method: "wallet_requestPermissions”,
> B View 17 params: [{eth_accounts: {}}]
> IE utils 18 N; . N
19 const address = await window.ethereum.request({
S Appecss 20 method: "eth_requestAccounts”,
App.s M 2% params: [{ }]
getWeb3 js 22 1
indexjs 23 let ad = web3.utils.toChecksumAddress(address[@])
serviceWorker js 24 const networkId = await web3.eth.net.getId();
= . .
© gitignore 25 localStorage.setItem('cacheKey', ad)
package-lockjs... M PROBLEMS ¢ { ERMINAL POF EE N Filter (e.q. text ts je_modules/* Y 8= A
packaae.ison M No problems have been detected in the workspace
> OUTLINE
> TIMELINE
EXPLORER CreateProjectjs X
\/ BLOCKCHAIN-CROWDFUNDING...  client > src > features > Create > CreateProject.js > [@] CreateProject
S N“”_ . 1 import React, { useContext, useState } from 'react’
Loginjs 2 import "./style.css"
T stylecss 3 import { AppContext } from "../../utils/AppContext"
v @ Create 4 import { Link } from 'react-router-dom'
CreateProject.js 5
3 stylecss 6 const CreateProject = (props) => {
7
v [@ LandingPage 5
9-eg 8 const { web3, accounts, contract, crowdfundProject } = useContext(AppContext)
Page,js 9
I stylecss 10 const [project, setProject] = useState({
v @ View 11 titles
v @ FundedProjects 12 description: ',
FundedProjectjs 13 duration: null,
. | 14 amountGoal: null
FundedProjects.js - )
> B Projec.ts . 16
AllProjects.js 17 const create = async (e) => {
Project,js 18 e.preventDefault()
3T stylecss 19 if (project.title !== '' &&
v B8 utils 20 project.description !== '' &&
AppContexts 21 proqect.duratlon &&
22 project.amountGoal) {
I App.css
i 23
Appjs M 24
getWeb3 js 25 contract.methods.startProject(
i
fnesxs PROBLEMS ~ OUTPUT  TERMINAL  PORTS  DEBUG CONSOLE Filter (e.. text, */*s, **/node_modules/*) Y 8

serviceWorker.js —
No problems have been detected in the workspace
> OUTLINE

> TIMELINE

Fig-3.8: Project creation code
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EXPLORER 222 RightSideBarjs X

v BLOCKCHAIN... [3. B2 © @  client > src > components > sidebars > RightSideBar.js > ..

> I node_modules 5 import { generateRandomAvatar } from 'seedable-random-avatar-generator';
> BB public
© BB src 7 const RightSideBar = () => {
8

2 assets 9 const { accounts, web3 } = useContext(AppContext)

v [ components 10 const [balance, setBalance] = useState(9)

> I header 1 const handleDisconnect = () => {

> @ modals 12 localStorage.removeItem('cacheKey')

v @ sidebars iz | localStorage.removeItem('cacheNID')

| P RightSideBarjs 14 window.location.href = "/login"

3 sidebar.css = ¥
16
2/ contracts 27 useEffect(() => {
v @ features 18 const showBalance = () => {
v [ Auth 19 web3.eth.getBalance(accounts[8], (err, bal) => {
Login,js 20 let bl = web3.utils.fromWei(bal, "ether")
T stylecss 21 bl = Math.floor(bl)
« B Create 22 setBalance(bl)
CreateProject,js - bs
24 }
T stylecss 25 showBalance()
v [@ LandingPage 26 }, [web3])
Page,js 27
T stylecss 28 return (
o B View 29 <div className="right-side-bar sidebar">
~ @ FundedProjects PROBLEMS ~ OUTPUT  TERMINAL  PORTS  DEBUG CONSOLE Filter (e.g. text, **/* ts, **/node_modules/**) Y @

FundedProiectis No problems have been detected in the workspace.

> OUTLINE
> TIMELINE
Fig-3.9: Right Side navbar code
EXPLORER FundModaljs X
v BLOCKCHAIN... [3 B2 U &  dlient > src > components > modals > I FundModaljs > ...
> I node_modules 1 import React, {useContext} from 'react’
> BB public 2 dhport "./style.css"
v B sic 3 import CancelIcon from '@material-ui/icons/Cancel’;
4 import { AppContext } from '../../utils/AppContext’;
> assets 5
~ & components 6 const FundModal = (props) => {
> @ header 7
v [@ modals 8 const { setOpen, amount, setAmount, fund, desc, title, targetAmt, curAmt } = props
‘ I FundModaljs 9 const {web3} = useContext(AppContext)
RefundModal js 10
11 const ethvValue = (wei) => {
3T stylecss 4 : &
s 12 let res = web3.utils.fromWei(wei, 'ether')
i lwistdebais 13 return res
RightSideBar.js 14 }
3 sidebar.css 15 const canFund = ethValue(targetAmt) - ethValue(curAmt)
> BA contracts E 16
v @ features 17 return (
— 18 <div className="modal-container">
v @ Auth i
o 19 <div className="modal-box">
Loginjs .
20 <h2>Fund Project</h2>
I stylecss 21 <CancelIcon className="close-icon" onClick={() => setOpen(false)} />
v @ Create 22 <h4 className="pr-title">{title}</h4>
CreateProject.js 23 <p className="pr-desc">{desc}</p>
3 stylecss 24 <p className="fund-modal">You can fund: <span>{canFund} ETH</span></p>
v @ LandingPage 22
Pagejs PROBLEMS OUTPUT TERMINAL PORTS DEBUG CONSOLE Filter (e.g. text, **/*.ts, I**/node_modules/**)
I stylecss No problems have been detected in the workspace.
> OUTLINE
> TIMELINE

° master* <& ®@O0A0 @Wo Ln1,Col 1 Spaces: 4 F-8 CRLF {} JavaScript @ Go l|

Fig-3.10: Fund popup model
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const compare = (a, b) => {

if (sortingIdx === 1) {
if (a.projectTitle > b.projectTitle) return 1;
else if (a.projectTitle < b.projectTitle) return -1;
return @

}

else if (sortingIdx === 2) {
let al = Number(a.goalAmount)
let bl = Number(b.goalAmount)
if (a1 > bl) return 1;
else if (al < bl) return -1;
return @

i

else if (sortingIdx === 3) {
let al = Number(a.deadline)
let bl = Number(b.deadline)
if (a1l > bl) return 1;
else if (al < bl) return -1;
return @

}

return @

let allProjects = projects.filter(p => {
return p.projectTitle.tolLowerCase().includes(query.toLowerCase())
&8& p.projectStarter !== accounts[@]

b))

Fig-3.11: Filter and sort function for all projects listed in our system

RefundModaljs X

client > src > components > modals > RefundMedal,js > ...

5 const RefundModal = (props) => {

6

7 const { setROpen, project, refund } = props

8

9 const isExpired = () => {

1e let d = new Date().getMilliseconds()

11 if(d>=project.deadline) return true

12 return false

13 )

14

15 const getRange = () => {

16 let d = new Date().getTime()

s by let dif = (Number(project.deadline)*100@ - d) / (10e@ * 3600 * 24)

18 return Math.floor(dif)

19 }

20

21 return (

22 <div className="modal-container">

23 <div className="modal-box">

24 <h2>Refund Project</h2>

25 <CancelIcon className="close-icon" onClick={() => setROpen(false)} />
26 <h4 className="pr-title">{project.projectTitle}</h4>

27 <p className="pr-desc">{project.projectDesc}</p>

28

29 {isExpired() ? (

30 <button className="pr-fund-btn" onClick={refund}>Refund</button>
31 ) : <p className="exp-msg">You will be able to refund your money if this project is not marked as
32 complete within {getRange()} days. </p>}

33 </div>

Fig-3.12: Refund Model
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veoke. 3 B3 0O &
v @ client ©
v @F src ®
v [ components
v @ header
I stylecss
v @ modals
FundModal js
RefundMod...
d style.css
v @ sidebars
RightSideBa...
I sidebar.css
> c.c_)nt'ract; .
v @ features
> ¥ Auth
v @ Create
CreateProje...
d stylecss
v @ LandingPage
M Pagejs
3 stylecss
v @ View
> M@ FundedProj...
v @ Projects

const create

client > src > features > LandingPage > Page.js >

W o NGOV A WN R

BB R
wWN RO

R
o u

7

[
®

¥ Click here to ask Blackbox to help you code faster
import React, {useContext} from 'react’
Mhport "./style.css"
import { Link } from 'react-router-dom'
import IMAGE from "../../assets/img.png"
import { AppContext } from '../../utils/AppContext’;

const Page = () => {
const {web3, accounts} = useContext(AppContext)
return (
<div className="landing-page-container">
<div className="navs">
<div className="logo">
<img src={IMAGE} alt="" width={40}/>
<h2>BlockFund</h2>
</div>
<div className="1links">
<Link to="/all">All Projects</Link>
{accounts.length === @ ? (
<Link to="/login" classhame="login-btn">Login</Link>
) : <Link to="/projects/my" className="login-btn">Your Projects</Link>}

</div>
</div>

<div className="header">

<div className="text">
<h1>Crowdfundine Annlictainn</h1>

Fig-3.13: Home Page Code

= async (e) => {

e.preventDefault()

if (project.title l== '' &&
project.description !== '' &&
project.duration &&
project.amountGoal) {

contract.methods.startProject(

project.title,

project.description,

project.duration,
web3.utils.toWei(project.amountGoal, 'ether')
).send({ from: accounts[e] })

.then(res => {

}

else {

i)

const projectInfo = res.events.ProjectStarted.returnValues;
projectInfo.islLoading = false;

projectInfo.currentState = 9;

projectInfo.contract = crowdfundProject(projectInfo.contractAddress);
window.location.href = "/projects/my"

alert("Fill all the fields.")

Fig-3.14: Fundraiser Creation

35



3.6 KEY CHALLENGES

Building a Web3 crowdfunding platform presents several challenges that must be overcome

for successful implementation. Here are some of the challenges you may face:

1. Increase blocking

Challenges: One of the significant challenges faced by blockchain systems like Ethereum is
scalability. As transaction volumes increase, the blockchain network experiences
congestion, resulting in higher transaction fees and slower processing times, especially
during peak traffic periods. These scalability issues can hinder the widespread adoption of
blockchain technology and limit its potential for use in high-throughput applications.

Solution: Implementing solutions like layer 2 scaling mechanisms such as sidechains and
rollups offers a promising avenue to address the scalability challenges encountered by
blockchain systems like Ethereum. Sidechains allow for off-chain transaction processing,
reducing the strain on the main blockchain and enabling parallel execution of transactions,
thus enhancing scalability. Rollups, on the other hand, aggregate multiple transactions into
a single batch, optimizing transaction throughput and reducing congestion on the main
chain. Additionally, exploring alternative blockchain networks that leverage innovative
scalability features such as sharding, where the network is divided into smaller partitions to
process transactions in parallel, can significantly increase blocking capacity and improve
overall network performance. Adopting advanced consensus algorithms like proof of stake
(PoS) or delegated proof of stake (DPoS) further contributes to scalability improvements by
facilitating faster transaction validation and confirmation. By combining these solutions,
blockchain systems can effectively scale to meet the demands of high transaction volumes,

reduce transaction fees, and enhance user experience without compromising on security.

2. Security Risk

Challenge: Provide strong security measures for smart contracts, wallet integration, and
handling of user data to reduce the risk of hacking, unauthorized access, or vulnerability of
smart contracts.

Problem Solving: Conduct thorough code reviews, implement secure coding practices,

implement encryption, and regularly update smart contracts to find vulnerabilities.

3. User acceptance and trust
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Challenge: The challenge lies in building trust among users regarding the platform's
security, usability, and transparency, particularly for those unfamiliar with blockchain
technology. Establishing credibility and instilling confidence in the platform's capabilities
are essential for fostering user acceptance and driving adoption.

Problem Solving: The problem-solving strategy to address the challenge of user acceptance
and trust involves a multifaceted approach. Firstly, providing comprehensive educational
resources and tutorials helps users understand blockchain technology and the platform's
security measures. Secondly, clearly demonstrating the functionality and benefits of smart
contracts fosters transparency and confidence in the platform. Prioritizing user experience
through intuitive design and responsive interactions enhances usability and builds trust.
Maintaining transparency in platform operations, governance processes, and data handling
practices, along with implementing robust security measures and regular audits, reassures

users and instills confidence in the platform's reliability and security.

4. Regulator

Issues: The transition to a legal and regulatory framework is paramount to ensure
compliance with existing laws and regulations, especially in the crowdfunding and
cryptocurrency space. Adhering to regulatory requirements is crucial for maintaining trust
with users, avoiding legal penalties, and fostering a conducive environment for blockchain
innovation

Troubleshoot: To address regulatory compliance challenges, it is essential to engage legal
experts specializing in blockchain and cryptocurrency regulations. These experts can
provide guidance on navigating complex legal frameworks, ensuring that the platform
adheres to relevant laws, such as anti-money laundering and know your customer
regulations. Staying abreast of evolving regulatory developments and industry best
practices is also key. Implementing platform compliance considerations, such as robust
AML and KYC procedures, transaction monitoring, and reporting mechanisms, can help
mitigate legal risks and demonstrate a commitment to regulatory compliance. Additionally,
fostering open communication with regulatory authorities and actively participating in
industry discussions and collaborations can contribute to a proactive approach to regulatory
compliance, ultimately fostering a secure and compliant environment for blockchain-based

crowdfunding initiatives.

5. User experience and accessibility

Challenge: User experience and accessibility are critical aspects of any software project,
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including blockchain applications. Designing an intuitive and user-friendly interface that
caters to users with varying technical skills is paramount to ensure widespread adoption and
positive engagement. In my project report, | will detail the challenges faced in this area and
the solutions implemented to address them effectively.

Problem Solving: To address the challenge of designing an intuitive and accessible user
interface for our blockchain project, we employed a comprehensive problem-solving
approach. This involved conducting extensive user testing sessions to gather feedback and
insights, followed by brainstorming and ideation sessions to generate ideas for interface
improvements. We then implemented an iterative design process, continuously refining the
interface based on user feedback and usability testing results. Accessibility considerations
were prioritized, ensuring compatibility with assistive technologies and adherence to
accessibility standards. Additionally, responsive design principles were applied to
guarantee effective rendering across devices. This holistic problem-solving approach
resulted in an intuitive, user-friendly interface that caters to users with varying technical

skills and accessibility needs.

6. Confidential Information

Challenge: Protect public data while providing transparency to protect user data and block
data for privacy.

Address the issue: Strong encryption techniques should be employed to secure sensitive
data stored on the blockchain, ensuring that unauthorized access does not compromise data
integrity or user privacy. Additionally, providing users with options for anonymous
interactions within the platform, facilitated by technologies like zero-knowledge proofs or
zk-SNARKSs, allows for confidential transactions without revealing identities or sensitive
details. User education plays a crucial role, teaching users how to manage their privacy
effectively by following best practices for account security, private key management, and
understanding data sharing implications. Integrating privacy-enhancing technologies such
as ring signatures or homomorphic encryption further enhances data protection while
complying with data protection regulations like GDPR or CCPA. Transparency about data
handling practices, along with regular audits and monitoring for security vulnerabilities,
ensures that user data is safeguarded, privacy is maintained, and the blockchain platform

remains secure and trustworthy.

7. Continuous iteration and development
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Challenges: The platform keeps adapting and evolving to meet user needs, technological
advances and regulatory updates.

Problem Solving: Develop a culture of continuous improvement, collect user feedback,
monitor industry trends, and allocate resources for ongoing development and improvement.
This challenge represents an important consideration in building and deploying a Web3
crowdfunding platform. Actively and repeatedly addressing them can significantly improve

the platform's durability, usability, and acceptance among users and stakeholders.

39



CHAPTER 4: TESTING

41 TESTING STRATEGY (DISCUSS THE TESTING STRATEGY
AND TOOLS USED IN THE PROJECT)

Here are some parts of the testing strategy and potential tools for different types of testing:

1. Test Section

Purpose: Testing the functionality of individual components or components, such as React
components and smart contracts.

Tools:

For React: Jest.

2. Integration test

Obijective: Test interactions between different modules, making sure they work together as
expected.

Tools:
For React and Backend integration: Jest For smart contract integration: Truffle.

3. Effective testing
Obijective: Evaluate the performance of the platform.

A solid gas profiler for the analysis of gas usage in Ethereum

The choice of tools for each type of test may vary based on the specific needs, technology
stack, and experience of the test team. The goal is to cover all aspects of the platform to
ensure reliability, security and reliability, from individual components to end-to-end
workflow.

Adapt and integrate these testing strategies and tools into your development process to
create a reliable testing environment that ensures the quality and integrity of the Web3

crowdfunding.platform.
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4.2 TEST CASES AND OUTCOMES

Need to create test cases to cover functionality and platform scenarios. Here are some tests

and expected results for the Web3 crowdfunding platform:

1. Test Section - Component Reaction

Test Problem 1:

Components: Donation

Form Scenario: User sends a

donation.

Expected result: The donation amount is recorded when it is sent and triggers the
corresponding smart contract operation. Upon success, the user receives a confirmation
message.

Test Problem 2:

component: campaign card

Scenario: Give campaign

details.

Expected results: All important details (name, description, goal amount, current funding
status) are accurately displayed when the campaign is displayed. Clicking on a

campaign takes you to the details page.

2. Integration Test - Front End and Back End

Test Problem 1:

Scenario: User creates a campaign.

Expected Results: After sending, the campaign details are sent back. Back-end request
process, store campaign details in the database and trigger the creation of the
appropriate smart contract for the block.

Test Problem 2:

Scenario: A user makes a donation.

Expected result: After the donation is submitted, it sends the donation details back. The
backend interacts with the blockchain by creating smart contracts to record donation
transactions. The frontend updates the campaign funding status.

. Final Test - User journey

Test Problem 1:

Scenario: A user moves from creating a campaign to donating.
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Expected Result: The user successfully creates the campaign and is redirected to the
campaign details page after submission. On this page, they can contribute to the
campaign created, and after submission, the donation will be reflected in the campaign's
costs.

Test Problem 2:

Scenario: A user is exploring multiple campaigns.

Expected results: Users navigate through various campaigns, view their details, and
donate. Each action (view, donation) leads to the expected result without technical

problems.

. Security Testing - Protection against unauthorized access

Test Problem 1:

Scenario: Tried to access an invalid function.

Expected result: A user without the appropriate permissions attempts to access
administrative functions. The system denies access and redirects the user to the
appropriate page or displays an access denied message.

Test Problem 2:

Scenario: Protecting against SQL injection or XSS attacks.

Expected result: Sending malicious code through input fields should not cause
unexpected behavior or data manipulation. The system must filter and clean user logins

to prevent security breaches.

These test cases include various functions and scenarios in the backend, backend, user
interface and security aspects. The aim is to test the platform’s functionality, user
interaction and security measures to ensure a safe and reliable Web3 crowdfunding
platform. Customize and extend these test cases to cover all relevant scenarios based on

platform-specific requirements and use cases.
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CHAPTER 5: RESULTS AND EVALUATION

5.1 RESULTS:

1. User interface

. BlockFund All Projects

Crowdfunding Applictaion

Fig-5.1: Portal’s Home page
2. Security assessment

Providing the authentication for user verification so that the platform can have more

authentic user experience.

Fig-5.2: Authentication Page
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3. Functions of smart contracts

e Smart contract audit: Review smart contract functionality and audit to ensure integrity,
security and accuracy of contract transactions.

e Gas usage and efficiency: Analyze gas usage to improve smart contract efficiency and
reduce operational costs.

& Ganache = o X

@ TRANSACTIONS

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
14 20000000000 6721975 MERGE 5771 HTTP://127.0.0.1:7545 AUTOMINING MAJOR PROJECT

0xb20fe3e7b2ff0a9d6f496bd347c95d88claflb0lafestaec3a3934e651756e279 —_—
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0xc8cC05945e054B0333D1d9Eabb1b3Aef6f143Ee6 0x0A2B57e1431CB72AF34957C22B1370196B3CE3 985602 1066000000000000000
0xf3e8055683ccbb65cb90b428dcd4af2008f481f004d1f1193216845de6739085

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x95985f8aBd310a1A2C99758D3D4463D18B77743D 0xe7859415F8f45a3d19Dc4593562823075F7D8CDa 64302 10000000000000000000

TX HASH
0x24234eaB8abd07412659a583a4e4blacsd13ee242e29fd14a5173c3a6a336700d

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0xaBc9C0e21FC25AB8FIE769F3580E34291c1CcFSE 0x029F95594A39aF234BB492C75128ae8772632454 1043580 0

TX HASH

CONTRACT CALL.
0xe09c71d3b801e354f0c31bece270ae4652938610c59773cPac9bd78blaf7adeb
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
©xaBc9COe21FC25AB8FIE769F3580E34291c1CCF8E 0xe7859415F8F45a3d19Dc4593562823075F7D8CDa 47202 9000000000000000000

TX HASH
0xb52be182986a1350786a8c5e86c099fff77ac94c3bc317226c8eddcObaed5eb3

Fig-5.3: Transactions History
4. Iterative improvement

e Implementation of Recommendations: Implement recommended changes, improvements or
improvements based on evaluation results to improve the functionality, security and user
experience of the Platform.

e Continuous iteration: Focus on a culture of continuous improvement, encouraging iterative
improvements based on user feedback and evolving requirements.

The Results and Evaluation phase aims to comprehensively evaluate the platform's
functionality, user experience, security and performance. Use these assessments to refine
the platform, fix identified bugs, and continue to improve its effectiveness in meeting user

needs in a crowded ecosystem.
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5.2 COMPARISON WITH EXISTING SOLUTIONS

When comparing Web3 crowdfunding platforms to existing solutions, consider different
aspects to highlight their uniqueness, strengths, and potential for improvement. Here is a

plan to facilitate this comparison:

Compare with existing solutions
1. Features and functions

Differentiating features: Showcase differentiating features that make your platform unique,
such as custom smart contract functionality, a user-friendly interface, or innovative
campaign management tools.

Competitive advantage: Identify features or capabilities that your platform has over existing

solutions in terms of user experience, security, or ease of use.

2. Security and Transparency

Blockchain Integration: Focus on the security and transparency aspects of blockchain
technology in your platform, ensuring secure transactions, immutable records and
transparency in fundraising.

Smart Contract Audit: Specify any smart contract audits or security measures performed
to ensure robustness against potential vulnerabilities while improving the reliability of

your platform.

3. User experience and accessibility

Intuitive interface: Discuss how your platform provides a user-friendly experience that
makes it easy for users to create campaigns, donate, and interact within the ecosystem.
Accessibility features: Show all the accessibility measures that have been implemented,

ensuring that they work for different groups of users and devices.

4. Cost effectiveness and user incentives

Transaction costs: compare transaction costs or user costs on your platform with those

of your competitors, highlighting cost effectiveness.
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Chapter 6: CONCLUSIONS AND FUTURE
SCOPE

6.1 CONCLUSIONS

1. Summary of key findings

Reiterate the initial results and success in developing the Web3 crowdfunding platform.
Successful implementation of core functionality, security measures, and user experience

enhancements.

2. Limitations and Challenges

Acknowledge and resolve any limitations or challenges encountered during the
development and evaluation stages. Discuss any technical limitations or special

arrangements that may affect the functionality or implementation of the Platform.

3. Field donation

Highlight your platform's contribution to the Web3 crowdfunding space , any innovative
features, security measures, or user-centered approaches that differentiate the platform and

may influence future developments in this domain.

4. Impact and future direction

Discuss the impact of your platform on the crowdfunding ecosystem and its users.
Recommend future directions or areas for improvement based on user feedback,

technological advances, or emerging trends in blockchain and crowdfunding.

5. Reflect on success

Reflect on the success of the project and show how it met or exceeded initial goals and
expectations. Recognize the efforts of the team, stakeholders and contributors to develop
the platform.

6. Final Thoughts

The note summary offer summarizes the importance of platforms and crowdfunding,
blockchain technology, and user engagement. Express optimism about the potential impact
and future growth of the platform.
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6.2 FUTURE SCOPE

1. Expand and develop features

N

w

Additional functions: Plan to define new features or functions that improve the user
experience, such as advanced campaign analytics, social sharing integration, or NFT-
based collections.

Integration with Emerging Technologies: Explore integration with emerging
technologies (Al, 10T) to differentiate platform capabilities and deliver unique

collection experiences.

. Improve scalability and performance

Scalability Solutions: Continue to explore and implement scalability solutions to
improve platform scalability and address user growth and operations.
Optimization Efforts: Focus on optimizing transaction costs, blockchain

interoperability, and overall platform performance to improve user experience.

. Community engagement and governance

Community Involvement: Increase community involvement by implementing a
governance model that allows users to participate in decision-making or suggest
improvements to the platform.

Incentive mechanisms: Explore innovative incentive models (attractive, rewarding) to

encourage user engagement and loyalty on the platform.

4. Regulation and Safeguards

Continuous compliance: Stay up-to-date with evolving regulations and ensure consistent

compliance to maintain user confidence and reduce regulatory risk.

Enhanced Security: Implement advanced security measures, conduct regular audits, and

adopt the latest security protocols to strengthen your platform against emerging threats.

5. Accessibility and user-centered development

Improve accessibility: Improve accessibility features to accommodate a wider range of

users, including those with disabilities or different technological abilities.

User-centered design: Prioritize user feedback and implement user-centered design

iterations to continually improve platform usability and functionality.
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6. Research and development initiatives

Emerging Technologies Research: Invest in research to explore new technologies that can
further transform the crowdsourced landscape, such as decentralized identity solutions or
blockchain connectivity.

7. User education and adoption

Education Initiatives: Develop educational resources, tutorials, and workshops to facilitate
user understanding of blockchain technology and encourage greater adoption of the
platform.

48



REFERENCES

[1] Vp, S., Krishna. S, H., Jain, L., & Ahmed, H. (2021). Crowd-Funding Using
Blockchain.IEEEXplore https://ieeexplore.ieee.org/abstract/document/10200116

[2] Menon, A., Kadam, K., Kumar, P., & Kumar Shah, S. (2023). Decentralized
Crowdfunding Using Blockchain. SSRN. https://doi.org/10.2139/ssrn.4324640

[3] Rasolroveicy, M., & Fokaefs, M. (2022). Performance and Cost Evaluation of
Public Blockchain: An NFT Marketplace Case Study. IEEE.
https://doi.org/10.1109/brains55737.2022.9908999

[4] Saranya, S., Muvvala, S. P., Chauhan, V., & Satwik, R. (2022). Crowdfunding
charity platform using blockchain. 2022 International Conference on Inventive

ComputationTechnologies(ICICT).

[5] Vidya, K., Hussain, H. I., Celestine, V., Kumar, V., & Robert, V. N. J. (2022).
Security enhanced crowdfunding using blockchain and lattice based cryptosystem.
Research Square (Research Square). https://doi.org/10.21203/rs.3.rs-2020457/v1

[6] Faust, L., Kolbe, M., Mansouri, S., & Momtaz, P. P. (2022). The crowdfunding of
altruism.  Journal of Risk and Financial Management, 15(3), 138.
https://doi.org/10.3390/jrfm15030138

[7] Sahu, M., Gangaramani, A., & Bharambe, A. (2020). Secured crowdfunding
platform using blockchain. In Lecture notes in networks and systems (pp. 27-39).
https://doi.org/10.1007/978-981-15-742

[8] Smys, S., & Haoxiang, W. (2021). Security enhancement in smart vehicle using
blockchain-based architectural framework. Journal of Artificial Intelligence and
Copsule Networks, 3(2), 90-100. https://doi.org/10.36548/jaicn.2021.2.002

[9] Baber, H. (2020). Blockchain-Based crowdfunding. In Blockchain technologies (pp.
117-130). https://doi.org/10.1007/978-981-15-1137-0_6
[10] Yu, C., Leng, Y., Li, J., & Yu, J. (2020). Blockchain crowdfunding projects

49


https://ieeexplore.ieee.org/abstract/document/10200116
https://doi.org/10.1007/978-981-15-7421-4_3

evaluation using GRA-TOPSIS. Kybernetes, 50(11), 3017-3036.
https://doi.org/10.1108/k-02-2020-0067

[11] Petruzzelli, A. M., Natalicchio, A., Panniello, U, & Roma, P.(2019).
Understanding the crowdfunding phenomenon and its implications for sustainability.
Technological Forecasting and Social Change, 141, 138-148.

[12] Cai, W., Polzin, F., & Stam, E. (2021). Crowdfunding and social capital: A
systematic review using a dynamic perspective. Technological Forecasting and Social
Change, 162 120412.

[13]T. Lepoint, G. Ciocarlie and K. Eldefrawy, "BlockCIS—A Blockchain-Based
Cyber Insurance System," 2018 IEEE International Conference on Cloud Engineering
(IC2E), Orlando, FL, USA, 2018, pp. 378-384, doi: 10.1109/IC2E.2018.00072.

[14] R. Nunes, B. Alturas and A. L. Fernandes, "Creating value in equity crowdfunding
platforms using blockchain technology,” 2021 16th Iberian Conference on Information
Systems and Technologies (CISTI), Chaves, Portugal, 2021, pp. 1-6, doi:
10.23919/CISTI152073.2021.9476339.

[15] I. Vakilinia, S. Badsha and S. Sengupta, "Crowdfunding the Insurance of a Cyber-
Product Using Blockchain," 2018 9th IEEE Annual Ubiquitous Computing, Electronics
& Mobile Communication Conference (UEMCON), New York, NY, USA, 2018, pp.
964-970, doi: 10.1109/UEMCON.2018.8796515.

[16]Zhu, H., & Zhou, Z. Z. (2016). Analysis and outlook ofapplications of blockchain
technology to equity crowdfunding in China. Financial innovation, 2(1),1-11.

[17] Sahu, M., Gangaramani, A., & Bharambe, A. (2021). Secured crowdfunding

platform using blockchain. In IntelligentComputing and Networking: Proceedings of
IC-ICN 2020 (pp. 27-39). Springer Singapore.

50


https://doi.org/10.1108/k-02-2020-0067

[18] Buterin, Vitalik. "Ethereum white paper (2013)." URLDhttps://github.
com/ethereum/wiki/wiki/White-Paper (2013).

[19] https://www.kickstarter.com (Access on 08/09/2022)

[20] https://www.ketto.org/(Access on 08/09/2022)

[21] https://www.impactguru.com/(Access on 08/09/2022)

[22]Etherscan. (n.d.). Ethereum Block Explorer. Etherscan.
Available: https://etherscan.io/

[23]Truffle Suite. (2023). Ganache. Available: https://trufflesuite.com/ganache/

[24]MetaMask. Available: https://metamask.io/

[25]Solidity. Available: https://soliditylang.org/

[26] Smith, J., & Johnson, A. "Enhancing User Engagement Through Chat Messaging in

Social Media Platforms.” https://techblog.com/chat-enhancement.

[27] WebRTC: Real time Communication b/w Browsers. https://webrtc.org/.

[28] Socket.io : Real time Engine. https://socket.io/.

[29] Brown, C., & White, L. "Securing Chat Applications: Challenges and Best Practices."

Security Today. https://securitytoday.com/secure-chat.

[30] Green, K., & Lee, M."Protecting User Privacy in Chat Applications: A Comprehensive

Guide." Privacy Matters. https://privacymatters.com/chat-privacy.

51


http://www.kickstarter.com/
http://www.ketto.org/(Access
http://www.impactguru.com/(Access
https://etherscan.io/
https://trufflesuite.com/ganache/
https://metamask.io/
https://soliditylang.org/

JAYPEE UNIVERSITY OF INFORMATION TECHNOLOGY, WAKNAGHAT
PLAGIARISM VERIFICATION REPORT

(DT | £,
Type of Document (Tick): \PhD Thesis\ \M.Tech Dissertation/ Report‘ \B.Tech Project Report ‘ \Papeﬁ

Name: __Department: Enrolment No

Contact No. E-mail.

Name of the Supervisor:

Title of the Thesis/Dissertation/Project Report/Paper (In Capital letters):

UNDERTAKING

| undertake that | am aware of the plagiarism related norms/ regulations, if | found guilty of any plagiarism and
copyright violations in the above thesis/report even after award of degree, the University reserves the rights to
withdraw/revoke my degree/report. Kindly allow me to avail Plagiarism verification report for the document
mentioned above.
Complete Thesis/Report Pages Detail:

— Total No. of Pages =

— Total No. of Preliminary pages =

— Total No. of pages accommodate bibliography/references =

(Signature of Student)
FOR DEPARTMENT USE
We have checked the thesis/report as per norms and found Similarity Index at ....................(%). Therefore, we

are forwarding the complete thesis/report for final plagiarism check. The plagiarism verification report may be
handed over to the candidate.

(Signature of Guide/Supervisor) Signature of HOD
FOR LRC USE

The above document was scanned for plagiarism check. The outcome of the same is reported below:

Copy Received on Excluded Similarity Index Generated Plagiarism Report Details
(%) (Title, Abstract & Chapters)

Word Counts
e All Preliminary

Pages

Report Generated on Character Counts

e Bibliography/Ima

ges/Quotes

_ Submission ID Total Pages Scanned
e 14 Words String

File Size

Checked by
Name & Signature Librarian

Please send your complete thesis/report in (PDF) with Title Page, Abstract and Chapters in (Word File)
through the supervisor at plagcheck.juit@gmail.com




major report

ORIGINALITY REPORT

8«

6% 6% Sy

SIMILARITY INDEX INTERNET SOURCES PUBLICATIONS STUDENT PAPERS

PRIMARY S

OURCES

Sumathi Vp, Harish Krishna. S, Lakshya Jain, 1 o
Hisham Ahmed. "Crowd-Funding Using ’
Blockchain", 2023 2nd International

Conference on Advancements in Electrical,

Electronics, Communication, Computing and
Automation (ICAECA), 2023

Publication
fastercapital.com

InternetSourcE <1 %
deepai.or

Intern(le:t)Sourceg <1 %
uia.brage.unit.no

InternetSougce <1 %
ljisrt.com

IiternetSource <1 %

B Submitted to Mahidol University <1
Student Paper %

=

khazna.ku.ac.ae <1 0%

Internet Source




	akshat part 2
	2 (1)
	akshat part 2
	d1f2081aa3a079c7b7a989a68a778e3ca7510322dfa8470a35126f048e5ed80a.pdf
	b6770dc60d01c2cc9a2e2f6de413ca5201bbad91d2ad55428a68cbe97384dd64.pdf
	b6770dc60d01c2cc9a2e2f6de413ca5201bbad91d2ad55428a68cbe97384dd64.pdf
	b6770dc60d01c2cc9a2e2f6de413ca5201bbad91d2ad55428a68cbe97384dd64.pdf

