JAYPEE UNIVERSITY OF INFORMATION TECHNOLOGY, WAKNAGHAT
TEST -1 EXAMINATION- 2024
M.Tech—l Semester

COURSE CODE (CREDITS): 161WCI122 (3) MAX. MARKS: 15
COURSE NAME: Cryptography and Information System Security

COURSE INSTRUCTORS: Er. NITIKA MAX. TIME: 1. Hour

Note: (a)All questions are compulsory.

(b)Marks are indicated against each question in square brackets. :
(c) The candidate is allowed to make Suitable numeric assumptions wherever-required for

solving problems

Q1. How does the OSI Security Architecture assist in dévél‘aﬁi‘ﬁg a comprehensive security
policy for a network? Provide examples of how spec1ﬁc Iayels address different security
concerns. [5 Marks]

Q2. What is a Galois Field? Consider the ﬁmte ﬁbld GF (3) where all arithmetic operations are

performed modulo 3. X [3 Marks]
Q3. Consider the numbers 103 and 55...qge__:§;'i£;ﬁgfended Euclidean Algorithm to find:

1) The greatest common divisor (GCD)ofIOS and 55.

2) The integers x and y such thﬁ;::ib3);455thCD (103,:55), [3 Marks]

Q4. Explain AES algor:thm by using Plain text: “Two One Nine Two” and key: 54 68 61 74 73
206D 79 20 4B 75 6E 6’7 20 46 75

1) Perform the SubBytes transformation for the first round.

2) Perfonn the ShiftRows transformation for the first round.
——Sﬁmﬂrﬂwﬁmemumﬂrmfmmﬁmrfoﬁh\?fmrmund

4) Generate the first round key using the given 128-bit key.

5)™ Perform the AddRoundKey operation for the first round. [4 Marks]
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