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Note:(a)All questions are compulsory.

(b) The candidate is allowed to make Suitable numeric assumptions wherever requ’%}é’c’i,,

Jor solving problems
P 7 4
Q.No Question CO | Marks
Q1 a) Analyze the differences between the OSI and TCP models, focusi g on their | [CO-1] [5]

respective layers. How does the collapse of layers in the TC model affect | [CO-2]
network design and communication? )
b) A user is sending a 2000-byte message using the TCP/IR model. Given that the
Maximum Segment Size (MSS) is 512 bytes, how mén)?fe [CP segments will be
required to transmit the message, assuming no additional headers are considered?

Q2 Below is a code for a flask app connected to a front en

ch contains the Javascript [CO-2] [5]
code: [CO-3]
from flask import Flask, request, jsonify

import sqlite3

opmn ent.getElementByld('searchBtn').add
veptLlstener(’chck‘ function() {
const userld =
document. getElementByld(‘userld').value;
def get db_connection(): g fetch("/user?id=$ {userld}")
conn = sqlite3 connect('examplefdﬁ‘) .then(response => response.json())

.then(data => {

if (data.error) {
document.getElementById(‘result").innerHT
ML = "Error: ' + data.error;

}
else {
document.getElementById(‘result').innerHT-

app = Flask(_ name )

ML = 'User: ' + JSON stringify(data);

" )
query = f"SELECT * FROM users s
WHERE id = {user _id};" B
</script>

cursor = conn.execute(query)
user = cursor.fetchone()
conn.close()

if user:
return jsonify(dict(user))
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else:
return jsonify({"error": "User not
found"}), 404

if _name =='_main_":
app.run(debug=True)

Based on the above answer the following:
a) What is SQL injection, and where does it occur in the given Flask. app?
b) Explain how cross-site scripting (XSS) can be exploited in the JavaScript fron
end of the provided code.

c¢) Evaluate the current architecture of the Flask and JavaScript application. E{g}poséh Vv

a redesign or security improvements to mltlgate both SQL injection and §(S
vulnerabilities, considering best practices in web security. rF O

Q3

Analyze the potential impact of both the SQL injection and XSS vulnegfﬁablh\f‘l‘es How
could an attacker explmt these to compromise the application, éi‘fﬁ%vhgt are the
consequences? %@&

[CO-3]

[51

Q4

a) What is the Burp Suite and why is it used? %

b) Explain how the Repeater tool helps in testing web ap\p}
like SQL injection or cross-site scripting (XSS). {

c¢) In Burp Suite's Repeater, after testing an ippi Hu %‘glgl; you receive different
responses when sending a certain payload. A,gglyze the possible reasons why this
variation in response occurs and how you Wol iQ investigate further using the
tool. : .

d) What is the role of the Proxy tool in B}gp §hgté‘7

e) In a captured request, you notice that a:URE parameter is encoded. Evaluate how
the Burp Suite Decoder tool can. {p';ayOu understand the encoded value and
propose a way to manipulate,if fuirther testing.

tion vulnerabilities

[CO-2]
[CO-3]
[CO-4]

5]

Q5

a) You suspect that someon¢ on =network is using an unencrypted protocol like
FTP to transfer sensitive (Iata f)escrlbe how you would use Wireshark to detect
and capture this traffic:

I mstrat@,ms using Wireshark to 1nvest1gate a potential security

he effectiveness of Wireshark in detecting the following

-Middle (MITM) such as DHCP spoofing or ARP poisoning,

_'emal ‘of Service (DDoS).

tlise wireshark to eavesdrop on phone calls on occurring on the

[CO-2]
[CO-3]

5]
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