4

S

S B T

Jaypee University of Information Technology
Solan (H.P.)
LEARNING RESOURCE CENTER

Acc. NumSPOS'\\\ Call Num:
General Guidelines:

¢ Library books should be used with great care.

¢ Tearing, folding, cutting of library books or making
any marks on them is not permitted and shall lead
to disciplinary action.

¢ Any defect noticed at the time of borrowing books
must be brought to the library staff imnmediately.
Otherwise the borrower may be required to replace
the book by a new copy.

¢ The loss of LRC book(s) must be immediately
brought to the notice of the Librarian in writing.

Learning Resource Centre-JUIT

L

|

i

P051

!




DISTRIBUTED FILE STORAGE AND SHARING
SYSTEM '

By

ABHISHEK RAI- 051216
AKANSHA MADAN - 051273
LAXMI LATA KESHOTE - 051288

PARUL GUPTA - 051419

MAY-2009

Submitted in partial fulfillment of the Degree of
Bachelor of Technology

DEPARTMENT OF COMPUTER SCIENCE ENGINEERING
AND INFORMATION TECHNOLOGY

JAYPEE UNIVERSITY OF INFORMATION
TECHNOLOGY-WAKNAGHAT




CERTIFICATE

This is to certify that the work entitled, “Distributed File Storage System”
submitted by Abhishek Rai, Akansha Madan, Laxmi Lata Keshote and Parul
Gupta in partial fulfillment for the award of degree of Bachelor of Technology
in Computer Science and Engineering of Jaypee University of Information
Technology has been carried out under my supervision. This work has not
been submitted partially or wholly to any other University or Institute for the

award of this or any other degree or diploma.

Assistant Professor

Jaypee University of Information Technology

Waknaghat




ACKNOWLEDGEMENT

We wish to express our carnest gratitude to Dr. Nitin, our Project Guide, for
providing us invaluable guidance and suggestions, which inspired us to submit this

thesis report on time.

We would also like to thank all the staff members of Computer Science and
Engincering Department of Jaypee University of Information Technology,
Waknaghat, especially Mr. Satya Prakash Ghrera (Head Of Department), and Mr.
Satish Chandra (Project Co-coordinator), for providing us all the facilities required

for completion of this thesis.

Last but not the least, we wish to thank all our classmates and friends for their timely

suggestions and co-operation during the period of our project work and thesis

B,

f Abhishek Rai 051216
"
Akansha Madan 051273

e
Q‘y\f\ / .
Laxmi Lata Keshote 051288

{ut B

Parul Gupta 051419

Btech( CSE and IT)

JAYPEE UNIVERSITY OF INFORMATION TECHNOLOGY




CONTENTS
;
! LIST OF FIGURES 1
1 ABSTRACT 5
CHAPTER 1
INTRODUCTION 6
1.1 Description of Distributed File Storage System 6
1.2 Description of Our Project 7
1.3 Motivation 7
1.4 Problem Specification 8
f 1.5 Organization of Thesis 8
|
CHAPTER 2
TECHNICAL COMPOSITION 10
2.1 Platform 10
2.2 Compiler 10
2.3 The Server-Client Model 12
2.4 Sockets 15
2.5 POSIX Threads 18
2.6 JAVA ‘Swings’ 21
2.7 Communication Protocol 24
2.8 Commands and Functions Used 26
CHAPTER 3 s
FILE TRANSFER PROTOCOL 31
3.1 Software Architecture 31
3.2 Description 33
3.3 Server Description 33
3.4 Client Description 34
3.5 Tracker Description 35
3.6 Processing Details 36
3.7 Implementation Details . 42
E 3.8 Installation Steps 61
CHAPTER 4
TRACKER 62
4.1 Description 62

-




§ e v,

4.2 Server-Tracker Relation
4.3 Client-Tracker Relation
4.4 Fault Recovery Feature

CHAPTER 5

GRAPHICAL USER INTERFACE
5.1 Introduction to the GUT

5.2 Software Bridge

5.3 GUI Description

5.4Installation Steps for the java file

CHAPTER 6

FAULT TOLERANCE

6.1 Introduction

6.2 Description

6.3 Working and Implementation Details

CHAPTER 7
CONCLUSION

BIBLIOGRAPHY

62
66
70

71
71
74
75
98

99
99
99
101

111

112

-5




LIST OF FIGURES
Figure 2.1  Client-Server Interaction 13
Figure 2.2 Connection Establishment Between a Client and Server 14
Figure 2.3 Layers of TCP/IP protocol 25
Figure 3.1  Three tier architecture of client, tracker and server 32
Figure 3.2 Modes of file transfer 34
Figure 3.3  Client connecting itself to tracker 35
Figure 3.4  Server registering itself to tracker 35
Figure 3.5  Client connected to tracker 35
Figure 3.6  Sharedfolder on Server Side 41
Figure 3.7  ‘Copiedfiles’ folder after the chunks are received 41
Figure 3.8 Flow Of Application On ‘REQ’ Command 42
: Figure 3.9  List of files on the server 44
Figure 3.10 Client sends ‘GET’ command and waits for file transmission 47
Figure 3.11  Server writing the desired chunks on socket one by one 47
Figure 3.12  Transmission of a file in byte mode and its md5 being 48
checked
Figure 3.13  Server receives command for transfer of file in byte mode 48
Figure 3.14 A file being transferred in chunk mode 49

Figure 3.15  Each chunk being copied on the client side ( in chunk mode ) 49

Figure 3.16  Server writing each chunk on socket one by one 49
Figure 3.17 A file being transferred in large chunk (supr) mode 50
Figure 3.18 A large chunk is written on socket (bytes read in chunk form 50

are concatenated 30 times to form a large chunk)

Figure 3,19  Chunks are created on the server side as the file is 51
transmitted for the first time.

Figure 3.20 Large chunk is written on socket 51

Page | 1




Figure 3.21 MDS5 of each chunk is sent to the client 51
Figure 3.22  Client Server interaction for ‘GET’ command 52
Figure 3.23  All the chunks are not available and cannot be merged 59
Figure 3.24  Client checks the infofiles for merging condition and calls 59

the merger function
Figure 3.25  Chunks are opened one by one and merged on client side 60

Figure 3.26 MDS5 of merged and original file are being cross checked for 60

authentication
Figure 3.27  ‘Copiedfiles’ folder after the chunks are received. 60
Figure 3.28  ‘Copiedfiles’ folder after all the chunks are received and 61
merged
Figure 4.1  Tracker awaiting connection from Server 63
Figure 4.2 Tracker on receipt of new Serever address adds it to the list 64
Figure 4.3  Tracker on receipt of exiting Server address, resets it 64
J Figure 4.4  The List of Servers as displayed 65
Figure 4.5  Server awaiting connection from Clients 66
Figure 4.6  Tracker on request for a new Server address 67
Figure 4.7  Client request a change in Server 67
Figure 4.8  Tracker on Request of Change Of Server 67
Figure 5.1  Screenshot of GUI showing the request tab when the 71

connection with the client is not established

Figure 5.2 Screenshot of GUI showing the request tab after connection T2
is established with the server when “Request Files On
Server” button is activated

Figure 5.3  Screenshot of GUI showing the get tab 73

Figure 54  Screenshot GUI showing the setting tab 73
Figure 5.5  Software bridge depicting synchronization between Java and 74
C.
Figure 5.6  Screenshot displaying when there is an error in connection 77
Y
Page | 2




Figure 5.7

Figure 5.8

Figure 5.9

Figure 5.10
Figure 5.11
Figure 5.12
Figure 5.13
Figure 5.14
Figure 5.15
Figure 5.16
Figure 5.17
Figure 5.18

Figure 5.19

Figure 5.20

Figure 6.1
Figure 6.2

Figure 6.3

of client with the server

Screenshot displaying after the connection of client with the
server is established

Screenshot displaying the list of files to the client, present
on the server side. This is in response to request files on
server

Snapshot showing the ‘GET FILE’ where file and its start
and end chunks are selected

Snapshot that highlights the download progress bar that
appears until download takes place

Snapshot of ‘copiediles’ folder, after the byte transmission
of the file’abc.jpg’.

Snapshot displaying message after download has been
complete

Snapshot showing the message, when the md5 of copied file
is validated

Snapshot of ‘copiedfiles’ folder when file has been merged
successfully

Snapshot of GUI displaying message when all chunks are
not available for merging

Snapshot of GUI awaiting user response when the file to be
downloaded is already present

Snapshot of GUI highlighting the view File/Chunk Status
button

Snapshot of the GUI showing the files that have been
downloaded.

Snapshot of GUI showing incomplete files

Screenshot displaying when the client is disconnected from
the server

Steps involved in fault tolerance mechanism
GUI Screenshot notifying the user that fault has occurred

Snapshot of server when fault occurs and the server is

78

82

85

85

86

86

87

90

91

91

93

94

94

97

101
104

104

Page | 3



R TR VSRR

PSR TN SpR——

G el @

Figure 6.4

Figure 6.5

Figure 6.6

Figure 6.7

Figure 6.8

Figure 6.9

Figure 6.10

Figure 6.11

Figure 6.12

restated automatically in case of chunk transmission

Snapshot of server side when fault occurs and the server is
restarted automatically in case of large chunk transmission

Snapshot of the new client process started, reconnect to the
server after error in connecting to server once

Snapshot of original command received from client to
transmit 6 chunks of the file ‘Client.c’

Snapshot of ‘copiedfiles’ folder showing only 4 chunks
downloaded of file ‘client.c’ and the ‘.fault’ file being made
in the folder

Snapshot of contents of ‘infoclient” file showing that only 1-
4 chunks have been copied

Snapshot of the command received from client to transmit
the remaining chunks from 5 to 6 of the file ‘Client.c’ after
error occurred at chunk number 5,

GUI Snapshot showing the message to the user that
reconnection has been established and remaining chunks are
being downloaded

Snapshot showing transmission of remaining chunk of file
‘client.c’ from server side

Snapshot of ‘copiedfiles’ folder showing all requested
chunks (from 1-6) downloaded in the folder

105

106

108

108

108

109

109

109

110

Page | 4

-5




TR S

s e

ABSTRACT

With the advancement in technology, building efficient networked system with
hundreds of nodes is feasible. A vital component of these systems is the file transfer
(or data transfer) that enables the nodes to communicate among themselves. File
transfer being an important aspect of a network has many ways of completion, most
common being the FTP protocol. The problem of connectivity or fault occurrence at
the time of file transfer can hinder a peer’s file transferring ability and can result in an
incomplete or a faulty file. Therefore, the sofiware developed caters to the ever
growing need for distributed file storage and transfer along with the capability to

handle faults, that may occur at the time of file transmission.

The goal of this project is to develop an application tool for Linux based platforms
which would provide for a user friendly GUI than more commonly available
command based software, thereby making it more preferable over them. The basic
functionality involves partial storage of files on different peers and retrieval of
original file when required. The storage and transfer of files has been implemented in
a unique way which would support the fault tolerance feature thus ensuring interrupt
free download. The applicatioﬁ aims to utilize the best features of languages, Java and
C where GNU C makes the core processing of data transfer faster while the user

interacts with a Java (swing) graphics based interface.
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CHAPTER 1
INTRODUCTION

Today, computers have entered every field of our day-to-day life. With
computerization comes the need of networking. Its almost impossible to imagine a
full use of computer without networking today, be it communication, e-mailing or
anything else. All this requires the most important aspect of networking: File, Data

and Information Sharing.

Data sharing has become so dominant amongst all uses of Networking, that the
efficiency of a network is generally seen in terms of efficiency of data transfer. Thus,
the efficiency of methods used for data sharing greatly effects that of networked
environment. Amongst all methods, one of the most used and efficient one is

Distributed File Sorage System.

1.1 Description of Distributed File Storage System

Distributed File Storage System is the name given to a system where instead of
storing files to be shared on a single system, files are stored at various places
simultaneously. A very good example is the World Wide Web or Internet where the
information is stored at different servers at different geographical locations and can be
accessed from anywhere. Going more deeply, Web-Giants like ‘Google keep
redundant copies of their data at different locations and clients on request gets

connected to the nearest server with least load.

In this type of communication architecture, the server is not pre-determined for the
client but is decided by a third level system. It decides the server to which the client
should be connected at any time, on the basis of criteria like geographical location,
load on servers, files and services needed, and many more. This not just makes it
easier for the client, but also creates a transparency between the server and the client
and eradicates the need of the clients to know the whereabouts of the server. This adds

another abstraction level to the complete communication system.
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1.2 Description of our project

Our project has been implemented on the same line of the above stated, with the
difference it has been designed to be used on a Local Area Network. The System has

three levels or tiers of system, namely:

1. Server
2. Tracker
3. Client

This three tiers work in unison and synchronization to make our LAN-based

Distributed file Storage System work efficiently.

* The Servers are responsible for distributing files to clients by providing file
transfer services using File Transfer Protocol(FTP).

o The Clients are those programs that can avail the services of Servers by
connecting to them on specific port number and address.

¢ Tracker is responsible for making this communication happen, by keeping a
track of available servers and providing Server address to Clients as and when

required.

The connections are established using Transmission Certificate Protocol(TCP)
connection APIs and the communications occurs using the Socket communication

APIs of TCP.
1.3 Motivation

The Motivation behind developing this application as project comes from an earlier
project on “Information Sharing Over Multicast Router” submitted in partial
fulfillment by Abhishek Bhatia, Kunal Krishna and Nakul Sharma.

Although our project is motivated from it, but the implementation techniques we have

used for the development are very different in terms of

Changes like,
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e Concept of Chunks
e Merging of chunks

And additional features like,

e Java based GUI
e Software Bridge

¢ Fault Tolerance

which and more we will come across, and discuss in details as we proceed further.

1.4 Problem Specifications

The designers face huge amount of hardships while designing file transfer systems for
multiprocessor computers because its very hard to design a 100% efficient network
i.e. all permutation passable in event of failures, have ‘high reliability during failures,
fault tolerance, possess high bandwidth, large throughput, nice and easy interface,
high probability of acceptance and above all fulfilling these criteria, it should be cost
effective too. Though many protocols have been designed, like the one discussed
carlier, but no one stands up to the mark when all performance metrics applied
simultaneously. So in order to design a protocol which is all permutation passable in
the event of failure, have high reliability thereby maintaining file integrity and is easy

to use through a Graphical User Interface using a three-tier architecture,

1.5 Organization Of Thesis

The Chapter 1: INTRODUCTION describes the basics of a Distributed File Storage
System on a netwotked environment and introduces our motivation and approach to

implementing it on a LAN-based environment.

The Chapter 2: TECHNICAL COMPOSITION describes the constructional features

of the various technical functions that were used in the creation of the project.
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The Chapter 3: FILE TRANSFER PROTOCOL describes the Server-Tracker-Client
architecture developed and explains how the file transfer takes place between the

server and the client.

The Chapter 4: TRACKER describes the implementation and in-depth analysis of a
multithreaded Tracker server responsible for establishing communication between

different components of the system.

The Chapter 5: GRAPHICAL USER INTERFACE describes implementation and

creation of a Java based GUI for the otherwise command based systeni.

The Chapter 6: FAULT TOLERANCE describes the implantation and introduction of

fault tolerance and recovery in the system.

The Chapter 7: CONCLUSION concludes the thesis followed by highlighting the

scope for future work.
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CHAPTER 2

TECHNICAL COMPOSITION

2.1 Platform

The application has been developed for LINUX platform, Open Suse Version 10.2 or
higher.Linux is predominantly known for its use in servers, although it is installed on
a wide variety of computer hardware, ranging from embedded devices and mobile

phones to supercomputers.

The basic motive to develop the application was to build an efficient File Transfer

Protocol for LINUX platform using GUI, thus making it user-friendly.

2.2 Compiler

The application has been built on ‘GNU ‘C’ compiler.
2.2.1 Introduction

The GNU Compiler Collection (usually shortened to GCC) is a compiler system
produced by the GNU Project supporting various programming language. As well as
being the official compiler, of the GNU system, GCC has been adopted as the standard
compiler by most other modern Unix-like computer operating systefns, including
GNU/Linux and Mac OS X. GCC has been ported to a wide variety of processor

architectures, and is widely deployed as a tool in commercial, proprietary and closed

source software development.

The C language provides no built-in facilities for performing such common operations
as input/output, memofy management, string manipulation, and the like. Instead, these
facilities are defined in a standard library, which you compile and link with your
programs. The GNU C library, described in this document, defines all of the library
functions that are specified by the ISO C standard, as well as additional features
specific to POSIX and other derivatives of the Unix operating system, and extensions

specific to the GNU system.
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2.2.2 The ‘C’ Language

The application has been built with the ‘C’ language because it directly gets converted
into Assembly Language and then machine code. This would help make the

communication faster.

GCC supports the version of the C standard, although support for the most recent

version is not yet complete.

The original ANSI C standard (X3.159-1989) was ratified in 1989 and published in
1990. This standard was ratified as an ISO standard (ISO/IEC 9899:1990). There were
no technical differences between these publications, although the sections of the
ANSI standard were renumbered and became clauses in the ISO standard. This
standard, in both its forms, is commonly known as C89, or occasionally as C90, from
the dates of ratification. The ANSI standard, but not the ISO standard, also came with
a Rationale document. To select this standard in GCC, use one of the options —ansi, -
std=c89 or —std=is09899:1990; to obtain all the diagnostics required by the standard,
. you should also specify —pedantic-errors if you want them to be errors rather than

warnings).

GCC aims towards being usable as a conforming freestanding implementation, or as
the compiler for a conforming hosted implementation. By default, it will act as the
compiler for a hosted implementation, defining STDC HOSTED as 1 and
presuming that when the names of ISO C functions are used, they have the semantics
defined in the standard. To make it act as a conforming freestanding implementation
for a freestanding environment, use the option —ffreestanding; it will then define
_STDC_HOSTED_ to 0 and not make assumptions about the meanings of function
names from the standard library, with exceptions noted below. To build an OS kernel,

you may well still need to make your own arrangements for linking and startup.

GCC does not provide the library facilities required only of hosted implementations,
nor yet did all the facilities require by C99 of freestanding implementations; to use the
facilities of a hosted environment, you will need to find them elsewhere (for example,

in the GNU C library).

Most of the compiler support routines used by GCC are present in libgec, but there are

a few exceptions. GCC requires the freestanding environment provide memcpy,
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memmove, memset and mememp. Finally, if _ builtin_trap is used, and the target

does not implement the trap pattern, then GCC will emit a call to abort.

2.3 The Server Client Model

Most interprocess communication uses the client server model. These terms refer to
the two processes which will be communicating with each other. One of the two
processes, the client, connects to the other process, the server, typically to make a

request for information.

Notice that the client needs to know of the existence of and the address of the server,
but the server does not need to know the address of (or even the existence of) the
client prior to the connection being established. Notice also that once a connection is

established, both sides can send and receive information.
2.3.1 Interaction

A server is a network node that makes compute or data resources available. A client is
a network node that utilizes server resources. For clients and servers to interact, they

must be interacted.

A typical client server interaction goes like this:

1. The user runs client software to create a query.
The client connects to the server.

The client sends thfl: query to the server.

The server analyzes the query..

The server computes the results of the query.
The server sends the results to the client.

The client presents the results to the user.

el A

Repeat as necessary.
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client

5 Search

sefver

Figure 2.1: Client-Server Interaction

2.3.2 Connection

The system calls for establishing a connection are somewhat different for the client
and server, but both involve the basic construct of socket. The two processes each

establish their own socket.

The steps involved in establishing a socket on the client side are as follows:

* Create a socket with the socket() system call
* Connect the socket to the address of the server using the connect() system call
* Send and receive data. There are a number of ways to do this, but the simplest

is to use the read() and write() system calls.

The steps involved in establishing a socket on the server side are as follows:

e Create a socket with the socket() system call

¢ DBind the socket to an address using the bind() system call. For a server socket
on the Internet, an address consists of a port number on the host machine.

e Listen for connections with the listen() system call

e Accept a connection with the accept() system call. This call typically blocks

until a client connects with the server.
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e Send and receive data.

TCP SERVER

socket ()

v

Well known port bind ()

Y
listen ()

A

accept ()

Blocks until connection
from client

TCP CLIENT

socket ()

l‘ Connection establishment (TCP 3 way
' connect () establishment

Y

r

—— data (request)
y \ v
read ()
data (reply) write ()
y
read () /

close () ——— End of file notification

\ s
read ()

A
close ()

Figure 2.2 Connection Establishment Between a Client and Server

Page | 14




2.4 Sockets
2.4.1 Introduction

A socket is a generalized interprocess communication channel. Like a pipe, a socket is
represented as a file descriptor. But, unlike pipes, sockets support communication
between unrelated processes, and even between processes running on different
machines that communicate over a network. Sockets are the primary means of
communicating with other machines; telnet, rlogin, ftp, talk, and the other family

programs use sockets.

Not all operating systems support sockets. In the GNU library, the header file
‘sys/socket.h’ exists regardless of the operating system, and the socket functions
always exist, but if the system does not really support sockets, these functions always

fail.
2.4.2 Creation

. When you create a socket, you must specify the style of communication you want to
use and the type of protocol that should implement it. The communication style of a
socket defines the user-level semantics of sending and receiving data on the socket.

Choosing a communication style specifies the answers to questions such as these:

e What are the units of data transmission? Some communication styles
regard thhe data as.a sequence of bytes, with no larger structure; others group
the bytes into records (which are known in this context as packets).

e Can data be lost during normal operation? Some communication styles
guarantce that all the data sent arrives in the order it was sent (barring system
or network crashes); other styles occasionally lose data as a normal part of
opertaion, and may sometimes deliver packets more than once or in the wrong
order. Designing a program to use unreliable communication styles usually
involves taking precautions to detect lost or misordered packets and to
retransmit data as needed.

e Is communication entirely with one partner? Some communication styles
are loke a telephone call-you make a connection with one remote socket, and
then echange data freely. Other styles are like mailing letters-you specify a

destination address for each message you send.
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You must also choose a namespace for naming the socket. A socket name (“address”™)
is meaningful only in the context of a particular namespace. In fact, even the data type
to use for a socket name may depend on the namespace. Namespaces are also called
“domains”, but we avoid that word as it can be confused with other usage of the same
term. Each namespace has a symbolic name that starting with ‘AF_’ designates the

address format for that namespace.

Finally you must choose the protocol to carry out communication. The protocol
determines what low-level mechanism is used to transmit and receive data. Each
protocol is valid for a particular namespace and communication style; a namespace is
sometimes called a protocol family because of this, which is why the namespace
names start with ‘PF_". The rules of a protocol apply to the data passing between two
programs, perhaps on different computers; most of these rules are handled by the
operating system, and you need not know about them. What you need to know about

is as follows;

® In order to have communication between two sockets, they must
specify the same protocol.

o [FEach protocol is meaningful with particular style/namespace
combinations and cannot be used with inappropriate combinations. For
example, the TCP protocol fits only the byte stream style of
communication and the Internet namespace.

e For cach combination of style and namespace, there is a default
protocol which you can request by specifying 0 as the protocol
number. And that’s what you should normally do-use the default.

Throughout the following description at various places variables/parameters have
been used to denote sizes as required. And here the trouble starts. In the first
implementation the type of these variables was simply int. this type was on all
machines of this time 32 bits wide and so a de-factor standard required 32 bit
variables. This is important since references to variables of this type are passed to the

kernel.

But now the POSIX people came and unified the interface with their words “all size
values are of type size t”. But on 64 bit machines size t is 64 bits wide and so

variable references are not anymore possible.
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A solution provides the Unix98 specification which finally. introduces a type
socklen_t. This type is used in all of the cases in previously changed to use size-t. The
only requirement of this type is that it is an unsigned type of at least 32 bits.
Therefore, implementation which requires references to 32 bit values be passed from

the start of 64 bit values.

2.4.3 Communication Styles

The GNU library includes support for several different kinds of sockets, each with
different characteristics. This section describes the supported socket types. The

symbolic constants listed here are defined in ‘sys/socket.h’.
Macro: int SOCK_STREAM

The SOCK_STREAM style Is like a pipe, it operates over a connection with a

particular remote socket, and transmits data reliably as a stream of bytes.
The above style has been used in our application.
Macro: int SOCK_DGRAM

The SOCK_DGRAM style is used for sending individually addressed packets,
unreliably. It is the diametrical opposite of SOCK_STREAM.

Each time you write data to a socket of this kind, that data becomes one packet. Since
SOCK_DGRAM sockets do not have communications, you must specify the receit

address with each packet.

The only guarantee that the system makes about your requests to transmit data is that
it will try its best to deliver each packet you sent. It may succeed with the sixth packet
after failing with the fourth and fifth packet; the seventh packet may atrive before the

sixth, and may arrive a second time after the sixth.

The typical use for SOCK_DGRAM is in situations where it is acceptable to simply

resend a packet if no response is been in a reasonable amount of time.

Macro: int SOCK_RAW

This style provides access to low-level network protocols and interfaces.

Ordinary user programs usually have no need to use this style.
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2.5 POSIX Threads

2.5.1 Introduction

A thread is a semi-process that has its own stack, and executes a given piece of code.
Unlike a real process, the thread normally shares its memory with other threads
(where as for processes we usually have a different memory arca for each one of
them). A Thread Group is a set of threads all executing inside the same process. They
all share the same memory, and thus can access the same global variables, same heap
memory, same set of file descriptors, etc. All these threads execute in parallel (i.e.

using time slices, or if the system has several processors, then really in parallel).

The advantage of using a thread group instead of a normal serial program is that
several operations may be carried out in parallel, and thus events can be handled
immediately as they arrive (for example, if we have one thread handling a user
interface, and another thread handling database queries, we can execute a heavy query

requested by the user, and still respond to user input while the query is executed).

J The advantage of using a thread group over using a process group is that context
switching between threads is much faster than context switching between processes
(context switching means that the system switches from running one thread or
process, to running another thread or process). Also, communications between two
threads is usually faster and casier to implement than communications between two

processes.

On the other hand, because threads in a group all use the same memory space, if one
of them corrupts the contents of its memory, other threads might suffer as well. With
processes, the operating system normally protects processes from one another, and
thus if one corrupts its own memory space, other processes won’t suffer. Another
advantage of using processes is that they can run on different machines, while all the

threads have to run on the same machine (at lcast normally).

2.5.2 Creating and destroying threads

When a multi-threaded program starts executing, it has one thread running, which

executes the main () function of the program. This is already a full-fledged thread,
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with its own thread ID. In order to create a new thread, the program should use the

pthread_create() function. Here is how to use it:
I id:pthread_create (&pt, NULL, (void*)serThrd, (void*) &nSock) ;
Notes about the above program:

I. Note that the main program is also a thread, so it executes the do_loop()
function in parallel to the thread it creates.

2. pthread _create() takes 4 parameters. The first parameter is used by the
function to supply the program with information about the thread. The second
parameter is used to set some attributes for the new thread. In our application,
this parameter is supplied as NULL pointer to tell pthread_create() to use the
default values. The third parameter is the name of the function that the thread
will start executing. The forth parameter is an argument to pass to this
function. Note the cast to a ‘void*’. It is not required by ANSI-C syntax, but is
mentioned here for clarification.

i 3. The delay loop inside the function is used only to demonstrate that the threads
are executing in parallel.

4. The call to pthread_exit() causes the current thread to exit and free any thread-
specific resources it is taking. There is no need to use this call at the end of the
thread’s top function, since when it returns, the thread would exit
automatically anyway. This function is useful if we want to exit a thread in the

middle of its execution.

In order to compile a multi-threaded program using gce, we need to link it with the
pthreads library. Assuming you have this library already installed on your system,

here is how to compile the first program :
gce pthread_create.c 40 pthread_ceate -lpthread

2.5.3 MUTEX (Mutual Exclusion)

A basic mechanism supplied by the pthreads library to solve this problem, is called a

mutex. A mutex is a lock that gaurantees three things :
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1. Atomicity — Locking a mutex is an atomic operation, meaning that the
operating system (or threads library ) assures you that if you locked a mutex,
no other thread would succeed in locking this mutex at the same time.

' 2. Singularity — If a thread managed to lock a mutex, it is assured that no other
thread will be able to lock the thread until the original thread releases the lock.

3. Non-Busy Wait — If a thread attempts to lock a thread that was locked by a
second thread, the first thread will be suspended (and will not consume any
CPU resources) until the lock is freed by the second thread. At this time, the
first thread will wake up and continue execution, having the mutex locked by
it.

From the above points we can see a mutex can be used to assure exclusive access to
variables (or in general critical code sections). Here is some pseudo-code that updates
the two variables we were talking about in the previous section, and can be used by

the first thread :

lock mutex ‘X1’ .

set first variable to ‘0 .

set second variable to ‘0 .

unlock mutex ‘X1° .

Meanwhile, the second thread \;vill do something like this :
Lock mutex ‘X1’ .

set first variable to ‘1.

set second variable to ‘1°.

Unlock mutex X1° .

Assuming both threads use the same mutex, we are assured that after they both ran
through this code, either both variables are set to ‘0°, or both are set to *1°. You would
note this requires some work from the programmer — If a third thread was to access
these variables via some code that does not use mutex, it still might mess up the

variable’s contents. Thus, it is important to enclose all the code that accesses these
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variables in a small set of functions, and always use only these functions to access

these variables.

2.5.4 Locking/Unlocking MUTEX :

In order to lock a mutex, we may use the function pthread_mutex lock(). This
function attempts to lock the mutex, or block the thread if the mutex is already locked
by another thread. In this case, when the mutex is unlocked by the first process, the
function will return with the mutex locked by our process. Here is how to lock a

mutex (assuming it was initialized earlier) :
pthread mutex lock (&mutVarl);

After the thread did what it had to (change variables or data structures, handle file, or
whatever it intended to do), it should free the mutex, using the

pthread_mutex_unlock() function, like this
pthread mutex unlock (&mutVarl);

2.6 JAVA ‘Swings’

2.6.1 JAVA Language

Java is a programming language originally developed by James Gosling at Sun
Microsystems and released in 1995 as a core component of Sun Microsystems' Java
platform. The language derives much of its syntax from C and C++ but has a simpler
object model and fewer low-level facilities. Java applications are typically compiled
to bytecode that can run on any Java virtual machine (JVM) regardless of computer

architecture.

2.6.1.2 Significant Language Features

o Platform Indépendence - Java compilers do not produce native object code
for a particular platform but rather ‘byte code’ instructions for the Java Virtual
Machinge (JVM). Making Java code work on a particular platform is then sim
ply a matter of writing a byte code interpreter to simulate a JVM. What this all
means is that the same compiled byte code will run unmodified on any

platform that supports Java.
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* Object Orientated - Java is a pure object-oriented language. This means that
everything in a Java program is an object and everything is descended from a
root object class.

* Rich Standard Library - One of Java’s most attractive features is its standard
library. The Java environment includes hundreds of classes and methods in six
major functional areas.

o Language Support classes for advanced language features such as
strings, arrays, threads, and exception handling.

o Utility classes like a random number generator, date and time
functions, and container classes.

o Input/output classes to read and write data of many types to and from a
variety of sources.

o Networking classes to allow inter-computer communications over a
local network or the Internet.

o Abstract Window Toolkit for creating platform-independent GUT
applications.

o Applet is a class that lets you create Java programs that can be
downloaded and run on a client browser.

» Applet Interface - in addition to being able to create stand-alone applications,
Java developers can create programs that can download from a web page and
run on a client browser.

+ Familiar C+-‘!~-like.Syntax - One of the factors enabling the rapid adoption of |
Java is the similarity of the Java syntax to that of the popular C++
programming language.

* Garbage Collection - Java does not require programmers to explicitly free
dynamically allocated memory. This makes Java programs easier to write and

less prone to memory errors.

i 2.6.1.3 Areas Of Application :

¢  World Wide Web Applets
¢ Cross-Platform Application Development 1

o  Other Network Applications

-
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2.6.2 Swings

Swing is a widget toolkit for Java. It is part of Sun Microsystems' Java Foundation
Classes (JFC) — an API for providing a graphical user interface (GUI) for Java
programs. Swing was developed to provide a more sophisticated set of GUI
components than the earlier Abstract Window Toolkit. Swing provides a native look
and feel that emulates the look and feel of several platforms, and also supports a
pluggable look and feel that allows applications to have a look and feel unrelated to

the underlying platform

Originally distributed as a separately downloadable library, Swing has been included
as part of the Java Standard Edition since release 1.2. The Swing classes and

components are contained in the javax.swing package hierarchy.
2.6.2.1 Architecture

Swing is a platform-independent, Model-View-Controller GUI framework for Java. It

follows a single-threaded programming model.

2.6.2.2 Significant Features

e Platform independence

Swing is platform independent both in terms of its expression (Java) and its i

mplementation (non-native universal rendering of widgets).
¢ Extensibility

Swing is a highly partitioned architecture, which allows for the "plugging" of
various custom implementations of specified framework interfaces. Users can
provide their own implementation(s) of these components to overide the

default implementations

¢ Component-Oriented
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Swing is a component-based framework. The distinction between objects and
components is a fairly subtle point: concisely, a component is a well-behaved

object with a known/specified characteristic pattern of behaviour.

e Customizable

Given the programmatic rendering model of the Swing framework, fine
control  over the details of rendering of a component is possible in Swing. As a
general  pattern, the visual representation of a Swing component is a
composition of a standard set of elements, such as a "border", "inset",

decorations, etc.

e Configurable

Swing's heavy reliance on runtime mechanisms and indirect composition

patterns allows it to respond at runtime to fundamental changes in its settings.

e Look and feel

Swing allows one to specialize the look and feel of widgets, by modifying the
default (via runtime parameters), deriving from an existing one, by creating one
from scratch, or, beginning with J2SE 5.0, by using the skinnable synth Look and
Feel (see Synth Look and Feel). The look and feel can be changed at runtime, and

carly demonstrations of Swing frequently provided a way to do this.

2.7 Communication Protdcols

The most common protocols used for communication in networks are :

e TCP/IP
e UDP

2.7.11CP1r

The Internet  Protocol  Suite (commonly  known as TCP/IP) is the set
of communications protocols used for the Internet and other similar networks,
The Transmission Control Protocol (TCP) is one of the core protocols of the Internet

Protocol Suite. TCP was one of the two original components, with Internct
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Protocol (IP), of the suite, so that the entire suite is commonly referred to as TCP/IP..
Whereas IP handles lower-level transmissions from computer to computer as a
message makes its way across the Internet, TCP operates at a higher level, concerned
only with the two end systems, for example, a Web browser and a Web server. In
particular, TCP provides reliable, ordered delivery of a stream of bytes from a
program on one computer to another program on another computer. Besides the Web,

other common applications of TCP include e-mail and file transfer.
This protocol has been used for our application.

The different layers in TCP/IP are as follows:

I Figure 2.3 : Layers of TCP/IP protocol

| 2.7.2 UDP

i The User Datagram Protocol (UDP) is one of the core members of the Internet

Protocol Suite, the set of network protocols used for the Internet.

With UDP, computer applications can send messages, in this case referred to
as datagrams, to other hosts on an Internet Protocol (IP) network without requiring

prior communications to set up special transmission channels or data paths.

The service provided by UDP is an unreliable service that provides no guarantees for
delivery and no protédtion from duplication. UDP provides a minimal, unreliable,
best-cffort, message-passing transport to applications and upper-layer protocols.
| Compared to other transport protocols, UDP and its UDP-Lite variant are unique in
| that they do not establish end-to-end connections between communicating end
systems. UDP communication consequently does not incur connectionestablishment

and teardown overheads and there is minimal associated end system state. Because of
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these characteristics, UDP can offer a very efficient communication transport to some

applications, but has no inherent congestion control or reliability.

L 2.8 Commands and Functions Used

2.8.1 ‘C’ Based Functions

Socket Function

It specifies the type of communication protocol desired (TCP, UDP, Unix domain

stream protocol, etc).

if( (SerSock = socket (AF INET, SOCK_STREAM, 0) ) < 0)

printf ("!!!Socket Creation Error!!!\n");

return -1;

Connect Function

It is used by a TCP client to establish a connection with TCP server.It returns 0 when

executes successfully and -1 on error.

if(connect(s,(strugt sockaddr *) i

&hostInfol, sizeof (hostInfol))<0
{

printf ("\nError connecting..."};

Bind Function

This function assigns a local protocol address to a socket. A process can bind a
specific IP address to its socket through this. The IP address must belong to an

interface on the host.

-
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bzero ({(char *}&Ser, sizeof {(Ser)) ;//Socket Address
Structure

being initialised 0

Ser.sin family = AF INET;//The Socket Address

Ser.sin port = htons{prt); Structure being
assigned values Ser.sin_addr.s addr =
htons (INADDR_ ANY) ;

printf ("\n!!!Binding Socket with the Port!!!");

bind{SerSock, (struct sockaddr *)&Ser, sizeof(Ser));

Listen Function
It is called only by a TCP server and it performs the following actions: |

* When a socket is created by the socket function, it is assumed to be an active
socket, that is, a client socket that will issue a connect. The listen function
converts an unconnected socket into a passive socket, indicating that the

kernel should accept incoming connection requests directed to this socket.

» The function specifies the maximum number of connections the kernel should

queue for this socket.

if( listen(SerSock, MAXCONNECTIONS) <0 )

{
printf{"\n!!!'Error in Listening!!!");

return- ~1;

MAXCONNECTIONS specify the maximum connections a server can have at a

particular time.
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Accept Function

It is called by a TCP server to return the next completed connection from the front of

the completed queue. If the completed queue is empty, the queue is put to sleep.

if ((ClSock =accept (SerSock, (struct sockaddr
*)&Clnt, (socklen t*)&ClntLen)) <O0)

{
printf("\n!!!Error creating client socket!! 1™ ;

return -1;

Gethostbyname Function

| This function looks up a hostname. If successful it returns a pointer to a hostent

structure that contains all the Ipv4 addresses for the host.

if((hp1=gethostbyname(tracker))==NULL) //Tracker Address

{
| printf("\nError resolving host name...");

return -1;

Pthread_create Function

The pthread_create() function is used to create a new thread, with attributes specified
by attr, within a process. If attr is NULL, the default attributes are used. If the
attributes specified by attr are modified later, the thread's attributes are not affected.
Upon successful completion, pthread create() stores the ID of the created thread in

the location referenced by thread.

id=pthread_creaté(&pt,NULL,(void*)serThrd,(void*)&nSock)

.
r
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MDS5

It is an algorithm used in software to provide some assurance that a transferred file
P has arrived intact. File servers often provide a pre-computed MD5 checksum for the

files, so that a user can compare the checksum of the downloaded file to it.

Netstat —inet

The netstat command is used to show the network status. The inet parameter used

along with netstat tells the ip address of the machine.
System Commands used in the code

" du-b: This is a system command which gives the size of file in bytes.

i Syntax : du-b filename
' " openssl mdS : This command gives the md5 of the specified file.
I

Syntax : openssl md5 -out md5temp.dat

» scandir : This command scans the specified directory and stores the

L}

r The mdS5 is taken in a file named mdStemp.dat

‘ information of all the files present in the directory in its structure.
|

|

Syntax : scandir.(loc, &namelist, 0, alphasort)

Loc : The path of directory.

Namelist : Information about the files is collected in this array.
0 : To select all directory entries.
Alphasort : It is a comparison function.

2.7.2 \JAVA’ Based Functions

¢ Runtime.getRuntime().exec("./checkeli");

The function runs a command on linux through java.

e FileOutputStream outfilel = null;
outfilel=new FileOutputStream(path);
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The above lines of code declare and create an output stream file.
if(fl.exists())
The function checks for a file at a particular path ‘f1°.

* br.readLine()

The function reads a string till the end of line.

o s.substring(0, s.indexOf("\t"));
The substring function selects a part of string whose starting and ending

index are mentioned in parantheses.

The indexOf function returns the index of a particular character.

¢ String s|]=fL.list();
The list() function returns the list of files present at the desired path.

¢ timer = new Timer(2000,actionListener);

timer.start();

The above lines of code define and start a scheduler(timer). For Eg: The code

sets  the timer for 2 seconds.

¢ t=new Thread(new threadl());
t.start(}:

The code declares and starts a thread.
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CHAPTER 3

FILE TRANSFER PROTOCOL

File Transfer Protocol (FTP) is a network protocol used to exchange and manipulate
files over a TCP computer network, such as the Internet. FTP is built on a client-
server architecture and utilizes separate control and data connections between the
client and server applications. FTP is commonly used to transfer Web page files from
their creator to the server for everyone on the Internet. It’s also commonly used to

download programs and other files to your computer from other servers.

As a user, you can use FTP with a simple command line interface (for example, from

e

the Windows MS-DOS Prompt window) or with a commercial program that offers a
graphical user interface. Your Web browser can also make FTP requests to download
programs you select from a Web page. Using FTP, ypu can also update (delete,
rename, move and copy) files at a server. You need to logon to an FTP server.

However, publicly available files are available using anonymous FTP.

3.1 Software Architecture

The backbone of the core “Distributed File Storage System” consists of 3 kinds of

nodes: the servers, the tracker and the clients, thus resulting in three-tier architecture.
SERVERS:

These are the hosts which are responsible for providing the services to the client

nodes i.¢. these provides the file sharing services over network.
CLIENTS:

These are the nodes which make use of the file sharing over the network and get

connected to the server, with the help of tracker.

TRACKER:

-
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' This node is responsible for making the servers transparent to the client. The client
| node need to know the tracker address only and not of all servers. The tracker keeps a

} record of all servers and sends address of the server to client, as and when required.

The distributed file storage works on the basic principle that a file is stored and
transmitted in parts and these parts may be a stream of bytes or a fixed number of
bytes enveloped in a defined structure format. We have named this defined structure
format of fixed bytes of the data as “CHUNKS”. These are a basic unit that is being
transmitted from client to server. A client can transmit a sequence of chunks as

required.

The file is divided into chunks when the request for transmission of the file is
received on the server side and a temporary hidden file keeps track of the chunks
created on the server side and thus file is not repeatedly divided into chunks if already
done so. The file is copied to the client, chunk by chunk and again a temporary file
keeps track of the chunks copied to the client. This helps to merge the various chunks

into the original file, once all the chunks are available.

CLIENT TRACKER
SERVER

Request for connection

A 4

Send address of server

A

Request for connection

Connection Established

Figure 3.1: Three tier architecture of client, tracker and server
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3.2 Description:

Most inter-process communication use client server model. A separate client server
k application is written in this module. The client connects to the other process, the
server, typically to make a request for information. The server reads parameters from
a separate configuration file. Client program connects to the server via a tracker, on a
specified IP address and port number. The client contacts the tracker which in return
sends it the IP address of server. Once a connection is established, both sides can send
and receive information. A TCP/IP based socket programming has been used to
establish connection and thereby appropriate communication and data transfer
between the two processes, i.e. the client and the server. The system calls for
i establishing a connection are somewhat different for the client and the server, but both
involve the basic construct of a socket. A socket is one end of an inter-process

communication channel. The two processes each establish their own socket.

Client program is now able to request directory listing and also download any file {
kept on server either partially or completely. Server program can to send over to the l!
client the complete directory list of the shared folder along with the related details

such as file size in bytes and files’ MDS5 checksum.

3.3 Server Description:

The server creates chunks of files and sends those chunks to the clients. The server
creates the number of chunks from the original file and sends them when the file is

requested.

The server is able to read parameters from a separate configuration file. The purpose
of using a configuration file is to help keep our code clean and versatile. A typical
configuration file will contain details like ‘shared directory path’, ‘port number’ and
‘tracker IP address’. The server when started begins listening on the specified port
number for incoming client connections; once a connection is established, further

behavior of the server depends on client requests.

The server is able to support multiple client connections. It implements client

handling as a separate thread. Once the server receives a new connection, the new

connection details are passed on to the client handler thread which handles all the

client requests and also the server responses to that client.
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1 3.4 Client Description:

It is able to request the list of files present in the shared folder (explained later in the
'r' chapter) on the server. The mode of transfer of file from the server depends on the
user request and the size of the file. The server provides three modes of transfer: Byte,
Chunk and Large Chunk mode.

Size »1950030 bytes

1950020 » Size » 65000 Size ofthe file {in

bytes) ?

Size < 85000 1
bytes 1

Chunk Mode | Byte Mode Large Chunk Mode

Figure 3.2: Modes of file transfer

The files are transferred according to the modes of transmission. If the file size is less
than 65000-bytes; mode-of transmission-is Byte. If the file sizc is greater than 65000
bytes but less than 1950030, file mode transmission is Chunk and if file is greater than

1950030 bytes, the mode of transmission is Large Chunk. The description of these

modes has been explained in the later part of chapter.
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E 3.5 Tracker Description:

The client has address of the tracker and initially connects with it. The tracker then

sends the IP address of a server to the client. The client thereafter contacts the server

and establishes connection with it. Therefore, it acts as a link between the
communicating server and client. In case of an error that occurs, like server is not
reachable or the request by server is not responded, the tracker redirects the client to
another server address. This functionality has been discussed in the later part of the

thesis.

Client Side

A

2PNlng :
walie L Shsme S Parul A aredfoloder 4

Figure 3.5: Client connected to server
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3.6 Processing Details

These include all the intermediate processing required for the working of the

application.

3.6.1 Chunk Structure and Name

Structure of chunk

Chunks are small files (data portions) that are created from a shared file at the server
side. These chunks are stored as hidden files on the server and the client side

(transmitted chunks).
The chunk structure used in the code is shown below:

struct chunk

r———

char header[50];
char content [CHUNK SIZE+1];

char md5([80];

A chunk has three parts:

Header: SIZE (50 bytes).Identifies the chunk and stores the basic information, i.e.

size of the original file md5 value.

File Content: SIZE (5000 bytes | 65001 bytes). Optimal size depends on the size of
files transmitted and the network environment chosen. Empirically, the suitable value

found for the project is 5000 B for a chunk and 70000 bytes for a large chunk.

MDS5: SIZE (80 bytes).This is MDS checksum/hash of the file content part of the

chunk, can be used to verify data integrity of file chunks transmitted.
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Structure of a super chunk
struct superchunk
{
char header[50};
char content [SUPERCHUNK SIZE+1];

char md5][80];

The super chunk content is 65001 bytes. The header and md5 are same as that of

chunk structure.

The file is divided into chunks when the request for transmission of the file is
received on the server side and an infofile keeps track of the chunks created on the

server side and thus file is not repeatedly divided into chunks if already done so.

The file is copied to the client, chunk by chunk and again an infofile keeps track of
the chunks copied to the client. This helps to merge the various chunks into the

original file, once all the chunks are available.

The file can be transmitted in the form of chunks or byte stream. This decision would
be taken by the application itself depending on the file size and thus there would be a
level of abstraction between the user and the application. While tranSinitting small
.ﬁles, byte stream transfer would be useful as there will no need to divide the file into

chunks. The complete file will be transmitted in the form of a single chunk.
Example: Assume we have file name lion.avi of size 11308 kb.

There would be six chunks created on server side of size 1904 kilobytes each, having

the format:

Chunkl

<Header:ZZ || size of the file|| md5 of original file> <content (1904 kb)> <mdS5 of
chunk content>

-
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Chunk2

<Header:ZZ || size of the file|| md5 of original file> <content (1904 kb)> <md5 of

chunk content>

Chunk6

<Header:ZZ || size of the file|| md5 of original file> <content (1904 kb)> <md5 of

chunk content>

NOTE: the chunk structure defined both on the server and client side should be the

same.
Chunk Name :
Format of chunk name:

<filename>_CH<chunk number>_<start byte>- <end byte>

. indicating it is a hidden file.

<filename> is the name of the original file.

”CH” indicates it is a chunk.

<chunk number> is the chunk sequence number.

<start byte> indicates byte sequence number of the starting byte written in this chunk

content

<end byte> indicates byte sequence number of the end byte written in this chunk

Example: Assume we have file name Chrome.exe of size 486128 bytes. Then the

chunk name will be as follows:

Chunk1
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.pic. CHO 0-64999
Chunk2

pic_CH2_65000-129999

Chunk8
pic_CH7_455000-486128

3.6.2 Info files

These are temporary files that help in background hidden processing in the software.
These files are created both on the server and client side for each file that is “
transmitted. They contain useful information about the chunks that are created or

copied on the corresponding sides.
.On Server Side

The hidden file infofile at the server side is formed in the shared folder. It contains
information about the number of chunks of the file. Tt is helpful in the case when the
file has already been divided into chunks by the server and there is a request for that

file. The server would then just check the infofile to see the availability of chunks.

Name format: .info||<filename>

On Client Side

The infofile at the client side is formed in the copiedfiles folder. It stores information
about the total number of chunks. The infofile stores the Os for all the chunks. As soon
as the client receives a chunk, the 0 at the position corresponding to the chunk number

is changed to 1. With the help of this the client would be able to know the number of
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chunks received. If all the chunks are available, the client would call the merger

function.
| Name format: .info||<filename>

3.6.3 Configuration Files

These make the code portable, clean and easy to modify. The help configure the
corresponding client and server settings. The client and the server each have their

separate configuration files, which are explained as under :
Server Side

* Config_ini : The file is required by the server. It contains the following

information

Path : Where the server files are stored.

Port Number : It represents a channel for network communications.

Port numbers allow different applications on the same computer to

utilize network resources without interfering with each other.

Client Side

* Config_client.ini : The file is used by the client. It contains the following

information :

Path : 1t is the path of the default folder where the client saves the

copiedfiles folder.

Port Number : It allows different applications on the same

computer to utilize network resources.

IP Address : The IP address of tracker. The client connects itself to the

tracker with this address.

3.6.4 Sharedfolder :

It is a folder in the root directory of server where all the files that are to be shared
with the clients are stored. The files are divided in the form of chunks and then

transferred. These chunks are stored as hidden files.
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‘#includeds
- #includeds
* dincludedn
- $includedd
$includesn
$includeds
$includest

chimel,wav chse.c chunkser pic quotes.doc

Fig 3.6: Sharedfolder on Server Side

3.6.5 Copiedfiles :

It is a folder in the root directory of client where all the files or chunks to be
transferred are stored along with the infofile. The chunks that are transferred are
stored as hidden files and are not visible to the user. The chunks that are transmitted
are saved as hidden files. Once all the chunks are received and file merged, the

chunks and the infofile of the respective file are deleted.

Copiedfiles Folder

% copidhles - Konqueror &

[ogm&i\ﬂeu&ﬂodmh mm Wﬁw ..: i T ey e .: ‘

ﬂmﬂdﬂfiﬁﬂﬁﬁh_ | . e —— e

@( tg za m ’“gs y 9 g(ig »k f‘:gj lf‘;
e, posgere,  Creneee Chonese Ooneee, Croveere Cete(H Cote(0 (0B Gebo(H  ifotc
CHI OG0 R 6500k, CH OGS0 CHLIOGOND.. CHS6000.. CHL30NO. 0% 650200 1300004, 100259,

[ i
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] e
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Figure 3.7: ‘Copiedfiles’ folder after the chunks are received.
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3.7 Implementation Details

3.7.1 Commands that are supported by server

REQ - This command sent by the connected client instructs the server to send over to

the requesting client the list of files in the sharedfolder at the server. The format of the

incoming message from the connected client will be <REQ>.

In reply to the REQ command, the server reply message structure is as follows:

<1 filelname> <filelsize> <filelMD5> <number of chunks>\n
<2 file2name> <file2size>  <file2MD5> <number of chunks>\n
:
CLIENT Request forfile list in shared directory SERVER
Main() .;. Ser_thrd(} [
Sends the filelist along with v

¥
Requestfile(}

size and MD5

Figure 3.8: Flow Of Application On ‘REQ’ Command
Code snippet for ‘REQ’ on Client Side :

{

count write{SerSock, sizecalc, 40, 0);

il

count recv(SerSock, &filelist,MAX LINE, 0);
printf ("\n\nFILELIST ON SERVER:\n"):;

printf ("%s\n", filelist);

The write command writes ‘REQ” command on the socket and requests for file list on

server.

-
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The file list is read in filelist array and received by the client with the help of

command ‘recv’.
Code snippet for ‘REQ’ on Server side.

if (!strcmp (prc, "REQ") ) -

requestFile (filelist, shdir);

printf ("\n\nFILELIST:\n%s", filelist);

dataCount = send(ClSock, &filelist, LENGTH, 0);

void requestFile (char *filelist,char shdir[])

P

n = scandir(loc, &namelist, 0, alphasort);

for(i=0; i<n; i++)

strcpy(mdScom, "openssl md5 -out mdStemp.dat
Wy Amdb s fune written in file

strcat (md5com, namelist[i]->d name);

system(md5com) ; //command being given to system

strcpy{sizecom, "du -b "):; //Command for file

size
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strcat (sizecom, " > sizetemp.dat"); //Command

written in file

system(sizecom);//Command executed by system

ntc=(atol (sizecalc) /CHUNK SIZE)+1; //No of
chunks of file

The command sent by client is ‘REQ’, a ‘requestFile’ function is called. The scandir

function returns the information of all the files in the ‘shared folder’. The md5 of each
file is calculated by the function ‘openssl md5® which is written in file ‘md5temp.dat’

and given as a system command. The file size is calculated with ‘du —b’, and given as

P

a system command. nic calculates the chunks of s file. All this information is stored in

filelist and written on socket.

Server Side

Figure 3.9: List of files on the server

Client Side

-
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The same is shown on the client side.

GET — This command sent by the connected client requests the server a file ( in the

shared directory) or particular chunks of the file. The format is as follows :
<GET fileName startChunk endChunk>

If only one chunk is requested, the startChunk and endChunk will be the same. Also,
when the file is completely downloaded by the client, it must verify the file
correctness by recalculating the MD5 checksum and comparing it with the value
received via the REQ reply from the server or from the last message sent by the

server, which is MDS5.

Code Snippet for ‘GET’ on Client side

{

count = write(SerSock, &sizecalc,100, 0);

o

client transfer (SerSock, shdir);

The Client writes the ‘GET” command on the server and calls the client_transfer()

function which reads the chunks written on socket by the server.
Code Snippet for ‘GET’ on Server side
{
comcheck ( ) ;
if (1d=2)
byte_transfer();
if(id=1"11 1id=3)

chunk transfer (}:
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The comcheck() function checks for the mode of transmission (explained in later part)

and accordingly calls the byte_transfer() or chunk_transfer() function.

chunk transfer()

write (sockfd, nam,strlen(nam)+1);//filename written

on socket

gcvt (m, 10, send) ;

write (sockfd, send, strlen(send)+1);//sending total
num of
chunks to be

received

for (i=startc;i<=endc;i++)

write (sockfd, chname, strlen(chname) +1) ;
//writi
ng chunk
name on

socket

p=write (sockfd; &sendchunk, sizeof (struct

chunk)); //chunk written on socket
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In chunk_transfer() function, if the mode of transmission is ‘chnk’, first the file name,
the no. of chunks then the chunk name is written on socket and sent to the client.
Then the entire chunk is sent to the client. If the transmission mode is ‘supr’ (large
chunk), first the filename, number of chunks and chunk name are written on socket.
The chunk is not sent altogether but first the header, and then content followed by the

md5 of chunk are sent to the client.

Command : ‘GET Chrome.exe 5 8°

Client Side

Figure 3.10: Client sends ‘GET’ command and waits for file transmission

Server Side

iy

Figure 3.11: Server writing the desired chunks on socket one by one

3.7.2 Modes Of Transmission

"  Byte mode — The file size of less than 65000 bytes is not divided in chunks on
the server side. The complete file is written on socket by the server at one time

and the client reads it and copies the file.The server also sends the mdS
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checksum to client side which it cross checks with the calculated md5 of the

downloaded file on the client side, validating the integrity of the downloaded
| file. While giving the command for file transfer, the value of startChunk and
endChunk has to be ‘1°.

Command : GET abc.jpg 11

Client Side

Figure 3.12: Transmission of a file in byte mode and its md5 being checked

Server Side

Figure 3.13: Server receives command for transfer of file in byte mode

*  Chunk mode — The file size of greater than 65000 bytes but less than 1950030
bytes( kb) is divided in chunks on server side. The desired numbers of chunks

are requested by the client, which are then sent by the server. Each chunk size

is of 65131 bytes (header(50 bytes) + content(65001 bytes) + md5(80 bytes)).
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A particular file again, will not be divided in chunks ( the chunks are already
present on the server side).If all the chunks of the file are being transferred,
they are merged to form the original file. The md5 of the merged file is
calculated and cross checked with the md5 of the original file ( extracted from
the header of the first chunk ), thus validating the integrity of the downloaded
file.

Command : GET Chrome.exe 5 8

Client Side

Figure 3.15: Each chunk being copied on the client side ( in chunk

mode )

Server Side

Figure 3.16: Server writing each chunk on socket one by one

* Large Chunk mode — The file size greater than 1950030 bytes is divided in
the form of large chunks on the server side. Desired number of chunks are
requested by the the client-and then sent by the server. If a particular file is

requested again, the file will not be divided in chunks ( the chunks are already
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present on the server side). Each large chunk size is of 1904 kb (header(50
bytes) + content (1950030 bytes) + md5(80 bytes)). Each time, 65001 bytes
are read from the socket in a chunk. This is repeated for 30 times and the bytes
are concatenated to form a large. If all the chunks are available, the md5 of the
merged file is calculated and checked with the md5 of original file (extracted
from the header of first chunk ), checking for the integrity of downloaded file.
When client requests the filelist on server, the ‘number of chunks’ has a ‘L’

concatenated with it to depict that it is a large file.
Command : GET lion.avi 1 4

Client side

Figure 3.18: A large chunk is written on socket (bytes read in chunk form are

concatenated 30 times to form a large chunk)
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Server Side

Figure 3.19: Chunks are created on the server side as the file is transmitted for the

first time.

Figure 3.21: MD5 of each chunk is sent to the client
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3.7.3 Flow Of Application on GET command

CLIENT SERVER
ainl} " Ser_tedl)
1100} fumserccesstuty ' Filetransfer()
Client_transferf) o T ' ;
W =1 chusk Retuers
el =2 5te valeot | 1P
i=3large I .
Tranafer mode feterng
) tneif
Comchedk) fil
B dvided .
ffile
= 5 divi
Chunk_transter) Filedivided() e h
_ l !
Rerorns Churk )
troeitall |
the ,
dhuks
llnf'oﬁleu avillatia ! !
- Chunk_transterf)
‘ if allthe
¥ Chu [*5
’*“’5*“’“‘1 sailable
Merger()

Figure 3.22: Client Server interaction for ‘GET’ command

-
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Server Side

The application calls a file transfer function for the ‘GET’ command. A Comcheck()
function is called which returns the value of ID. This ID decides if the file has to be
transmitted in ‘byte mode’, ‘chunk mode’ or ‘large chunk mode’. If value of ID is 2,
means file will be transmitted in byte mode. If ID returns a value 1, Filedivided()
function is called. It returns true if the file has already been divided (i.e. infofile is
present). If it returns false, first the file is divided and then Chunk_transfer function is
called. The Chunk_transfer function again checks for the value of ID. If ID is i
chunk structure is used and the mode of transmission is ‘chnk’. If ID returned is 3, the
mode is ‘supr’ and superchunk structure (large chunk) is used. The formation of a

large chunk has already been explained above.
Client Side

After the mode of transmission has been decided, the server sends the mode to the
client and subsequently the kind of transmission takes place. The Chunk _transfer i
function checks for the infofile and updates it accordingly. The Mergecon() function E"
checks for the merging condition ( by checking the infofile) and accordingly calls for |
the Merger() function.

3.7.4 Merging

When all the chunks of the reqﬁestcd file are available on the client side, these are
merged automatically to form the original file again. The merger function opens the
corresponding ‘infofile’ to check for the availability of all chunks. If they are
available i.e. the infofile contains all 1s, each chunk is opened one by one and the
content is concatenated in a new file. The new file is renamed with the original file
name. The md5 of downloaded file is calculated and checked with the md5 of the
original file. This md5 is extracted from the header of the first chunk. This would

authenticate the integrity of the received file.

In case the file has only one chunk (in byte mode transmission), the file is not divided
into chunks and is written at once on the socket and thus transmitted to the client side.
To check for the authenticity, the server sends the md5 to the client, after which it is
checked with the md5 of the received file, which is calculated at the client side.

Therefore merging is not required in this case.

Page | 53

B T ——




{(mergecen (nc,hfile, shdir})//mergecondition true function

definition

while (!feof (hf))

ch=fgetc(hf); //reading every character

of ‘infofile’
if(ch=="0")

return 0; // returning 0 if ‘0’ found

unlink(loc):; //delete the infofile

return 1; /Returning 1 no 0s found in the
file

if (mergecon{nc,hfile, shdir))

merger (nmfile,shdir, tnc, tid); //If mergecon ()
returns 1, merger

function called

else

printf{"\n\n ALL chunks NOT available to merge
them..");

return;
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void merger {(char fname[],char shdir{],int nc,int tid)

//File merging function

file=fopen {fname,"w");//File opened to write chunks

for(i=1;i<=nc;i++)

gevt (1, 10, num) ;

1if{tid==1) //Checking tid for mode of

transmissicn

gcevt (((i-1) *CHUNK SIZE},10,num); //Chunk mode

else

gcvt ({ (1i-1) *SUPERCHUNK_SIZE), 10, num); //Large
Chunk mode

if{nec==1) //If only ‘1f chunk to merge

n=scandir (loc, &namelist, 0, alphasort);

//Check for chunks

strcat (first,namelist[i]->d name);
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else

if(tid==1)
gcvt (CHUNK SIZE-1, 10, num) ;
else

gcvt(SUPERCHUNK“SIZEnl,lO,num);

H,_.
Bl - i . — - o tae i

\ fp=fopen (first,"r"); //Opening chunk

fread (header, 50,1, fp) ; //Reading header

from file

unlink (first);

fclose (fp):;

else

fli-1]=fopen (fpath, "r") ;

1f(tid==1)

-
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fread (&chnk, sizeof (struct

chunk),1,£f[i-1]); //Reading chunk
else

fread(&schk, sizeof (struct

superchunk) ,1,£[i-1]);

// Reading

chunk

if(i'!'=nc)

if(tid==1)

fwrite (chnk.content,CHUNK SIZE,1l,file);

else //Writing

in file

fwrite (schk.con, SUPERCHUNK SIZE,1,file);
} ' //Writing large

in file

else

if(tid==1)

fwrite (chnk.content, (fsize- (i-

1)*CHUNK7812E),1,fi1e);
//Last chunk

else
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fwrite(schk.con, (fsize- (i-

1) *SUPERCHUNK SIZE),l,file});

//Last super

chunk

fclose (f[i-1]);
if(il=1)

unlink (fpath) ;
fclose (file); i

calmd5 (filemd5,md5); //MD5 of new file N
md5[33]="\0";
printf ("THE MD5 OF MERGED FILE %s",md5) ;

printf ("THE MD5 OF ORIGINAL FILE $%s\n\n",original);

//MD5 of original file

¥

if(strcmp(md5,original)==-1)

printf ("making merged file ");
*fptros=fopen (dpath, "w") ; / /MD5

checked, ‘merged’ file formed

else
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FILE *fptros=fopen (dpath, "w") ; / /MD5 not
matching, ‘mergeerror’

file formed

unlink (filemd5) ; //Deleting file with errors

return;

If all chunks are available to merge, the file will be merged by calling merger()

function. If the MD5 of merged file and original file are same, ‘merged’ file formed in

copiedfiles folder else “‘mergeerror’ file is formed and the new merged file is deleted. Mh.
All chunks not available to merge i i

'li?n;i
Client Side il

Figure 3.23: All the chunks are not available and cannot be merged
All chunks available to merge

Client Side

Figure 3.24: Client checks the infofile for merging condition and calls the merger

function
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R ]

i : b : i
H & 4 H H
; 3 : !
H 4 i d

. Jmerging Jmerged abe.ipg Chrome. exe
downloadco. .

Figure 3.28: ‘Copiedfiles’ folder aftre all the chunks are received and merged

3.8 Installation Steps

¢ Copy all the files for client, tracker and server in the corresponding “root”

rill Sutd

folders of the specified LINUX operating system that is being used.

= e

¢ Correct entries in the corresponding configuration files of the server

{config.ini) and client (config_client.ini) of client should be ensured.

¢ Steps for compiling

$ gce Client.c —o Client
$ gee Tracker.c —o Tracker -Ipthread

$ gce Server.c —o Server —Ipthread

® Steps for running

$ ./Client
$ /Tracker

$ ./Server

Ly
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CHAPTER 4

TRACKER

A general Server-Client model is a 2-tier model where Client connects to the desired
Server, knowing which Server provides what services. In this case, the Client is
supposed to have pre-knowledge of the services available with the Server and the

location of server, in terms of its address.

The introduction of one more level, named by us as Tracker, adds 1 more tier to the
communication architecture previously discussed, thus adding an abstraction level

between the Server and Client. We will discuss this as we proceed.

4.1 Description ;am
The Tracker, in our implementation, is responsible for creating a transparency mﬁ

between the Server and Client, as the Client does not need to know the services il
i
available with the Server and its address on the network, thus creating an abstraction

level.

The Tracker acts as a server for both, the Servers and the Clients. It communicates
with the Servers and registers their addresses with its list, whereas provides these

address to the Client, whenever needed or asked for.

The Tracker communicates with these entities by creating a separate thread for each
process, that is for each Server and Client, and uses the technique of mutual exclusion
to ensure synchronization and perseverance of shared variables, shared amongst these

threads.

4,2 Server-Tracker Relation

The Tracker, as already mentioned, acts as a server for the Servers. The

communication between these two takes place in the following steps.
Step 1: Server establishes a connection with Tracker.

Step 2: Server sends its address to the Tracker.
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Step 3: Tracker adds the address to its list.
We will now discuss each step in more details.

4.2.1 Step 1:

The Server establishes the connection with the Tracker, which is ready and listening
for any connection request from the Server on a pre-specified port address. This
connection is established as a normal server-client connection, with the Server acting
as a client i.e. an active entity initiating the communication. The Tracker, as already
mentioned, acts as the server in this communication and accepts the connection
request, and creates a separate thread for the Server using POSIX Thread techniques

and functions/APIs, discussed earlier.
W

:

'|F]
W|

11 1Ready to Accept Connection from Server!!!

Fig. 4.1 Tracker awaiting connection from Servers

4.2.2 Step 2:

After the connection has been established, the Server sends its address to the Tracker

using send() function. The server receives this using the recv() function.

4.2.3 Step 3:

On successful receipt of the address, the Tracker can do 1 of the following depending

on whether the address is already present or not.
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- If the address is not present, the Tracker adds it as a new node to the array of
servers.
- If the address is already there, it just resets the connect parameter with the

server, which shows the existing number of clients connected to it.

Connection from SERVER!!
ieved @ 172,16.9,.136 11!

1 172,116,913 111 i
ing !
h The Server!i! m

Fig. 4.3 Tracker on receipt of existing Server address, resets it

The list of servers is maintained in an array of a structure, which is an abstract data

type in C. It has been defined as

struct server

char pr[40];
int connect;
}s

The structure consists of 2 parameters.

-
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- prisused to store the address of the servers.

connect is used to store the number of connections in terms of Clients currently

established with the server.

2

TOTAL

SERVER
72,16,9,13F

Fig. 4.4 The List of Servers as displayed

The code for this is:

4%“4‘!

for(i=0; i<avSerCount; i++) Wi{
{ :?'sz;:i‘q

if( stremp(serList[i].pr, pr) ==0)

{
serList[i].connect = 0;
exist=1;
}
b
if(exist == 0)
{
strepy(serList[avSerCount++].pr, pr);
}
y
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serList here is an array of servers and avSerCount keeps a track of total number of

Servers registered with the Traker, i.e. the length of the list.

After the address has been added, the Tracker breaks the connection with the Server

and destroys its thread too.

4.3 Client-Tracker Relation

The Tracker, as already mentioned, acts as a server for the Clients too. The

communication between these two takes place in the following steps.

Step 1: Client establishes a connection with Tracker.

Step 2: Client asks for an address of the Server. Tracker decides address to send.
Step 3: Tracker sends the address.

We will now discuss each step in more details.

4.3.1 Step 1:

Like in the case of Servers in previous section, the Client establishes the connection
with the Tracker, which is ready and listening for any connection request from the
Clients on a pre-specified port address. This connection is established as a normal
server-client connection, with the Client acting as a client i.c. an active entity
initiating the communication. The Tracker, as already mentioned, acts as the server in
this communication and accepts the connection request, and creates a separate thread

for the Client using POSIX Thread techniques and functions/APIs, discussed earlier.

Lo connect ! 1!

Porgt il
- Lo conneci 18

dy to Hocept Connection fron CLIEHT!II!
Pt i Rendy to Aoccept Connection from Serwver !l

Fig. 4.5 Server awaiting connection from Clients
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4.3.2 Step 2:

After the connection has been established, the client asks for an address depending

upon whether it needs a change of server or not. |

- Ifthe Client doesn’t sends a valid IP address, it is sent the address of server with
feast number of existing connections.
- Ifthe Client sends a valid IP address i.e. needs a change in the address, the

server sends it an alternate address of the server, other than the one whose

address has been sent, with least number of existing connections.

Fig. 4.8 Tracker on Request of Change Of Server

-5
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The code for the selection of the server address is:
if(avSerCount == 1)
{
pos ==U;
sleep(5);
}

else if( pr{0]=="0")

{
for(i=0, i<avSerCount; i++) -.
{ f.
if(serList[i].connect < temp)
I
( e
temp = serList[i].connect;
pos =i;
}
}
}
else
{

int postemp=0;
for(i=0; i<avSerCount; i++)
{
if( (strcmp(‘(serList[i].pr),pr))=:0 )
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{
postemp=i;
if(serList[i].connect > ()
serList[i].connect -= 1;
t
}
if(postemp == 0)
{
temp = serList[1].connect;
pos =1; "h
!
) ‘.
(1§
for(i=0; i<avSerCount; i++) t
{
if(i == postemp)
continue;
if( (serList[i].connect<temp) )
{
temp = serList[i].connect;
pos =i
}
}
}
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Here, if only 1 node exists in the list of Servers, the very same address will be sent.
Else, as already discussed, the address will be sent depending on whether the Client
needs a change in address, due to some fault in connection or server etc., or just needs

a fresh connection.

On receipt of a valid address, the Tracker deducts 1 from the number of connections

with the server in the List, i.e. the connect parameter of the server node.
4.3.3 Step 3:

The Tracker sends the selected address to the Client using the same send()-recv()
APIs. The Tracker then adds 1 to the connect parameter in the node of the sent server,
thus showing an increase in number of connections on the Server. It then breaks the

connections with the Client and also destroys the thread for the Client.

4.4 Fault Recovery Feature

ry

The fault recovery feature in the Tracker is basically accounted for faults occurring in

Server-Client communication. il

o

When a Client encounters a fault, on restarting it sends the address of the previous
server. The Tracker then searches for the server with least connections, other than the
one whose address has been received and sends the new address. It then deducts 1
from the number of connections in the node of the received server, thus maintaining

the integrity too.

When a Server encounters a fault and restarts, it resends its address. The Tracker first
checks the address in the existing list. When it finds an existing node for the Server, it

resets the number of connections with it to 0, thus maintaining integrity once again.
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CHAPTER 5
GRAPHICAL USER INTERFACE

Introduction

The uniqueness of the proposed software inherits from the amalgamation of two
different languages that serve specific purposes. On one hand, GNU C handles the
core processing backend efficiently while Java (Swing) based GUI eliminates the
need for command line operated software that required the user to have prior
knowledge of the correct command usage. This organization requires the interaction
between the logically different components. This has been done by a simple yet
effective method known as ‘pooling’, which uses temporary files as a common

medium to share information. fhy

5.1 Introduction to the GUI ‘:i]
!

5.1.1 Request Tab

The connect button in this tab is used to connect to the tracker which directs it to the

server. The disconnect button is used to disconnect the client from the server.

| connece ]| Bisconnect |

is not established.
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When the connection is established “Request File On Server” button is activated. This

button instructs the server to send over to the requesting client the list of files in the

sharedfolder at the server.

| connea || pisconneat

Fig5.2 Screenshot of GUI showing the request tab after connection is established with

the server when “Request Files On Server” button is activated.

5.1.2 Get Tab

In this tab user selects the file to be transmitted. User selects the file name, start chunk
and the end chunk in order to download a file from the server. ”View File/Chunk
Status” button displays the files transmitted and the chunks transmitted. The connect
button is used to connect to the tracker which directs it to the server. The disconnect

button is used to disconnect the client from the server.
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Chunk Transmission

Select.Fll_eName. ; ! : _' !'l

Start Chunk CEnachink 1T v

[ view Fite/Chunk staws |

[ connea IIDisconnea :

Fig5.3 Screenshot of GUI showing the get tab.

5.1.3 Setting Tab

In this tab directory path (where the files will be stored after transmission), port

number and tracker IP address can be set by the user.

Directory Path
. PORT Number

: Tracker Addr_ess

~Apply-News: Sekt!nas-- ; i I ; Cancel and Exit

Fig5.4 Screenshot GUI showing the setting tab.
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5.2 Software Bridge

The distinctively different feature in the application of integrating Java and C requires

synchronization between the two, the details of which are elaborated as under:

The GUI has been designed in JAVA (swing) and the connectivity between the
interface and the back-end processing (in GNU C) has been brought about with the

help of temporary files as the common medium (commonly known as pooling).

When the user clicks a command button on the interface, like requesting or
downloading a file, a temporary file named 'command' is formed inside a 'common’
folder. The command file carries the actual command that would be required by the
back-end for further processing. The C code that runs at the back-end, continuously
keeps on checking the 'common' folder for a command. As soon as it finds the file
‘command), it reads the file, processes the command written inside and performs
required action. As soon as the command is processed by the C code, the temporary
file is deleted. If the command is to list files on server, the code in the back-end puts
the list of all the files present on the server in a file named 'reply', which again is
formed in the 'common' folder. The Java code further accesses the ‘reply” file and list

the file on the interface.

Front-end . Bridge (commonfolder} Back-end

3. Checks for
‘command’ file and

perform required
file formed action

1. User clicks
command button 2. ‘command’

| 4

4. ‘command’ file
deleted when read

by back-end
7. Checks for reply file 3. Createsa ‘reply' file that
and displays result on i canbe read by front-end
the interface fe-rephyitile -
formed
8. ‘reply’ file

deleted when read
by front-end

Fig5.5 Software bridge depicting synchronization between Java and G
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5.3 GUI Description

5.3.1 Connect

When the user clicks a connect button on the interface, a temporary file named
'connect' is formed inside a 'common' folder. The C code that runs at the back-end,
continuously keeps on checking the 'common’ folder for the ‘connect’ file. As soon as
it finds the file 'connect', it reads the file, the client connect to the tracker which
directs it to the server. If the connection is not established continuous attempts are
made to connect to the server. As soon as the connection is established by the C code,
the ‘connect’ file is deleted and a file named ‘connected’ is created in the common
folder by back-end. The java code then checks for ‘connected’ file and displays in a
dialog box “CONNECTED to server....”

public String st=""; //st stores directory path as in config_client.ini 'F‘i
public String cpath=""; d}
public FileReader f=null;

f = new FileReader("config_client.ini");

BufferedReader b=new BufferedReader(f);

st = b.readLine();

FileOutputStream outfilel = null;

cpath=""; '

cpath=st;

cpath=cpath.concat("/common/connect.txt");

outfilel=new FileOutputStream(cpath); //creating connect file

outfilel.close();

The above code snippet in java creates a file 'connect' in the common folder.

struct dirent **namelist1;

intnl;

strepy(compath,shdir); //shdir stores directory path as in config_client.ini
strcat(compath,"/common/connect.txt");

while(1)

{
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nl=scandir(locl, &namelistl, 0, alphasort); // scanning the shared directory

for connect file

if(n1>=3)
{
if(fopen(compath,"r")!=NULL) //reading connect file
{
unlink (compath); //deleting the connect file
//code for connection with server
strepy(compath,shdir);
strcat(compath,"/common/connected"); //creating connected
file

FILE *fp=fopen(compath,"w");
fclose(fp);

} i
i
The above C code snippet reads ‘connect’ file and when connection established with

the server creates a file ‘connected’ in the common folder.

public String st=""; //st stores the directory path as in config_client.ini
public String cpath=""; '
cpath=st;
cpath=cpath.concat("/common");
File f1=new File(cpath);
cpath=cpath.concat("/connected");
File f2 = new File(cpath);
Thread.sleep(10000L);
if(f2.exists()) //checking for ‘connected’ file
it
f2.delete(); //deleting the connected file
String dialogtitle = "CLIENT";
String dialogmessage = "CONNECTED to server.....";
int dialogtype = JOptionPane.PLAIN_MESSAGE,;
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- JOptionPane.showMessageDialog((Component)null,dialogmessage,dialogtitle,
dialogtype);
}
The Java code snippet that checks for ‘connected’ file in the common folder and

displays in a dialog box "CONNECTED to server....”

B cLienT

'ERROR IN CONNECTING TO SERVER

 RETRY connection ...

Fig5.6 Screenshot displaying when there is an error in connection of client with the

SCrver.
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IRl SUIBNE il i kellnl bzl
[ REQUEST | GET FILE | SETTINGS |

[l GLIENT =22 0 0 =) el

CONNECTED 1o server.....

|

I L j . [ connect |[ Disconnect

Fig5.7 Screenshot displaying after the connection of client with the server is

established. )

5.3.2 Request files on server

The user clicks on “Request Files On Server” button, a temporary file named
‘command' is formed inside a 'common' folder. The format of command in the
‘command’ file will be <REQ>.The C code continuously checks the 'common' folder
for the ‘command’ file. As soon as it finds the file 'command', it reads the command
<REQ> from the file and deletes the ‘command’ file. The connected client then
instructs the server to send over to the requesting client the list of files in the
sharedfolder at the server. When the client receives the list of files from the server, C

code creates a file named ‘reply’ in the common folder which contains file name,

MDS5 of the file, size of file and the number of chunks. The java code then checks for
‘reply’ file and displays the contents of the ‘reply’ file in a text box.

byte list[]={'R",'E','Q"}; //command
FileOutputStream outfile = null;

cpath="";
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|

cpath=st;

cpath=cpath.concat("/common/command. txt");

outfile=new FileOutputStream(cpath); //creating file command in common folder
outfile.write(list); //writing command to the file

outfile.close();
The above code snippet in java creates a command <REQ> in file 'command' in the
common folder.
char filelistft MAX LINE]="", dpath[100]="";
int count;
char ch;
char sizecalc[100]; "‘;
struct dirent **namelist; Er
FILE *fp1,*fp2;
int n;
while(1)
{
n = scandir(loc, &namelist, 0, alphasort);
if(n>=3)
{

strepy(dpath,shdir);  //shdir stores directory path as in

config_client.ini
strcat(dpath,"/common/command.txt");

if(fopen(dpath,"r")!=NULL) // checking for command file

{
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}

fp1=fopen(dpath,"r");
sleep(1);
ch = fgetc(fpl);

while(ch!=EOF) //reading the command in the command file

{
sizecalc[j] = ch;
JH
ch = fgetc(fpl);
b
felose(fpl);

f(Istremp(sizecale,"REQ"))

{

on the socket

list of files

folder

unlink (dpath); //deleting the command file

count = write(SerSock,&sizecalc,40, 0); //writing the command

count = recv(SerSock, &filelist, MAX_LINE, 0); //receiving the

printf("\n\nFILELIST ON SERVER:\n");
printf{("%s\n", filelist);
strcpy(dpath,shdir);
strcat{dpath,"/common/reply.txt");

fp2=fopen(dpath,"w"); //checking for the reply file in common
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fputs(filelist, p2); //writing the list of files in the reply file

fclose(fp2)

}

The above C code snippet reads command <REQ> from ‘command’ file. The
command is then executed and list of file from server is received by the client

andwritten in file 'reply’.

cpath="";
cpath=st;
cpath=cpath.concat("/common/reply.txt"); :i;h
File f1 = new File(cpath); u
while(true) :I,I
{
if(fl.exists()) //checking for the reply file in common folder
{
cpath="";
cpath=st;
cpath=cpath.concat("/common/reply.txt");
int size;
infile=new FileInputStream(cpath);
size=infile.available();
for(int j=0;j<size;j++)
filelist.insert(j,((char)infile.read())); //reading the contents of reply file
infile.close();
Stritig pr=new String(filelist);
ta.insert(pr,1); //displaying the contents of reply file in the text box
fl.delete();
}
Y
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The Java code snippet that checks for ‘reply’ file and displays file name, MD5 of the

file, size of file and the number of chunks in a text box.

I SETTINGS

EQUEST | GETFILE
| Request ISt of files On Server
04.TUM.mp3 MD5( d0eafd38e159649¢6402210706805e3¢) SIZE(5650246) NUM _CHK(3L)
[{Chrome.exe MD5( 8¢7def09d99ec4f1171cB073058c9867) SIZE(486128) NUM _CHK(8)
Client.c MDS5( 297 1{41b2c7b19a353¢9dd0aa3 8deb0c) SIZE(584385) NUM_CHK(9)
song!!l.mp3 MD5( 8bb7a8 1e29588I70bddcb4 1817¢ae003) SIZE(3721509) MNUM _CHK(2L)
abc.jpo MD5( 85b43753017a373a195166eb13587167) SIZE(47812) NUM _CHK(1)
awesome. jpg MD5( bG73f4e751680ab8ede4087d383 144a2) 51ZE(104281) NUM _CHK(2)
clgui.java MD5(87¢2e2dal0ec3450a29488502913¢437) SIZE(25213) NUM _CHE(L)
inservy MD5( d17c045a68811d380d6c2111819¢e50) SIZE(27528) NUM _CHK(1)
ipmsg. exe MD5(f4a5e73814624d3b858902529d7c40a7) SIZE(159232) NUM_CHK(3)
ion. avi MDS( 2742540208272 11 1076fA4ba0dd 1e8) SIZE(1158017) MNUM _CHK(EL
pic MD5(51d771fb3d7 1bf909205 4ccl9a734edcad) SIZE(34248) NUM _CHK(1)
print MD5(159707553392dar62a626618861111775) SIZE(9394) NUM CHK(LY
smp6.rpm MD5( 86d36564ed11d857abdfd1590f106cd2) SIZE(1598452) NUM _CHK{1L)
faalflv MD5( 64801160efdcfdde0d2f101b37456¢18) SIZE(2011495) NUM _CHK(SL)
hesis. pdf MD5(75b63a364a0dfcff3cced6187609c03¢) SIZE(8632774) NUM . CHIK(SL)
wordscon. pdf MD5( 24389446fabe2e3¢53 1ed28ac2213a3s) SIZE(42510) [\Jum_cHK(lg
_ Connea || Discanncet

Fig.5.8 Screenshot displaying the list of files to the client, present on the server side.

This is in response to request files on server

5.3.3 Download files from server

The GUI aims at providing a simplified user-friendly interface for file download in
the form of chunks and the GET FILE tab provides with these features and utilities.
This tab lets the user select the file name that has to be downloaded and the start-
chunk and the end-chunk numbers of the same that are to be downloaded, from simple

dropdown menus.

The ‘Select File Name’ combo box contains the total list of files that are available
with the server and along with the total chunk numbers of the corresponding file, in
the bracket against their names. In case of large file chunks the chunks are

concatenated with ‘L’ to denote the same. After selecting the name of the file, the user
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can select the values of start and the end chunk from the dropdown menu. The values
that can be selected are only the valid values applicable for that particular file, thereby

avoiding any unintentional errors in requesting the server for unavailable chunks.

When the file name and the start and end chunk values have been selected, the user
presses the download button to copy the requested chunks from server to the client
system. This is done by constructing the command for GET in the original format
‘GET <filename> <start chunk> <end chunk> which is written in the file
‘command.txt” and further processed as explained earlier. The user is notified that
downloading is taking place by showing a progress bar that runs until download has
been completed or some fault has occurred. After the download, proper messages are
displayed as follows, according to the status of the chunks or the file that was

downloaded.

a) In case of byte transmission, the MD5 checksum of the file is checked [
against that received from the server and in case of success, it is shown to |
the user and in case of failure, the file entry is deleted and intimated to the 'y

user.

b) When the chunks are downloaded and all the chunks are not available on
the client side for merging, this is intimated to the user through a dialog

box.

c¢) In case all the chunks are present on the client side, merging takes place

and merge status is made known to the user.

d) When the user has requested a file that is already present on the client side,
A warning message is shown to the user and if user accepts then only the file

is overwritten from the beginning by deleting all previous records of it.
The following is the actionlistener of the the ‘download’ button, i.e. this is executed

whenever the button is pressed.

String getcommand=new String("GET "); /lconstructing

namel=(String)jcb.getSelectedItem(); //command
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name=name | .substring(0,name1.indexOf(" "));

start=jcb1.getSelectedItem().toString();

end=jcb2.getSelectedItem().toString();
getcommand=getcommand.concat(end);
FileOutputStream outfile;
cpath=cpath.concat("/common/command.txt");
outfile2=new FileOutputStrecam(cpath);
outfile2.write(getfinal);

outfile2.close();

cpath=cpath.concat(*.downloadcomplete");
‘.downloadcomplete’

File f1 = new File(cpath);

if(fl.exists())

fl.delete();

barDo.setVisible(true);

timer = new Timer(2000,actionListener);
fault

timer.start();

t=new Thread(new threadl());

t.start();

/fwriting command constructed in

//’command.txt’ file.

//delete previous b

/ile Iy

//show progressbar

//starting timer that checks for

/linitiating thread that checks for

//’downloadcomplete’

The above code snippet shows that how the command is constructed from the user

selection in dropdown menus by extracting the necessary information and writing it in

the format required to the ‘command.txt’ file in the ‘common’ folder. For example, if

file name selected is ‘song!!!.mp3’ and start and end chunk values as 1 each,

command written file- ‘GET song!!!.mp3 1 1°.

Further the code initiates timer and a concurrent thread, checking for download state

of the application which is known by the C code creating the appropriate files.
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B cii
( REQUEST |

Chunk Transmission

Select FileName -

start Chunk EF‘ End Chunk [1 |v]
¢ v i 4

| Download

Fig.5.9 Snapshot showing the ‘GET FILE’ where file and its start and end chunks are

selected.

s |
chunk Transmission

. Se_l'_e'chi'EeN:a_f'n.e o '_:!insg{y G l,l

End Chunk |1 |v|

Start Chunk'

| View File/Chunk status |

Fig.5.10 Snapshot that highlights the download progress bar that appears until

download takesplace.

Page | 85




E m Lgcatiéﬁ:.iIhomeﬂaxmiftopiedﬁles

' .
! .copied abc.jpg

Fig.5.11 Snapshot of ‘copiediles’ folder, after the byte transmission of the
file’abe.jpg’.

. Select FileName

3

Fig.5.12 Snapshot displaying message after download has been complete.
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CLIENT:

( REQUEST [ GETFIE | SETTNGS | -
: _Chl_:_nkT;ansmisslon- : o

: .s_el.e;:t filéNam’e ; | v & Fb_c..jpg - CD - S fv| "

.S'ta.ltc.hur_ak e ) | E":"Chq;‘k

Fig 5.13 Snapshot showing the message, when the mdS5 of the copied file is validated. l"!'pr*

The messages that are displayed after download of file, are displayed by scanning the

‘copiedfiles’ folder and looking for pertinent files after download is complete. The

following code snippet implements the same.This is implemented in the concurrent
thread after the code finds that download has been completed.
String al=".merged",a2=".mergerror", //initializing file names
a3=".ntmerge",a4=".copied",a5=".merging"; //to be checked.
String s3[]=13.list(); /fscanning the ‘copiedfiles
folder’
if(a5.equals(s3[i])) /1 if merging is taking
place.
{

E m=true;

String p=cpath.concat("/"+a5);
File f5=new File(p);
! f5.delete(); //delete the file

|

!

| g
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i=i+1;

that are to be

try

{
Thread.sleep(8000L);

before

} F
checked.

String sf[ |=f3.list();
for(i=0; i< sf.length;i++)

folder again

{

if(al.equals(sf]i]))

{
m=false;
dialogmes = "File Merge SUCCESS
p=cpath.concat("/"+al);
File f4=new File(p);
f4.delete();
i=i+l;
break;

1

if(a2.equals(sfi]))

{
m=false;
dialogmes = "File Merge FAILURE

REMOVED";

p=cpath.concat("/"+a2);
File f4=new File(p);

f4.delete();
i=i+1;

/fadjust number of files,

checked

//wait for 8 seconds

//further merge status is to

//scan the copiedfiles

//if successful merge Y

..... \n \nMD5 Matched";

// show message

//delete file

// if merge unsuccessful

..... \n \nFILE ENTRY
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break; g
}

}

break;
h
else if(a3.equals(s3[i])) /Aif all chunks not available
{

dialogmes = "File Cannot Be merged.....\n \nAll Chunks not available";

String p=cpath.concat("/"+a3);

File f4=new File(p);

f4.delete();

i=itl; L{i

break; : (i
) I
else if(ad.equals(s3[i])) //if successful transmission of
small file.
{

dialogmes = "File copied Successfully.....\n \nMd5 Check SUCCESS";

String p=cpath.concat("/"+a4);

File f4=new File(p);

f4.delete();

i=itl;

break;
}
if(!m)

JOptionPane.showMessageDialog((Component)null,dialogmes,dititle,ditype;

//[show appropriate message.

The five files that are created by the C client process at appropriate times, according

to the status of chunks and download.

‘. merging’ — created when merging would take place on the client side.
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“merged’ - created when chunks have been successfully. merged to form

original file. ’

‘.mergeerror’ — created when md5 of the merged file does not match with the

original file, thereby indicating an error during merging.

‘.ntmerge’ — created when all chunks are not available of the file and thus

merging cannot place.

‘.copied’ — formed in the case of byte transmission of file, after its md5 has

been cross checked.

These files are checked to intimate the user through GUI, the status of the application
and are then deleted at the same time. An appropriate dialog message is shown for

each file made by the C client process."

e K
F‘..';' copiedfiles - Konqueror - |i
Locaf:ion Edit ‘.'_‘ﬂe_v.u. §u 'Eduh"ria_rld - Io'éls. Settings Mﬁduw Ijefp S _: o e . ;
‘600000« alEm @0
ﬁ}:LgcaEion: [Jhome!laxmi!copiedﬁles )
.W'u( -5”;,;,:3;:_,:\ freneyd ;"“:v:;.:p' i e as—
g B D M M ¢
-& ! / .merging .merged abc.jpg Chrome.exe lion, avi

1 | downloadco...

Fig 5.14 Snapshot of ‘copiedfiles’ folder when file has been merged successfully.
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(o] e

| REQUEST | GETFILE |

) Chlﬁnk Tfansmhsion
Select FileName

Start Chunk

File Cannot Be m'erge'(_l

All Chunks not available

' IChrome.exe ®

End Chunk

Download

. View File/Chunk status

[comea_|[ piscomnea | \

: t

Fig 5.15 Snapshot of GUI displaying message when all chunks are not available for _J_,
"

merging

SETTINGS |

ission
 Select FiIeNaIne

Start Chunk

i Downloa

|abcipg @)

File already exist. Press OK to duWhload again

i. xOK I |,.,§£an£el. i .

Fig 5.16 Snapshot of GUI awaiting user response when the file to be downloaded is

already present.
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5.3.4 View details of copied files

The GET FILE tab contains the view file/chunk status utility that provides the user
with information about the ‘copiedfiles’ folder. It shows the files which have been
completely downloaded along with the files with incomplete download, i.e. files

having missing chunks and their details.

It is implemented by scanning the copiedfiles folder and gathering appropriate
information from the files and the ‘infofiles’. The corresponding chunk numbers that

are missing, are also displayed along with the total chunks of the file.

b5.setVisible(false); //show ‘close’ tab

da.setText("™); /lclear text area

bb.setVisible(true); ' //show the text area ;
da.setEditable(false); “ '1‘

da.append("\n FILES DOWNLOADED");
File f3=new File(cipath);,

S

String s2[]=f3.list(); //scanning copiedfiles
folder
for(int i=0;i<s2.length;i++)
{

if(!(s2[i].startsWith(".")))

da.append("\n "+s2[i]); //showing the downloaded
files
}

da.append("\n\n WINCOMPLETE DOWNLOADS\n\n\n FILE NAME \WTOTAL
CHUNKS MMISSING CHUNK NUMWn"),
for(int i=0;i<s2.length;i++)
- {
if(s2[i].startsWith(".info")) /fchecking for ‘infofiles’
{

info=info.concat("/copiedfiles/");

info=info.concat(s2[i]);

-
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try{

f=new FileReader(info);

BufferedReader b=new BufferedReader(f);

str = b.readLine(); //Reading info files
}

catch(Exception ex){}
da.append("\t\t  "+str.length());

da.append("\\t");
for(int j=0;j<str.length();j++)
{
if(str.charAt(j)=="0"; //displaying missing

chunk numbers

da.append((j+1)+"");

S.e.lect I'-'I.I:'i_:_&an_'lg o [ : e o =] b
. stan chunk el end chunk [ [=]

__ Downloaa

| View File;Chunk status

Connect || Disconnect

Fig.5.17 Snapshot of GUI highlighting the view File/Chunk Status button
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Select FileName | ]v[

Start Chunk End Chunk

FILES DOWRNLOADED
thesis. pdf i
pic i
wordscon. pcf .
04.TUM.mpZ=2
awesome. jpg
lion. avi
abc. jpg

4

[ _lconnect || Disconnect

Fig.5.18 Snapshot of the GUI showing the files that have been downloaded.

unk T

Sele.c';.'.F'él_e!\..]..ame.. : . I : .. . ; tv|

.Slal‘éChunk L EE ~ EndChunk .

-

INCOMPLETE DOWMLOADS g
FILE NAME TOTAL CHUNKS MISSING CHUNK NUM

ipmsg.exe 3 3 3]

Client.c 9 56789 7

Chrome.exe 8 2368 &

Fig.5.19 Snaﬁshot of GUI showing incomplete files.
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5.3.4 Disconnect

The uvser clicks on ‘Disconnect’ button, a temporary file named 'command' is formed
instde a 'common’ folder and displays in a dialog box ‘Disconnected from server’. The
format of command in the ‘command’ file will be <EXIT>. The C code continuously
checks the 'common' folder for the ‘command’ file. As soon as it finds the file
'command’, it reads the command <EXIT> from the file and deletes the ‘command’

file. The connected client then instructs the server to disconnect the client.

byte ex[]={'E',"X",'T,'T'}; //command

FileOutputStream outfile3 = null;

cpath="";

cpath=st;

cpath=cpath.concat("/common/command.txt™);

outfile3=new FileOutputStream(cpath); //creating file command
outfile3.write(ex); //writing the command to the file command
outfile3.close(); )
String dialogtitle = "CLIENT";

String dialogmessage = "DISCONNECTED FROM SERVER.....";

int dialogtype = JOptionPane. PLAIN MESSAGE;
JOptionPane.showMessageDialog((Component)null,dialogmessage,dialogtitle,dialogt

ype);

The above code snippet in java creates a command <EXIT> in file 'command' in the

common folder and displays in a dialog box “Disconnected From Server”.

char filelisttMAX LINE}="", dpath[100]="";

int count;
char ch;

char sizecalc[100];

struct dirent **namelist;

FILE *fpl,*fp2;

-
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i

int n;.

while(1)

{
n = scandir(loc, &namelist, 0, alphasort); ,
if{(n>=3)
{

strcpy(dpath,shdir);  //shdir stores directory path as in

config_client.ini
streat(dpath,"/common/command.txt");
if(fopen(dpath,"r")!=NULL) //checking for the command file
i
{ H|
fpt=fopen(dpath,"r"y,
sleep(1);
ch = fgetc(ipl);

while(ch!=EOF) /freading the contents of the command file

{ :
sizecalc[j] = ch;
it
ch = fgete(fpl); -

'

fclose(fpl);

}

if(!stremp(sizecale,"EXIT"))

-5
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{
count = write(SerSock,&sizecalc, 100, 0); //writing command ‘
on socket
count = recv(SerSock, &filelist, MAX LINE, 0);
unlink (dpath); //deleting the command file
break;
}
} |
; !

The C code snippet reads command <EXIT> from ‘command’ file and directs the

server to disconnect the client.

DISCONNECTED FROM SERVER..... |

_ Connect |[ Disconnect

Fig.5.20 Screenshot displaying when the client is disconnected from the server.
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5.4 Installation Steps for the java file

e Copy gui file in corresponding “root” folders of the specified LINUX

operating system that is being used.

e Steps for compiling
<Path to java bin>:$PATH
export PATH

javac gui.java

e Steps for running

java gui

-

Page | 98




CHAPTER 6

FAULT TOLERANCE

6.1 Introduction

During the client - server inter communication, the files being transferred over the
network are susceptible to error in download due to loss in connectivity as files
(chunks in this case) are being downloaded. As the transmission is taking place, a
server may crash, server may become unresponsive or the connection may be lost
with the server resulting in non-execution of user request or partial downloads leading
to erroneous files being copied. Therefore, Fault Tolerance is a special feature that has |
been added to the application which takes care of the faults that may occur in the f
client server model. This feature has been added with the aim to ensure interrupt free
download by continuing the download from the point where it was disrupted by
establishing the connection with another server or the same server (depending on the

availability of servers) via the tracker.

6.2 Description
In order to integrate fault tolerance features along with the file transfer system, the

following three basic steps are imperative and have been intricately embedded into the

basic transfer of chunks that takes place between the server and the client.

a) Fault detection- 1t is the detection that a fault has occurred while file (or
chunks) are being fransmitted. The client needs to have knowledge that
some error has occurred as the server has stopped responding or
connection has been lost altogether. The client can take further measures to
continue and complete the user request, notifying the user. This has been
done by checking that expected amount and rate of data is being received
from the server side.

- b) Reconnection- This step takes care that the client is reconnected to an

available server (via the tracker), so that the further processing can take
7]
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place. This is done by exiting from the current client process and initiating
a fresh client process that contacts the tracker first, establishing connection
with the server whose address is received from the tracker.

¢) Continue processing- The main aim of fault tolerance is to continue
processing from where it stopped and complete the user request. This step
pertains to requesting the connected server to transmit chunks from where
the fault occurred. This has been taken care by taking information the
hidden processing files (explained earlier) and comparing them with the

user request,

The implementation of the last two steps has been embedded in the JAVA(swing)
code, while the detection of the fault is done by the current client process. The client
program monitors the number of bytes received from the server and as soon as a
mismatch is found between expected and received number of bytes, a file is made in
the folder. Whenever the downloading process starts, a scheduler (timer) is initiated
in the JAVA application. The fault tolerance protocol checks for the existence of the
file. It collects information of the absent chunks and checks if the client is still active.
If it is not active, the protocol restarts the client, reconnects to the server and sends the
new command to the server for the downloading of remaining chunks. The
reconnection with the appropriat; available server is taken care by the tracker. The
client is now reconnected to the server and the remaining commands executed. The
application now behaves as in normal file transfer mode, i.e. the user can now request
desired chunks and request catered by the new server connected and the user does not

face any problems due to occurrence of fault.
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Client

| » Servert

e
3.Reconnect with server —_—
to continue transmission.
T —
Client . |
et 1
I

—
—

-

2. Connection to tracker |
et server address Tracker

1. Connection
termination wwhile
dovwwnload.

Server2

Client

A typical fault tolerance implementation.

f ;\

Fig.6.1 Steps involved in fault tolerance mechanism

The Fig.5.1 depicts the typical sequence of processing that occurs when there is an
error in download due to connection problem or server unresponsiveness. In the
example setup, the tracker has registered two servers-serverl and server2 and clients
are connected to the servers. In the case when one of the clients loses connection with

the server 2, it

establishes connection to the tracker to receive address of available server and thereby
successfully connects to server 2 and continues its previous download by sending
appropriate command to the connected server. The processing then proceeds

normally, i.e. the user can further request downloading of chunks.

6.3 Working and Implementation details

6.3.1 Fault Detection
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The first step in the fauit tolerance, detection of the occurred fault is realized as the
java and C code work in tandem. The client process checks for the expected number
of bytes to be read from the socket that is transmitted by the server. As the client reads
the chunks one by one, if the bytes written are less than the size of the chunk, a hidden
file by the name of “fault’ is created and the client process then exits. Tt might occur in
some cases that bytes arc read but some error occurs when the last chunk is being
created. To tackle this, the client checks for the existence of last chunk that the user

requested, whose existence confirms complete download.

n=read(sockfd,&chk,sizeof(struct chunk)); /freading into chunk structure from

socket

ifin<65131)// (n<65001) in case of large chunk transmission

{
fi=fopen(dpath,"w"}; // creating file named ‘fault’ in -q-
f
f
copiedfiles folder.
exit(-1); /1 exiting the client process
h

As implemented in the above client process code, the socket is being read and the
number of bytes stored in the variable ‘n’ that is checked that it should be equal to

size of chunk, which is 65131(header + content + md5) bytes in case of chunk

transmission and 65001 bytes in case of large file transmission.
if(successtransfer(l,cmp,sﬁdir)) //if request successfully
completed

{

strcat(dpath,”.downloadcomplete™);  //creating ‘downloadcomplete’
file, ' '

-
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fp[12]=fopen(dpath,"w");

}

else

{
strcat(dpath,"/copiedfiles/.fault");  //creating ‘fault’ file.
fp[12]=fopen(dpath,"w");
exit(-1);

1

The code snippet implements that if request is successfully completed, which is .
checked by ensuring existence of last requested chunk being successfully copied, the

‘.downloadcomplete’ file is created else ‘fault’ file indicating error in download.

In the java process, as soon as the download button is pressed, a timer is initiated that
checks for the “.fault’ file every 2 seconds. If the file is found, it means a fault has
occurred during transmission and it proceeds to the next step. The timer can also be
stopped in the case when the download successfully completes. This is known when
the hidden file *.downloadcomplete’ is found, which is being checked by a concurrent
thread.

timer = new Timer(2000,actionListener); /fstarting timer, interval 2
seconds.
timer.start();

The above code is implemented in the ActionListener of the ‘Download’ button that
checks for *.fault’ file every 2 seconds until it is found or the timer is stopped as the
‘.downloadcomplete’ file is found. It is reinitiated every time the user requests for
chunk download. '
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_ SelectFileName Client.c. (9)

Fig.6.2 GUI Screenshot notifying the user that fault has occurred,

Server Side

Fig.6.3 Snapshot of server side when fault occurs and the server is restarted

automatically in case of chunk transmission.
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Server Side
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Fig.6.4 Snapshot of server side when fault occurs and the server is restarted

automatically in case of large chunk transmission
6.3.2 Reconnection

This step establishes connection to the available server in the network that is
registered with the tracker and the further requests are then handled by this
connection. When the fault is detected, the previous client process is terminated and a

fresh client process is started by executing the system command.

The java process now creates the file ‘connect.txt’ in the ‘common’ folder so that the

C based client process connects to the tracker and finally to an available server.

The new server address that the client receives from the tracker depends on the server

address it was previously connected to and on the servers registered with the tracker.

The client tries to establish connection, until it reconnects to an appropriate server and

notifies the user.

for(i=0; i< s.length;i++)

{ if(s[i].equals(".fault")) /fThe “.fault>file found
flag=true;

b

if(flag)

Y
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Process p = Runtime.getRuntime().exec("./checkeli™); /lstarting of new client
process
using the system command
fopen(“‘connect.txt"); //Creating connect.txt file.
}

The above code snippet ensures that when fault has occurred, it starts a new client
process and makes ‘connect.txt’ file in common folder which is checked for this file

and then it automatically connects to the server via the tracker.

New Client Process

Fig.6.5 Snapshot of the new client process started, reconnect to the server after error

in connecting to server once.

6.3.3 Continue processing

Fault tolerance feature involves that even after fault has occurred, the user request is
not affected due to this and the download process continues from the point where it
was stalled. This has been implemented through the help of hidden ‘infofile’ that js
created for every file as it is being downloaded. This file is updated after every chunk
has been copied to the client. Therefore, in order to find out where the download was
interrupted, the corresponding ‘infofile’ is checked with the original request of chunks

that user asked.

Y
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After collecting the required information, i.c. from which chunk number the file needs
to be transmitted, the new command is formed and written in the ‘command’ file

which is sent to the newly established connection and thus the request is completed.

for(int k:numl;k<=num2;k++,num1++) // Checks the ‘infofile’ at chunk

positions requested

{
if(stri.charAt(k-1)=="0") //Checks for non-available chunk
numbers
{
ff=false;
break;
}
1

The above code snippet checks the corresponding ‘infofile’ at the chunk numbers the
user requested and the fault is found at the chunk where the chunk that was supposed

to be copied is found missing. The command is then formed in the format as required:
GET <filename> <start chunk> <end_chunk>

Here the start chunk value is the chunk number where the fault is detected and
end_chunk is the original end chunk number that the user requested before the fault
occurred. This command thus formed is written in the file’command.txt’ in the
‘common’ folder by the java code from where the C clicnt process sends it to the

server thereby continuing the chunk download from the required point.

For example, if the original command given was: ‘GET client.c 1 6 ,1.e. 1 to 6 chunks
were requested for file client.c by the user and the fault occurred at chunk number 5.

Therefore, at fifth position in the ‘infoclient.c’ file there would be a ‘0’ instead of a
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‘1’ This indicates fault occurrence point and the chunks to be transmitted now would
be from 5 to 6 and therefore command written in the ‘command.txt’ file is: ‘GET

clientc 5 6",

Server side
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Fig. 6.6 Snapshot of original command received from client to transmit 6 chunks of
the file ‘Client.c’
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Fig.6.7 Snapshot of ‘copiedfiles’ folder showing only 4 chunks downloaded of file

‘client.c’ and the “.fault’ file being made in the folder.
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Fig.6.8 Snapshot of contents of ‘infoclient’ file showing that only 1-4 chunks have

been copied.
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Server Side

Fig.6.9 Snapshot of the command received from client to transmit the remaining

chunks from 5 to 6 of the file ‘Client.c’ afier error occurred at chunk number 5.

Fig.6.10 GUI Snapshot shbwing the message to the user that reconnection has been

established and remaining chunks are being downloaded.

Server side

Fig.6.11 Snapshot showing transmission of remaining chunks of file’Client.c’ from

server side.
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Fig.6.12 Snapshot of “copiedfiles’ folder showing all requested chunks (from 1-6)

downloaded in the folder.
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CHAPTER 7

CONCLUSION

Based on the results and discussions in presented in the thesis, the following major

conclusions are drawn from the present Study:

1. The implementation presented in this work yield fairly good results, especially for
downloading of files of any size in form of chunks and merging of these chunks on
availability of all chunks of the file.

2. The fault tolerance and recovery feature yields good result especially for
segmentation faults in servers, blocked file transfer in case of clients and connection
to another server on occurrence of fault for completion of file download.

3. The GUI in java works well and is easy to use and understand. This eradicates the
need of the user to be acquainted with the system and the commands and thus, can
be used by anyone.

4. The system works for a single virtual LAN network i.e. between directly connected
hosts.

5. The rechecking of files used in software bridge can create problem for longer
durations of ideal time.

6. Better mutual exclusion is possible.

Scope for Future Work:

The file transfer speed can be improved further. The software bridge between GUl and C
implementation can be created using JNI techniques, which is a better option. The
system can be deployed on a shared server for increasing scalability by avoiding
limitation of virtual LAN and can also be used on web using shared execution and

storage space on servers providing this facility and a web interface.
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