JAYPEE UNIVERSITY OF INFORMATION TECHNOLOGY, WAKNAGHAT
TEST -2 EXAMINATION- 2023
M.Tech-11 Semester (CSE)
COURSE CODE (CREDITS): 18M1WCIL16
COURSE NAME: Security Design and Architecture
COURSE NSTRUCTORS: Mr. Saurav Singh

MAX. MARKS: 25

MAX TIME: liﬁ%ﬂ

P W

Note: (a) All questions are compulsory. ’_f’“_eg& n
(b) The candidate is allowed {0 make Suitable numeric assumptions wheﬁ‘eﬁ%"ﬁgﬁf@fﬁed
for solving problems g
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Question
Define the ClA triad in cybersecurity. Explain how each .grinc‘tﬁlé% "
(Confidentiaﬁty, Integrity, Availability) contributes to a@bgégggy ”
architecture. How does Role-Based Access Contrqj“(ﬁ%@’%morce
confidentiality? Provide an example of RBAC Lmlg?n;nf‘atlbn ina
corporate network. #, el
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Explain the concept of "Defense in D%ptpf, qu@jyﬁ’érsecurity
architecture. Provide exampies of segur -Hohtfols at different layers. cos |3
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Q3 | Disouss FSw Sedure Softwarg Development {focycle (SSDLC) helps

reduce vulnerabilities. Mentiar {18ast three security practices co4 |5

integrated into ssDLC. &

Q4 How does a Security lnfofh‘“{.__t}g,h and Event Management (SIEM)

system work? Discuiss its rolé’in log analysis and realtime threat
monitoring. ‘i,_::“-}%}‘ s ,
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Q5 How dogs deritity, ahd Access Management (IAM) enhance
cyb%:r;fsfjg‘;”fuﬁl'i‘\‘j?ﬁf‘écuss the concepts of Multi-Factor Authentication CcO7 15
(MFA) and Ledst Privilege Access in the software industry..
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