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 Note: (a) All questions are compulsory.

(b) The candidate is allowed to make Suitable numeric assumptzons wherever required

for solwng problems
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| Explain the State Machine Security Model. How doss it ensure
system security? Create State transition dlagram for User
authentication system. :
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Explain the Zachman Framework for Enterprise Architectura in’

detail. Discuss all the components of its matrix(including rows
and columns), and how it helps in aligning business goals with
IT systems.
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Explain the Lattice-Based Access Control Model. Use a
diagram to show how users and objects are arranged ina
security lattice. :
‘Which of the operatlons are allowed in the glven table |f we
fol!ow the Lattuce Based Access Control Model.
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Read File X (Confidential)

_Operatlo_n _ . Sub}ect A (Secret} Sub;ectE (pr'Sebrét) _

Wite File X (Confidential)

| Read File Y (Top Secret)

7‘;{\{1119 File Y (Top Secret)
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Q4 [ Describe the Trusted Computer System Evaluation Criteria
(TCSECQC).

Explain its classification levels and the security features
evaluated at each level. How does TCSEC contribute to the
development of secure systems?

"G5 I Describe TOCTOU (Time-of-Check to Time-of-Use) race
conditions. e

How do such vulnerabilities arise in concurrent systems, and
what techniques can mitigate them?

w i

in large-scale systems? Briefly describe some ideasto
ovarcome those challenges. :
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