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stages: Active, Archived, and To-be-deleted. The data volume and

| protection techniques applicd at each stage are as follows:
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Question
01 prlam how proactive activity monitoring and identity mna, [7]
‘ work together to enhance cloud security. Discuss with reférence to
intrusion detection, system privilege abuse, and i
Sign- On (850) in access contl 01 f
Q2 co4 | [T
L proteet mnant data in thc cloud. : i
Q3 A1l organization stores 500 GB of sensifiv L¥St011u‘.1' data on a cloud | CO4 | [7] |
platforia. As part of its data piotecuon;-pohc the data is encrypted
using a 256-bit AES algorithm.To" ensuic secure key management, the
organization uses a Key Manag nenl Service (KMS) that supports
antomated key rotation de*; y 9,_ days.
Given the followmg
e The cloud® pmvxdcr charges %0.15 per GB per month for
encrypted storage.
e There s dn additional 20.05 per GB per key rotation (as a
pmcesqmg overhead).
g ihe or pammtlon retains data for 12 months.
Re d‘r‘ul e ﬂlf‘ total annual cost of encrypted storage including ley
" fatation overhead. Sy ST T SR
| Q4. | Gloud security must address both architcetural rcnup]cmty and | CO2 | [7]
“'*rnu]hlelmllcy risks. Critically evaluate how secure isolation strategics
| in compute, network, and storage layers help mitigate threats in a
multitenant environment. Reference at least one guideline (CSA,
WIST; or ENISA)-and relate it to-a real=world scenario where isolation
| failnre led to a breach or security compromise. .
Q5 A cloud storage provider manages tenant data across three hfu,yclc CO3 T




Siage Data Eoeryption | Tokenization | Deletion
Voluine Overhead Applied Cost (3/TB)
(1B) o)l

| Active 4 20 Ygs - N/A

Axchived 6 S Qe | iNg N/A

To-be- 2 15 Yeg 25

deleted =

1) Calculate —the —total —effective —data—vohume —after—applying
encryption overhead.
— - 2) Determine the total defetion cost for the “To-pe-deleted” stape.

3)_Identify the total amount of data that is fokenized “




