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Note: (a) All questions are compulsory.

(b) The candidate is allowed to make Suitable numeric assumptions wherever requzred

for solving problems
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Scenario: An investigator has SSH access to a cnmnrormsed

—uuur.u UllUblUly llblllls IUVCCIID a iuu ICIT1TOIUC

bandit24. Inside, clues hint that the next password is storcd 111’ _

somewhere under /var/log, with one change: filenames” “had all vowels

(a,e,i,0,u) stripped.
Task:

(a) Write a single find command (with any n éss !

containing the next password.

(b) Pipe its contents to grep to extract nl

Apassword: [[:alnum:|]{32}8. ¢

ags) that locates the file

the line matching the regex

Q2

Scenario: Your lab is ISO 17025
investigative report for a case.
Task: :
Write a concise outline (using bull

1. Title page elements * %

2. Executive summary length guideline (in words)

3. Methodology sectiot subsections (list at least 4)

4. Chain of custody ‘appendix references (naming convention)

5. Conclusion and recommendations formatting rules

er,ﬁﬁpd.' You must produce the final

level headings) covering at minimum:

[CO6]

[5X2]

Q3

Answer the followmg
15 Explam the'structural differences between MBR and GPT, including their
f’pamtlon limits and integrity mechanisms.
Usmg TestDisk, pr0v1de the two-step command sequence to scan for lost
%, partltlons on a raw image (disk.dd) and then write the recovered GPT table
. “~back to the media.
3. A RAID 5 array has lost one disk. Describe how you would reconstruct
the logical volume for analysis, naming a free tool or method.

[CO4]

[CO5]

[3X3]

04

A) You are shown this PHP snippet used to fetch user profiles:
<?php
$id =$ GET['id'];
$query = "SELECT name, email FROM users WHERE id = §id";
$res = mysqli_query(Sconn, $query);
s

P

[CO3]

[2X35]
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Tasks :-

1. Identify the vulnerability in one sentence.

2. Craft a malicious URL payload that retrieves all rows via a Boolean-based
injection.

B) Consider this snippet rendering a welcome message:

<?php
Suser =8 _GET['user'];
>
<html>
<body>
<h1>Welcome, <?= $user ?></h1>

</body>
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' Tasks :-

1. Show an example GET request that triggers a feg%c “ SS alert popup.

2. Explain (in one line) why this payload succgedS;,
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