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a) Which type of active attack may be possible in the following scenarios?. . 7

1. Network address translation at IP layer
2. Stealing of session cookies at application layer
3. Multiple SYN packets at TCP

b) Encrypt the following message using Hill ciphering rI,lef-j d”Assngn the index A=0....7Z=25
Message: “JUIT” key = [ 5 %8

thz 3
a) Write a brief note on following: S
1. Cipher Block Chaining Moded - by

2. Double DES method with the encountered problem.

b) Consider thesDES encryption techmguc fo perform the following operations at any round for
the given plain text and key (Hexadecimal)?

Note: No need to perform any-initial permutation. Expand the 4 bits to 6 bits of input plaintext by
repeating 1% bit at the extreme bit positions.

oo i R ). i b Vel el 1)
Kaole 1.4B, 7|6 2 A
- 1. Fiestel function as XNOR.

2. S-Box for the output of step (i) -
3. Generate the intermediate cipher text for the output of step (ii)

c) Gpﬁ?si&er the AES technique to generate the key [w, wswe Wy ] for first round using RC
=02 00 00 007

AB |7C_|BF |64
iy DR @D
8F |69 |FF |08
B9 |34 |OB |53

Consider an Elgamal cryptosystem. Let Alice wants to send a message M = “JUIT” to Bob using
Bob’s public key [q=19, o= 10, Y} = 3]. What will be encrypted message if Alice chooses random

=




integer k = 67 Assign the index A=0, B=1....7Z=25.

Draw the block diagram to achieve the security mechanism e.g. authentication using message
authentication code?

: a) Authentication is tied to plaintext - :
b) Authentication is tied to cipher text
Write a brief note on following: :
a) Worms b) Trojans c) Ransom ware d) Adware e¢) Fileless malware i3 5
Table 1: AES S-Box
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Table 2: DES_ §-Box
0000 | 0001 0010 0011 | 0100 | 0101 | 0110 | 0111 | 1000 | 1001 | 1010 | 1011 | 1100 | 1101 | 1110 | 1111
1100 | 1101+ 11 1111 | 0000 | 0001 | 0010 | 0011 | 0100 | 0101 [ 0110 [ 0111 | 1000 | 1001 | 1010 | 1011
0010 | 0011 0100 | 0101 | 1001 | 1010 | 1011 | 1100 | 1101 | 1110|1111 | 0000 | 1000 | 1001 | 1010 | 0001
0111 | 1000

0101 [ 0110 | 0010 | 0011 | 0111 | 1000 | 1001 | 1010 | 0100 | 0101 | 1100 | 1101 | 1001 | 1010




