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Note: (a) All questions are compulsory.

(b) The candidate is allowed fo make Suitable numeric assumptions wherevgﬁ‘"
solving problems.

Q.No

Question %,

QI

A4 household has multiple IoT devices sharing the same WiFi fietwozk;;

including: Smart TVs streaming video Security cameras upfgad;ﬂg
Jootage Smart thermostats and voice assistants During pea horﬁ’s the
network slows down, and some security camera aler s 3re dglaye
a) Identify the potential causes of network conge;t;d?{m“;thls scenario.
b) Propose how QoS mechanisms could ensurg that Tsfhcal security
alerts are transmitted reliably without affg(;tu‘ig Wgé‘o streaming.

& i .

Q2

A company deploys undreds of IoT sensors across a large factory to
monitor temperature, humidity, and | qg, §tafus All sensors need to
send data to multiple monitor ing, as boards, a central analytics
server, and occasionally trigger. alert, onf cations. The system must
handle sudden bursts of e fsilpdates without losing critical
information.
a) Explain how the MQT

manage commumcaﬂé

u&flish-subscribe model can be used to
tween sensors, dashboards, and servers

b) Compare this ap]figoach to traditional client-server communication.
How d,oes MQTT improve scalability and reliability in a high-
dens,tty IOT network’?

Q3.

Asm
Trgﬁ" C sensors to monitor vehicle flow Weather stanons to report

4 “’i‘emﬁerature humidity, and wind Pollution sensors to track air quality

A[I devices send data to a central city management system Jor real-time
R;&mtormg and analytics. The network must handle thousands of

| messages per minute, with some data being critical (raffic light

control) and some non-critical (pollution reports).

a) Explain how the choice of communication protocol affects the
performance, veliability, and scalability of the smart city loT
system.

b) Suggest appropriate protocols for critical and non-critical data
streams, justifying your choices.
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Q4.

A company deploys IoT sensors in remote forests to monitor
environmental parameters like temperature, humidity, and soil
moisture. Sensors transmit data over a low-bandwidth wireless network
to a central server for analysis. Some sensor readings are critical for
fire detection, while others are used for general research.
a) Compare the frade-offs of using TCP Vs. UDP for transmitting
sensor data in this IoT network.
b) Which protocol would you recommend for critical vs. non-critical
data, and why?

0s.

A company deploys an loT-based industrial monitoring system. Sensors

continuously measure machine femperature and vibration to defect

potential faifures. The system must respond immediately to cr iticdl

anomalies to prevent equipment damage. i

a) Analyze how real-time operating systems (RTOS) enhance, ;h :
reliability of loT systems compared to general-purpose gp mtmg
systems (GPOS).

b) Give a specific example illustrating this 1mprovemcnt

Q6.

A smart agriculture system uses battery-powered senfﬁ)rs y r{r emote
fields to measure soil moisture, temperature, and hun dt‘ty “The sensors
need to send periodic data to a cloud server Neﬁuﬁ k hamdwidth is
limited, and devices must operate for months withoit battery
replacement. i

a) Compare CoAP and HTTP protoé Isﬁin Erms of svitability for

constramed IoT devwes
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