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Note: (a) All questions are compulsory.

(b} The' candidate is allowed to make Suitable numeric assumptions whe%e %ﬁ" %uzrea'

Jor solving problems : / & ?f
Q.No Question 5, 4@ CO | Marks
Ql (i) A cloud-based healthcare company uses RBAC, After orgaﬁg?onal 3 5 |
restructuring, several employees now have access to i dical récords ' |

even though they no longer requlre it for thelg% W@;ples What | ;
access control problem is occurring, and wluc sttalbgy / should be |
implemented to prevent it? %%%

(i} A SaaS provider experiences a security ,11101 gn?’@whcre an attacker
gains access to an employee’s passwor%ﬂ ﬁgh phishing, giving
them access to confidential custo\%ﬁéﬁj% Whlch access control
mechanism could have mlmmlzed;thc m;pact and why?

Q2 (1) Why is multi-factor authenncgupﬁ (MFA) more secure than single- | 3 5
factor authentication? o,

(i) Why Secure Remote Aoges“‘séﬁ Important? Discuss the various Key
Secure Remote Accegé Teélmgiogms

Q3 A multinational company"{i}a expanded remote work capability after | 4 5
the pandemic. Cu?i’%ntly, they use a traditional IPsec VPN solution. As
the number %f»remofe employees grows, IT notices:

. é;{e%uced nietwork performance
4 Thcfease?d latency :
Usérf} accessing more internal resources than necessary
Difﬁculty managing access rights for tﬂmporary staff and
. contractors

..-.

&

fé”*'o
,@

The security team is considering shifting to a Zero Trust model. What
are the primary limitations of the current VPN approach, and how :
would adopting ZTNA address these challenges?

Q4 (i) A company report: Breach likelihood with VPN per year: 12%, 4 5
Breach likelihood with ZTNA per year: 2.5%. Calculate the relative
improvement in security when switching to ZTNA.

(i) A VPN tunnel forces all traffic through the corporate datacentre,
consuming 250 GB/day. ZTNA uses direct-to-cloud routing,
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reducing traffic to 95 GB/day. By what percentage is network load
reduced using ZTNA?

Q5  {(i) Why are Type 1 hypervisors considered more secure than Type 27 | 4 5

‘ What is VM escape, and why is it a security concern?

(i) An organization uses VirtualBox for initial development, then
shifts to VMware ESXi in production. Explain why.

Q6  |(i) A Type 1 hypervisor setup improves CPU utilization from 35% to
82% using virtualization. Calculate the improvement percentage.

(ii) A VM consumes 450 IOPS (Input/Output operations/sec). The P
hypervisor supports a maximum of 5000 IOPS. How many such
VMs can run before performance degrades? )

(iii) A cloud provider charges: %}%f&

» $0.05 per vCPU/hour : ﬁ%?}

e $0.01 per GB RAM/hour
w’*’%@

A VM has 4 vCPUs and 16 GB RAM and run ﬁf«%h

I durs.
Calculate the cost.

e
W P

(iv) A physical host uses hypervisor-base e ppsolidation to replace 25
physical servers. If maintaining ,@i&é’hysic al server costs

$850/ycar, calculate annual $8pinkst
. g

g,
(v) A server has 128 (13;% A \ﬁ? admin wants to run virtual
‘ry s,

machines with me {otations:

| ' i ! ) . -
‘ gﬁc’ﬁg all VMs run simultaneously without memory overcommitment
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