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——Norer () Al quesTions are COMpPuisoTy.

(c) Use of calculators is not allowed

for solving problems

(b) The candidate is allowed to make Suitable numeric assumptions whereve?’requzred

Q.No

Question

01

Encrypt CONFIDENTIALDATA using Rail Fence: ipher with 3
rails and explain : 2

a) How ciphertext changes if rails become 4? % .
b) Compare security of Rail Fence vs Caesar Clpher. 3

Q2

Discuss Key Management issues in symmetnc cryptography
Explain: o
a) Secret key distrlbunon methods 3

'_ozll_\r"es. the issues arising in
symmetric cryptography
¢) Man-in-the-middle attacks™

Q3

Encrypt the plaintext TNFORMATIONSECURITY using Caesar
Cipher with shift value k= %

a) Show alphabet mapping clearly.

b) Perform character-wise encryption.

¢) Write the final ciphertext.

Q4

Define ha.sh functmns Explain the properties of a secure hash
function. Dlscuss the steps involved in designing cryptographic hash
funct;ons
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