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Q.No Question I, 2P CO | Marks
In a distributed healthcare system, maintaining bothRegiidentiality | 2 5

Q1 and integrity is critical. Critically analyze the ,uade-%ﬁfs between

confidentiality and integrity and propose a h%rb e -=%chanism using
encryption, hashing, and digital signature S,,, Gvdluate performance
overhead and scalability issues.

%
%

A virtual machine has 120 services yépriggs<out of which 45 are| 3 5
Q2 unnecessary. Each unnecessary servige, iritrpduces a 0.02 probability

of exploitation. After OS hardggzn%z It unnecessary services are
removed. Calculate the tot%?ﬁﬂ? reduction achieved. If each

remaining service stjll ha%%a: ;.’ée_ﬁne vulnerability probability of
0.005, compute the residua] sy&tém’risk.

Explain the concept of Zckg?Frust Architecture. Design a Zero Trust| 2 3
Q3 model for cloud sy4 @%ﬁ%aﬁd compare it with traditional perimeter-

based security : ,

In an organizatign, the probability of an insider data leak per| 3 5

Q4 employei %%0;0 Y and there are 500 employees. Calculate the

probalif Ahat at least one data leak occurs. Based on your result,

suggeSt, appropriate data protection strategies to mitigate insider
aﬂ, W, 4P

J®Differetftiate between authentication and authorization in clond| 2 4
Q5 :”*s;ys ems. Design a secure framework integrating multi-factor
% | authentication (MFA) and role-based access control (RBAC), Analyze
% “how the system prevents unauthorized access even if credentials are
“| compromised.
Qo6 Explain the concepts of OS hardening and system minimization in the 3 3
context of cloud and [oT environments.
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