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Note: (a) All questions are compuisory.
(b) The candidate is allowed to make Suitable numeric assumptions w rev&x\q’%‘zred

Jor solving problems gf
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Q1

Explain the concept of Pre-Incident Preparation, Incidents %uOn and
Characterization in computer security incidents. How %Mt'hes tages help in
minimizing the impact of cyber attacks?

Q2

A company detects unusual outbound fraffic gﬁ fng% ver suspected of
malware infection. Apply the Incident Refgqg% Pf?ceqs (Initial Response,
Investigation, Remediation, Reportmg) tdft an@e this situation. Clearly
outline steps to be followed.

Q3

Discuss the concept of Forensig : u 13@t10n and compare Traditional
Duplication and Live System ﬁu%”lw‘hﬁon

Q4

A financial institution %’%d"ﬁaé ransomware attack where critical
systems were encryptgg’ﬂ %“sﬁgators found that the attack spread due
to delayed detectloﬁf ’ﬁ' la%k of preparedness. Analyze the case and
answet: &

(a) Identif a11‘E es in Pre-Incident Preparation and Detection
() S ésgp improved  Incident Response Strategy
() Wh'ﬁt'ih‘v‘g,sﬁgatlve information should be tracked?
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Dur'ﬁa 9,rensw investigation, a suspect’s system i 1mage revealed
f@q\l%e&"ﬁles file slack space data, and traces of browser activity.

E;}Explam how Hashing ensures integrity of evidence

(b) Describe how tools like The Sleuth Kit / Foremost can be used for
data recovery

(¢) Analyze the importance of file system analysis and data carving in
this case.
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