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Note: (a) All questions are compulsory. ~ f{:%’%% %dgﬁ
(b) The candidate is allowed to make Suitable numeric assumptions whgrgveréﬁgrg&i:ired
R
Jor solving problems %‘f\x{%\ﬁ
(¢} Use of calculator is allowed N %;:ﬁlzxzé )
.No Question N "‘s{? =1 CO Marks
Two employees working remotely want to estaﬁ]i%lﬁgéﬁéecure 3 5
Q1 communication channel over an insecure networ ;(int_gm%ﬁ?
(a) Explain how Diffie-Hellman Key Exchan%e:: elps them generate
a shared secret, " %::33;5

(b) Illustrate the key exchange process witﬁia%i% gram,
(c) Why is the shared key secure. evén ‘iﬁva?ues are transmitted
publicly? B Ry
Explain: Q\ f%‘“* 7 4 5
Q2 | (a) What is Wiener’s attac:oﬁ‘\z; 8A? Explain with conditions.
(b} Describe lattice-based atta: —sﬁ%ﬁ“RSA.
A company wants to send.confidential contracts via email where the | 4 5
Q3 | receiver must verify tht sénder’s identity.
&R, . '

(a) Explain how D?f;g_;taléS,l%nature ensures authenticity and integrity
in this scenarip,  h, »* .
(b) Draw a ne‘?ifii‘,l_i_agrali showing signing and verification process,
Decrypt thie ciphéfext “KHOORZRUOGVHFXULWB” which was |3 5
Q4 -geneggtﬁ%igﬁﬁrst applying a 4-rail Rail Fence Cipher and then a
Cagsar €ipher with shift k=3. Show all steps clearly.
E"@g\iﬁgﬁRSA, given p=13, q=19, e=5, find d. 3 5
¢b) Encrypt message M=9 and compute ciphertext.

oy
h:
Q\&-

Pagelofil



