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(b) The candidate is allowed to make Suitable numeric assumptions wherg? ver ?‘eefuzred
Jor solving problems zt v

(c) Use of calculator is allowed
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Q.No Question

CcO Marks

Q1 | Cloud environments are vulnerable to various attack’ veﬁtors such as 2
hypervisor compromise, tenant hopping, ma11c1ous;,jyn‘tyal ;nachmes and
storage leakage attacks. Crltlcally analyze these att ax;k,v“eetors and discuss
mitigation mechanisms for securing cloud mﬁ'agg'ucture%

Q2 | In a multi-tenant cloud network, 500 packe §fseé ar" generated by Tenant 3
A and 700 packets/sec by Tenant B. D O/g *4,DDoS attack, malicious
traffic increases Tenant B’s traffic by’ ‘256, “Calculate the total traffic
after the attack. If the IDS can haridlégily 2200 packets/sec, determine
whether congestion will occur. @:z %, %,

£

Q3 | A cloud service provider guar@nfeésmmual service availability of 99.95% 4
under its Service Levq; “Adry %‘“ &ment (SLA). Calculate the maximum
downtime allowed ua’ﬂy%and monthly Discuss the relationship
between Quahty of S%?wcé; (QoS), service availability, and security

monitoring in cloﬁ”’dqnfras ctures.

Q4 | Compare compute 1§}’lat1on network isolation, and storage isolation | 3
strategies m c'loug environments. Which isolation mechanism is most
critical i multl-,-tenant public clouds and why?

Q5 | Cloudi, Séé’%m} " Alliance (CSA), NIST, and ENISA provide important )
secunty gulﬂellnes for cloud computing. Compare these frameworks and

-cpﬁca]ly analyze their contributions toward improving cloud security
|“g6verhiance and risk management.

o B2 xplam the working of Multi-Factor Authentlcatlon (MFA) in cloud 4
“lenvironments. How does MFA mitigate phishing and credential theft
attacks?

Q7 | Cloud computing introduces scalability and elasticity as major advantages 1
over traditional systems. Critically discuss how dynamic scaling affects
security muonitoring, access control enforcement, and incident response
mechanisms.
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