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COURSE NAME: Digital Forensics
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Note: (a) All questions are compulsory, ’ »a% ; %
(b) The candidate is allowed to make Suitable numeric assumptions w{zef:evég i‘ei‘uired

Jor solving problems
(¢) Use of calculator is not allowed S, 4

Q.No Question ""ii»ff‘:‘t:: : Marks
Ql Explain the major differences between cybercrime -igjf‘uestféation o 2

and ethical hacking. Discuss the role of rec,_,ﬁﬁ;gii%gpe% and

scanning tools during forensic investigagioi{g “’f\ig‘th “suitable

examples. AN,

Describe the Incident Response Methodolqu_ u’é‘e,Q in digital forensic | CO3 5

Q2 investigations. Explain the importance'o..,‘g;f".y}?ﬁir@_ data collection on

Windows or UNIX systems during an.;aﬁt"ivéjsie’éurity incident,

Q3 (a) Explain the concept of ,‘fgprjgi\'jsiif,"-:;‘;iuplication and compare Lo Ff)

traditional  duplication swith=3live  system  duplication.
: ." Ec::;’{?"’x»'%
) e A e
(b) Discuss the &gg{ufvfca;}cg}of forensic image formats and
forensic containers in maintaining evidence authenticity.

(a) Explain how ﬁ%gyork traffic analysis helps in identifying network [ CO3 4+4=8

Q4 intrusions. WA £
B o

(b) Disc s%;;;h@;:i‘ole of Intrusion Detection Systems (IDS) in digital
forengics.and djfferentiate between Host-based IDS and Network-based

IDS: LY 4

# e CO4, | 2+2+2+2+2
. [-.Case Study: s
05 g% TN A j Cos, =10
%, [+f%Mmultinational organization suspects that an internal employee CO6

*, ) Installed malware on a company workstation and transferred
i “confidential files through suspicious network activity. During the
'| investigation, the forensic team discovered deleted files,
abnormal router logs, and traces of unauthorized remote access.

As a digital forensic investigator, answer the following:

(a) Explain the steps involved in performing forensic imaging
and preserving digital evidence integrity using hashing
techniques.
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(b) Describe how deleted files can be recovered using file
carving techniques and forensic tools.

(c) Explain how router logs and network traffic can be analyzed
to identify unauthorized access.

(d) Prepare the outline of a forensic investigation report
mentioning major sections and their purpose.

(e) Compare the features and applications of any two forensic tools
such as Autopsy, Sleuth Kit, or SFIT in the context of the above
investigation. Mention which tool would be more suitable for malware
and deleted file analysis.
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