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Note: (a) All questions are compulsory.
(b) The candidate is allowed to make Suitable numeric assumptions wherever requirg,d,fm : ;
problems

(c) Use of calculator is allowed

Q.No Question

Match each term in Column A with its correct description in Column B.
Column A:
1, Fog Computing
2. Cloud Computing
3. WSN (Wireless Sensor Network)
4, Latency
5. Edge Node

Column B: _
A. A centralized service that provides on-dem :E“ésgcor;ggé"and processing over the internet
B. A device placed close to data sources to qu}fi‘": S lata before sending it to the cloud
C. The delay between sending a request aniﬁr eiVing a response
D. A network of small, low-power devic’e:"izth_jaj__;ﬂ sense the physical environment
E. A computing layer between loT d ic_;'a:s. and the cloud that processes data near the
source :

Q1

(a) Draw or describe the three—ia?ég;fo mputing architecture (IoT devices, fog layer, cloud [CO3] | [2+242]
layer). For each layer, state one mainh:fdnction it performs. ; [CO6)
(b) State two advantages of fﬁg}computing over cloud-only computing in an loT smart home

Q2 | system. Give one real example for each advantage.
(c) A smart agricultire é?rggem uses soil sensors across a 10-acre farm. State whether fog

computing or clggﬁiggﬁfputing is better suited for generating immediate irrigation alerts, and

give two reasohs for. your choice.

(a) A fog node receives sensor data from 50 loT devices, Each device sends a 200-byte packet | [CO4] | [2+2+2]

7

every 1@ setonds. Calculate the total data rate arriving at the fog node in bytes per second. If

thejo:é‘-%g’?‘)de%can only forward 20% of raw data to the cloud, how many bytes per second

reachithelcloud?

(b) ﬁ?jg:!éud server takes 150 ms to respond to a sensor request. A fog node placed in the

Q3 same building as the sensors takes 8 ms. A time-critical application requires a response within
20 ms. State which option meets the requirement and calculate by how much the cloud

exceeds the deadline.

(c) A fog node runs continuously at 5 W. It is powered by a 10,000 mAh battery at 5 V.
Calculate the battery life in hours. If the node enters low-power mode at 0.5 W for 80% of the
time and active mode at 5 W for the remaining 20%, calculate the new average power and
the new battery life in hours.

Q4 (a) Explain in simple terms what anomaly detection means in the context of fog computing. A | [COS5] [2+2+2]
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temperature sensor in a server room normally reads between 20 degree C and 30 degree C.
The fog node receives the following readings in order: 22, 24, 23, 25, 47, 26, 24. ldentify
which reading is an anomaly, explain how a simple threshold rule would catch it, and state
one action the fog node should take automatically when it detects this anomaly.

{b} State two security threats that are specific to fog computing (not present in pure cloud
systems). For each threat, suggest one practical countermeasure that can be applied at the
fog layer. :
{¢) What is data aggregation in fog computing? A fog node collects temperature readings
from 10 sensors every minute: 21, 23, 22, 24, 20, 25, 23, 22, 21, 24, Calculate the average,
minimum, and maximum. State one reason why sending this summary to the cloud is better -

sensors for heart rate, blood pressure, and room temperature. A fog node on each flook,
processes the data locally and sends summaries to a central cloud server. The hosﬁ%{jﬁ[' 06]
administrator notices three problems after one month of operation: (1) Alerts for abhorgnal A

heart rate are arriving at the nurses station 12 seconds after the reading is taken, H‘l’?&itoo
slow for emergencies. (2} The fog node on Floor 3 was found to be running‘\:% horized

a
firmware version, raising a security concern. (3) The cloud bill is very hig%al;\: ys all raw

than sending all 10 raw values. ] S@
A hospital has deployed a fog-based patient monitoring system. Each patient room has, ’?[ggg}ﬁ‘ [4+4+4]

sensor data is being sent to the cloud every second from all 60 rooms.
(a) For each of the three problems above, identify the root cause suggest one specific
change to the fog system design that would fix it. Present your ar’f:%s: Problem / Root
Qs Cause / Fix. ‘Mé%
(b) The hospital wants to upgrade to an edge-fog-cloud thres -Qggl::i-c itecture, Describe what
processing should happen at each of the three tiers forétﬁg“ﬁg% -*’@rate monitoring use case,
Then state one metric you would use to measure whetherthe new system is performing
better than the old one, and explain how you would<meagtrte it.
{c) The hospital board suggests replacing the en; if i";‘Ea’hﬁggsﬁrstem wlth a pure cloud solution to
save on local hardware costs. Write your t %11;3’13 response covering: two reasons why
cloud-only is not suitable for real-time patfenfsmonitoring, one scenario where cloud-only
would actually be acceptable in a hos i@%&s;}iting, and one fog computing challenge that the
hospital will still need to manage evap it the best fog design.
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