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Note: (a) All questions are compulsory. i

(b) The candidate is allowed to make Suitable numeric assumptions Whﬁ%f uired

Jor solving problems ' ¥ i &
¢) Use of calculator is not allowed % %
(©) Use of o
Q.No Question N Cco Marks

Using the Caesar cipher with a shift of 3, encryps, the pPlaintext
Q1 |“CYBERSECURITY”. Show the substitution fo sipdggter and give | CO-2 3
the final ciphertext. "

t
Q2 | 3-rail Rail Fence cipher. Construct thesgail rn and write the | CO-2 3

A message “INFORMATIONSECURITY”Wcted using a
; a
resulting ciphertext. T B

A university needs to securely stores %‘Q s »examination records and
Q3 |also establish a secure shared ké f},@ spmmunication between two
B sifator, provide a comparative | CO-2 4

analysis of AES, DES, %md*Diffic-Hellman for these two

requirements. Justify each.¢h ot 3

Explain the CIA triadtapd g1%¢ one suitable example of a security
CO-1 3
Q4 | control for each sgmpon f

Differentiate bet a thrat, vulnerability and exploit. Explain how CO-1 5
QS | these three ¢ghicepts cfl be related in a real-world cyberattack.
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