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Q.1. [ 5 Marks. Each part is half mark] i 'y ‘*%;_ A
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a) List the security services required in a e-mail applic%gﬁon. !zisi"
b) List the information contained in X-509 Certificate. " ™,

4

c) Explain threeway authentication scheme. EE**“*:,E*;;,W;;

d) Listand explain the functions of PKI. e ZHW'E;

e) Explain properties of MAC functions. 1553::::%;?’ |

f} What is the ideal location for placemepbgb”ftt,!‘lg:@ncryption function?
g) What is traffic analysis? A b
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h) if n users need to communicate securely, how many secret keys will
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) Explain meet in the middle aftack; "

j) Explain DES-CBC mode of,gpgration.
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Q.2. [4 marks] Describe}h@f&g%ﬁg‘g?ﬁion of PGP security and draw the output
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Q.3. [4 marks] E'Digsc%:‘* ss the general structure of authentication by
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Q4. [4 m@a“ } Explain need for digital signatures. Describe the digital
signatugg""sgg dard and explain the digital signature - algorithm for
genengt’ign and verification of digital signatures.
q‘* §i§ éEt, )
Qi$i='t[¥¢s=ﬁharks] Explain two major functions of Public key cryptography.

Deéqi’ib’ step by step, the implementation aspects of RSA algorithm.

Q.6. [4 marks] What is a HASH function? Describe the WHIRLPOOL
algorithm to generate the hash of a given message.



