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Q.1. [ 5 Marks. Each part is half mark] %*
a) Describe a state in AES.
b) Distinguish between cryptology and cryptanalysus
c) Define a INTEGRAL DOMAIN in a finite field. i, " “
d) How secure is 3-DES?

-e) Describe a KDC.
f) What is an arbitrated digital s:gnature’?f
g) List Block cipher design parameterg et
h) List importance of modes of opera'tlon fm' symmetric ciphers.
i) What are the key sizes in AES? ", /" b
j) What is a CIPHERTEXT only attaék‘f?

Q.2. [5 marks] What is uthe lnéed for a firewall. Describe the
configurations of a basnc fl !ewéli éystem
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Q.3. [5 marks] What aré charactenstlcs of malicious softwares? How
can you build a dlgntaF ammime system?
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Q4. [5 marks{] How is intrusion detected? Explain the operation of a
Dustrlbuted !htw‘%‘mﬁ Detection System.
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Q.5. [5F marks] It is proposed to secure the electronic transactions.
Deseriige the standard security implementations for secure electronic
tr@hgaofmn
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6. [5 marks] What is authentication? Describe mechanisms used for
authentication.

Q.7. [5 marks] Explain the operation of AES cryptosystem.



