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ABSTRACT 

The rap id growth o f inte rne t and e-commerce needs a copyright  p ro tect ion 

mechan ism fo r  mu lt imed ia  in fo rmation.  The advancement in inte rne t  and 

mu lt imed ia techno logies cons is ts huge amount o f mu lt imed ia da ta in the 

fo rm o f aud io , video  and images  is be ing p rac t iced in many f ie ld s l ike 

med ica l f ie ld s , sa te l l ite  info rmation,  d ig ita l fo rens ics , surve il lance sys tems, 

etc. Th is  has contr ibuted to  higher demand fo r mu lt imed ia  in fo rmat ion l ike 

images with high op tica l qua lity.  This protoco l is  bas ica lly used to extend 

the d ig ita l r ights  o f bo th the purchase r and  the  ve ndor . The protoco l uses 

d igita l wa te rmark ing and  c ryp togra phy techniques to  p ro tec t d ig ita l r ights  

and d igita l copyr ight s  for purchase r and the ve ndo r dur ing the transmiss ion 

of digita l contents over the interne t.  

Although in tha t re spec t are many pub lished  a r t ic le s on buyer - se l le r 

wa termark ing p ro toco l,  but s t il l many prob lems to be so lved in the buyer , 

se l le r wa termark ing pro toco l such as i f we reso lve  the  cus tomer’s  r ight  

prob lem then unb ind ing wil l occurs. I f we  emp loy a doub le wate rmark 

inse r t ion technique , consp iracy p rob lem wil l occurs.  In this  p ro toco l, the 

inse r t ion o f wa te rmark should no t degrade  the qua lity o f the image . Buyer -

se l le r wa te rmark ing p ro toco l cons is t s o f three ma in sub-p ro toco ls , i.e . 

wa termark  inse r t ion p ro toco l,  wa te rmark  extrac t ion p ro toco l and d ispute 

re so lut ion p ro toco l. In this  d isser tat ion, the writer  has concentra ted on 
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managing the  wa te rmarks means the bus iness is only watermark inse rt ion 

pro toco l and  wa te rmark  extract ion protoco l and made out his  re sea rch in 

this  foca l po int  in o rder  to ge t to the wa termark ing embedd ing and 

extrac t ing a lgo r ithm more robus t,  impercep tib le and  improve the  optica l 

appearance of watermarked images.  

The exis t ing buyer-se lle r wa te rmark ing p ro toco l uses some trad it iona l 

me thods fo r embedd ing and extrac t ing the wa te rmark. These metho ds were 

not robust and e ff ic ient .  The autho r has p roposed a robust and e ff ic ient  

wa termark ing embedd ing and extrac t ion system based on d isc re te wave le t 

transform to improve the rob us tness and  impercep tib il ity o f the wa termark . 

F ur ther , the author has o ffe red a lightwe ight  wa te rmark ing embedd ing and 

extrac t ion scheme as  an improved  var ia t ion o f the  above scheme  which 

makes purpose o f pr inc ipa l component ana lys is  with wave le ts  togethe r fo r 

fur the r inc reas ing the  va lid ity o f the wate rmark.  The  buyer se l le r  d ig ita l 

wa termark ing p ro toco l bas ica lly depends  upon the  under line  c ryptosys tems 

and d ig ita l wa te rmark ing techn iques. P revious ly, the autho r has  figured out 

on d ig ita l wa te rmark ing schemes which embed the wa te rmark into or ig ina l 

d igita l content and improved the va lid ity o f the wa termark and 

impercep tib i lit y o f d ig ita l content.  Here , the autho r  has  worked on a 

cryp tosys tem because trad it iona l c ryp to sys tem d id not  exp la in much abo ut 

how a  wa te rmark  is genera ted , embedded, and  detec ted.  Fo r that  autho r used 

Id-based pub lic  key cryp tography with d ig ita l watermark ing sys tems fo r 

both the purchaser and the vendor.   
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Hence, in th is  d isser tat ion the re sea rch s tudy o f the autho r  concentra te s on 

embedd ing and extract ion o f the watermarks  autho r do  no t  uses new trus t 

mode l, but des ign robust  me thod fo r embedd ing and extrac t ing the  wa te r 

l ines.  The  p r imary focuses o f author  a re to improve the va lid ity o f the 

wa termark  and  impercep tib i lity o f d ig ita l content.  S o,  he  has  p resented  his  

ma jo r donation to  the wa te rmark embedd ing and extrac t ing scheme  into the 

buyer  se lle r  wa te rmark ing p ro toco l.  O ne  can fur the r  inc rease robustness  and 

impercep tib i lit y o f the embedd ing and extrac t ing a lgo r ithm by app ly ing 

some nove l methods. 
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CHAPTER #1 

INTRODUCTION 
 

1.1 Introduction 

The speedy development of internet and e-commerce needs a copyright 

protection mechanism for multimedia data. Straight off a day’s digital 

watermarking becomes an important technique for protecting the digital rights 

[1]. This hidden information can subsequently be taken out to prove the 

ownership of the digital content [2, 3]. With the increasing use of the internet, 

there is always a need to protect the multimedia data over the network. Data 

hiding in still images has two main applications such as fingerprinting and 

copyright protection. However, important aspects of digital watermarking 

systems include imperceptibility, robustness, capacity and security of the 

embedding and extract ing process.  

Digital multimedia has become innovative in the field o f internet application and 

multimedia content can be easily stored, distributed and replicated in digital 

form enabling the illegal copying and distribution of digital products. The 

research in the area of digital watermarking has focused on the design of robust 

and secure watermarking techniques for piracy tracing and copyright protection 

[4] of mult imed ia content.  

The principal object of digital watermarking technique is to retain digital 

copyright or watermark, embedded into the cover object. The desira ble secure 

digital watermarking scheme is one, which integrates public key cryptosystem 

and digital watermarking technique for protecting the buyer and marketer in a 

digital content transaction. Digital watermarking [5] techniques use encrypted 

domain for embedding and extracting the watermarks. The rapidly growing of 

the internet encourages some bad usage too, similar operations such as 

transformation, duplication, and redistribution of digital content. With the 

accessibility of some software tools, one can easily identify these bad users and 



2 
 

redistribution of digital capacity can be identified. Digital Rights Management 

(DRM) scheme has been suggested as the answer to the security problem in 

digital watermarking. It is the core system that allows digita l content to 

disseminate their cinematic assets in a secure and restricted fashion. As content 

owners define the operations and the conditions under which they can be 

performed on the contentedness, a DRM system will assure that a digital content 

can simply be accessed according to the regulations stipulated by the producing 

studio. 

Even though one stresses to protect digital content from unauthorized access and 

manage its use rights. No matter how secure the access control mechanism. 

Digital content eventually needs to be confronted in the clear to the viewing 

audience. 

In general, secure digital watermarking [6] scheme should satisfy the following 

requirements. 

Robustness: The capability of watermark to resist various image processing 

attacks such as rotation, scaling, clipp ing etc.  

Imperceptibility: The optical distortion of the watermarked image should not 

have on the quality of the origina l paint ing.  

Effectiveness: The algorithms for embedding and extracting the watermark into 

the digita l content should be effec t ive . 

 
Digital image watermarking is a well-explored topic in the field of image 

processing where the prime objective is to improve the visual quality of an 

image and to make the watermark more robust against various types of attacks. 

Numerous digital watermarking techniques have been developed to minimize the 

effect of attack. A major challenge is to preserve the watermark into the digital 

content when the digital content is transferred between two  parties over a non-

secure communication channel. Figure 1.1 shows the proposed research model 

for buyer-seller watermarking protocol. First, author has taken an input Lena 

image then he performs the embedding operation with the help of some 

algorithm and secret key after embedding the watermark then he applies various 
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types of attacked into watermarked image to check the robustness of the 

watermark .  

 

 

 

Figure 1.1.1 Research model for Proposed Buyer-Sel le r watermark ing protocol  

 

1.2  Buyer-Seller Watermarking Protocol (BSWP) 

The (BSWP) [7] uses the techniques of cryptography and digital watermarking 

for digital right and illegal protection of digital content for the seller and at the 

same time it also preserves the buyer's rights to privacy. The buyer–seller 

watermarking protocol [8] is a three-party protocol among a service provider 

(seller), a customer (buyer) and a trusted watermark certificate author i ty (WCA).  

A (BSWP) [9], [10] is expected to solve the following problems: 

  Certif icat ion authority obligation- The problem is to provide a digital 

certificate for both purchaser and vendor. A vendor may fabricate piracy 

to frame the purchase r. 

  Copy detect ion problem- Pirated copy of content or data must be 

detectab le and traceable back to the owner of the origina l  copy. 
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  Customer’s rights problem - This problem indicates that after legally 

purchasing the digital content still the seller attempt to frame an innocent 

buyer, because the seller may make and distributed a copy of digital 

content which the buyer has purchased.  

  Piracy tracing - The protocol should be able to trace the pirated copy 

when it found. The seller should be able to trace and identify the 

copyright viola to r.  

  The unbinding - Unable to bind a watermark for a particular digital 

content or transaction. The seller may distribute pirated by transplanting 

the buyer’s watermark into other contents.  

  Anonymity - The purchaser should be anonymous during transactions. The 

identity of the buyer should not be exposed until he is adjudicated to be 

guilty. 

  Non-repudiat ion- The seller may not acknowledge the payment receipt 

and/or the innocent buyer may disagree with the receipt.  

The whole process of buyer, the selle r watermark ing protocol is given below.  

1.  Request ing for a valid watermark to the WCA 

2.  Returning the genera ted watermark back to the buyer  

3.  Sending out the purchase order to the selle r  

4.  Making the delive ry back to the buyer 

 

 
  

Figure 1.2.1 Interact ions among the buyer, the seller, and the wate rmark  

cert if icat ion authority [ 10]  
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A (BSWP) consists four main sub-protocols, i.e. Watermark generation protocol, 

Watermark insertion protocol, Copyright violator identification protocol and 

Dispute resolut ion protocol as presented in Figure 1.2.2. 

  

 

Figure 1.2.2 Four sub-protocols that  comprise the buyer-selle r watermark ing 

protocol (BSWP) [ 10]  

 

A. Watermark Generation Protocol  

In this protocol, purchaser sends a digital certificate of his individuality and his 

public key to the trusted third party and requests a valid watermark.  

 

B. Watermark Insert ion Protocol  

This is a two-party protocol between seller and buyer in which buyer sends to 

seller the encrypted watermark along with the signature sign of the watermarked 

certification authority. Seller verifies signatures in order to be assured that  is 

indeed a valid watermark generated by watermarked certification authority. The 

watermark insertion protocol uses digital watermark embedding algorithm for 

inser t ing the watermark into the digita l content.  
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C. Copyright  Violator Identificat ion Protocol  

On discovering, an unauthorized copy of seller can determine the buyer from 

whom this copy has originated by detecting the unique watermark that seller 

inserted for each buyer. This is done by means of a watermark extraction 

func tion which is depending on the watermark ing technique. 

 

D. Dispute Resolution Protocol  

In case in which purchaser denies that unauthorized copy has originated from his 

version of the image, then the seller can reveal and sign to the judge. The judge 

first verifies signatures. He would then ask the buyer for his private key which 

he can compute and check for the presence of a watermark in unautho r ized copy.  

 

1.3  Attacks on Buyer-Seller Watermarking Protocol 

In this section, author has discussed various types of attacks, which are found in 

various algorithms. Attacks are divided mainly into three parts: attack on 

buyer’s security; attack on seller’s security; and in last the attack upon the 

watermark. Generally, a watermarked cover may be altered either intentionally 

or unintentionally, so the watermarking system should still be able to detect and 

extract the watermark.  

 

1.4 Problem Identification 

In this thesis, the author has focused on the design of robust and secure 

watermarking techniques for piracy tracing and copyright protection of 

multimedia content. In this research work, the author has focused on the 

following problems 

1.  In the literature survey of BSWP author has found that the existing buyer-

seller watermarking protocol are still not full filling the actual 

requirements of the user i.e. how to provide full freedom to the customers.  
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2.  Some protocols are very good in comparison to others and some are the 

extended or modified versions of the other protocol.  

3.  So one need to discover more efficient and robust buyer-seller 

watermarking protocol, which takes less computational time and increase 

security, robustness, effic iency and flexib i l ity.  

4.  The cryptosystem and digital watermarking scheme used by traditional 

(BSWP) are not much effic ient.  

5.  For embedding and extracting the watermark the traditional buyer-seller 

watermark ing protocol does not use the robust watermark ing scheme.  

6.  The time taken by watermark insertion protocol and generation protocol 

can be reduces. 

7.  The security of this buyer-seller watermarking protocol lies on the 

security and robustness of the encryption standard and group signature 

techniques to improve the effic iency of the protocol.  

 
1.5 Performance Evaluation  

The standard simplified digital watermarking problem is to find a reasonably 

good estimate quality of watermark without losing much information. One of the 

common and simplest performance metric is the mean square error (MSE), 

defined as 

    ∑   
   ∑  

(|         |)   
 
 

   

 
                             (1.4.1) 

Where x is width of the image and y is height and x*y is the no. of pixe ls . 

Most digital watermarking schemes uses the peak signal- to-noise ratio (PSNR) 

as a performance metric, which is defined in decibels (dB) for 8 -bit grayscale 

images as 

           
     

 

   
                                  (1.4.2) 

A higher value of PSNR normally reflects the better performance of a digital 

image quality. 
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To check quality of the watermark, which is inserted into the digital content, 

author has used normalized correlat ion coeffic ient as follows.  

   
∑   
   

∑         
 
   

∑   
   

∑     
 

 

 
   

                                        (1.4.3) 

The MSE, PSNR, and NC are appealing performance metrics because these are 

easy to calculate and have clear physical meanings, which are also 

mathematica l ly convenient in the context of optimiza t ion.  

The performance metrics MSE, PSNR, and NC defined in Eqs. (1.4.1), (1.4.2) 

and (1.4.3), respectively, have been used for evaluation and comparison of the 

performances of proposed digita l watermark ing methods with exist ing methods. 

1.6 Objectives of Thesis  

Multimedia technology is buyer-seller watermarking protocol which plays 

important role in digital content distribution because it supports copyright 

information (such as the owner's identity, transaction dates, and serial numbers) 

for embedded as unperceivable signals into digital contents.  Author purposed a 

modified buyer-seller watermarking protocol which is secure and efficient which 

gives more secur ity from the previous proposed protocol.  

Objective of this thesis are 

 To propose a robust and efficient watermarking embedding and extraction 

scheme based on discrete wavelet transform to improve the robustness and 

impercep tib i l ity of the watermark.  

 To propose a lightweight watermarking embedding and extraction scheme 

as an improved variation of the above scheme which makes use of 

principle component analysis with wavelets together for  further 

increas ing the robustness of the watermark .  

 To propose a cryptosystem with digital watermarking scheme which uses 

id-based public key cryptography for providing more security to the buyer 

and seller. In this, author also makes use of a tamper resistance device to 

reduce the overhead on WCA as TTP.  
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 To propose a scheme in which time-stamp can be used by TTP to keep 

accountability of digital signature based on composite signal 

representation to provide a secure communication between buyer and 

selle r. 

 To propose an approach for supporting multi- transaction and dispute 

resolut ion and also avoid double watermark insert ion.   

 To propose such a digital watermarking scheme that has the ability to 

overcome the problems which were existing in previously published 

protocol and increase the efficiency as well as security between buyer and 

selle r. 

Author has designed a digital watermarking protocol with cryptographic 

technique to obtain several objectives and identified number of problems in 

exist ing buyer-se lle r watermark ing protocol and their solut ions are proposed.  

 
The contr ibutions towards this research work are published as follows: 
 
  A. Kumar, S.P. Ghrera, and V. Tyagi, Survey of Buyer-Seller Watermarking 

Protocol, International Journal of  Technology & Management, volume VI 

September 2013. 

  A. Kumar, S.P. Ghrera, and V. Tyagi, Implementation of Wavelet Based 

Modified Buyer-Seller Watermarking Protocol, WSEAS Transactions on 

Signa l Processing, Volume 10, April 2014, pp. 212-220. 

  A. Kumar, S.P. Ghrera, and V. Tyagi,  A  Comparison  of  Buyer-Seller  

Watermarking  Protocol  (BSWP)  Based  on  Discrete  Cosine  Transform 

(DCT)  and  Discrete  Wavelet  Transform  (DWT), Emerging  ICT  for  

Bridging the Future-Proceedings of the 49th Annual Convention of the 

Computer Society of India (CSI) Vol. 1, Springer International Publishing, 

2015.  

  A. Kumar, S.P. Ghrera, and V. Tyagi, Modified Buyer-Seller Watermarking 

Protocol based on Discrete Wavelet Transform and Principal Component 
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Analysis, Indian Journal of Science and Technology, Vol. 8, no. 35, 

December 2015. 

  A. Kumar, S.P. Ghrera, and V. Tyagi,  A new and efficient buyer-seller digital 

watermarking protocol using Identity based technique for copyright 

protection, International Conference on Image Information Processing (ICIIP 

-2015) proceedings IEEE Computer Society Press in IEEE Explore, pp. 531 -

535, 21-24 Dec 2015. 

  A. Kumar, S.P. Ghrera, and V. Tyagi, An ID-based Secure and Flexible 

Buyer-seller Watermarking Protocol for Copyright Protection, Science & 

Technology, Pertanika J. Sci. & Technol. Vol. 25, no. 1, pp. 57 – 76, January 

2017. 

 

1.7 Outline of Thesis  

In this dissertation, the possible solution to protecting illegal reproduction of 

digital content have been produced. The thesis has been organized into eight 

chapters. Each chapter gives distinc t concept.  

 

In CHAPTER 1, the author has given the introductory part of the thesis. Review and 

background has been expla ined in CHAPTER 2.  

In CHAPTER 3, author has presented a robust and efficient watermarking 

embedding and extraction scheme based on discrete wavelet transform to 

improve the robustness and impercep tib i li ty of the watermark .  

 

In CHAPTER 4, author has presented a lightweight watermarking embedding and 

extraction scheme as an improved variation of the above scheme which makes 

use of principle component analysis with wavelets together for further increasing 

the robustness of the watermark.  
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CHAPTER 5 represents a comparison of buyer-seller watermarking protocol (BSWP) 

based on discrete cosine transform (DCT) and discrete wavelet transform 

(DWT). 

 

In CHAPTER 6, author presents a cryptosystem with digital watermarking scheme 

which uses id-based public key cryptography for providing more security to the 

buyer and seller. He proposed an ID-based secure and flexible buyer-seller 

watermark ing protocol for copyright protect ion. 

 

In CHAPTER 7, author has presented a scheme in which time-stamp can be used by 

TTP to keep accountability of digital signature based on composite signal 

representation to provide a secure communication between buyer and seller. He 

proposed a lightweight buyer-seller watermarking protocol based on composite 

signal representation and time-stamping based techniques for multimedia data 

distr ibution. 

In CHAPTER 8, the author has given conclusions of all chapters and also presents 

the future scope of the research work. References and list of publications are 

given after CHAPTER 8. 
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CHAPTER # 2 

REVIEW AND BACKGROUND 
 

2.1 INTRODUCTION 

A Buyer-Se lle r Watermark ing P ro toco l [12 ] is a p ro toco l that inco rpo rates  

techniques o f d ig ita l wa termark ing and fingerp r int ing to protec t  the r ights o f 

both the cus tomer i. e. buyer and the content p rovide r i.e . se lle r . Buyer -S e lle r  

wa termark ing pro toco l (BSWP) is  fundamenta lly app lied  to  continue  the d igita l  

r ights  o f bo th the  purchase r and  vendor  and it  use d igita l wa te rmark ing scheme  

with c ryptography techniques in soc ie ty to p ro tect pr ivacy r ights and d igita l  

copyr ights  for  the purchase r and  the se l le r  dur ing the transmit ta l o f d igita l  

contents over the cyberspace.  

In his tory,  the re  a re  many wa te rmark ing pro toco ls  have  been proposed [13] . The  

very f irs t pro toco l was  introduced  by Memon e t a l.  [10 ],  and it  was  improved  by 

Ju e t  a l.  [14 ].  From then many a lte rnat ive  p ro toco ls  have been p roposed  in [11 ],  

[14, 15]. 

However,  d isc re te  wave le t t ransfo rm [16 ] are used more frequently in d igita l  

image watermark ing [17, 18, 19]. 

2.2 OVERVIEW OF DIGITAL WATERMARKING 

The rap id growth o f mult imed ia  content over inte rne t demands e ffec t ive  

technique for secure and effic ien t access to information.  

2.3 TYPES OF DIGITAL WATERMARKING SYSTEMS 

There a re severa l types o f robus t copyr ight  mark ing sys tems. They a re de fin ed  

by their inputs and outputs.  

2.3.1 Public wate rmark ing :  This  scheme  is a lso  known as b lind wa termark ing.  

In this scheme , the de tect ion p rocess is fu l ly known to anyone as opposed to  

pr iva te wa te rmark ing where a sec re t key is  required. Indeed such  sys tems  

really extract  n  bits  of  info rmation (the  mark)  from  the  marked  image.  
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2.3.2 Asymme tric key wate rmark ing: Asymmetr ic wa te rmark ing is  a  technique  

where d if fe re nt  keys  a re used fo r embedd ing and de tec t ing the  wa te rmark.  It  

should  have  the  p roper ty tha t any use r can read the mark , without be ing ab le to  

remove it. 

2.3. 3 Symme tric key wate rmarking :  In symmetr ic  wa te rmark ing (o r  symmetr ic  

key wate rmark ing) , the same  keys a re used fo r embedd ing and  de tec t ing  

watermarks.   

2.3.4 B lind wate rmark ing : In blind wa termark ing scheme, one can pe rfo rm 

ver if icat ion o f the wate rmark without  use o f the or ig ina l image . O ther  

techniques rely on the origina l to detect the watermark.  

2.4 TYPES OF DIGITAL WATERMARKS 

The d if fe rent  autho rs  use  d iffe rent meanings  fo r the word  wa te rmark  it  is  mos tly  

agreed tha t the wa te rmark is  one, which is  impercep tib ly added to  the  cover  

objec t in o rder  to convey the  hidden da ta. The  p rocess o f embedd ing in f o rmation 

into  ano ther  objec t  is  ca lled  d ig ita l wa te rmark ing [20 ].  There  a re  d if fe rent  types  

of watermarks such as: 

2.4.1 Vis ible  wate rmarks : The v is ib le wa te rmarks a re des igned in such a way 

to be easily identified by the viewer, and clearly identified  by the owner.  

2.4.2  Invis ible  wate rmarks:  Invis ib le  wa te rmarks a re des igned to  be  

impercep tib le . Th is  type o f watermark is  no t  vis ib le  in the  wate rmark  image  

without degrada tion o f image o r da ta.  Inv is ib le  wa te rmark may be any logo or  

any signa ture.  

2.4.3 Frag ile  wate rmarks: The fragile  wa te rmarks a re des igned to res is t some  

distort ion, or to be broken, under the slightes t changes to the image.  

2.4.4 R obust  wate rmarks : These are the  wa te rmarks, which survive  any 

reasonab le p rocess ing in f l ic ted on the  o r ig ina l ob jec t. These wa te rmarks  a re  
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embedded  [21 ] in such a way tha t any s igna l transformation o f reasonab le  

strength cannot remove the watermark .  

2.5 CHARACTERISTICS OF WATERMARK 

In this  sec t ion, va r ious cha rac te r is t ic s o f  watermark a re d iscussed one by one.  

These  charac ter is t ic s  a re  ve ry important  a  wa te rmark  should  ho ld  these  

characte r is t ic s.  

  Unambiguous :  

The extrac t ion o f the wa te rmark should  unambiguous ly identify by the  

owner and the  accuracy o f identif ica t ion should  degrade  gradua lly in the  

face of attacks.  

  Imperceptible :  

Impercep tib i lity means the d if fe rence be tween the wate rmarked image and  

the or igina l image should not no ticeab le by human eyes o r the human vis ion 

system. 

  Robustness:  

The  ab il ity o f watermark to  survive  under no rmal image  p rocess ing o f 

d igita l content. The  embedded wa termark should  survive a fter  a number o f 

common image  p rocess ing opera t ions such as  cropp ing,  sca l ing and  lossy 

compress ion. 

  Loss less :  

It  should  imp ly no  lo ss  o f re levant  in fo rmation while  an a t tack is  tak ing  

place. 

2.6 APPLICATION OF DIGITAL WATERMARKING 

In this  sec t ion,  var ious  app licat ion o f d ig ita l wa te rmark ing a re  d iscussed  one  by 

one.  These app licat ions  [22 ] are very important  a  wa te rmark ing sys tem should  

give  these app lica t ions,  Owner Identif icat ion, C opy P ro tect ion, Broadcast  

Monito r ing,  Med ica l app lica t ions,  F ingerp r int ing, Da ta Authentica t ion,  Video  

Watermark ing, Audio Watermark ing, and Data Hiding. 
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2.7 PAPER REVIEWED 

Authors have reviewed var ious re search papers re la ted to buyer-se lle r  

wa termark ing p ro toco l. He has a lso d iscussed the pros & cones o f the ex is t ing  

watermark ing protocol.  

2.7.1 L. Q iao,  and K.  Nahrs ted t , Wate rmark ing S chemes  and  P ro toco ls  for  

Pro tec t ing Rightfu l O wnership  and C us tomer’s  Rights , Journa l o f Visua l  

Communica t ion and Image Rep resenta t ion,  vo l.  9,  no. 3, pp.  194 –210,  

1998. 

Conc lus ion: In this  paper, L Q iao  and K N ahrs ted lt  [23 ] have p roposed  

wa termark ing schemes and p ro toco ls  fo r protec t ing r ightfu l ownership  and  

cus tomer 's  r ight  in 1998 . In this  paper  the  autho rs have identif ied  the  trad it iona l  

wa termark ing prob lem i. e. ma inly two prob lems firs t  one is  the  reso lut ion o f 

r ight fu l ownersh ip prob lem and the second is  a customer’s r ight  p rob lem.  In this  

paper  autho rs  have given the so lut ion o f the  identif ied prob lem.  They have  

proposed  a  nove l wa termark ing approach for  the  r ight fu l ownership  p rob lem and  

cus tomer’s r ight prob lem for tha t they have used wa termark genera t ion 

a lgo r ithm, us ing an encryp tion func tion in the cons truc t ion o f the wa te rmark, as  

we ll a s a  wa te rmark ing inser t ion a lgo r ithm.  They have  d iscussed  technique  in  

which a  cus tomer  (or  buyer) fo rwards  encryp ted ve rs ion o f a predefined  b it -

sequence to the owner (or selle r) .  

2.7.2 N . D.  Memon, a nd P . W.  Wong,  A Buyer-S e lle r  Wate rmark ing P ro toco l.  

IEEE Transac t ions on Image Process ing,  vo l.  10 ,  no . 4,  pp .  643 –649,  

2001. 

Conc lus ion: In this  paper,  Memon et  a l.  [10]  p roposed  the f irs t  known buyer-

se l le r watermark ing p ro toco l in 2001 . They have  p rese nted  an inte rac t ive  buyer–

se l le r p ro toco l fo r inv is ib le wa termark ing in wh ich the se l le r does not ge t to  

know the  exac t  wa termarked  copy that  the buyer  rece ives.  Hence the  se lle r  

canno t crea te  cop ies o f the  o r igina l content conta in ing the  buyer’s  wa te rmark .   

The autho rs have  used fo r protoco ls i. e. watermark generat ion p ro toco l,  
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watermark  inser t ion p ro toco l, copyr ight v io la to r identif ica t ion p ro toco l and  

d ispute reso lut ion pro toco l. The p ro toco l was quite s imp le and  was used  by 

var ious  watermark ing techn iques.  Memon’s  p ro toco l has  a  weakness  in tha t  the  

selle r can frame a buyer with a higher- va lue image. 

2.7.3 H.S.  Ju,  H. J.  K im,  D.H. Lee , and J. I.  Lim,  An Anonymous  Buyer -S e lle r  

Wate rmark ing P ro toco l with  Anonymity Contro l,  P roc . ICISC, LNCS  

2587, pp. 421-432, 2002. 

Conc lus ion: Ju e t a l. proposed  An Anonymous  Buyer-S e lle r  Wate rmark ing  

Pro toco l with Anonymity Contro l [15] in 2002. In this  paper,  the autho rs have  

identif ied the anonymity p rob lem.  They have  d iscussed tha t a  buyer can 

purchase d ig ita l content  anonymously but  the  anonymity can be contro l led. The  

main fea ture o f this  paper  is  to provide  anonymit y fo r bo th the  se lle r  and  the  

buyer.  The  p roposed  protoco l has  l imited  robus tness.  Author  used  two trus ted  

par t ie s wa te rmark ce r t if ica te author ity an d judge  for  re so lv ing the  anonymity  

problem. 

2.7.4  J.G. C ho i,  and  K.  S akura i,  Does  it  need trusted  third  par ty?  des ign o f  

buyer-se lle r  wa termark ing p ro toco l without  t rus ted  th ird pa rty,  In App lied  

Cryptography and Network Security, LNCS 2846, pp. 265 –279, 2003. 

Conc lus ion: In this  paper,  Jae- Gwi C ho i e t  a l.  [14 ] P roposed  des ign o f buyer-

se l le r wate rmark ing p ro toco l without  a  t rus ted third  par ty in 2003 . The  autho rs  

have identified the anonymity p rob lem.  In this  the autho rs have used two  

identit ie s  WC A and  a rb ite r  to  reso lve  the anonymity p rob lem.  Th is  scheme  must  

assume  the  exis tence  o f t rusted  th ird par ty i. e. wa te rmark ce r t if ica te  author ity  

(WCA). They compare their protocol with Ju et al.   

2.7.5 C.- L. Le i, P .- L. Yu, P.- L. Tsa i, and M.- H. C han,  An Eff ic ient  Anonymous  

Buyer-Se lle r Wate rmark ing Protoco l, IEEE Transac t ions on Image  

Processing, vol. 13, no. 12, pp. 1618– 1626, 2004. 
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Conc lus ion: In this  paper, Le i e t a l. [11] proposed An Eff ic ient  and Anonymous  

Buyer-Se lle r Watermark ing P ro toco l in 2004 . In this  paper, they have inser ted a  

second  wa termark into  the cover image.  The second  wa te rmark  is  genera ted  by a  

watermark corticat ion author i ty (WCA) and sent to the buyer se cure ly.  

2.7.6 B.-M.  Go i, R. C.-W. P han, Y.  Yang, F . Bao,  R. H.  Deng, and M. U.  

S idd iq i,  Cryp tana lys is  o f Two Anonymous  Buyer-Se lle r  Wate rmark ing  

Pro toco ls and An Improvement for True Anonymity, In App lied  

Cryptography and Network Security, LNCS 2587, pp. 369–382, 2004. 

Conc lus ion: In this  paper , B.-M.Go i e t a l. [24 ] proposed a  Cryp tana lys is  o f two  

anonymous buyer-se lle r wa termark ing p ro toco l and an improvement for t rue  

anonymity in 2004 . In this  the  autho r ana lyzes  the  secur ity o f two recent  

anonymous  buyer se l le r  wa te rmark ing pro toco ls  p roposed  by Ju e t  a l.  and  C ho i 

et  e l.  respect ive ly and prove  tha t  they do no t provide  secur ity and fea tures as  

c la imed.  The commuta t ive  c ryp tosys tem used by C ho i e t a l.  fa i ls  to p revent  the  

wa termark  ce r t if icate  autho r ity (WC A) from d iscover ing the  wa te rmark.  In this  

paper  the author  enhanced  the  p revious  buyer-se l le r  schemes  with the  same  

computa t iona l complex ity.  This  paper  uses asymmetr ic  c ipher , Hence  the  cover  

image has to be separated and encrypted independently in the previous schemes .  

2.7.7 M.  K uribayashi,  and  H. Tanaka , F ingerpr int ing protoco l fo r images based  

on add it ive  homomorph ic  p roperty,  IEEE Transact ions  on Image  

Processing, vol. 14, no. 12, pp. 2129–2139, 2005. 

Conc lus ion: In this  paper, K uribayashi and Tanaka proposed fingerp r int ing  

pro toco l fo r  images  based  on add it ive  homomorphic  p roper ty [25]  in 2005 . In 

this  paper the author  p roposes  a  new fingerp r int ing p ro toco l app ly ing add it ive  

homomorphic  proper ty o f Okamoto–Uchiyama  encryp tion sc heme.  They study 

the p rob lem o f imp le mentat ion o f wa te rmark ing technique  and propose  a  

successfu l me thod to embed encryp ted  info rmation without knowing the  p la in  

va lue . The  pe rcep tua l qua lit ie s  o f the embedded image  survive aga ins t  seve ra l 

at tacks and  give  robustness . They use  anonymous  f ingerpr int ing tha t improves  
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the enc ipher ing ra te  with interac t ive  Zero -knowledge proo f.  However,  it  is  

computa t iona lly intens ive and bandwid th is not effic ient.  

2.7.8 J.  Zhang,  W. Kou, and K.  Fan,  Secure  Buyer-S e lle r  Wate rmark ing  

Pro toco l, IEEE P roceed ings  o f Info rmation Secur ity, vo l.  153, no .3, pp.  

15–18, 2006. 

Conc lus ion: In this  paper,  J . Zhang e t  a l.  [26 ] proposed a  secure  buyer –se lle r  

wa termark ing protoco l in 2006. In th is  paper no ass is tance o f a t rus ted third  

par ty (TTP) is  required, so tha t it avo id s the consp iracy prob lem, p iracy trac ing  

prob lem & cus tomer’s r ight  p rob lem. In this  paper autho rs have use reg is tra t ion 

pro toco l,  wa te rmark ing p ro toco l, identif ica t ion and a rb itra t ion p ro toco l fo r the  

proposed protoco l. There a re only two pa rt ic ipants, a se lle r and a buyer. The  

pro toco l can s imu ltaneous ly reso lve many p rob lems.  This  paper is  based  on the  

Le i e t  a l.  and in th is  no  third pa rty is  introduced,  the re fo re  the  p roposed  

pro toco l is  s imp le r  and more  secure than the ex is t ing wa te rmark ing p ro toco l.  

But the re  is a drawback  in the J.  Zhang p ro toco l i. e. the buyer’s ass is tance is  

required to resolve the piracy dispute. 

2.7.9 F. C . C hen, T. Ming, and S . Wei- Zhe, Buyer-S e lle r  Wate rmark ing  

Pro toco ls  with O ff- line  Trus ted  Par t ie s,  MUE ' 07.  Inte rna t iona l  

Conference  on Mult imed ia and  Ub iquitous  Engineer ing, pp.  1035 –1040,  

2007. 

Conc lus ion: In this  paper , C hun- I F an e t a l.  [27 ] p roposed a buyer-se lle r  

wa termark ing pro toco l with o ff- line  t rus ted par t ie s  in 2007.  In this  paper  a  

tamper- res is tant  WC A device  is  required  to produce  the necessary wate rmarks  

and  s igna tures.  The  p roposed  p ro toco l can guarantee  the  anonymity o f the  

buyers as  we ll.  In this  paper , the  autho rs  have proposed a  robus t wa te rmark ing  

scheme to  p ro tect  the ownership s o f d igita l contents. The scheme  can withs tand  

a ll o f the known at tacks  and prob lems.  The  pe rformance o f the  p ro toco l can be  

furthe r improved . 
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2.7. 10  I . M. Ib rah im,  S . H. N . El-Din, and  A. F. A.  Hegazy, An e ffect ive  and  

secure buyer-se lle r  wa te rmark ing p ro toco l, In Third Inte rna t iona l  

S ymposium on Info rmation Assurance and Secur ity,  IAS 2007, pp. 21 –28,  

Aug. 2007. 

Conc lus ion: In th is  paper , I.  M.  Ib rahim,  S . H .  N.  El- Din and  A.  F . A. Hegazy 

proposed  an e ffect ive and  secure buyer- se l le r wa termark ing protoco l [28 ] in  

2007 . They proposed an e ffec t ive  and  secure  buyer -se l le r  wa te rmark ing protoco l 

that encapsula tes flex ib le and ye t convenient so lut ion to a ll o f the previous ly  

mentioned p rob lems. In this  paper a nove l idea o f genera t ing buyer' s dua l 

s igna ture o f bo th the purchase orde r and  the  buyer’s assoc ia ted  unique  

watermark . Autho r s use two sub-p ro toco ls (wa termark genera t ion/ins e r t ion 

pro toco l and d ispute re so lut ion pro toco l) . The secur ity o f the p roposed protoco l 

is  based  on the secur ity o f the  pub lic  key infras truc ture  (PK I) . Autho r s  use  the  

trus ted ce rt i f icat ion autho r ity (TC A) which is  cons ide red the only trus t anchor  

between the buyer and the seller .  

2.7.11 S . Ka tzenbe isse r, A. Lemma, M. U. C e lik , M. van de r Veen, and M.  

Maas,  A buyer-se lle r  wa te rmark ing p ro toco l based on secure embed -d ing,  

IEEE Trans. Inf.  Fo rens ics  Secur ity,  vo l.  3,  no. 4,  pp . 783 –786 , Dec.  

2008. 

Conc lus ion: In this paper , S te fan K a tzenbe isse r, e t a l.  [29] p roposed A Buyer–

Se lle r Wate rmark ing Pro toco l Based on Secure Embedd ing on 2008. Author  

shows tha t the exis t ing func tiona lity o f the buyer se lle r wa te rmark ing protoco l 

can be  ach ieved e ff ic ient ly us ing recently p roposed  secure wa te rmark  

embedding algor i thms.  

2.7.12  Y.  Hu,  and  J.  Zhang,  A secure  and  e ff ic ient  buyer -se lle r  wa te rmark ing  

protocol, Journa l of Mult imed ia, vol.3, no.4, pp.161-168, 2009. 

Conc lus ion: Yup ing Hu, and Jun Zhang [30 ] p roposed A S ecure and Eff ic ient  

Buyer-Se lle r  Watermark ing P ro toco l in 2009.  In this  paper , the  autho rs  use  

memory le ss wa te rmark ce r t if ica t ion author ity (WC A) tha t can o ffe r a number o f 
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watermarks  for  a  buyer  s imu ltaneous ly,  avo id ing itse lf be ing invo lved  in each 

d igita l t ransact ion opera ted  be tween the  buyer  and  the  se l le r.  In this  autho r s  use  

the three sub-p ro toco ls tha t comprise the proposed p ro toco l the wa te rmark  

generat ion protoco l,  the  transac t ion p ro toco l,  and the identif icat ion and  

arb itra t ion pro toco l. But Anonymity can be revoked if the a rb itra to r ad jud icates  

him to be guilty. 

2.7.13 A. K umar, M. D. Ansa r i, J . Ali,  K. K umar, A N ew Buyer -S e lle r  

Wate rmark ing P ro toco l with Disc re te  Cos ine Transfo rm,  in CNC CC IS  

142, pp. 468–471, 2011 © Springer- Verlag Berlin Heide lberg 2011.  

Conc lus ion: In th is  paper,  K umar, Ashwani e t  a l.  [31 ]  p roposed  a  new buyer-

se l le r wa termark ing protoco l with the  d iscre te cos ine  transfo rm in 2011.  In this  

autho r use pub lic  key infras truc ture (PK I) , arb itra to r  and wa te rmark ing  

ce rt i f ica te author ity (WC A) fo r  be t te r  secur ity.  The  autho rs  have used  a  d isc re te  

cos ine  transform to produce the wa te rmarks. The protoco l is  secure and flex ib le  

and  gives more secur ity from p revious  wa te rmark ing p ro toco ls  to bo th buyer and  

selle r. 

2.7.14 A. K umar, V. Tyagi, M. D. Ansar i, and K . K umar, A P ract ica l Buyer -

Se lle r Wate rmark ing P ro toco l based on Disc re te Wave le t Transfo rm,  

Internat iona l Journa l of Computer Applicat ions , pp. 46 -51, 2011. 

Conc lus ion: In this  paper,  K umar,  Ashwani e t  a l.  [32]  p roposed  a  prac t ica l 

buyer-se lle r  wa termark ing protoco l based  on d iscre te  wave le t t rans fo rm in 2011.  

In this  paper  autho rs  p ropose a  p ract ica l buyer - se l le r wa termark ing protoco l 

based on d iscre te wave le t transform (DWT) wh ich is secure , e ffec t ive , flex ib le  

and gives more robustness.  

2.7.15 A. Ria l,  J . Ba lasch,  and B.  P renee l,  A p r ivacy-p rese rving buyer  se lle r  

wa termark ing protoco l based on p r iced ob liv ious transfe r, IEEE 

Transac t ions on Information Forensics and Security, pp. 202 –212, 2011. 
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Conc lus ion: In this  paper,  [7 ] Alfredo Ria l,  e t a l.  p roposed  A Pr ivacy-

Prese rving Buyer-S e lle r  Wate rmark ing Pro toco l Based  on Pr iced  Ob liv ious  

Transfe r in 2011 . In the p r ivacy-p reserving buyer-se lle r wa te rmark ing protoco l 

a llows copyright pro tec t ion and in which buyers purchase from se lle rs without  

the selle r learning the items they buy.  

To  so lve  this  customer’s  r ight  prob lem,  the  concep t  o f Buyer -S e lle r  

Wate rmark ing P ro toco l accommoda ting the  r ights  o f bo th the buyer  and  the  

se l le r was  introduced . However , a ll exis t ing so lut ions  that  successfu l ly so lve  

this  prob lem re ly on the  trus tworthiness o f Wate rmark  Cer t if ica t ion Author ity  

(WC A) as  a pa r ty genera t ing the  wa te rmark  used  in eve ry transac t ion.  S ince  

buyer-se lle r  watermark ing p ro toco l was,  in the  firs t  p lace,  introduced  to  

e limina te the assumption on se l le r’s  hones ty,  a  requ irement o f a new t rus ted  

third party is not desirab le .  

2.8 Conclusion  

In this  way, the authors have  exp la ined about the buyer-se lle r wa te rmark ing  

pro toco l and the va r ious p rob lems, which is expec ted to be so lved b y the buyer-

se l le r wate rmark ing p ro toco l.  F ur ther , the  autho rs  have  given a  b r ie f desc r ip t ion 

o f ear l ie r  p roposed  so lut ion fo r  buyer-se lle r  wa termark ing p ro toco l but  s t i ll  

some improvement a re needed like the watermark which a re  inse rted into  the  

d igita l content  is  no t  a s much robus t as  it  should  be  and  the visua l qua lity o f the  

watermark image is also need to be improved.  

Hence, autho rs have p roposed some  robus t me thods fo r embedd ing and  

extrac t ing the wate rmark. Afte r an adequa te  lite rature review, autho rs have  

identif ied three p rob lems out o f these three pr ob lems f irs t two p rob lems a re  

focus ing on managing the  wa te rmark.   Third  p rob lem is  concerned with how to  

provide secure  communica t ion between buyer and se l le r ; fo r that  autho r have  

proposed  identity-based ( ID)  pub lic  key cryp tography and worked  on the  

cryptosys tem.  
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The author  p resents so lut ion aga ins t  these p rob lems ind ica ted  above.  The  firs t  

two p rob lems a re so lved in chapter 3 and 5 in chap te r 5 the th ird prob lem is  

so lved.  He  has  ma inly focused on managing the  wa te rmark  means authors  have  

worked upon how to make wa te rmark more robus t  and how the pe rcep tua l 

quality of the watermark image can be improved.  
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CHAPTER # 3 

IMPLEMENTATION OF WAVELET-BASED MODIFIED BUYER-SELLER 

WATERMARKING PROTOCOL (BSWP) 
 

3.1 Introduction 

The main cha racter is t ic s  o f wave le t are wave le ts' exce llent  spat ia l loca liza t ion 

and  mu lt i- reso lut ion.  Wave le t-based  wa termark ing is  a promis ing techno logy fo r  

embedd ing the  in fo rmation as  an unperce ivab le  s igna l into  the  d ig ita l contents.  

Wave le t based  mod if ied  buyer-se lle r  wa termark ing p ro toco ls  [33 ] integra te  

mu lt imed ia , watermark ing techn iques,  finge rp r int ing a nd  c ryp tography fo r  

copyright protec t ion, p iracy trac ing, and p r ivacy protec t ion o f th e d igita l  

content .  In this  chap te r  autho r  has  imp le mented  the  wave le t-based  mod if ied  

buyer-se lle r  wa te rmark ing protoco l.  The  protoco l focuses on managing the  

wa termark . A b ina ry wa termarked  image  that  is  a  logo is  embedded  in ce r ta in  

se lected sub-bands  o f a  3- leve l DWT transfo rmed  o f the  o r ig ina l image.  Then,  

the DWT sub-band is  computed  and  the  sequences  o f the wa te rmark  b its  a re  

embedded  in the coe ff ic ients o f the  high frequency sub-bands . The qua lity o f the  

wa termark ed  image  genera ted  with wave le t-based  method  is  be tter ,  us ing the  

same wa termark s trength. To check the impercep tib il ity and robus tness o f the  

wa termarked  image , PSN R and  NCC parameters  a re  used . F ur the rmore ,  the  

a lgo r ithm is  robus t  aga ins t  the va r ious at tacks such as  JP EG Compress ion,  

Rotation, Gauss ian Noise, Median Filte r and Salt & Pepper Noise.   

 

The wave le t-based mod if ied buyer-se lle r wa termark ing p ro toco l is one that  

combines encryp tion, d ig ita l wa te rmark ing, and  o ther  techn iques to  ensure  

r ights  p ro tect ion fo r both the buyer and the se l le r in e -commerce. Th is protoco l 

invo lves  three  steps.  F irs t,  a  se l le r embeds  a  watermark [32]  that  identif ie s  the  

buyer into  a d igita l p roduc t, such as a d ig ita l image.  S econd , when a  p ira ted  

copy is  found  by the  unautho r ized pe rson the  se l le r  wil l de tec t  the  wa termark o f 
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the p ira ted  copy.  At la s t, once the wa te rmark o f a spec if ic  buyer is identif ied,  

the se l le r wil l take the case to a cour t . Digita l watermark ing can be app lied in  

the spa t ia l and  transfo rm domains  to achieve  robus tness and imperceptib i l ity.  

Spa tia l domain techniques  a re  eas ie r  to  imp lement, but  lack in robus tness,  while  

transforming domain techn iques  embed the watermark in the host’s t ransfo rm 

domain,  are more  sophis t ica ted ,  robus t and  ge t t ing popula r ity when compared  to  

spa t ia l domain techniques [34] . The deve lopment o f spa t ia l domain techn iques  

due to the ir weakness in robus tness is genera lly no t chosen by the re searcher  

and the frequency domain a lgo r ithm [35 ] based on d isc re te cos ine transfo rm 

(DC T) o r  d isc re te  wave le t  t ransfo rm (DWT) is  the focus o f re search.  There  a re  

requ irements and  cons tra ints  in des ign ing e ffec t ive  wa te rmark ing a lgo r ithms the  

three fundamenta l areas are.  

 
Dig ita l wa termark ing [36]  is a p romis ing techno logy emp loyed by var ious  

d igita l r ights  management (DRM) sys tems to  achieve  d ig ita l r ights.  Wave le t-

based wate rmark ing techn iques a re ga in ing more popula r ity because  DWT has a  

number o f advantages over o the r t ransfo rm such as it  conta in s  p rogress ive low 

b it- rate t ransmiss ion and qua lity sca lab il ity cha rac te r is t ic s.  A buyer -se lle r  

watermark ing protocol is expected to solve the problems in [31, 9, 10]. 

3.2 Discrete Wavelet Transform 

Discre te wave le t t ransfo rms (DWT) [32 ] is a s igna l ana lyt ic  theory tha t can 

loca l ize  the s igna l in spa t io tempora l. Th is theo ry has a lready been wide ly used.  

The bas ic  idea o f app ly ing DWT to the image process ing is  tha t by us ing  

d isc re te  wave le t t ransfo rm, the hos t image can be decomposed  into lower  

frequency sub-band and higher frequency sub-band. Espec ia l ly, h igher  

frequency components  o f the images have the se l f s imila r ity be tween each 

frequency component, ho r izonta lly, ver t ica lly and d iagona lly. It conta ins  

progress ive low b it- ra te transmiss ion and qua lity sca lab il i ty cha rac ter is t ic s . The  

wave le t-based mod ified buyer se l le r wa te rmark ing p ro toco l to use the robu st  

wa termark techn ique. Wave le ts are obta ined from a s igna l p ro to type wave le t  
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y(t)  ca lled mo ther  wave le t by d i la t ions and  shift ing.  Equa tion ( 3.2 .1 ) shows the  

genera l form of a discrete wavele t transform.  
 

(3.2.1) 
 
 
Where a is scaling paramete r and b is shift ing parameter .  
 
The 1 D discrete wavele t transfo rm is given by the equation no. (3.2.2). 
 
          ∫          

 

  
            (3.2.2) 

    
The inverse 1D discrete wavele t transform is given by the equation no. (3.2.3). 

      
 

 
∫  

 

 
∫              

 

  
     

  

   
      (3.2.3) 

Where 

   ∫  
 

  

 |  |    
 

 

 
  

3.2.1 Wave le t decomposit ion 
 
After  3- leve l wave le t t ransfo rms decomposit ion [32 ] the o r ig ina l image  is  

decomposed into 10 sub-bands with d if fe rent re so lut ion and d irec t ions a s shown 

in F igure 3 .2. 1. These sub-bands inc lude one low frequency sub band labe led as  

LL3 and  nine  inte rmed ia te high frequency sub -bands labe led as  LH1-3 , HL1-3  

and  HH1-3.  LL3  is  se lec ted  in this  a lgo r ithm as  locat ing re fe rence  sub -band  and  

LH2, HL2, HH2, LH3, HL3 and HH3 as watermark ing embedding sub -bands . 
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Figure 3.2.1 Sub-band Distribution 

 

3.2.2 Determination of watermark ing locations  

Watermark ing loca t ing is  a cr it ica l techn ique [32]  o f b lind  watermark ing.  To  

accura te ly de tec t watermark ing, the loca t ion o f embedd ing po int  mus t be s tab le.  

It  is  required  that  the  fea ture  po ints  should  have  fea tures  p reventing aga ins t  

no ise  image  p rocess ing and  geometr ic  d is to r t ion. In Wave le t  wa te rmark ing, Xia  

et a l. [37]  firs t ly proposed that  s ignif icant la rge inte rmed ia te frequency 

coeffic ients could  be  chosen as embedd ing ca rr ie r  and  the  locat ions  o f these  

coe ffic ients were  locat ions  where  wa te rmark ing were loca ted  a t  the  t ime  o f 

embedd ing and indexed a t the t ime o f extrac t ion. Watermark ing can be loca ted  

by means o f reco rd ing the watermark ing loca t ions when embedd ing.  This  

me thod makes high accuracy o f wa termark ing loca t ing and prevents  

wa termark ing aga ins t  no ise  and  image  compress ion and  p rocess ing which a re  

spec ia l ly used to  a t tack d igita l wa te rmark ing. However , this  k ind  o f a lgo r ithm 

needs la rge  amount o f memory. I t is  apparently impract ica l because  each image  

requ ires spec ia l memory to reco rd the loca t ions o f wa te rmark ing. Us ing a sec ret  

key and a spec ia l a lgo r ithm to crea te  wa termark ing embedd ing loca t ions  is  an 

e ffect ive me thod. This  k ind o f me thod can avo id too many memory spend ing.  
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Watermark ing loca tes  comple te ly mee t the  requirements  o f in f lexib i l ity.  

Proposed spa t ia l coord ina tes re la t ionsh ip be tween loca t ing re fe rence sub -band  

(LL3) and embedd ing sub-bands (LH1-3, HL1-3, HH1-3 ) is  shown in F igure  

3.2.2. 

 

 

Figure 3.2.2 Spatial coordinates relat ionship between LL3 and embedding sub -
bands. 

3.3 Related Work 

The poss ib le so lut ion fo r e-d is tr ibution o f d igita l r ights is based  on a unique  

wa termark fo r a t ransac t ion be tween se l le r and buyer. S ince its incep tion in  

many va r iants  have  been proposed.  Q iao  and  Nahrsted t  [ 23 ] f irs t po inted  out  the  

cus tomer’s r ights p rob lem in the wa te rmark ing pro toco ls for p iracy trac ing.  

Ramin Es la mi and  Hayder Radha propose  a  new image cod ing scheme  based  on 

the p roposed  transform,  the  wave le t-based contour le t  transform (WBC T)  [18 ].  P.  

Kumhom e t. a l. ’s p roposed method is based on the wave le t packet  

transformation with the  bes t  bas is  [19 ] re sult ing fro m an entropy- based  

algor ithm.  

Author has imp lemented a wave le t-based mod if ied buyer se lle r wa te rmark ing  

pro toco l to  fu lf i l l the  des ig n requirements,  d if fe rent  from the  p redecesso rs ,  his  

app roach makes improvements in the many aspec ts such as anonymous  

communicat ion be tween buyer and se l le r, and it  suppo rts mu lt i- t ransac t ion and  

d ispute re so lut ion and avo id  doub le wa te rmark  inser t ion.  Th e protoco l is  based  

on public key encryption standard.  
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3.4 Wavelet-Based Modified Buyer-Seller Watermarking Protocol 

(BSWP) 

In this  p roposed  protoco l, author  has used  wave le ts to provide more secur ity fo r  

the buyer  and  the  se lle r  dur ing the  transmiss ion o f d igita l content . The  p roposed  

pro toco l focus es on managing the wa te rmarks autho r do es no t des ign new 

method but  s imp ly use wave le ts fo r embedd ing the wa termarks. The trus t mode l 

o f p roposed pro toco l is  same  as in [5,  11] . Here,  author  a ssures that  his  protoco l 

is more robus t and impercep tib le  compared to o ther previous protoco ls, because  

it uses wave le t spec ia l p ropert ie s . The WC A device is integra ted into the  

se l le r’s computer  sys tem and it  wil l genera te the wate rmark with the he lp o f 

DWT fo r the buyer . Autho r has a ssumed that  eve ry se lle r  in a  t ransac t ion has  

unique wa te rmark ing embedded func tion a lgo r ithm in the ir  so ftware and a ll  

messages a re t ransfe rred  in a secure manner  and d igita l content is  st i l l image.  

Discre te  wave le t t ransfo rms (DWT) [37,  38 , and 39 ] is  a s igna l ana lyt ic  theo ry 

that can localize the signa l in spatiotempora l.  

Author  has mod if ied the exis t ing a lgo r ithm p roposed by Corina  Nafo rnita [40]  

fo r embedd ing the  wa termarks  the  a lgo r ithms used to embed  the watermark in  

the high frequency sub-bands i.e . HL, LH and HH because they show better  

re sults  in te rms  o f impercep tib il ity.  In this  app roach author  has  chosen h igh  

frequency se lec ted  sub-bands  i. e.  HL and  LH th is  reduces  the  a rea  o f embedd ing  

the wa termark leads in grea t robustness , impercep tib i l ity and  min imize  the  

e ffect o f va r ious a ttacks . Autho r has compared his app roach with Corina  

Nafo rnita  [40 ]  and  shows tha t the  app roach conta ins  bet ter  re sult .  Embedd ing o f 

the watermark mult ip le times into the host image makes the scheme more robust.  
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3.4.1 Watermark Embedding Scheme 

Let I be  the or ig ina l gray- leve l image  and  the  wa termark  W an o r ig ina l  

wa termark  image . He s ta rts the wate rmark ing p rocess by app ly ing 3 - leve l DWT 

to  the or ig ina l image .  However,  in th is  chapter ,  he  embed the  wa te rmark  into  

high frequency se lec ted sub-bands  i. e.  HL and LH this  reduces  the  a rea o f 

embedd ing the wa termark  leads in great robustness  a s we ll.  The wate rmark is  

repea ted ly embedded o f M >>1 t imes in the transfo rm image . S ince  the  

wa termark  is embedded mu lt ip le  t imes in eve ry de ta i l sub -band,  this  can be  

viewed as a fo rm o f t ransmit t ing the wa te rmark in d iffe rent sub -channe ls . I t has  

been shown by K undur e t a l [41 ].  In those  d ive rs ity techn iques  can give  ve ry 

good  results  in de tect ing the  wa te rmark because tha t many wa te rmark  a t tacks  

are more  app ropr ia te ly mode led  as fad ing l ike.  Each repe t it ion is  deno ted  by     

with r =  1,  2,  up to M.  F igure  3.4.1  shows the  flow char t  o f his  p roposed  

wa termark embedd ing procedure . The bas ic steps for embedd ing the wa te rmark  

are given below.  

Ste p 1 :  Pe rfo rm 3- leve l DWT to  the  or ig ina l image   . The  o r ig ina l image  is 

decomposed  into  four sub  domains  a s               fo r 1- leve l DWT acco rd ing  

to diffe ren t frequency of the origina l image.  

          {                                   }  

Ste p 2 : S e lect HL3 and LH3 h igh frequency sub-bands o f the or ig ina l image  I  

for embedding the watermark.  

Ste p 3 : Compute  the  thresho ld  fo r each se lec ted sub -band HL3  and  LH3.  Le t  the  

app roximation coe ff ic ients be          and the de ta il coe ff ic ients from the  

re so lut ion leve l l and  sub-band  s be            , where  s Є  {HL,  LH}  and  l Є 

{1,…,L}. The thresho ld is computed using equation no. (3.4.1). 

     
            {          }       (3.4.1) 

Ste p 4:  Le t W o f s ize  128×128 an or igina l watermark image a fte r app lying 3 -

leve l DWT he ge ts  HL3  and  LH3  high frequency sub-bands .  Fo r  each sub-band  



30 
 

that is HL3, LH3 , if the de ta i l coe ff ic ient  is higher o r equa l to the above  

computed thresho ld, embed the watermark using the equation no. (3.4.2) 

       
            

      [         ]      (3.4.2) 

Where α is a paramete r used to contro l the leve l of the watermark.  

Ste p 5 :  Repea t p revious  s tep M t imes , unti l every se lec ted coe ff ic ient  has been 

watermarked . 

Ste p 6 : Compute the IDWT from these new coeff ic ients. He ob ta ins  the  

watermarked image   . 

Step 7:  Reshaping the decomposed image back to its normal dimens ion.  

Step 8: Write the watermarked image to a file and display it . 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.4.1 DWT watermark  embedding procedure.  
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3.4.2 Watermark Extract ion Scheme   

The  extrac t ion p rocess  requires  the  o r ig ina l image  I,  o r a t least  some  s ign ificant  

vec to r  extrac ted  from the DWT o f the  cover work,  spec if ica lly,  the  deta il  

coe ffic ients with a  va lue  above  the  computed thresho ld.  F igure 3.4 .2 shows the  

wa termark  extrac t ion procedure . The bas ic  s teps  for  extract ing the wa te rmark  

are given below. 

Ste p 1 : P erfo rm 3- leve l DWT on the wate rmarked image    to decompose it into 

four non-over lapp ing mu lt i- re so lut ion coe ff ic ient se ts : LL3, HL3, LH3 and  

HH3. 

Ste p2: Se lect  HL3 and  LH3 high frequency se lec t ive  sub -bands  o f the  

watermarked image   . 

Step3: Determine the size of the wavele t coeffic ients            . 

Ste p4: The es t ima te o f each repe t it ion o f the wa termark   from the 

wa termarked and poss ib ly d is to r ted work    is extrac ted us ing the wave le t  

coeffic ients            that should contain a watermark bit.  

            (
                         

            
)       (3.4.3) 

The random guess is  made, fo r the wa termarked  b it  in the loca t ion       if   

             =              or if           = 0. 

Ste p 5:  The  o r ig ina l wa te rmark is  e s t ima ted from its  repe t it ions us ing the  

ma jo r ity rule  i.e . the  most  common b it  va lue  is  a ss igned fo r  the  recovered  

watermark bit. 

Step 6: The watermark is reconstruc ted using the extracted watermark bits . 
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Figure 3.4.2 DWT watermark  ex tract ion procedure.  

 

3.5 Result Analysis  

In this  sec t ion, autho r  has  given the  va r ious  pa ramete rs  through which he  can 

ana lyze  the  perfo rmance  o f the protoco l. These  pa ramete rs  a re  PSN R,  MS E and  

NC measurements. 

3.5.1 Peak Signal-To-No ise  Ratio (PSNR)  

Peak  S igna l- To-No ise  Ra tio is  genera lly used  to ana lyze qua lity o f image . F or  

that, he has used equation no. (3.5.1) and (3.5.2). 

           
     

 

   
        (3.5.1) 

3.5.2 Mean Square  Error (MSE) 

The MS E rep resents the cumula t ive  squared  e rro r be tween the compressed  image  

and the or igina l image . To compute the PSN R, firs t ca lcula tes the mean- squared  

error (MSE) using the following equation : 
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    ∑   
   ∑  

(|         |)   
 

 

   

 
           (3.5.2)  

Where   is width of the image and    is height and     is the no. of pixels.  

3.5.3 Normalized Corre lat ion Coefficient (NCC) 

Normalized  Corre la t ion Coeff ic ient  is  used fo r  eva lua t ing the  robus tness  o f the  

algor ithm. For m × n greysca le image, the NC is defined as follow:  

   
∑   

   
∑         

 
   

∑   
   

∑     
 

 

 
   

         (3.5.3) 

Where      and     deno te  the p ixe l va lues in row   and l ine    o f the  o r ig ina l  

watermark and the exacted watermark respect ive ly.  

Here  autho r  has  shown the va r ious  results  o f wave le t-based  mod if ied  buyer  

se l le r wa te rmark ing p ro toco l. F rom the p revious sec t ion [40 ] the de ta ils  o f the  

image such as  edges and  textures are we ll conf ined into the  HH, LH, and HL 

sub-bands o f the DWT o f the  image . He chose  only HL3 and  LH3  sub-bands o f 

the image  o f the wa te rmark ing p rocess . The  DWT-based  a lgo r ithm is  tes ted  for  

the va r ious or ig ina l and wa termark images. The  tes t se t comprises va r ious te st  

images  in wh ich some  images  have  been taken from the  s tandard  graysca le  

image da tase t [ ht tp :/ /decsa i. ugr . es /cvg/C G/base .htm] and we ll- known images  

Lena , C ameraman,  Baboon and  House , respec t ive ly.  Some results  are given to  

eva lua te  the  perfo rmance o f the me thod . Autho r has  ca lcu la ted PSN R and NCC  

va lues fo r that . The images Lena , Cameramen, Baboon and House are p resented  

in Figure 3.5.1. The presented method is imp lemented using MATLAB. 
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Figure 3.5.1 Original images used for simulations: Lena (a), Cameramen (b), 

Baboon (c) and House (d).  

The watermark was an o r igina l b ina ry gray sca le  JUIT logo . The Daubechies  

10p t wave le t was used to p roduce the wave le t coe ffic ients. The fo l lowing  

paramete rs were used,  number o f re so lut ion leve ls L = 3, the strength o f the  

watermark  α = 0.1, and he chose only HL3 and LH3 h igh frequency sub-bands  

fo r embedd ing the  wa te rmark . The  perfo rmances  o f the  p ro toco l [40 ]  a re  

compared with the resu lts o f the me thod proposed by Cox in [42 ]. The  

wa termarked  images us ing the p roposed  p ro toco l were  no t  s ignif icantly d is to r ted  

from the or igina ls , whereas fo r the me thod p resented  by Cox e t a l.  the  

d iffe rence  was c lea r ly v is ib le ,  even upse t t ing.  Tab le  3 .5. 1 conta ins  the  va lues o f 

PSNR for each image and used watermark embedd ing coeffic ient α= 0.01.   
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Table  3.5.1  s hows PSNR [dB ] va lues  as  a  meas ure  o f  the  no ise  introduce d by  

the  watermark. 

 

Table  3.5.1 

From the  Tab le 3.5 .1,  one  can see tha t the pe rformance o f the  p roposed  

a lgo r ithm i. e.  wave le t-based buyer se l le r watermark ing pro toco l, is  be t te r than 

perv ious Cox’s me thod [42 ] and C . Nafo rnita ’ me thod [40 ]. The d if fe rence  

be tween the wa termarked and the o r ig ina l image is p resented in F igure  3 .5.2 (a)  

to (d ). From the d if fe rence images, it  is c lea r tha t the wate rmark was embedded  

in the  edges  and textures.  Fo r  ins tance,  for  the  Lena  image,  the  wa te rmark  

a ffects the deta ils  such as the fea thers o f the ha t . I t has been demonstra ted on 

four d if fe rent images that  the watermark ing process has c lea r ly no t a ffec ted  

their visua l quality.  
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Figure 3.5.2 Dif ference images between watermarked image and original image, 
for Lena (a), Cameraman (b), Baboon (c), and House (d).  

Author  has  given the re sults  o f his  me thod  aga ins t  the var ious  types  o f at tacks.  

He has compared his  resu lt with the re sults o f the me thod p roposed by Be n 

Wang in [43] . F or  ins tance,  he re autho r has taken only the  Lena image  for  

produc ing his re sult . There fo re , author has taken o f 512 × 512 8b it  graysca le  

image Lena  image  and  128 ×  128 8-b it  graysca le wa termark o r ig ina l b ina ry JUIT 

logo.  The  embedd ing coeff ic ient  α= 0.01.  The  robus tness is  tes ted  under  5  types  

o f a t tacks  i.e . JP EG Compress ion,  Ro ta t ion, Gauss ian no ise,  Sa lt  & Peeper  no ise  

and median filte r. The images with attacks are shown in Figure 3.5.3. 
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Figure 3.5.3 Images with various types of  at tacks.  

The  wa te rmarks extrac ted  from the  images above  a re  shown co rrespond ing ly in  

Figure 3.5.4. 

 

Figure 3.5.4 Watermarks ex tracted from the at tacked Images.  
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Tab le 3.5 .2 shows the correspond ing P SNR  and NCC measurement o f wave le t-

based modified buyer-se l le r watermark ing protocol.  

Table  3.5.2 The  corresponding PSNR and NCC values  of the  algorithms.  

 

Table  3.5.2 

The Tab le  3.5 .2 shows tha t  the  a lgo r ithm has  great  robus tness aga ins t  the  

var ious types o f a t tacks. F igure 3 .5.5 to 3.4.10 shows the de tec tor’s response to  

the wa te rmarked Lena image under severa l types o f a ttacks , which is  ve ry 

s imila r to Cox [42 ] and C. Nafo rnita [40] re sults . Author has compared [4 0, 42]  

with h is  buyer  se lle r  wate rmark ing p ro toco l ( BSWP ) on the same  se t  o f te st  

da ta.  I f he  set  the  thresho ld  va lue in the de tec t ion p rocess  a t 0.5  he has  the  

followings. 

Median fi l te r a ttack: Fo r Lena wa te rmarked images , the a ttack by med ian 

fi lte r ing with f i lte r s ize  la rge r than M=5 leads to a co rre la t ion smalle r than 0 .7.  

When autho r inc reases  fi lte r s ize  M=9  leads  a  co rre la t ion smalle r  than 0.6 . In 

fact only the detector C. Nafornita allows filte r ing with filte r size M=5.  

Gauss ian N oise : F or Lena wa te rmarked images , the a ttack by Gauss ian no ise  

at=.01. The co rre la t ion coe ff ic ient is  smalle r than 0.7 when compared to  

de tec tor  response  C. N afornita  and C ox.  When he  app lie s  Gauss ian no ise at tack  

at=.08 leads correlat ion coeffic ient is smalle r than 0.5.  

Salt  & Peepe r No ise : F or  Lena wa te rmarked images , the a t tack  by sa lt  & peeper  

no ise  a t= .01 . The de tec tor re sponse in the BSWP  method is above 0.5, having a  

cons ide rab ly bet ter pe rfo rmance than the de tec to rs  C. Nafo rnita and Cox e t a l.  

me thod.  When he  app ly sa lt  & peeper  no ise  at tack  a t=.08 the  pe rfo rmance  o f h is  

method is less than 0.5 but better when compared to other two methods. 
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Figure 3.5.5 The detector response’s to the watermarked Lena image under 

median f iltering at tack  when f ilter size m=5.  

 

Figure 3.5.6 The detector response’s to the watermarked Lena image under 

median f iltering at tack  when f ilter size m= 9. 
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Figure 3.5.7 The detector response’s to the watermarked Lena image under 

Gaussian noise at=0.01. 

 

Figure 3.5.8 The detector response’s to the watermarked Lena image under 

Gaussian noise at=0.08. 
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Figure 3.5.9 The detector response’s to the watermarked Lena image under Salt  

& peeper noise at=0.01. 

 

Figure 3.5.10 The detector response’s to the watermarked Lena image under 

Salt  & peeper noise at=0.08. 
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3.6 Conclusion 

In this chap te r, a wave le t-based mod if ied buyer- se l le r wa te rmark ing protoco l 

(BSWP) is  imp lemented.  DWT may have  a pos it ive  impac t on the perfo rmance  

o f the  wa termark ing sys tem.  The  p ro toco l focuses  on manag ing the  wate rmarks  

he does no t des ign new method but  s imp ly use  wave le ts fo r embedd ing the  

wa termarks. In this  wa te rmark ing is  done by embedd ing the wate rmark in the  

spec ia l high frequency se lec t ive sub-bands  o f 3- leve ls DWT transfo rmed o f an 

or ig ina l image . The secur ity o f this  p ro toco l is depend ing upon the embedd ing  

and extract ion of watermark.  

 

The contr ibution toward this research is published and is as follows:  

[1 ]  Ashwani K umar, S.P.  Ghrera,  and  Vip in  Tyag i,  “Imp lementa t ion o f Wave le t-

Based  Mod if ied  Buyer-S e lle r  Wate rmark ing Protoco l, ” WSEAS Transac t ions  

on Signa l Processing, Vol. 10, pp. 212-220, April 2014. [SCOPUS indexed] .  

http:/ /www.wseas.o rg/mult imed ia / journa ls /s igna l/2014 /a025714 -226 .pd f 

 

 

http://www.wseas.org/multimedia/journals/signal/2014/a025714-226.pdf
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CHAPTER # 4 

MODIFIED BUYER-SELLER WATERMARKING PROTOCOL (MBSWP) 

BASED ON DISCRE WAVELET TRAFORM (DWT) AND PRINCIPAL 

COMPONENT ANALYSIS (PCA) 
 

4.1 Introduction 

The speedy deve lopment o f inte rne t and e-commerce needs a copyright  

pro tec t ion mechanis m fo r mult imed ia  da ta . S tra ight  o ff a day’s d igita l  

watermark ing becomes an important  techn ique  fo r  p ro tec t ing the  d ig ita l r ights  

[44 ].  This  hidden da ta  can la te r be extrac ted to  p rove the  ownership  o f the  

d igita l content [2 , 3 ]. With the  inc reas ing ro le  o f the  inte rne t,  the re  is a lways a  

need to p ro tec t the mu lt imed ia da ta  over  the web . Info rmation hid ing in s t i ll  

images  has two main app licat ions  such as fingerp r int ing and copyright  

pro tec t ion. But important a spec ts o f d ig ita l wa te rmark ing sys tems inc lude  

impercep tib i lit y,  robus tness,  capac ity,  and secur ity o f the embedd ing and  

extrac t ing process. Dig ita l wa te rmark ing [4, 11, 34, 36, 42] techniques use  

enc rypted domain fo r embedd ing and extrac t ing the wa termarks.  The  rap id ly  

growing o f the  inte rnet  encourages  some bad  usage too,  like  opera t ions such as  

transformation, dup lica t ion,  and red is tr ibution o f d ig ita l content. With the  ava il  

o f some  so ftware  too ls , one can eas i ly identify these bad users and  

red is tr ibution o f d ig ita l content  can be  p laced.  In the  p roposed  p ro toco l se lle r  is  

re spons ib le  to  embed a  wa te rmark  [32 ]  tha t  identif ie s  the  buyer  into  a  d igita l  

content . 

The firs t PC A domain was introduced to gray- sca le  image watermark ing [45 ].  

La i et  a l.  [46 ] sugges ted  a  hybr id  DWT-S VD watermark ing p rocedure  in wh ich 

two ha lves o f the wa te rmark image is embedded into the two s ingu la r va lue  

matr ices o f inte rmed ia te frequency sub -bands ob ta ined  while  tak ing one  leve l 

DWT o f hos t image.  Afte r embedd ing the  wa termark , the  two ha lves  a re  
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combined to  get  the  wa te rmarked  image . P r inc ipa l C omponent  Ana lys is  (PC A) 

[9, 10, 47 ] is o ften app lied to subdue a  large number o f va r iab les to a smalle r  

se t o f the ir l inea r combina tions tha t adequa te ly identify the a rrangement. The  

pr imary advantage o f us ing PC A transform is  to  choose  the  su itab le  s ign ificant  

components into which one can embed the watermark.  

In this chap te r, autho r p resents a mod if ied buyer se lle r wa termark ing p ro toco l,  

which uses DWT and PC A. P roposed p ro toco l focuses on managing the  

watermark .  

4.2 Related Work  

One o f the so lut ions  for  d is tr ibution o f d ig ita l r ights  is  based on a  unique  

wa termark  for  every transact ion be tween vendor  and purchase r.  PC A [44 ] based  

wa termark ing a lgo r ithms, the ea r ly re searching work conduc ted by Wang [47]  

who embedded  wa te rmarks into  the  PC A coeff ic ients  o f the  sta t ic  image  without  

degrad ing the ir v isua l qua lity. Most o f the PC A based  wa te rmark ing methods  

were done in project io n space.  

In this  chap te r,  autho r has  demonstrated  a  mod if ied buyer-se l le r wa te rmark ing  

pro toco l based on DWT and PC A with vec to r quantiza t ion to fu lfi l l the  des ign  

requ irements,  unlike from the predecesso rs , his  approach makes  improvements  

in the many aspects such as  anonymous  communica t ion between buyer and  

vendor . The wa te rmark ing scheme fo r embedd ing and extrac t ing the wate rmarks  

is more robust and impercep tib le because it uses a hybrid technique .   

4.3 DWT and PCA Transform 

In this  sec t ion,  autho rs  have  d iscussed  Disc re te Wave le t Transfo rm and  

Princ ipa l Component Analys is for images.  
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4.3.1 Discre te  Wave le t Transform 

Discre te wave le t t ransfo rms (DWT) [32 ] is a s igna l ana lyt ic  theory tha t can 

loca l ize  the s igna l in spa t io tempora l. Th is theo ry has a lready been wide ly used.  

The bas ic  thought  o f app ly ing DWT [37, 38,  and 48]  to the image  p rocess ing is  

that  by us ing d isc re te wave le t  transform,  the  hos t  image  ca n be decomposed  into  

lower  frequency sub-band  and higher  frequency sub-bands.  Espec ia lly, h igher  

frequency po r t ions o f the images ho ld  the  se lf s imila r ity be tween each 

frequency component, ho r izonta l ly, ve rt ica l ly and d iagona lly. Th is se lf-

s imila r ity can b e de r ived from the corre la t ion coe ff ic ients  be tween lower  

frequency components and their simila r high frequency components .  

The ma in advantage  o f the  wave le t t ransfo rms [49 ] is  its  compa tib i l ity with a  

human vis ion system mode l as compared to the fa s t four ier t ransfo rm (F F T) or  

d isc re te cos ine transfo rm ( DC T) transform. Th is pe rmits to use higher ene rgy 

wa termark  in those  a reas  in wh ich the HVS  is  known to be  less sens it ive  such as  

high reso lut ion de ta i l sub-bands.  Inse rt ing the wate rmarks  b it  in these  reg ions  

a llow us  to inc rease the  robus tness  o f the  wa termark without  any vis ib le  e ffect  

on the image quality.  

4.3.2 Princ ipa l Compone nt Analys is  (PCA) 

Princ ipa l Component Ana lys is  (PC A) is l ikewise known as Karhunen Loeve  

(K L) Transfo rm in pa t te rn recognit io n & as  fac to r  o r pr inc ipa l component  

ana lys is  in the l ite ra ture . P r inc ipa l component  ana lys is  has been ca l led  one o f 

the va luab le  re sults  from app lied  l inear  a lgeb ra.  PC A provides  a  roadmap  in  

order to exp la in how to b r ing down complex da ta se ts to a lower  d imens ion to  

revea l the  sometimes  hidden s imp lif ied  struc ture  tha t  o ften under l ie  it . In Yavuz  

[50 ] a re fe rence image is  genera ted from the cover  image  us ing PC A [51 ] and  

the wa te rmark is  embedded  acco rd ing to the d if fe rence  be tween the image and  

its reference image. 
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PCA is  an o r thogona l transformation o f the coo rd ina te  sys tem in wh ich one can 

descr ibe  the  datase ts . The  new coo rd ina te  va lues  by which one  can rep resent  out  

dataset are called princ ipa l components or simp ly PCs.  

4.4 Modified buyer-selle r watermark ing protocol based on DWT 

and PCA 

The proposed protoco l uses wave le ts and PC s fo r  embedd ing and  extrac t ing  

wa termark  from the o r ig ina l d ig ita l content . Author  has used the same trust  

mode l as  it  is  used by [10,  11] . The  app roach inse r ted  wa termark  in fo rmation 

into  the  maximum coeff ic ient  o f the  PC A b lock this  leads  in grea t robus tness . In 

the a lgo r ithm a  wa te rmark  image  i. e.  a baby image  is  inse r ted into se lec ted  high  

frequency bands  o f d isc rete wave le t  transform.  After  tha t,  he has  app lied  

Pr inc ipa l C omponent Ana lys is  (PC A) [52]  on these  high frequency wave le t  

coe ffic ients and s to red  the mean (Ai)  and covar iance (C i) o f the da ta  onto the  

firs t  p r inc ipa l component  ca lled PCs.  After  app ly ing p r inc ipa l component  

ana lys is  (PC A) transformation autho r  has  chosen b locks  fo r embedd ing the  

wa termark . Now he  se lec t  only those  b locks  which conta in  maximum energy.  

Then the wa te rmark b its is  inser t ing only into  the max imum coeffic ient o f the  

PCA b lock. The extrac t ion p rocedure o f the watermark is same  as embed the  

watermark . 

Algorithm 1: Watermark embedding scheme  

Input : The  or igina l co lo r  image   I  o f  s ize  512 × 512   and  the  wa te rmark  
image W  of  128 × 128. 

Output: Watermarked color image  I' of size 128 × 128. 

Ste p 1 : App ly DWT to the or igina l co lo r image   . This  re sults in four mult i-
re so lut ion sub-bands :                     . Fo r eve ry sub-band app ly DWT aga in  
to get 16 sub-bands . 

Step 2: Select            high frequency sub-bands of the origina l color image I.  

Ste p 3 : C ompute  the energy o f each sub-band  us ing the  fo llowing equa tion no.  
(4.4.1): 
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Where  Er  d eno tes  the  ene rgy,  n ×  n is  the  s ize  o f sub -band,  and  C  is  the  wave le t  
coeffic ient. 

Ste p 4 :  Se lec t only maximum energy b locks , which a re the  edges  and  texture  
b locks o f the  image .  Then author  has  app ly PCA to  each se lec ted  b lock as  
described . 

1. When author gets the block zero mean Zi as below: 

)( isii MBEZ 
         (4.4.2) 

2. He ca lcu la te  the  covar iance matr ix C i by equa tion no.  (4.4.3 )  o f the ze ro  
mean blocks Zi as: 

T
iii ZZC           (4.4.3) 

Where T denotes the transpose matrix 

3.  Then he  has ca lcu la ted the  PC A transformation o f every b lock by us ing  
equation no. (4.4.4): 

i
T

i ZX 
          (4.4.4) 

Where  X i is the pr inc ipa l component  PC s o f the b locks and ф is  the ma tr ix o f 

eigenvectors. 

Ste p 5:  The  wa te rmark  b its are embedded with strength α into maximum 

coeffic ient Mi o f each pr inc ipa l component PC s b lock Xi. Fo r embedd ing the  
watermark author uses equation no. (4.4.5): 

WMM ii  '
         (4.4.5) 

Where α is the watermark strength factor.  

Ste p 6 :  App ly inverse  PC A on the  mod if ied P Cs  b locks fo r  ob ta ining the  
modified wavele t block by using equation no. (4.4.6): 

ii XZ            (4.4.6) 

Ste p 7 : App ly the IDWT to ge t the new watermarked coeff ic ient . F ina l ly  
reconstruc t the watermarked color image from these new coeffic ients.  
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Algorithm 2: Watermark extracting scheme  

Input : The  wa te rmark co lor  image  I' o f  s ize   512 × 512   and  wa te rmark W  
of  128 × 128. 

Output : The extracted watermarked color image  W׳ of size 128 × 128. 

Ste p 1 : App ly DWT on the  wa te rmarked  image  I'  to  decompose  it  into  four  non-
overlapp ing mult i- reso lu t ion coeffic ient sets: LL3, HL3, LH3 and HH3.  

Step 2: Select            high frequency sub-bands of the watermarked image I'.  

Ste p 3 : Fo r each b lock compute the energy Er then se lec t only the maximum 
energy blocks. 

Step 4: Then extract the watermark W  :by applying the equation no. (4.4.7) ׳


ii MM

W



'

'

         (4.4.7) 

Ste p 5:  Then the de tected wa te rmark is  compared with the o r ig ina l wa te rmark  
by calculat ing the simila r ity measure between them by equation no. ( 4.4.8): 








 n

j

m

i

n

j

m

i

jiW

jiWjiW

NC

1

2

1

1

'

1

),(

),(.),(

       (4.4.8) 

Where NC is the normalized correla t ion coeffic ien t.  

4.5 Results and Security Analysis  

These parameters are PSNR, MSE and NC measurements.  

4.5.1 Peak Signal-To-No ise  Ratio (PSNR)  

PSNR is used to  ca lcula te the  d is tor t ion between the  wa te rmarked image and  

origina l image. For that, author has used equation no. (4.5.1) and (4.5.2). 

           
     

 

   
         (4.5.1) 

4.5.2 Mean Square  Error (MSE) 

The MS E rep resents the cumula t ive  squared  e rro r be tween the compressed  image  

and  the  o r ig ina l image . To ca lcula te the PSN R,  firs t  ca lcu la tes the  mean- squared  

error (MSE) using the next equation: 
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    ∑   
   ∑  

(|         |)   
 
 

   

 
          (4.5.2) 

Where         is the width, height of the image and     is the no. of pixe ls .  

4.5.3 Normalized Corre lat ion Coefficient (NCC) 

NCC is used to  ca lcu la t ing the  robus tness o f the embedd ing scheme.  NCC is  

defined by equation no. (4.4.8). 

 

4.6 Result Analysis  

In th is  sec t ion,  author  has demonstra ted  the results  o f the proposed protoc o l 

based  on DWT and PC A. Most  o f the de ta i ls  o f the image  [40 ] such as  edges and  

textures  a re  found into  the  high frequency bands  o f the DWT o f the image . F irs t,  

autho r decomposed the image up to  3 leve ls , se lec t only HL3 and  LH3 sub -bands  

o f the DWT image, then wa te rmark is  embedded  in the p r inc ipa l components o f 

the high frequency wave le t coe ff ic ients . The te st  set comprises images from 

standard co lo r image da tase t [ ht tp :/ /graphics .c s.wil l iams .edu/data / images.xml] ,  

as  we ll as  we ll-known images  such as  Lena,  peppers , Baboon and  fruit .  Author  

has  ca lcu la ted P SNR and NCC va lues fo r tha t. Autho r has  used  s tandard  te st  

images  da tabase  o f Lena , P eppers,  Baboon, and  F ruits o f s ize 512  × 512  each a re  

shown in F igure  4.6.1  (a-d )  and co rrespond ing wa termark  image  a re  shown in  

Figure 4.6.1 (e-h). The color watermark was a baby image of different sizes.  

Author  has taken the  gray- sca le  wa te rmark  o f s ize  256  ×  256.  This  wa te rmark  is  

embedded  into Lena, Peppers , Baboon,  and F ruits  images respec t ive ly. The  

presented  method is  imp lemented  us ing MATLAB.  Fo rm 4.6 .1 (e- h)  shows the  

re sultant wa termarked images and correspo nd ing PSN R va lues are p resented in  

Tab le 4.6 .1.  Autho r has compared his  re sults  with Run e t a l. [53 ],  La i et  a l.  

[46], Bhatnagar et al. [54], and Ahahmad et al. [55].  

In F igure  4 .6.1,  one  can see no  percep tua l degrada tion is  obse rved be tween the  

or ig ina l and  wa termarked  images  accord ing to  HVS [44] . F igure  4 .6. 2 shows the  

or ig ina l wa te rmark, extracted wa terma rk and b ina ry wa te rmark . Fo r eve ry 

qua te rnion PC A coeff ic ient  the re  is rea l and imag ina ry components so the co lor  

watermark image can also be embedded into the origina l images .  
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Figure 4.6.1 (a) Lena (b) Peppers (c) Baboon (d) Fruits (e) Watermarked Lena 

(f) Watermarked Peppers (g) Watermarked Baboon (h) Watermarked Fruits  

 

 

Figure 4.6.2 (a) Original watermark  (b) Ex tracted watermark  (c) Binary 
watermark  

 

Table  4.6.1 Peak s ignal to noise  ratio (PSNR) dB for each origina l color 
image . 

      Test color images Lena  Peppers  Baboon  Fruits 
                                                                             

   PSNR   43.59  41.68   39.25   38.57 
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However,  in th is  autho r has  only use the gray-sca le  wa termarks  image  to  p resent  

the va lid it y o f the watermark embedd ing and extrac t ing scheme. F igure  4.6.3  

shows the extracted watermark from a ll images, i. e., (F igure 4 .6.3 (a-d )) when 

no attacks were applied .  

 

Figure 4.6.3 (a-d) Ex tracted watermark  when no at tacks were applied.  

To  assess  the  va l id ity o f embedd ing a lgo r ithm wate rmarked image  was a ffec ted  

by d if fe rent  type o f a t tacks  such as  Sa lt  & Pepper  No ise, C ompress ion, Med ian 

F ilte r, Ro tat ion, and Gauss ian N o ise . F igure 4.6 .4 rep resents the a t tacked image  

by JP EG compress ion a t d if fe rent va lues . Autho r has taken Lena te st images for  

compress ion and  he se lec ts  the  compress ion ra t io 50% and  30% for  extrac t ing  

the wa termark . I t is  shown tha t  us ing the approach,  the  wa te rmarks can be eas i ly  

extracted. 

 

Figure 4.6.4 JPEG compression at tacks at  quality factor 50, 40, and 30  
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F igure 4.6.5 & 4 .6.6 shows the tes t images o f Lena , and fruits aga ins t ro ta t ion 

at tacks. F or ro tat ion three d if fe rent  angles a re used, i. e., 50 o , 65o , and 75o , then 

autho r  has extracted  the  wa te rmark  from the watermarked  images . These  

wa termarks are shown in figure 4.6 .5 & 4 .6.5 and can be eas ily recognized  by 

human eyes or by human vision system (HVS).  

 

Figure 4.6.5 Rotat ion Transform attack  with rotat ion angle 50o , 65o , and 75o  for 

Lena. 

 

Figure 4.6.6 Rotat ion Transform attack  with rotat ion angle 50o , 65o , and 75o  for 

fruits. 
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In case o f Gauss ian no ise, he se lect Lena image fo r genera t ing the resu lts. F or  

that , author  se t  mean to ze ro  and  covar iance to 0.002  to  the  watermarked  image,  

extrac ted wate rmark a re  shown in F igure  4 .6.7.  The f igure shows tha t  the  

watermark is still recover ing after high density of Gauss ian noise. 
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Figure 4.6.7 Gaussian Noise of  density 0.02 & 0.08 and Salt  & pepper noise of  
density 0.02 & 0.08. 

Then autho r has  ind ica ted  the  e ffec t  o f wa te rmark  embedd ing scheme  aga ins t  the  

sa lt  & pepper  no ise  at tack .  F or  that  Lena  te s t image  is  taken and  zero mean and  

the va lue  o f covar iance 0.002 is  used.  F igure  4 .6.7 shows the re sult  o f the  

scheme agains t salt & pepper noise.  

Author  has shown some  more result  o f the proposed scheme aga ins t geometr ic  

d istor t ion.  In this , the  co rrectness  o f the wate rmark extrac t ion depends  on the  

feature po ints  o f the image [44] . I f one can detec t the fea ture po ints o f the  

wa termarked  image  which are the  same  as the or igina l image,  autho r can eas i ly  

extrac t the watermark without  any erro r.  In F igure 4 .6.8 the f irs t image  is  the  

or ig ina l image,  the  second  one  is  the  ca rr ie r  wa termark image,  and  the third  one  

is  the extrac ted wate rmark image . In the  case o f sa lt  & pepper  no ise , the scheme  

has  bet ter  extrac t ion e ffec t  than o t her  image process ing a t tacks . Author  has  

successfu l ly extrac ted the  wa te rmark  from JEP G compress ion,  rota t ion,  
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Gauss ian no ise, sa lt & pepper no ise, and Med ian fi lte r a t tacks . The co rre la t ion 

coe ffic ients for  a l l extrac ted  wa te r marks a fte r a l l a t tacks a re presented in Tab le  

4.6.2. 

 

Figure 4.6.8 Watermark  ex tract ion result  against  Geometric distort ion on test  

images 

Table  4.6 .2  Comparis on of normalize d corre lation coe fficie nt with e xis ting 

me thods .  

Attacks Proposed method Ahahmad et.al Run et.  al.  Lai et.al.    Bhatnagar et.al                                   

JEPG Compression 0.9645  0.5156 0.9512 0.5376 0.9637 

Rotation 0.8324  0.4972 Not reported 0.4972 0.9025 

Gaussian Noise  0.8172  0.5376 0.7566 0.4279 0.3603 

Salt & pepper 0.9741  0.3537 Not reported 0.4255 0.4635 

Median Filter 0.9564  Not reported 0.9564 Not reported 0.4624 

Speckle Noise  0.9163  Not reported 0.9827 0.9202 Not reported 
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4.7 Comparative Analysis  

In this  sec t ion, author  has compared the wate rmark ing embedd ing method  with  

the exis t ing metho ds [46 , 53 , and 54 ]. The compara t ive ana lys is  is p rovided  

through the Tab le 4.7.1 . By add ing a no ise into the hos t image [56 ] is  

re spons ib le  for the degrada tion and d is to r t ion o f the image . The wa te rmark da ta  

are a lso  a ffe c ted  by add ing the  no ise  tha t  makes  d if fic u lt  fo r  wa te rmark  

extrac t ion. I t is  we ll-de fined  from the tab le  4.7.1  the pe rformance o f the scheme  

shows be tter  reso lut ion than exis t ing methods. Tab le  4 .7.1 shows very good  

perfo rmance aga ins t JP EG compress ion and sa lt & pepper no ise a t tack. F or  

Med ian f i lte r ing,  the  scheme  extrac ts the  wa te rmark  upto 8×  8  and  in case o f 

Ro tat ion and  Med ian f i lter , the me thod  shows exce llent  results . The  

perfo rmance o f the scheme  aga ins t  the  JP EG compress ion at tack  is  ve ry c lo se  to  

[53 , 54]  and be tter  than the  wa te rmark in g a lgo r ithm repo r ted  by [46 ] and [55]  

From the compara t ive ana lys is  tab le it  may be f igured out that the scheme is  

very robus t  aga ins t  sa lt  & pepper  no ise,  and Med ian fi lte r at tack , and  shows 

be tter  pe rfo rmance over the me thods  p roposed by [46 ] and [55] . Tab les  4.7.2  

have been used fo r comparing the  PSN R va lues  o f the wa te rmark ing embedd ing  

scheme  and the o the r  me thod repo r ted  by [53, 54 ].  I t  is  ve ry c lea r from tab le  

4.7.2 that  the  wa te rmark ing embedd ing scheme  gives  be t te r  results  compared to  

exis t ing methods.  Tab le  4.7 .2  shows tha t  the  wa termark ing embedd ing scheme  

gives  good result  in case o f a ll a t tacks  when compared to  [46,  53 , and 54 ]. The  

perfo rmance o f the wa te rmark ing scheme aga ins t  the  a l l a t tacks  is ve ry c lo se to  

[54 ] and the [46] and  far  be t te r than the wa termark ing a lgo r ithm repo r ted  by 

[53 ].  The  impercep tib i lity o f the  wa te rmark ing scheme  has  a lso  b een compared  

with the other exist ing algor ithms [46, 53] and [54] shown in Table 4.7.2. 
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 Table  4.7.1 Comparison of method with Run e t al. Lai e t al. and Bhatnagar 
e t al. 

  Attack s   Propos e d method Run et al . Lai  et al . Bhatnag ar et al                                                                   

Extract ion  techn ique    Semi-b l inb  Non-b lind  Semi-b l ind  Non-b lind  

Embedding  domain   DW T+PCA  DW T+SVD FRFT+S VD DW T+SVD 

Size o f watermar k  256×256 256×256 256×256 128×128 

Size o f o rig inal image  512×512 512×512 512×512 256×256 

JEPG compres s ion    QF=1 to  80 QF=1 to  75 QF=1 to  100 QF=1 to  100 

Rotat ion      50°  Not  reported  50°  50° 

Gaus s ian  Nois e   Up  to  50 % Up to  10 % Up to  100 % Up to  10 % 

Salt  & pepper Nois e   Up  to  50 % Not  reported  Up to  100 % Not  reported   

Median  filter  3×3  Not  reported  11×11  Not  reported  

Speckle Nois e   Tes ted   Tes ted   Tes ted   Not  reported     

 

Table  4.7.2 Comparisons  of peak s ignal to noise  ratio (PSNR) dB with 
exis ting methods . 

Tes t  co lor images  Propos ed  method  Run  et  al.    Lai et  al.  Bhatnagar et  al.                                                                                                             

Lena             43.59   32.54  36.11        39.25 

Peppers   41.68   31.47  36.24        37.96 

Baboon   39.25   33.93  32.18        37.57  

Fru its    38.57   31.72  35.86        37.32  

 

F igure  4.7.1  shows the  c omparison o f the  embedd ing scheme  with o the r  ex is t ing  

techniques [46, 53,  and 54 ]. Th is  comparison is  repor ted in te rms o f wa te rmark  

payload  and impercep tib i l ity in case o f Lena  image . I t is  observed  tha t  the  

scheme achieves better results as compared to other exist ing techniques.  
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Figure 4.7.1 Performance comparison the proposed watermark ing scheme with 
ex ist ing approaches for Lena image 

In F igure, 4 .7.1 author has compared his  embedd ing a lgo r ithm with Sa lt  & 

Pepper no ise a t tack with exis t ing method o f [46 , 53 , and 54 ]. The p roposed  

scheme p roduces ve ry impress ive re sults aga ins t sa lt & pe pper no ise and JP EG 

compress ion.  Hence,  autho r  has  graphica lly p resented  and  compared his  resu lt  

with these  two  a t tacks in F igure  4 .7.2 & 4 .7.3.  These two  f igures  p rovide  a  

perfo rmance comparison o f p roposed  method fo r sa lt  & pepper  no ise  by 

ad jus t ing the va lue o f no ise var iance. The perfo rmance o f the scheme  aga ins t  

the sa lt  & pepper  no ise a ttack is  in c lo se p roximity o f the Bha tnager e t a l. ,  and  

far better than the watermark ing algor ithm reported by Run et al., and Lai et al. 
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Figure 4.7.2 Performance of  proposed watermark ing scheme for dif ferent  salt  & 
pepper noise at tack  

In F igure 4.7 .3,  autho r  has  p rov ided  a  perfo rmance  comparison o f h is  me thod  

fo r JP EG compress ion at tack by va rying the qua lity fac to r. Fo r a ssur ing the  

robus tness,  o f wa te rmarked image  the  va lue  o f qua lity fac to r has been ca rr ied  

from 10 to 100.  I t has been conc luded  tha t  the  perfo r mance  o f the  p roposed  

embedd ing scheme is  very c lo se  to the  a lgo r ithm p roposed  by Bha tnager e t a l.  

and  La i e t a l.  The  scheme  is  super io r over  the  a lgo r ithm p roposed by Ahahmad  

et al. 

 

Figure 4.7.3 Performance of  proposed watermark ing scheme by varying the 

value of  quality factor 
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4.8 Conclusion 

In th is  chap ter , author  has  p roposed  a  mod if ied buyer  se l le r wa te rmark ing  

pro toco l,  which uses  wave le ts , and PC A transform.  The  method is  imp lemented  

us ing 3- leve l DWT with PC A transfo rm. The method is a lso image  dependant  

and  ab le  to  survive  under  geometr ic d is to r t ion and image  p rocess ing at tacks.  

PCA transform he lp  us fo r  reduc ing corre la t ion coe ff ic ient  am ong the wave le t  

coe ffic ients. He has  decomposed the or ig i na l image up to  3 leve ls , then he se lect  

only HL3  and LH3  bands o f the DWT image, then wa te rmark b its are inse r ted  

into  the  p r inc ipa l components  PC s.  A gray-sca le  watermark image  has  been 

embedded  on ly the  maximum energy b locks were chosen for  the embedd ing  

procedure.  The scheme pe rforms bet ter  when compared with ex is t ing repo r t ing  

methods (Run et  a l.  [53] , La i et  a l.  [46 ],  Ahahmad e t a l. [55]  and  Bha tnager  et  

a l. [54 ]). The  results  p rove  tha t the scheme  gives  be t te r re sult  aga ins t Med ian 

Filte r, Salt & Pepper Noise, JPEG Compress ion, Rotation and Gauss ian Noise.  

 

 

The contr ibution toward this research is published and is as follows: 

 

[1 ]  Ashwani K umar,  S .P.  Ghre ra , and V ip in Tyag i,  “Mod if ied Buyer  S e lle r  

Watermark ing P ro toco l based  on Discre te  Wave le t  Transfo rm and Pr inc ipa l 

Component Ana lys is , ” Ind ian Journa l o f Sc ience and  Techno logy, Vo l. 8, no.  

35, pp. 1-9, 2015. [SCOPUS indexed ].  
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CHAPTER # 5 

A COMPARISON OF BUYER-SELLER WATERMARKING PROTOCOL 

(BSWP) BASED ON DISCRETE COSINE TRANSFORM (DCT) AND 

DISCRETE WAVELET TRANSFORM (DWT) 
 

5.1 Introduction 

Buyer-Se lle r wa termark ing p ro toco l (BS WT)  [57 ] is  used  to p rese rve the r ights  

fo r the buyer and the  se lle r . F requency domain wa te rmark ing embedd ing tha t is  

DC T and DWT can a ffec t the robus tness  and impercep tib i lit y o f wa te rmark ing  

a lgo r ithm.  This chap te r s tud ies the comparison o f bo th domain which is DC T  

and DWT and  conc ludes which one  is be t te r on the bases  o f some pa rameters.  

Dig ita l watermark ing is  a key techno logy to embed in fo rmation as unperce ivab le  

s igna ls  in d ig ita l contents.  Buyer-se l le r  wa te rmark ing protoco ls  based  on 

Discre te C os ine Transform ( DC T) and  Discrete Wave le t Transform (DWT) 

integra te d ig ita l wa termark ing a lgo r ithm and  c ryp tography techn iques  for  

copyright  p ro tec t ion.  In this  c hap te r,  author  has  shown the  comparison o f these  

two, buyer- se l le r wa te rmark ing p ro toco l based on Disc re te C os ine  Transfo rm 

(DC T) and Disc re te  Wave le t  Transform (DWT). These two  p ro toco ls  use P ub lic  

Key Infras tructure (PKI),  a rb itra to r and wate rmark ing ce r t if ica te  author ity  

(WC A) fo r  bet ter  secur ity.  This  chapte r a lso  shows results  o f wate rmark  image  

qua lity ba sed  on peak s igna l- to- no ise  ra t io  (P SN R) mean square  e rro r (MS E) 

and similar i ty factor (SF).   

Dig ita l wa te rmark ing techniques  can a lso be  used to  de tect  a document o r  image  

is illega l ly distr ibuted or modified  [58, 59].  

Dig ita l wa termark ing [42]  and copyright  mark ing [4 ] have  been p roposed,  

complementing enc ryp tion techniques,  to  e s tab l ish and  p rove ownership  r ights  

by embedd ing the  se l le r’s info rmation in the  red is tr ibuted  content . There  a re  
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number o f wa te rmark ing p ro toco ls p roposed in [5 ] to identify the i llega l  

distr ibution of digita l content.  

The c lass ica l me thods mod ify the leas t  s ignif icant b its (LS B) o f spec if ic  p ixe ls  

o f the  hos t  image  based on the  watermark b its  [60 ].  Fo r  frequency domain,  the  

ma in concept is to inse r t a wa termark into frequency coeff ic ients o f the  

transformed image us ing the d isc re te cos ine transfo rm (DC T), the d isc re te  

wavele t transfo rm (DWT) [61] or other kind of transfo rms techniques [60, 62]. 

5.2 Related Work 

There are many watermark ing protoco ls that  have  been proposed us ing  

cryp tography and  d ig ita l wa te rmark ing techn iques . Memon and Wong p roposed  

a buyer-se lle r  wa te rmark ing protoco l in [15]  to  dea l with the customer’s r ight  

prob lem,  but  a lso introduced  a  new issue, the  unb ind ing p rob lem,  in the ir  

so lut ion. The propose d work  compare s buyer-se l le r wate rmark ing p ro toco l based  

on d isc re te  cos ine  transform (DC T) and d iscrete wave le t  t ransfo rm (DWT) to  

fu lf i l l the  des ign requirements , d if fe rent  from the predecessors ,  p roposed  

app roach makes improvements on the many aspec ts such as anonymous  

communicat ion between buyer and se lle r [31] it  support mu lt i- t ransac t ion and  

d ispute re so lut ion and  avo ids  doub le  watermark inse r t ion.  Us ing the  concep t o f 

d isc re te  wave le t  t ransfo rm [32]  it  results  tha t  it  may inc rease the  secur ity o f the  

protocol hence the effic iency will increase.  

5.3 Comparison of DWT and DCT Buyer-Seller Watermarking 

Protocol 

In this  sec t ion,  autho r has shown the comparison o f two  p ro toco ls  i.e . buyer  

se l le r wate rmark ing us ing DC T and DWT transfo rm to  p rovide  more  secur ity fo r  

the buyer  and the se l le r  dur ing the  transmiss ion o f d ig ita l content over  the  

ne twork. He f irs t de fines  the  ro le and  no tat ions , which are given in tab le 5.4 .1.  

He  has a lso de f ined the  wave le t decomposit ion and dete rmina tion o f 

watermark ing locat ion. 
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The  buyer-se l le r  wa termark ing p ro toco l based  on DWT uses  robus t  wa te rmark  

technique  p roposed  by L Q iao [23]  with the RS A cryp to sys tem [63 ].  Fo r  tha t,  

author assumes following. 

  Every se l le r in t ransac t ion has un ique wate rmark ing embedded func tion 

algor ithm in the software.  

  He also assumes that all messages are transfe rred in a secure manner .  

  Digita l content is a still image .  

  WCA is honest, trust worthy and every transact ion is atomic .  

  Single unique watermark may be generated for each digita l content.  

 

5.4 Buyer-Seller Watermarking Protocol (BSWP) Using DWT  

Wavele t based  transfo rm a re ga in ing more  popula r ity because it  has  a  number o f 

advantages  over  o ther t ransfo rms . I t conta ins  p rogress ive low b it- ra te  

transmiss ion and qua lity sca lab il ity.  The  buyer se l le r  wa te rmark ing protoco l 

based  on DWT uses robust  wa termark technique  proposed  by L Q iao  with the  

RSA cryptosys tem.  

5.4.1 Watermark  Gene ra t ion and Extract ion Pro toco l with D iscre te  Wa ve le t 

Transform (DWT) 

The wa termark  genera t ion and extrac t ion p ro toco l us ing d iscre te wave le t  

transform (DWT) [32]  as  dep ic ted in f igure  5 .4.1  [a & b ].  In this  p rocess  the  

or ig ina l image  is decomposed by us ing 2-d imens ion d iscre te wave le t  

transformation (DWT) and  coeff ic ients  o f each sub -band  from which the  

features  a re extrac ted. C oeff ic ients  tha t me et  some spec if ic  cond it ions  a re  

se lected  fo r wa te r mark ing embedd ing.  Then wa te rmark ing is  embedded  by 

chang ing these  coe ff ic ients  accord ing to spec if ic  regu la t ion. F ina l ly,  the  

mod if ied  coe ff ic ients  are recons truc ted  with o the r coe ffic ients to  wa termarked  

image by us ing inverse 2D- DWT (IDWT).  Afte r wave le t decomposit ion o f 

wa termarked  image , features  tha t  mee t spec ific  requirements are extrac ted and  

watermark ing are embedded in these locat ions.  
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Watermark Insertion using DWT  

In this ,  author  has  inser ted the watermark into  the  o r igina l image  with the  he lp  o

f equation (5.4.2). 

 

 

 

 

 

 

 

Figure 5.4.1(a) DWT Based Encoder 

Watermark Extraction using DWT 

 In this, author extracts the watermark from the origina l image with the help of 

equation (5.4.3). 

 

 

 

 

Figure 5.4.1(b) DWT Based Decoder       

Discre te wave le t t ransfo rms (DWT) is a s igna l ana lyt ic  theo ry tha t can loca lize  

the s igna l in spa t io tempora l. Th is theo ry has a lready been wide ly used. The  

bas ic  idea o f app lying DWT on the image p rocess ing is  tha t , the  o r ig ina l image  

can be  decomposed into  lower frequency sub-band and higher frequency sub-
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band . Espec ia lly, higher frequency components o f images have the se lf  

s imila r ity be tween each frequency components,  ho r izonta l ly,  ver t ica lly and  

d iagona lly. Wave le ts  a re ob ta ined fr om a s igna l p ro totype wave le t y(t) ca l led  

mo ther  wave le t  by d ila t ions  and  shift ing.  Equation ( 5.4 .1 ) shows the  genera l 

form of a discrete wavele t transfo rm.  

                    (5.4.1) 

Where a is scaling paramete r and b is shift ing parameter .  

 

The 1D discrete wavele t transform is given by the equation no. (5.4.2). 

         ∫          
 

  
             (5.4.2) 

 

The inverse 1D discrete wavele t transform is given by the equation no. ( 5.4.3). 
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Where 
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F igure 5.4.2 shows the buyer-se lle r wa termark ing p ro toco l based on DWT [32]  

which is secure than its predecesso rs . The buyer- se l le r wa te rmark ing protoco l 

based on DWT uses public key cryptosystem and has five different roles . 
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Figure 5.4.2 Buyer-Sel le r Watermark ing protocol with DWT 

The F igure  5.4.3  shows the de ta i ls  o f poss ib le  t ra nsac t ions in the  buyer-se lle r  

watermark ing protocol with DWT.  

Table -5.4.1 The  notations  used in the  buyer-se ller watermark ing protocol 

based on DWT are  defined be low. 

NOTATION  DESCRIPTION  

X  Original copy of digital content.  

W  Watermark information to be embedded, generated based on 
public keys of buyer and seller.  

X’  Watermarked digital content.  

WID  Identity number, which is to be embedded in Generated 
watermark information’s Index the digital content.  

DWTWID  Generated watermark information’s Index Identity number using 

Discrete Wavelet Transform (DWT).  

ф  Insertion of Watermark information into the original copy of 
digital content.  

(PB,SB)  A public-secret key pair, where PB is buyer’s (or B’s) public key 

and SB is B’s secret key.  
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DSSB(M)  The message M is digitally signed by B’s private key.  

EPB(M)  The message M is encrypted using B’s public key.  

ESB(M)  The message M is encrypted using B’s private key.  

DPB(C)  The cipher text C is decrypted using B’s public key.  

DSB(C) The cipher text C is decrypted using B’s private key. 

 

Table -5.4.1 

 

Figure 5.4.3 Transaction in the watermark ing protocol using DWT  

5.5 Buyer-Seller Watermarking Protocol (BSWP) Using DCT  

In this  sec t ion, autho r has used DC T to provide more secur ity for the buyer and  

the se l le r  dur ing the  transmiss ion o f d ig ita l content same  as  autho r d id  with  

DWT. In this  sec t ion, autho r has de fined  the ro le  and no t at ions  wh ich a re given 

in table 5.5.1.  

In this , there a re four ro les i.e . one is  buyer, second is  a se l le r, third is  WC A 

device and four th is  DC T. The se l le r p rovides the wa te rmark embedd ing  
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opera t ion and se l ls  the wa termarked  p roduc t to  the  buyer.  The WC A device is  

integra ted  into  the  se lle r’s  computer  system and it  wil l genera te the  wa te rmark  

with the he lp o f DC T fo r the buyer.  He  assumes  tha t every se lle r  in t ransac t ion 

has  unique  wa ter  mark ing embedded  func tion a lgo r ithm in the ir  so ftware . In this  

pro toco l,  autho r use  wa te rmark ing embedd ing with d isc re te  cos ine  transfo rm 

(DCT), and arbite r (ARB) and watermark ing certificate author i ty (WCA).  

5.5.1 Wate rmark  Gene rat ion and Extraction Pro toco l  with Discre te  Cos ine  

Transform (DCT)  

The watermark generat ion and  extrac t ion pro toco l us ing d iscre te cos ine  

transform (DC T),  a s dep ic ted  in figure  5 .5.1  [a & b ].  The  p ro toco l can be  

executed mu lt ip le  t imes  fo r mu lt i- t ransac t ions  be tween the  se l le r A and  the  

buyer B, as dep ic ted  in F igure 5.5 .2.  S and  B firs t  need  to nego tia te a  purchase  

agreement ARG on r ights  and ob liga t ions  a s  we ll a s  the  spec if ica t ion o f the  

d igita l content X.  F igure 5.5.1 shows the wa termark ing genera t ion and  

extract ion protocol.  

Watermark Insertion using DCT  

In this ,  he  inse rts the wate rmark in to  the  o r ig ina l image  with the he lp o f 

equation (5.5.1). 

 

 

 

 

 

 

Figure 5.5.1(a) DCT Based Encoder 
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Watermark Extraction using DCT 

In this , he extrac ts the  wa te rmark from the o r ig ina l image with the he lp o f 

equation (5.5.2). 

 

 

 

 

 

 

Figure 5.5.1(b) DCT Based Decoder 

The d isc rete cos ine  transfo rm (DC T) is  a  techn ique fo r conver t ing a s igna l into  

e lementa ry frequency components.  I t  uses  a  transformation func tion wh ich 

transforms the representa t ion o f da ta  from space domain to  frequency domain.  

The genera l equation for a 2D DCT is defined by the following eq. no. (5.5.1).  
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The inverse transfo rm is defined as 
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   (5.5.2) 

F igure  5.5.2  shows the  buyer-se lle r  wa termark ing p ro toco l with d isc re te cos ine  

transform (DC T) [31 ].  The  p ro toco l is  based  on pub lic  key c ryp to sys tem and  has  

five diffe rent roles. 
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Figure 5.5.2 Buyer-Sel le r Watermark ing protocol with DCT 

The F igure  5.5.3  shows the de ta i ls  o f poss ib le  t ransac t ions in the  buyer -se lle r  

watermark ing protocol with DCT.  

 

 

Figure 5.5.3 Transactions in the watermark ing protocol using DCT  
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Table -5.5.1 The  notations  used in the  buyer-se lle r watermark ing protoco l 

based on DCT are  defined be low.  

NOTATION  DESCRIPTION  

X  Original copy of digital content.  

W  Watermark information to be embedded, generated based on 

public keys of buyer and seller.  

X’  Watermarked digital content.  

WID  Identity number, which is to be embedded in Generated 

watermark information’s Index the digital content.  

DCTWID  Generated watermark information’s Index Identity number using 

Discrete Cosine Transform (DCT).  

ф  Insertion of Watermark information into the original copy of 

digital content.  

(PB,SB)  A public-secret key pair, where PB is buyer’s (or B’s) public key 

and SB is B’s secret key.  

DSSB(M)  The message M is digitally signed by B’s private key.  

EPB(M)  The message M is encrypted using B’s public key.  

ESB(M)  The message M is encrypted using B’s private key.  

DPB(C)  The cipher text C is decrypted using B’s public key.  

DSB(C) The cipher text C is decrypted using B’s private key. 

 

Table -5.5.1 

5.6 Result Analysis of These Two Protocols  

In this  sec t ion, autho r  has s tud ied  the  e ffec t  o f DWT and  DC T upon the  buyer-

se l le r wate rmark ing p ro toco l.  Buyer-se l le r  wa te rmark ing protoco l based  on 

DWT is better and gives more secure watermark inser t ion. 



71 
 

Many resea rchers  have used Lena  image  as the or ig ina l image. H e has a lso uses  

Lena  image  o f s ize  256×256  as a te s t image.  The researcher  has app lied some  

types o f a ttacks on the Lena image a fter wa termark embedd ing to p rove the  

qua lity o f the ir  proposed work . H e chooses  some previous  work [9 , 64,  65 , and  

66]  to ob ta in rob ustness  results . Fo r that , he firs t  de fined some  paramete r to  

measure the quality of image.  

5.6.1 Paramete r Used 

For  ana lys is  the  comparison o f DWT & DC T domain autho r  has used  PSN R,  

MSE and Similar i ty factor (SF) measurements.  

1. PSN R (P eak  s igna l- to- no ise ra t io ) is genera lly used to ana lyze qua lity o f 

image.  

           
     

 

   
         (5.6.1) 

2. The MS E (Mean S quare  Erro r) represents  the cumula t ive  squared  e rror  

between the compressed image and the origina l image .  

    ∑   
   ∑  

(|         |)   
 

 

   

 
          (5.6.2) 

Where x  is width of image and y is height and x*y is the no. of pixels. 

3. S imila r ity Factor  (SF ):-  S imila r ity F ac to r is  measure  by the s imila r ity o f 

p ixe l acuteness be tween the  o r ig ina l image  and  the  wa termarked  image .  This  

he lps  to  measure  the  changes  in the  perceptu a l qua lit y o f the image . The  

equation (5.6.3) shows the formula to calcula te similar i ty factor.  

    
∑   ∑             

      

∑   ∑     
 

        
    (5.6.3) 

Where  I  ( i, j ) is  the o r ig ina l image  and Iw ( i, j)  is the wate rmarked image. The  

simila r ity factor should always be equal to 1.  
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Figure 5.6.1 PSNR value of  image in DCT domain 

 

 

 

 

 

 

 

 

Figure 5.6.2  PSNR value of  image in DWT domain 

It is  conc luded to compare the obta ined results  from p revious  work by 

ca lcula t ing the d iffe rence be tween the o r ig ina l image  and wa te rmark  image  

us ing PSN R measurement. The above f igures show robustness , impercep tib le  

re sults  for  bo th embedded  domains . The  figure  5.6.1  shows PSN R va lues  

accord ing DC T embedd ing domain.  The figure 5 .6.2 shows the PSN R va lues  

accord ing DWT embedd ing domain.  The results  o f DWT were found  to be h igher  

than 42,  whereas  most DC T result  were found  less than tha t. Hence ,  it c lear ly  

shows that  the  DWT embedd ing domain is  be t te r in terms  o f impercep tib le,  

robustness and capacity than DCT embedding domain.  
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Figure 5.6.3 Comparison of  PSNR value in DCT & DWT domain  

F igure 5 .6. 3 shows the comparison o f PSN R va lue in DC T & DWT domain. The  

DWT embedd ing domain is  more robus t  than DC T embedd ing domain and  it  a lso  

conta in h igh capac ity. In the b r ie f DWT based wa te rmark ing is be tte r than the  

DC T domain wa te rmark ing fo r  embedd ing the  wa termark into  the  buyer  se lle r  

watermark ing protocol. 

Table  5.6.1: The  value  of PSNR, MSE & SF is  given. 

Previous Work Discrete Cosine 
Transform(DCT) 

Discrete Wavelet 
Transform(DWT) 

PSNR MSE SF PSNR MSE SF 

[C.-S. Shieh, 2004] 39.393 227.748 0.423 44.876 221.999 0.323 

[S. Promcharoen, 2008] 38.765 228.180 0.499 42.675 225.093 0.423 

[M. Deng, 2008] 43.897 223.139 0.325 45.987 219.368 0.291 

[K. Hameed, 2006] 37.675 229.113 0.538 37.654 229.748 0.536 

                

Table  5.6.1 
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5.7 Conclusion 

This  chap te r compares  (BSWP ) based on Disc re te Cos ine  Transfo rm (DC T) and  

Discre te  Wave le t  Transfo rm (DWT).  I t  is  c lea r tha t  the  DWT is  be t te r  than DC T 

in te rms  o f impercep tib il ity,  robustness  and  capac ity.  DC T and  DWT based  

buyer se l le r watermark ing pro toco l is used to  fulf i ll the de s ign requirements,  

d iffe rent  from the previous , these  app roach makes  huge  change  on the many  

aspec ts such as anonymous  communicat ion be tween buyer  and  se lle r . I t suppo rts  

mu lt i- t ransac t ion and  d ispute reso lut ion and avo id s doub le watermark inse r t ion.  

This  chapter  has shown the  va r ious re sult s  which a re  ob ta ined  by ca lcu la t ing  

PSNR, MSE and SF measuremen t.  

The contr ibution toward this research is published and is as follows:  

[1] Ashwani K umar, S.P . Ghre ra , and  Vip in  Tyagi,  “A Comparison o f Buyer-

Se lle r  Wate rmark ing Protoco l (BS WP) Based  O n Discre te  Cos ine  

Transfo rm (DC T) and Disc rete Wave le t Transfo rm (DWT), ” Computer  

Soc ie ty o f Ind ia (C SI) Vo l. 1 . pp . 401-408 , Sp r inger Inte rna t iona l  

Publishing, 2015. [SCOPUS indexed ]. 
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CHAPTER # 6 

AN ID-BASED SECURE AND FLEXIBLE BUYER-SELLER 

WATERMARKING PROTOCOL  (BSWP) FOR COPYRIGHT 

PROTECTION 
 

6.1 Introduction 

Dig ita l wa te rmark ing protoco ls  a re  the ones  which combine  f ingerp r int ing  

technique with wa te rmark ing, fo r embedd ing d ig ita l s igna l o r wa termark into  an 

or ig ina l mu lt imed ia ob ject . BS WP is  fundamenta lly app lied to  continue  the  

d igita l r ights o f bo th the purchase and  vendo r.  In this  chap ter , autho r has  

proposed  an identit y- based  BSWP that  encounte red var ious  weaknesses o f Zhang 

et a l. watermark ing protoco l. He ensure s tha t by po int ing out these weaknesses,  

inaccuracy can be minimized fo r fur the r imp lementing o f buyer -se lle r  

wa termark ing p ro toco l. The sugges ted p ro toco l uses ID-based pub lic key 

cryp tography and d ig ita l wa te rmark ing scheme to p lace the ownersh ip o f d igita l  

content . Hence,  copyr ight  p ro tect ion is  at ta ined. Autho r c la imed  tha t  his  

suggested p rotoco l is  e ff ic ient  and has adequa te secur ity as compared to  

trad it iona l p roposed protoco ls and  suitab le fo r any p rac t ica l buyer -se lle r  

watermark ing scheme .  

The speedy deve lopment o f inte rne t and e-commerce needs a copyright  

pro tec t ion mechanism fo r mu lt imed ia  da ta. Dig ita l wa terma rk ing becomes  an 

important technique  for protec t ing the d igita l r ights. The pr inc ipa l ob jec t o f 

d igita l wa te rmark ing technique  [4]  is to  re ta in d ig ita l copyr ight  o r  wa te rmark,  

embedded  into  the cover ob jec t.  The des irab le  secure d ig ita l wa te rmark ing  

scheme is  one , which integra tes pub lic key c ryptosys tem and d igita l  

wa termark ing technique fo r p ro tec t ing the buyer and se l le r in a d ig ita l content  

transact ion.  Dig ita l wa termark ing [5 ] techn iques  use  encryp ted domain fo r  

embedd ing and extrac t ing the  wa te rmarks.  The rap id ly growing o f the  inte rnet  

encourages  some bad usage  too,  l ike  opera t ions such as transfo rmation,  
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dup lica t ion, and red is tr ibution o f d ig ita l content. With the ava il o f some  

so ftware too ls, one can eas ily identify these  bad use rs  and red is tr ibutio n o f 

digita l content can also be placed.  

Memon e t a l. [10] proposed the ve ry f irs t buyer-se l le r watermark ing p ro toco l in  

2001 and Ju e t a l. [15 ] mod if ied this  p ro toco l with va r ious advances.  Digita l  

wa termark ing [13 ] a lgo r ithm is  d iv ided into  two par ts, firs t  non b l ind  

wa termark ing schemes and second, b lind watermark ing schemes, non b l ind  

wa termark ing scheme needs o r ig ina l  cover ob ject as we ll a s wa te rmark and  

wa termark  key fo r  extract ing the  wa termark  while  b lind  wa te rmark ing scheme  

does not  require  cover ob ject , wa termark  key and  wa te rmark fo r de tec t ion or  

extrac t ion the  wa te rmark.  The buyer- se l le r wa termark ing protoco l [31 ] is  a  

three-pa r ty pro toco l among a  serv ice  p rovide r,  a  cus tomer  and a t rus ted  

wa termark  cer t if ica te  author ity.  This  p ro toco l combines f ingerp r int ing and  

encryption techn iques fo r p ro tec t ing the pa rt ic ipants into any transac t ion . In the  

his tory, Hwang et  a l. [67] introduced a t ime  s tamp ing p ro toco l in 2005. In the ir  

pro toco l,  a  TTP  (trus ted third  pa r ty)  was  introduced fo r  check ing the  

ver if icat ion and  s igning phase.  Ju e t  a l.  [15]  p roposed  an anonymous  buyer-

se l le r wa termark ing protoco l with anonymity contro l in 2 002.  In this  paper,  the  

autho r has identif ied the anonymity prob lem. They have d iscussed tha t a buyer  

can purchase d igita l content anonymously, but the anonymity can be contro lled.  

Zhang et  a l. [68]  p roposed  a secure  buyer– se l le r  wa te rmark ing p ro toco l in 2006.  

In his  paper ,  no  ass is tance  is  needed,  so tha t  it  avo id s the  consp iracy prob lem,  

p ira c y tra c ing p rob le m a nd  c us to me r’s  r ig ht  p ro b le m. The re  a re o nly two  

par t ic ipants,  a  se lle r  and  a  buyer.  The pro toco l can s imu ltaneous ly re so lve  many  

prob lems. However, the re is  a d ra wba ck in the Zha ng e t a l. ’s p ro to co l, i.e . the  

b uye r’s as s is ta nc e is ne ed ed to s o lve the p irac y d is p ute . The re fo re, d is p ute  

resolut ion and unbind ing problems exist in Zhang et al. protocol.  

Author  p ropose  an identity- based  buyer-se lle r  wa termark ing p ro toco l and  

e nc o unte red va r io us e xis t in g we ak ne ss es  o f Zha ng et  a l.  (200 6)’s p ro toco l s uc h 

as d ispute reso lut io n and  unb ind ing prob lem.  Here,  he p roposes a new identity-
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based  BSWP fo r proving the  ownership  o f d ig ita l content.  His proposed protoco l 

enab les  the se l le r to p roduce  the  wa te rmark  content  with the ir  p r iva te key. The  

wa termark ce r t if ica te autho r ity (WCA) is re spons ib le  for is suing the d igita l  

s igna ture corresponds to  ID o f the  se lle r , t imes tamp  [67 ] used fo r wa te rmark  

content , wate rmark and  cover  ob jec t.  WC A is  ma inta in ing,  its  own tab le  and  

keep ing the  reques ted  IDs o f both buyer  and  se lle r . S uppose if d ispute  occurs  

the buyer can communica te or  confir m to  the  WC A to  checkout  tha t whe ther  

he /she is the or ig ina l buyer o r no t. I f any d ispute occurs a t a la ter s tage,  with  

the he lp  o f arb iter  it  can a lso  be  re so lve d  to check  the  correc tness o f 

in fo rmation used by the se lle r . Timestamps a re compared by the a rb ite r to  

identify the app rop r ia te se lle r o f d igita l content and with the he lp o f 

t imes tamps , unb ind ing prob lem is a lso so lved . Some key de ta i ls o f his  p roposed  

watermark ing protocol are identif ied below:  

1. In the  p roposed protoco l, autho r adop ts  wave le t and  p r inc ipa l component  

analys is based techniques [69] with identity-based public key cryptography.  

2. This  watermark ing pro toco l must  be  autonomous  o f a l l wa te rmark ing  

schemes. 

3. The proposed p ro toco l makes use o f a tamper re s is tance device, which is  

embedded into selle r’s compute r and reduces the overhead on WCA as TTP.  

6.2 Reviewing the scheme of Zhang et al.  

Zhang e t a l.  [68 ]  p roposed  a  secure  BSWP in 2006.  The authors  p roposed  a  

secure  BSWP  without  the ass is tance o f a  TTP  in wh ich the re  a re  only two  

par t ic ip a nts,  s e lle r  a nd b uyer . Zha ng e t a l. ’s pap e r is  b as ed o n the  Le i e t a l. [11]  

and  in th is  no  th ird pa r ty is  b rought  in;  the re fo re ,  the  p roposed  p ro toco l is  more  

child l ike and  more dependab le  than the exis t ing wa termark ing p ro toco l.  Zhang 

et  a l. ’s  p ro to co l re so lve s the co nsp ira c y prob le m,  p irac y trac ing prob le m a nd  

c us to me r’s r ig ht prob le m. Ho we ver , the re is a d ra wb ac k in the Zha ng e t a l. ’s  

pro to co l, i. e.  the b uyer’s a ss is ta nce is  ne ed ed to so lve  the  p irac y d is p ute  

problem. Here, he shows the notatio ns of Zhang et al.’s protocol.  
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 = encrypted watermark image 

     
        

  = second round encrypted watermark image  

         
 = encrypted watermark 

         
     

 = digital certificate of CA 

    
      

  = random key pair  

    = Arbiter  

     
 = secret key of buyer  

     
 = secret key of seller  

      
 
        

 = encrypted secret key   

         
        

 
         

 = sign encrypted secret key 

               
 
 = anonymous certificate  

In the  Zha ng e t a l.’s  p ro toc o l, se l le r  ra nd o mly ge nerates  a  s ec re t       
  key. In 

the encryp ted domain, se lle r ob ta ins the encryp ted wa te rmark          

 as  

follows .  

         
          

       

          
       

  

       
        

       
                                         (6.2.1) 

Seller S then inser ts the second round watermark through the following formula : 

     
        

 =       
       

            

  

     
          

                                                   (6.2.2) 

Zha ng e t a l. ’s et a l. c la ime d tha t the ir  p ro pos ed se c ure b uye r -se lle r  

wa termark ing pro toco l p rovides so lut ion fo r consp iracy prob lem,  p iracy- trac ing  
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pro b le m a nd  c us to mer’s r ig ht  p ro b le m.  Autho r  has  identif ied  that  the protoco l is  

unab le  to  so lve  the  d ispute  re so lut ion p rob lem and  unb ind ing p rob lem.  F igure  

6.2.1 shows a simp lif ied trading model which is based on the Lei et al. protocol.  

 

 

 

 

 

 

 

Figure 6.2.1 A simplif ied trading model 

   

             
     

                  
 
       

          
 
        

            
        

 
             

  

                                                                
        

  

 

 

Figure 6.2.2 The encryption phase of  J. Zhang secure buyer-sel le r 

watermark ing protocol [11] . 

 

To  leve l out these top ics,  author  has p roposed  identity-based cryp tographic  

scheme [6 ] into the wate rmark ing a lgo r ithm.  ID-based techniques were  

introduced by Shamir in 1984 [70].  

Buyer Seller 

Buyer  Seller 

1. Sending out the purchase order 

2. Making the delivery 
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6.3 An Id-Based Secure and Flexible Buyer-Selle r Waterma rking 

Protocol for Copyright Protection 

This  re sea rch work  is  a s an extens ion o f autho r' s p revious work [31] . In his  

suggested p ro toco l, he use s same trus t mode l uses by Memon e t a l. [10 ] and Le i 

et a l. [11 ].  The p roposed protoco l is  based on pub lic key infras truc ture , a rb ite r,  

ID based  pub lic  key c ryp tography [42 , 71]  and  d ig ita l wa te rmark ing scheme.  

The  wa te rmark ing scheme  invo lved  sec ret  key and d ig ita l s igna ture  cer t if ica te  

issued by WC A. WC A mainta ins  its own tab le  and keep ing the  reques ted IDs o f 

both buyer and se lle r  because it  conta ins  a  da tabase . The p roposed  p ro toco l is  

flex ib le  because  it  makes  use  o f tamper  res is tance  dev ice  which is  used  to  

reduce the overhead on WC A and a lso so lves p rob lems l is ted in sec t ion 1. Now,  

in the d ig ita l s igna ture ve r if ica t ion phase someone e lse can use the WC A pub lic  

keys to va lid a te tha t the  wa te rmark content  tha t was embedded a t a  ce r ta in t ime  

into  the  d ig ita l content . The  p roposed d ig ita l wa te rmark ing protoco l cons is t s o f 

three sub-protoco ls : the  wa te rmark  embedd ing and  s ign ing p rotoco l;  wa te rmark  

de tec t ing and ve r ifying protoco l; and regis tra t ion p ro toco l as  p resented in  

F igure  6.3.2 . He  firs t  dete rmines the  ro les and  no ta t ions  for  va r ious  pa r t ic ipants  

in his proposed protocol as presented in Figure 6.3.1. 

Se lle r: The  owner o f the  d ig ita l content  o r from where  the  buyer  wants to  

purchase the digita l content.  

Spurious  buye r:   Who wants  to  lea rn the  r ightfu l s ide  o f the  d ig ita l capac ity  

that does not belong to him? 

WCA: P ub lic,  p r iva te , and shared sec re t key is  is sued by this  autho r ity. The  

valid watermark and digita l signa ture are also genera ted by WCA.  

ARB:  ARB s tands  for  an a rb ite r,  if any d ispute occurs  be tween the  buyer and  

se l le r, tha t d ispute is  re so lved by a rb itr at ion.  ARB a lso  ve r if ie s  the  co rrectness  

of the digita l certifica tes.  
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Tampe r-res is tant dev ice : This  de vic e  is  de ta c hed  into se l le r’s  co mp ute r a nd  

used to produce necessary watermarks and digita l signa ture .  

 

Figure 6.3.1 ID-based buyer-sel le r watermark ing protocol. 

Author has shown assumptions of his sugges ted protocol.  

1.  Buyer se l le r and WC A conta in a ma tched c lock . This  c lock  is he ld  

secure ly.  

2.  The cover object is an image in which the watermark is applied.  

3.  WCA is assumed to be trustworthy.  

4.  The buyer seller commun ica tes through a secure channe l.  

5.  The valid watermark is generated by the selle r and WCA.  

 

The goals of the proposed watermark ing scheme are described below:-  

1.  The p roposed  p ro toco l so lves the unb ind ing prob lem, the d ispute  

re so lut ion p rob lem.  In add it ion, it  identif ie s the spur ious  se lle r  who  

claims of ownership of digita l content.  

2.  The buyer interacts with the selle r but one time.  

3.  The  buyer  does  no t possess any knowledge o f cryp to system and  the  

embedded watermark . 



82 
 

4.  The  p roposed  p ro toco l avo id s  the  doub le  wa termark  inse r t ion and WC A 

is respons ib le for the genera t ion of the watermark .  

 

 

 

Figure 6.3.2  Three sub-protocols of  ID-based buyer-seller watermark ing 

protocol. 

 

Author has shown the ro les and nota t ions o f his proposed ID-based secure and  

flexib le buyer-se ller watermark ing protocol.  

  
 = origina l image 

   
 = watermark 

   
 = forge watermark 

 = forged digita l content 

   
 

 
 = watermarked image or data  

        = encrypted watermark key 

   (   
 )= decrypted watermark key  

 = cipher text 

 = times tamp  

         
 
  = selle r performs encryption using     public key 

    = arbiter 
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 = seller credentia l   

        
 
 = seller performs decryption using     public key 

          
 
      = verificat ion of digita l signature   

             
 
 = digita l signa ture    generated by     using its private-key. 

6.3.1 Watermark embedding and s igning protoco l: - 

The wate rmark embedd ing and s ign ing protoco l is  desc r ibed in F igure  6 .3.1. The  

pro toco l is  be ing executed mult ip le  t imes fo r authenticat ion o f a buyer  be tween 

the se l le r and  WC A. I f se l le r wants  to es tab l ish the lawfu l ownership  o f the ir  

d igita l content , i. e.  image  X, then the se l le r  can carry out  the embedd ing and  

signing a protocol with WCA as given in Figure 6.3.1. 

The dealings between the selle r and  𝑊   is given below. 

1.  The selle r selects a random and robust watermark W.  

2.  The se l le r embeds  the  wa te rmark W into  d ig ita l content X to ob ta in  

watermarked data Xw.   

   
              )   (6.3.1.1) 

where E is  the wa termark embedd ing a lgo r ithm and        
      is  the  wa te rmark  

key. 

3.  Then the  se l le r conver ts  p la intext  P  into  c iphertext  C us ing the pub lic - key 

cryptosys tem, PCwca. 

           
 
      

           
         (6.3.1.2) 

where    
 prov ided by the se l le r and   is the crea t ion o f t ime o f the  

watermarked content e.i.     
  

4.  The selle r sends the cipher text   to the    .  

5.  After receiving  ,     perform some decrypt operation.   

          
           

           
 
      (6.3.1.3) 

where      
 is the private key of     and D is the decryption. 

6.      checks  whe the r     
  is  legit ima te  o r  not . I f no t     abo r ts  the  sub-

protocol. 
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7.  I f the  t ime    is accep ted, then     checks to  conf ir m that  the  wa te rmarked  

content     
  has been constructed by embedding the watermark   in  . 

8.  I f wa termark content      
 is  va lid  then     generates  the d ig ita l s igna ture  

   using     priva te key      
   

            
 
      

           
         (6.3.1.4) 

9.       sends this digita l signa ture to the selle r.  

10. After  rece iv ing the d ig ita l s igna ture    se l le r ve r if ie s it  us ing the  pub lic  

key of the     

                   
 
           

           
        (6.3.1.5) 

11. I f the d ig ita l s igna ture is va l id,  then the se l le r keeps   ,  , and     in the ir  

loca l da tabase . Afte r successfu lly comple t ion o f wa termark  embedd ing  

and  s igning p ro toco l, the  Se l le r can pub lic ize  the d ig ita l wa termarked  

content     
                

6.3.2 Watermark detecting and verifying protocol: - 

The  wa te rmark  de tec t ing and  ver ify ing protoco l is  descr ibed  in F igure  6 .3 .2.  

This  protoco l takes  p lace  between the buyer  and the  a rb ite r (ARB). I f the arb iter  

rece ives a fo rge d ig ita l content , le t, say Z and se lle r cons is t     
          . Then 

se l le r can c la im the  r ight fu l ownersh ip  o f Z by executing the  wa te rmark  

detecting and verify ing protocol.  

1. The selle r sends     
           

      and   to arbite r.  

2. Afte r ge tt ing a l l info rmation from the se lle r , a rb ite r uses the wa te rmark  

detection algor ithm:-  

   (   
 )                (6.3.2.1) 

Where    be longs to wa termark de tect ing scheme. I f he rece ived the re sult o f the 

above  equa tion, equa l to 1,  then 𝑍 cons is t  wa te rmark  𝑊 and  if the  e ffec t o f 

above equa tion equa l to 0 then 𝑍 does not conta in wa te rmark 𝑊 and arb iter  

performs next step. 
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3. Afte r step 2,  a rb ite r ve r if ie s the va lid ity o f the  d ig ita l s igna ture    us ing the  

equation given below:-  

          
 
           

           
         (6.3.2.2) 

where PCwca  is  the  pub lic- key cryp to sys tem o f    . I f Eq.  (6.3.2 .2 ) is  true  

then arbiter returns their own key     
     otherwise arbite r returns 0.  

6.3.3 Regis tration protocol: - 

The regis tra t ion pro toco l takes  p lace be tween the customer and the WC A, I f a  

buyer  wants to  hide his  identity into a t ransac t ion o f d igita l co ntent  then buyer  

randomly se lects a pa ir o f key      
       

  and sends       
  to a t rustworthy WC A 

[68 ]. Afte r rece iv ing      
 WC A genera tes an anonymous  d ig ita l cer t i fica te 

        
        

  and  sends  it  to the buyer . I f buyer  does  not  require  anonymity,  

the ent ire  regis trat ion process can be sk ipped  and no rmal d igita l cer t i f ica te can 

be practiced by the buyer.  

 

Seller  WCA 
1. Seller select watermark 𝑊 
2.    

          
   𝑊  

3.            
 
      

      𝑊    
   

 

10.           
 
          

    𝑊      
    

 
11.  Stores   ,  , 𝑊 into the database 
 

 

 

4.   

 

9.    

5.      
      𝑊    

           
 
     

6. 𝑊   checks     
 ,   

7. Checks       
  

 
8.             

 
      

    𝑊      
    

 

Figure 6.3.1.1 Watermark  embedding and signing protocol 
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Seller  Arbiter (ARB) 
1. Seller sends 
     

    𝑊      
    s,X) 

 
 

  
 
2. Perform decryption    (   

 ) 𝑍   𝑊    

3. Arbiter verifies             
 
          

    𝑊      
           

 

 Figure 6.3.1.2 Watermark  detect ing and verifying protocol 

Table 6.3. 1 Comparison of the proposed scheme with existing protocols. 
 
 [J. Zhang, 

2006] 
[J.G Choi, 
2003] 

[N.D. Memon, 
2001] 

[C. L. Lei, 
2004] 

[Proposed 
Scheme] 

The customer’s 
rights problem 

Solved Solved solved solved solved 

The piracy-tracing 
problem 

Solved Solved not tested solved solved 

The unbinding 
problem 

Solved not solved not solved solved Solved 

The anonymity 
problem 

partially 
solved 

Solved not solved partially 
solved 

Solved 

The dispute 
resolution problem 

Solved not solved not solved solved Solved 

Tamper-resistant 
WCA device With 
Database 

No No No No Yes 

 

6.4 Security Analysis of Proposed Scheme 

In this sec t ion, the secur ity o f the p roposed ID-based secure and flex ib le  buyer-

se l le r wa termark ing protoco l is  ana lyzed.  Author  has examined  the  secur ity o f 

his  p ro toco l and compare with scheme  o f [10 , 11 , 14 , and 68] . The p roposed  

wa termark ing p ro toco l is  secure and f lexib le  for  the  reason tha t  buyer has  no  

idea about  the or ig ina l d ig ita l content   hence , is unab le to remove  the  

wa termark . S ince se l le r  ge ts no  access to  the watermarked  copy o f the  d igita l  

content    hence,  the  se lle r  canno t d is tr ibute i llega l rep l icas  o f d igita l content   . 

The proposed pro toco l so lved the prob lems identif ied  in Zhang e t a l. protoco l 
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and  p rob lems,  which are l is ted in sect ion 1.  The  secur ity o f proposed pro toco l is  

examined and  compare d with previous ly pub lished work [10 , 11, 14,  and 68 ] in  

tabula r form.  

Table  6.4.1 Comparison of computat ion cost with exis ting protocol .  

    [J.  Zhang] [J.G Choi]  [N.D. Memon] [C. L. Lei] [Proposed] 

Encryp tion Operation    3         2k+1 2           3           1  

Decryption  Operation   1        4         1       1        1 

 operation          2  2         2      2        2         

Signing Operation         1     k                 2       2       1 

k: is the number of watermark 

Tab le 6.4 .1 and Tab le 6.4 .2 show the  comparison o f va r ious re sults . In tab le  

6.4. 1, se l le r uses a tamper res is tant device, which p roduces necessa ry 

wa termarks and d ig ita l s igna ture . Tab le 6 .4. 1 shows tha t the p ro toco l can 

withs tand a ll o f the known prob lems, which a re l is ted above and identify the  

true  owner  o f d ig ita l content.  Tab le  6.4.2  shows the va r ious enc ryp tions and  

dec ryption operat ion used  in the  proposed p ro toco l autho r has  used three sub-

pro toco ls  wa te rmark  embedd ing and s ign ing p ro toco l,  wa te rmark de tect ing and  

ver ify ing p ro toco l and regis tra t ion p ro toco l. In this  scheme, the number o f 

commun icat ion rounds takes one enc ryption,  one dec ryp tion, 2 wa te rmark  

embedd ing,  and  one  s ign ing opera t ion respec t ive ly which minimizes  the pass  

t ime  and  a lso reduces overhead  on WC A hence be t te r when compare  to othe rs  

l ike  [10 ,  11 , 14,  and  68 ] in tabula r  fo rm.  F ur the rmore , i f buyer  sent  a  request  to  

purchase a product with anonymity then se lle r  pub lishes the enc ryp ted p roduct  

to  the buyer and  se lle r  is no t ab le  to t race the identity o f the  buyer. Hence,  

dur ing the ent ire t ransac t ion the p r ivacy o f buyer is p ro tec ted aga ins t the se l le r.  

In the case o f WC A, it only has the c redentia ls  o f buyer , but WC A is  not aware  

about the p roduc t or d ig ita l content which buyer has bought hence  buyer is a lso  

protected agains t WCA.  
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6.4.1 Dispute  resolution proble m 

In the d ispute reso lut ion p rob lem, if the se l le r takes  evidence to the judge i. e.  

arb ite r tha t the buyer is  re spons ib le  for  copyright  vio la t ion. The se l le r does not  

exact ly know where the wa termark  is embedded into  the  d ig ita l content   . The  

se l le r is unab le to frame  the buyer . When the arb iter  a sks to the  buyer fo r the  

wa termark   , the buyer can se nd some random wate rmark    
  ins tead o f o r ig ina l  

 . The se l le r has p resented the Judge with a s igned and encryp ted copy o f the 

wa termark     and  this  watermark   wil l not ma tch the watermark    
  presented  

by the buyer . Then the buyer would be cons ide red a s spur ious buyer. Fo r tha t,  

WCA finds va lue  o f wa te rmark W in p lace  o f wa te rmark     
 with the he lp o f  

equation no. 6.3.1.3. WCA takes the fina l decis ion based on this equation.  

     
      𝑊    

           
 
     

 

6.4.2 Unbinding proble m 

Unbind ing p rob lem is  so lved  because  in this ,  firs t  the se l le r  does  not  know the  

b uye r’s  wa terma rk    
   because the  wa te rmark  is  embedded  by a  t rus ted third  

par ty, i.e .      und er e nc ryp tio n a lgo r ith m. The b uye r’s s igna ture b ind s to the 

ARG tha t unique ly identify a  pa r t icula r  d ig ita l content   . These  aspec ts  make it  

imposs ib le  fo r  the se l le r  to  t ransp lant  the wate rmark  into  anothe r  copy o f the  

forged digita l content.  

When, bo th buyer and  se lle r  a rgue  to p rove  ownership  o f the s imila r  med ia  𝑍, 

then a rb ite r executes  the watermark de tec t ing and  ve r ify ing p ro toco l to  spec ify  

whom the lawful p ossessor  o f the  d igita l content 𝑍 is.  F or  de te rmining the  

robus tness  o f the  under ly ing wa termark ing a lgo r ithm he  check  the  re sult  o f 

equation no.  (6.3.2 .1 ).  I f the  d ig ita l s igna ture,  i.e . is     is  genera ted  by the 𝑊   

then the equation no. (6.3.2.2) should be reliab le . 

    (   
 )             
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In the  case o f wa te rmark  embedd ing and  s ign ing p ro toco l c ipher  text    and  

d igita l s igna ture     a re  transmit ted  be tween the    and  se lle r . Because  

c ipher text    is  enc ryp ted  us ing the p ub lic  key o f PC wca  o f      an unauthor ized  

person canno t obta in the d ig ita l content   and    
  from the c ipher text   and 

d igita l s igna ture    because  the or igina l d ig ita l content   and  wa te rmarked  da ta  

   
  are kep t secre t in wa te rmark embedd ing and s ign ing p ro toco l. Hence,  the  

buyer  can ob ta in    
  only if a fte r se l le r  pub lic izes the wa te rmarked da ta,  then 

arbiter can determine that the selle r is the rightful owner or not.  

From the  above ana lys is , the  p roposed  p ro toco l can so lve  the common p rob lems,  

which a re presented in Sec t ion 1 and des ign goa ls  a re a lso achieved which a re  

given in Sec t ion 3.  The  p ro toco l has  come  at  some  mod if icat ion based on the  

prev ious pub lish p ro toco l like it  he d id no t embed second wate rmark into the  

or ig ina l d igita l content ,  the  buyer  need  to  inte ract  with the  se lle r , a rb ite r and  

the WC A in the  transac t ion process  and the  s e lle r  and  WC A are  used  fo r  is suing  

the va lid  wa te rmark.  Hence , the se l le r  is  unab le  to  b ind  a  wa termark  fo r framing  

the innocent  buyer  i. e.  the  unb ind ing p rob lem is  reso lved  and  if any d isputed  

occurs be tween buyer and se lle r  then WC A and a rb ite r so lved th a t is sue us ing  

t ime- s tamp based techn ique to e s tab lish use o f t imes tamp at wha t t ime  the  

d igita l content  o r s igna l was  c rea ted , s igned or  ver ified  i.e . d ispute re so lut ion 

problem is resolved.  

6.5 Experimental Result 

All p rev ious ly p roposed buyer-se l le r wa te rmark ing p ro toco l uses  Cox [20]  

me thod  to  ga in robust  wa termark ing.  However,  in th is  proposed protoco l, author  

adop ts wave le t and p r inc ipa l component ana lys is  based techniques [69]  with  

identity- based  pub lic  key cryp tography fo r achiev ing high robus tness. Hence,  

autho r  c la imed the  nove lty o f his  p roposed  scheme  as  his  protoco l is  more  

robus t  and imperceptib i l ity is  ve ry high. The  te st  se t comprises  images  fr om 

standard co lo r image da tase t [ht tp :/ /graphics .c s.wil l iams .edu/data / images.xml] ,  

as  we ll as  we ll-known images  such as  Lena,  peppers , fru it  and  Baboon.  He  has  
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presented  var ious  pa rameters fo r  ana lyzing perfo rmance  o f the  p roposed  

protocol.  

6.5.1 Peak Signa l -To -No ise  Ratio (PSNR ):  -  P eak  S igna l- To-No ise  Ra tio  is  

genera lly applied to analyze quality of picture.  

           
     

 

   
    (6.5.1) 

6.5.2 Mean S quare  Error (MS E): - I t represents  the  cumula t ive  squared  e rror  

between the watermarked image and the origina l image.  

    ∑   
   ∑  

(|         |)   
 

 

   

 
          (6.5.2) 

Where   is width of the image and   is height and     is the no. of pixe ls. 

6.5.3 Normalize d Corre lat ion Coeff icie nt (N CC): - I t is  used  for ca lcu la t ing  

the robustness of the algor i thm.  
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             (6.5.3) 

Where      and     deno te  the p ixe l va lues in row   and l ine    o f the  o r ig ina l  

watermark and the exacted watermark respect ive ly.  

The correc tness o f the proposed app roach depends upon the robustness o f 

wa termark ing embedd ing and extrac t ing scheme . In his  scheme, he se t α =0 .01  

i. e. wa te rmark embedd ing coeffic ient  fac to r.  F or  ins tant,  he has  chosen Lena  

and  Baboon images fo r  p roduc ing his  result .  F igure  6.5.1  shows the  o r ig ina l te st  

images  and wa te rmarked te s t images . The  va r ious  wa te rmark logos i. e .  JN U logo  

and  copyright  logo  a re  shown in f igure  6.5 .2.  These  wa te rmark  logo  a re  

embedded  into the or igina l images fo r p roving the owner  o f the d ig ita l content.  

Some a t tacks  a re app lied to the  wa te rmarked images  for  check ing the  robustness  

o f the  p roposed  scheme .  The  p r ima ry ob jec t ive  o f the  p ro toco l is  to  so lve  the  

ent ire  p rob lem,  which is  so lved  by Zhang e l a l. and as we ll d ispute re so lut ion 

prob lem, and unb ind ing p rob lem. The embedd ing method uses wave le ts and  
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princ ipa l component ana lys is technique [69 ] with identity based pub lic  

cryp to gra p hy for  ge t t in g the  wa te rma rk  wh ile  the e x is t ing p ro to co l use s C o x’s  

embedding method [20] which is based on DCT transform.  

 
 
 
 
 
 
 
 
 

(a) 
 
 
 
 
 
 
 
 
 

(b) 
Figure 6.5.1 a) Original Test  Image b) Watermark  Test  Images  

 

 

 

 

 

Figure 6.5.2 Watermarks logos (a) JNU (b) Copyright  (c) gray scale JNU (d) 

gray scale Copyright  
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(a) 36.11 

 
 
 
 
 
 
 
 

(b) 43.59 

 

 

 

 

 

(c) 36.24 

 
 
 
 
 
 
 
 

(d) 41.68 

 

 

 

 

 

(e) 35.68 

 
 
 
 
 
 
 
 

(f) 38.57 

 

 

 

 

 

(g) 32.18 

 
 
 
 
 
 
 
 

(h) 39.25 

Figure 6.5.3 The watermarked images on lef t  side are created by the buyer and 

right  sides are created by the seller.  

In the wa te rmark ing p rocess , WC A genera tes  the  va lid  wa te rmark  images  se lle r  

uses wave le t  and  p r inc ipa l component  ana lys is  t ransfo rm fo r crea t ing  

corre la t ion coe ff ic ient  and  buyer executes  these  corre la t ion coe ff ic ients  for  

generat ing the  wa te rmarked  image .  F igure  6 .5.3 shows the  wa termarked  images  
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crea ted by bo th buyer and se l le r. I t is c lea r that the PSN R va lue  o f F igure  6.5.3  

le ft  s ide is lower than the r ight s ide . The le ft s ide o f the F igure 6.5 .3 shows the  

wa termarked  images genera ted  by the  buyer and  the  r ight  s ide o f the  figure show 

watermarked  images  genera ted  by the se l le r.  Tab le  6. 5.1  shows the PSN R va lues  

correspond ing to se l le r and buyer . Here, fo r ca lcula t ing the robus tness o f the  

wa termark  embedd ing scheme  autho r has  app lied  severa l types  o f a t tacks to  the  

watermarked images. 

 

 

(a) 

 

 

 

(b) 
 

(c) 

 

 

 

(d) 

Figure 6.5.4 a) Watermarked Lena Image af ter Gaussian Noise at  0.02 b) 

Ex tracted Watermark  c) Watermarked Baboon Image af ter Gaussian Noise at  

0.02 d) Ex tracted Watermark .  

 
(a) 

 
 
 

 
(b) 

 
(c) 

 
 
 

 
(d) 

Figure 6.5.5 a) Watermarked Lena Image af ter Salt  & Pepper Noise at  0.02 b) 

Ex tracted Watermark  c) Watermarked Baboon Image af ter Salt  & Pepper Noise 

at  0.02 d) Ex tracted Watermark .  

Table 6.5.1  Peak signal to noise ratio (PSNR) dB created by both buyer and seller for 
each original color image. 
 
PSNR(dB) Lena Pepper Fruit Baboon 
Buyer 36.11 36.24 35.68 32.18 
Seller 43.59 41.68 38.57 39.25 
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(a) 

 
 
 

 
(b) 

 
(c) 

 
 
 

 
(d) 

Figure 6.5.6 a) Watermarked Lena Image af ter Speck le Noise at  0.03 b) 

Ex tracted Watermark  c) Watermarked Baboon Image af ter Speck le Noise at  0.03 

d) Ex tracted Watermark .  

 
(a) 

 
 
 

 
(b) 

 
(c) 

 
 
 

 
(d) 

Figure 6.5.7 a) Watermarked Lena Image af ter Median Filter at  [5 5]  b) 

Ex tracted Watermark  c) Watermarked Baboon Image af ter Median Filter at  [5 

5]  d) Ex tracted Watermark .  

 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

 
(e) 

 
(f) 

 
(g) 

 
(h) 

 
(i) 

 
(j) 

Figure 6.5.8  Ex tracted Watermark  Images 

 

In F igure , 6 .5.4 autho r has app lied Gauss ian no ise  with dens ity o f 0.02 to  the  

wa termarked Lena and Baboon image , the JN U watermark logo and copyright  

logo  a re  embedded  respec t ive ly.  The qua lity o f the  extrac ted  wa te rmark  logos  is  

good  with the presence o f a t tacks.  To  check the qua l ity o f these  wa termarks  he  
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has ca lcu la ted co rre la t ion coe ff ic ient  by us ing equation no. ( 6. 5.3 ). The  

correspond ing correla t ion coeffic ients are shown in Table 6.5.2. 

F igure 6.5 .5  shows the pe rformance o f the scheme  aga ins t  the sa lt  & pepper  

no ise author has app lied this  no ise with dens ity o f 0.02 on the Lena and baboon 

watermarked images then he has extracted the correspond ing watermarks .  

In F igure  6 .5.6 autho r  has  app lied  speck le  no ise  with 0 .03  dens ity on Lena and  

Baboon watermarked  images  then corresp ond ing watermark are extrac ted. In this  

he got good result and watermarks are still extracted.  

F ilte r ing is  the most common at tacks on d ig ita l images . S o autho r has app lied  

med ian f i lter  to bo th wa te rmarked images  with fi lte r  s ize M=5  in figure 6.5 .7.  

The  resu lts  show tha t  wa te rmarks  a re  eas i ly recogn ized.  I f he  wil l inc rease  the  

fi lte r,  s ize  normalized  corre la t ion wil l decreases.  F igure  6 .5.8 (a ,b ) shows the  

or ig ina l wa termarks  and  (c,d ,e , f, g, h, i, j)  shows the  extrac ted  wa termarks  from 

Lena , and  Baboon images.  To  measure  the  qua lity o f wa te rmarked  images  he  has  

PSNR by equa tion no. (6 .5.1) . F igure 6.5 .8 shows the wa te rmarked images and  

correspond ing PSNR values are shown in Table 6.5.2. 

Table  6.5.2 PSNR Values  of all te s t images .  
 
Images  Lena Pepper Fruit Baboon 

 
PSNR 43.59 41.68 38.57 39.25 
     

Tab le 6.5 .3 shows the var ious  result  o f the proposed scheme. Autho r has  

successfu l ly extrac ted  the  wa termark  from Gauss ian no ise , sa lt  &  pepper  no ise,  

Speck le no ise and Med ian f i lter  a t tacks . It  is no ticeab le  tha t in the case o f 

Med ian f i lter  and Gauss ian no ise the perfo rmance o f his  scheme  is  quite  

impress ive .  Hence,  the scheme  is  ve ry robus t  aga ins t  S a lt  & pepper no ise and  

Med ian f i lter  a t tack and shows be tte r perfo rmance. Tab le  6. 5.2  shows that  the  

core la t ion coe ff ic ient  va lues fo r the extrac ted wate rmark and  PSN R va lues  for  

the a t tacked wa te rmark  images. The  impercep tib il ity and  robus tness the  

watermark embedding scheme is very high.  
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6.6 Conclusion  

In this  chap ter , autho r p resents an identity- based buyer-se lle r wa te rmark ing  

pro toco l which can so lve  the va r ious prob lems o f the p revious ly pub lished  

pro toco l and  free  from a l l know at tacks.  In add it ion,  he  makes  use  o f a  tamper  

re s is ta nce de vic e , wh ic h is  e mb edd ed into se l le r’s co mp uter a nd red uce s the  

overhead  on WC A. WC A mainta ins its  own tab le and  keep ing the  reques ted IDs  

o f bo th buyer and se l le r.  Hence,  it is  no t required fo r WC A to par t ic ipa te in  

each transac t ion o f the d ig ita l content  be tween buyer and  se lle r . Autho r a lso  

adop ts wave le t  and p r inc ipa l component  ana lys is  based  techn iques [69 ] to  

inc rease  the  robus tness  and imperceptib i l ity o f his  embedd ing scheme . The  

wa termark  ce r t if ica te autho r ity will be re spons ib le fo r is suing the d igita l  

s igna ture co rresponds  to  ID o f the se l le r.  I f the  p rob lem o f mu lt ip le  ownership  

occurs,  then it  is  the  duty o f an a rb ite r  to dec ide  it .  The a rb ite r checks  the  

correc tness o f da ta used by the se lle r , and then the arb iter  compares the  

t imes tamps fo r dete rmin ing the true possesso r o f the d ig ita l content. These  

changes enable the proposed protocol is really secure, feasib le and effic ient.  

 

The contr ibution toward this research is published and is as follows:  

 

[1] Ashwani K uma r, S.P Ghre ra, and Vip in Tyagi, An ID-based Secure and  

F lex ib le Buyer-se lle r Watermark ing P ro toco l fo r Copyright  P ro tect ion,  

Sc ience  & Techno logy,  P er tanika  J.  Sc i.  & Techno l. Vo l. 25,  no.  1,  pp.  57  

– 76, January 2017. 
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CHAPTER # 7 

A LIGHTWEIGHT BUYER-SELLER WATERMARKING PROTOCOL 

BASED ON COMPOSITE SIGNAL REPRESENTATION AND TIME-
STAMPING TECHNIQUE 

7.1 Introduction 

The p ro toco l a l lows a content p rovide r to de tec t dup lica te copy o f a d igita l  

content and res tr ic t the content provider who b lame  the innocent cus tomer . This  

chapter , proposed a l ightwe ight  p ro toco l,  which uses  composite  s igna l  

rep resenta t ion and  t ime- s tamp ing fo r  wa te rmark  embedd ing and  extrac t ion.  

Author  make uses  o f t ime-s tamp  (a t wha t t ime  the  d ig ita l content or  s igna l was  

crea ted, s igned  o r ve r if ied)  to d ig ita l wa termark ing a lgo r ithms and uses  the  

composite s igna l representa t ion for min imiz ing the overhead and bandwid th due  

to  the  use o f composite s igna ls .  The sugges ted  p ro toco l uses  composite s igna l  

rep resenta t ions and t ime-s tamp based methods with d ig ita l wa te rmark ing  

scheme s fo r  content  authentica t ion. The  p roposed  wa termark embedd ing and  

de tec t ion a lgo r ithm achieves  a  ba lance be tween robus tness and image  visua l  

qua lity.  S imu la t ion results  demonstra te  tha t  the  a lgo r ithm used  by p roposed  

pro toco l has a inc rease  robus tness and  good  qua lity o f watermark images  as we ll  

and withs tand agains t various image processing attacks.  

 

Inc reased growth o f inte rne t requires a d igita l copyr ight- based method to  

contro l the  flow o f mu lt imed ia  da ta  over  inte rne t.  Dig ita l wa te rmark ing [4,  5]  is  

an e ffec t ive  me thod to pro tec t  the  r ights fo r the pa r t ic ipant  invo lv ing in  e-

commerce . These concepts a re used by d if fe rent  wa termark ing scheme  for  

pro tec t ing the  inte l lectua l proper ty law and  d ig ita l r ight  fo r aud io s,  p ic tures ,  

and o the r mu lt imed ia content [11] . Time- s tamp based methods [67 , 72 ] are used  

to  identify on which t ime  a  cer ta in d igita l content  was c r ea ted,  s igned or  

ver if ied . However , d ig ita l content  can be ve ry eas i ly reproduce d by the owner o f 

the d ig ita l contens because he knows where the exact watermark is inse rted into  
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the d ig ita l content.  Time-s tamp based scheme  is  used  to  p ro tec t copyr ight  with  

the he lp o f t ime- s tamp . The poss ib i l ity o f p rocess ing enc ryp ted s igna ls  d irec t ly  

receiving an increas ing attent ion from applica t ions by non- trus ted party.  

In th is  chap ter , author  focuses  on techniques  based  on homomorphism 

encryption,  s ince  they cons t itute the bas is  fo r a ny p rac t ica l imp le mentat ion o f 

s igna l process ing in enc ryp ted domain  theo ry.  Digita l wa te rmark in g schemes  

can broad ly ca tego r ized into pub lic key wa termark ing schemes and pr iva te key 

watermark ing schemes [67, 73].  

The  p roposed  p ro toco l a llows  the  content  provide r  to  inser t  the  wa termarked  

content  with the ir  p r iva te  wa termark key.  The  content p rovider  uses  wa te rmark  

ce rt i f ica te autho r ity tha t is t rusted third pa rty tha t is sues a va lid  s igna ture  

conta ins  the  credentia ls  o f content  p rovide r and uses  a  t ime-s tamp  i. e.  a t  that  

t ime  the d ig ita l content was c rea ted, s igned o r ver ified . Here, author propose s a  

l ightwe ight  buyer se lle r wa te rmark ing protoco l ( BS WP ) based on composite  

s igna l rep resenta t ion and  t ime- s tamp  for  copyright  pro tec t ion, which a l lows  the  

se l le r to  genera te  the  wa termarked  content  with the ir  pr iva te  wa te rmark  key.  

The wa termark  ce r t if ica te author ity wil l then genera te a d igita l s igna ture  

assoc ia ted  with the  identity o f the  se l le r and  t ime-s tamp  [68]  o f the  

wa termarked conte nt , wa te rmark and o r ig ina l content. I f any d ispute occurs  

be tween buyer  and  se lle r  at  a la ter  stage,  with the  he lp  o f a rb ite r one  can 

reso lve  tha t is sue  a rb ite r f irs t ve r ify the  va l id ity o f info rmation provided  by 

each c la imer (se l le r) . The arb iter  to de te rmine the app ropr ia te se lle r  o f d igita l  

content  compares  t ime- s tamps.  With the  he lp o f t ime- s tamps,  the  p rob lems 

descr ibed  in chapter  one  are  a lso so lved . Some key po ints  o f the  p roposed  

watermark ing protocol are described below:  

1. The wa te rmark ce rt i f icate autho r ity WCA  is  no t required to s to re any 

messages relat ing to the signed verifica t io n between the buyer and seller .  

2. This  wa te rmark ing p ro toco l must  be independent o f a ll wa te rmark ing  

schemes. 
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7.2 Related Work   

In this  sect io n, author  has shown the re la ted work  o f this  fie ld . There  a re many  

d igita l wa termark ing p ro toco ls  p roposed  in his to ry,  they use  c ryp tography 

techniques  for  embedd ing and  extrac t ing wa termark.  The d ig ita l wa te rmark ing  

scheme  focuses  to  improve the  robus tnes s o f the  wa te rmark  and  impercep tib il ity  

o f the wa termarked  image  and it  reduces the complexity o f the  under ly ing  

scheme.  S igna l representa t ion a l lowing us to  b ind  toge the r a number  o f s igna l  

samp les  and process them as  a  unique  samp le . The  rep resenta t ion pe rmits  us to  

speedup l inea r operat ion on encryp ted  s igna ls  via  pa ra l le l process ing and  reduce  

the s ize  o f enc ryp ted  s igna l. S igna l process ing too ls work  d irec t ly on enc ryp ted  

da ta  could  p rovide  an e ff ic ient  so lut ion to app lica t ion scenar io  where sens it ive  

s igna ls  must be p ro tec ted from non-secure communica t ion channe ls. Haber and  

Sto rne tta [73]  p roposed  a  t ime- s tamp  based  p ro toco l with wa te rmark  cer t if ica te  

author ity. 

 

               
      

    
     

         (7.2.1) 

 

S igna l p rocess ing in the enc rypted domain is a fie ld o f re search, wh ich a ims  for  

deve lop ing d if fe rent too ls  for process ing enc ryp ted da ta  [74 ]. Composite  

rep resenta t ion o f s igna ls  [75 ] enab les to group mu lt ip le  s igna l samp les into a  

single unit and to perform basic linea r operations on them.  

This  chap te r presents , a new buyer- se l le r wa termark ing p ro toco l based  on 

composite s igna l rep resenta t ion and  t ime- s tamp , which is  secure and f lexib le  to  

solve the various problems defined above.  
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7.3 Requirements for the Proposed Protocol  

In this section, author has shown the various requirements of proposed protocol.  

7.3.1 Requireme nt for cryptographic operation  

A effic ient and secure BSWP [69] should so lve the p rob lems which exis t in  

buyer-se l ler watermark ing protocol.  

  Cert if icat ion author ity ob ligat ion-  The  p rob lem is to  p rovide a d ig ita l  

ce rt i f ica te for bo th purchase r and vendor . A vendo r may fabr ica te p iracy 

to frame the purchase r. 

  Customer’s  r ights prob lem - This  p rob lem ind ica te s tha t a fte r lega l ly  

purchas ing the d igita l content s t i ll the se lle r a ttemp t to frame an innocent  

buyer, because the se lle r may make and d is tr ibuted a copy o f d ig ita l  

content which the buyer has purchased.  

  Copy detect ion p roblem-  P irated copy o f content  o r data must  be  

detectab le and traceable back to the owner of the origina l copy.  

  Piracy t rac ing -  The protoco l should  be  ab le  to  trace the p irated  copy 

when it  found.  The se l le r  should  be ab le  to  t race  and  identify the  

copyright viola to r.  

  The  unbind ing - Unab le  to  b ind  a wa te rmark fo r  a  p ar t icula r  d ig ita l  

content or  t ransac t ion. The se lle r may d is tr ibute p ira ted by transp lant ing  

the buyer’s watermark into other content s. 

7.3.2 Image  Process ing Requireme nts  

In genera l,  secure  d ig ita l wa te rmark ing  [6 ] scheme should  sat is fy the fo l lowing  
requirements. 

  Kerckhoffs p rinc ip le : The d ig ita l wa te rmark ing a lgo r ithm should  be  

secure enough fo r the sys tem because  the wa termark key is  pub lic  and  

known by all partic ipants.  

  Robustness: The  capab il ity o f wa termark  to res is t  va r ious image  

processing attacks such as rotation, scaling, clipp ing etc. 
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  Impercept ib i lit y: The optica l d is tor t ion o f the wa te rmarked image  should  

not have on the quality of the origina l paint ing.  

  Effect iveness: The a lgo r ithms for  embedd ing and extrac t ing the  wa te rmark  

into the digita l content should be effect ive.  

 

7.3.3 Composite  s ignal representation  

S igna l rep resenta t ion is  a technique , wh ich enab les us to inc rease the speed o f 

l inear operat ions on enc rypted domain. Due to the na ture o f composite s igna l  

rep resenta t ion, the  s ize  o f the  enc ryp ted s igna ls  can be reduced  as  we ll.  It  

a llows us  to  inc rease  the  speed fo r  linear  opera t ions  on en c ryp ted  domain.  Due  

to  the na ture  o f composite  s igna l representa t ion, the s ize  o f the enc ryp ted  

s igna ls  can be reduced as we ll. Most o f image p rocess ing opera t ions can be  

app lied  on composite  s igna ls .   Genera l composite  s igna l rep resentat ion a l lows  

combin ing no . o f s igna ls  and p rocess ing them as  a un ique samp le . Image  

process ing opera t ions  can work d irect ly on enc rypted  da ta and  p rovide us  an 

e ff ic ient  so lut ion fo r the  app lica t ion which a re ve ry sens it ive  and must  be  

protected during the exchange of secret info rmation.   

7.3.4 Time -stamping technique  

Time-s tamp ing [67 ] based methods are app licab le  to identify when a d igita l  

s igna ture was c rea ted, s igned o r ve r if ied  a t wha t t ime . Time- stamp ing [76, 77]  

is  a techn ique that  is used to identify on which t ime  a  cer ta in d ig ita l content was  

crea ted, s igned o r ver if ied . However, d ig ita l content can ve ry eas i ly rep roduced  

the owner  o f the  d ig ita l med ia  can use  this  scheme  to  p ro tec t his /he r  copyright  

through ve r if icat ion with the  he lp  o f t ime-s tamp .  Digita l content  s uch as  images  

have a  unique  cha rac ter is t ic  i. e. they a l low some  s or t  o f d is tor t ion. A dup lica te  

se l le r can ut i l ize  this charac te r is t ic  by s l ight ly mod ifying the d igita l content.  

Now a day’s d ig ita l content a re reproduced ve ry eas ily, so there is a prob lem to  

identify rea l owner  o f d ig ita l content.  To overcome this  is sue  the  r ight fu l owner  

can use this  technique  to  p ro tect  his  copyright  o r wa termark through ve r if ica t ion 

of the time-s tamp. 
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7.4 Proposed Lig htweig ht Buye r-Seller Waterma rking P rotocol 
(BSWP) Based on Composite Sig nal Representation and T ime-
Stamping Technique 

In this  proposed p ro toco l,  autho r has  used  same trus t mode l use d by [5 ] and  

[11 ]. Th is paper is  an extens ion o f his  p revious work [31, 69 ]. Here author  

proposed a lightwe ight BSWP which uses s igna l rep resentat ion and t ime- s tamp  

fo r secure d is tr ibution o f d ig ita l content.  Autho r proposed a  hybr id  and e ffec t ive  

embedd ing techn ique in the enc ryp ted  domain. The  p roposed protoco l is  based  

on pub lic  key c ryp tosys tem,  a rb ite r,  t rus ted  th ird pa rty,  and t ime - stamp ing  

se rvices  [24,  78, 79,  80, and  81] . In his to ry a  secure protoco l is  one,  wh ich 

cons is ts  o f three  sub-p ro toco ls  i.e . the regis tra t ion p ro toco l,  wa te rmark  

generat ion and inse r t ion p ro toco l, and identifica t ion and a r b itrat ion p ro toco l. In 

this  chap te r,  autho r has  focussed  only in wa te rmark  genera t ion and inse r t ion 

pro toco l fo r  generat ing and extrac t ing w ate rmark o the r  two pro toco ls  a re  remain  

same  as p revious  p roposed  p ro toco l.  Autho r has used tamper  res is tance  device  

and t ime-s tamp based technique  to make his  app roach be t te r fo r enhanc ing the  

secur ity to the  buyer and  se lle r . Tamper  res is tance  device  is  used  to  reduce  the  

overhead on WC A and t ime-s tamp  a re used keep the records o f transact ion done  

by customer and content provide r. Figure 7.4.1 shows the proposed protocol.  

 

 

 

 

 

 

 

 

Figure 7.4.1 Proposed lightweight  BSWP protocol 
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The  p roposed  p ro toco l cons is t s o f two  sub-p ro toco ls,  i. e.  regis tra t ion protoco l 

and wa termark inser t ion and detec t ion p ro toco l. Here , autho r has used t ime-

stamp based pub lic key cryp to sys tem and has five d if fe rent ro les i. e. buyer,  

selle r, watermark ing certifica te author ity, judge and intermed ia ry.  

Se lle r: The  owner o f the  d ig ita l content  o r from where  the  buyer  wants to  

purchase the digita l content.  

Buyer:  Who wants to take the true possess ion o f the d ig ita l content tha t does  

not go to him. 

WCA: Wate rmark cer t i fica t ion autho r ity, re spons ib le  for is suing pub lic and  

sec ret  key fo r  the  buyer and  se l le r. WCA  a lso issues the d igita l s igna ture based  

on the private key. 

ARB:  A RB s tands fo r an arb iter , who  ad jud icates  lawsuits  aga ins t  the  

infr ingement of copyright and inte llec tua l property.  

Time -stamping se rv ice : Time- s tamp ing service  (TSS ),  who  s igns  the  current  

time for the submitted digita l document by the submitte r.  

7.4.1 Regis tra t ion pro tocol: - This pro toco l [78] takes p lace be tween the  

cus tomer  and  the WC A.  I f a  buyer  wants  to  hide his  identity into  a t ransac t ion 

o f d ig ita l content , then buyer  randomly se lec ts a pa ir  o f key and sends  it to a  

trustworthy WCA.  

7.4.2 Wate rmark ge ne rat ion and ex tract ion protoco l:-  This protoco l uses  

secure and robus t  d ig ita l wa te rmark ing scheme  to genera te  and extrac t  the  

wa termark . He  has  used  wave le ts  and p r inc ipa l component  ana lys is  [78]  me thods  

for doing this. 

7.5 Security Analysis and Discussion  

Underly ing secur ity o f the p ro toco l re lays on the watermark ing embedd ing and  

de tec t ing scheme and  c ryp tosys tem,  which  autho r has  used fo r secure  

communicat ion be tween buyer  and  se lle r . Tab le  7 .5. 1 shows the  secur ity o f the  
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proposed  p ro toco l is  examined  and compared  with p rev ious ly p ub lished work  [5,  

11, 14, and  68 ]. Tab le  7.5.1 shows encryp tion, decryp tion, homomorphism and  

s ign ing opera t ion used by c ryptosys tem which author has used in p roposed  

protocols.  

Table  7.5.1 Comparison of computat ion cost with exis ting protocol .  

    [J.  Zhang] [J.G Choi]  [N.D. Memon] [C. L. Lei] [Proposed] 

Encryp tion Operation    3         2k+1 2           3           1  

Decryption  Operation   1        4         1       1        1 

operation          2  2         2      2        2         

Signing Operation         1     k                 2       2       1 

k: is the number of watermark 

The p roposed  p ro toco l so lves a l l the p rob lems which exis t in previous ly  

pub lished  buyer-se lle r  wa te rmark ing pro toco l. Anonymity is  reso lved because  

autho r has used reg is tra t ion protoco l, which conta ins  c redentia ls  o f a ll buyers.  

Unlinkab il ity p rob lem is so lved because under ly ing t ime -s tamp and composite  

s igna l rep resenta t ion based  method give  the  purchase  in fo rmation and  the re  is  

one time interac t ion between buyer and selle r.  

7.6 Experimental Result 

Previous ly p roposed  buyer se l le r wa termark ing protoco l uses Cox method to  

ga in robust  wa termark ing.  However,  in this  author  has  adop ted  wave le t and  

pr inc ipa l compone nt  ana lys is  based  techn iques [69 ] with t ime-s tamp based  

pub lic key c ryp tography fo r achieving high robus tness.  In his  scheme , he se ts  α 

=0.01 i. e.  wa termark  embedd ing coeffic ient  fac tor . The  te st  se t  comprises o f 

var ious tes t images in wh ich some  images have been taken from the s tandard  

graysca le  image  da tase t [ ht tp :/ /decsa i. ugr .e s/cvg/C G/base.htm] and we ll-known 

images  Lena , C ameraman, Ba rbara  and  Man respec t ive ly.  F igure 7.6 .1 shows the  

or ig ina l te s t images and watermarked  te s t images.  The water mark logos i. e.  JNU 

logo  and copyright  logo  a re  embedded into the  o r ig ina l te st  images .  He  has  used  
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PSNR and NCC parameters fo r ana lyz ing the qua lity o f wa te rmark and  

watermarked images. The presented method is implemented in MATLAB 10.  
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Figure 7.6.1 Original images (a-d) watermarked images (e-h) and watermark  

images(i-j ). 

 

  
(a) 

 

 
(b) 

 

 
(c) 

 

 
(d) 

 

 
(e) 

 

 
(f) 

 

 
(g) 

 

 
(h) 

Figure 7.6.2 Extracted watermark  logo from watermarked images.  

For  ca lcu la t ing the  pe rfo rmance o f the  p roposed scheme ,  autho r has app lied  
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Barbara  image  fo r  p roduc ing the  re sult .  The scheme  pe rforms we ll when te s ted  

aga ins t  var ious  types  o f a t tacks the va lue  o f P eak  S igna l- To-No ise Ra tio  (P SN R)  

and Normalized Corre la t ion Coeff ic ient (NCC ) a re given in tab le  7.6.1  

respective ly. 

Table 7.6.1 PSNR values and Normalized correlation coefficient of all watermarked 

images and extracted logos after attacks. 

Images  Lena Cameraman 

Attacks  PSNR NC PSNR NC 

Gaussian Noise 40.59 0.8463 39.25 0.8131 

Salt & pepper Noise 39.63 0.6338 35.10 0.5321 

Speckle Noise  39.72 0.7842 37.61 0.6541 

Median Filter 41.01 0.9762 40.49 0.9153 

 

7.7 Conclusion 

The author  has  p roposed  a  lightwe ight  p ro toco l based on composite  s igna l  

rep resenta t ion and t ime- s tamp ing for  mu lt imed ia da ta d is tr ibution.  In add it ion,  

he makes use o f a t ime- stamp based techniques wh ich is used to store the  

in fo rmation about a t  wha t t ime the d igita l content or  s igna l was crea ted,  s igned  

or ver if ied .  His  p roposed p ro toco l uses d ig ita l wa te rmark ing a lgo r ithms with  

composite s igna l based methods  for  min imiz ing the overhead.  His p ro toco l uses  

a robus t wa te rmark embedd ing and extrac t ing schemes t his  lead to h igher  

demand fo r  mu lt imed ia  data l ike  images  with h igh v isua l qua lity.   These  aspec ts  

make proposed protocol really secure, feasib le and effic ient .  

The contr ibution toward this research is published and is as follows:  

[1 ] A. K umar, S .P. Ghrera, and  V. Tyagi,  “A l ightwe ight  buyer -se lle r  

wa termark ing pro toco l based  on composite s igna l representa t ion and  t ime -

stamp ing fo r  mu lt imed ia da ta d is tr ibution. ” in Inte rna t iona l C onfe rence  on 

Eng ineer ing and Mater ia l Sc iences  (IC EMS-2016).  [Indexed in S copus , and  

published in SCIENCE DIRECT]. 
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CHAPTER # 8 

CONCLUSION AND FUTURE WORK  

8.1 CONCLUSION 

This  thes is  emphas izes  on wa te rmark ing embedd ing and  extrac t ion scheme  into  

the buyer-se l le r wa te rmark ing p ro toco l. F irs t ly,  author has emphas ized on 

wa termark  genera t ion p ro toco l and wate rmark inse r t ion protoco l.  Second ly,  

autho r  has  worked on c ryp to sys tem with d igita l wa termark ing scheme ,  wh ich 

uses id- based  pub lic  key c ryp tography fo r p rov id ing more  secur ity to the buyer  

and  se lle r . In this ,  he  a lso  makes  use  o f a  tamper  re s is tance  device  to reduce  the  

overhead  on WC A as  TTP . The la s t sec t ion o f the thes is  conc ludes the re sea rch 

work and addresses the scope for future enhancements .  

 

In chap te r  3,  a  robus t and e ff ic ient  wa termark ing embedd ing and  extrac t ion 

scheme based  on d isc re te  wave le t transform to improve the robus tness and  

impe rcep tib i lit y o f the  wa te rmark ha s been proposed. Unlike ex is t ing buyer-

se l le r wa te rmark ing p rotoco l,  this  approach uses wave le t based  methods  for  

watermark embedding and extract ion these methods are more robust.  

 

In chap te r 4, the author  p roposed  a wa te rmark ing embedd ing and extrac t ion 

scheme as  an improved  va r ia t ion o f the above  scheme , which makes  use o f 

pr inc ip le  component  ana lys is  with wave le ts  togethe r fo r  fur ther  inc reas ing the  

robus tness  o f the watermark.  The method  is  imp le mented  us ing 3 - leve l d isc re te  

wave le t  transform ( DWT) with pr inc ipa l component  ana lys is  ( PCA) transform.  

The method is a lso image dependant and ab le to survive under geometr ic  

d istor t ion and image  p rocess ing a ttacks.  PC A transform he lp  us fo r  reduc ing  

corre la t ion coe ffic ient a mong the wave le t coe ffic ients. Autho r has  decomposed  

the or igina l image  up to 3 leve ls , then he se lec t only HL3 and LH3 bands o f the  

DWT image , then watermark b its  a re  inser ted into  the pr inc ipa l components  

PCs.  PC A is  a  powerfu l too l fo r  ana lyz ing da ta  and  find ing pat terns  in it .  PC A 



108 
 

gives a high compress ion ra te and perfo rma nce is good when no ise is p resent. It  

is  a lso  used  for  removing the  co rre la t ion coe ff ic ients amongs t  the  datase t. These  

aspects make proposed protocol more effic ient and robust.  

Chap te r 5 s tud ies  the comparison o f bo th domains i. e.  d iscrete cos ine  transfo rm 

and d iscre te wave le t  transform and conc ludes which one is  bet ter  on the  bases o f 

robustness and impercep tib i li ty.  

Chap te r 6 proposed a  c ryp tosys tem with d ig ita l wa te rmark ing scheme  wh ich 

uses id- based  pub lic  key c ryp tography fo r p rov id ing more  secur ity to the buyer  

and se l le r. The sugges ted p ro toco l uses Id -based pub lic key c ryp tography and  

d igita l wa te rmark ing scheme to p lace  the  ownership  o f d ig ita l content. Hence,  

copyr ight pro tec t ion is at ta ined. WC A mainta ins  its own tab le an d keep ing the  

reques ted IDs o f bo th buyer and se lle r . Hence , it is no t required fo r WC A to  

par t ic ipa te  in each transact ion o f the d igita l content  be tween buyer and se l le r.  

The wa te rmark ce rt i f ica te author ity will re spons ib le  for is suing the d igita l  

s igna ture co rresponds  to  ID o f the se l le r.  I f the  p rob lem o f mu lt ip le  ownership  

occurs,  then it  is  the  duty o f an a rb ite r  to dec ide  it .  The a rb ite r checks  the  

correc tness o f da ta used by the se lle r , and then the arb iter  compares the  

t imes tamps  for  de te rmining the  true  possesso r  o f the d igita l content . The  

suggested p ro toco l is e ff ic ient and have adequa te secur ity from trad it iona l  

proposed  p ro toco ls  and suitab le  for  any p rac t ica l buyer  se lle r  wa te rmark ing  

scheme. 

Chap te r 7 has p resented a scheme in wh ich t ime stamp based technique can be  

used by TTP  to keep accountab il ity o f d ig ita l s igna ture based  on composite  

s igna l rep resenta t ion to  p rov ide  a secure  communica t ion between buyer  and  

selle r.  

 

This  thes is  p roposed  new methods  fo r embedd ing and extrac t ing the  wa te rmark  

and  inc rease the robus tness  and  impercep tib il ity.  Results  show tha t  the  p roposed  

embedd ing approaches  a re  be t te r  than the previous ly p roposed  scheme  in case o f 

robustness and impercep tib i li ty.  
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8.2 Future Work 

In future , the  work can be done to p rov ide more e ffec t ive  so lut ions fo r the  

identif ied prob lems.  In add it ion , the  p resented  methods  fo r embedd ing and  

extrac t ing the wa te rmark can be tes ted on o the r gray- sca le image da tase ts for  

fur the r es tab l ishing the ir  e f ficacy.  T he research can fur the r  be expand ed  by 

studying the effect of other optimiza t ion techniques. 
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