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PREFACE

Widespread utilization of e- health services across the globe has been made possible due to
efficient use of modern communication and information systems. This has resulted in smooth
dissemination of tele-medical services to the far flung areas. Earlier when there stood no means
for patients in inaccessible locations to access medical services, the notion of telemedicine
seemed impossible. However, in the present setting it has proved to be a successful cure to
provide diagnostic aid via networked devices. Although it has yielded in efficient exchange of
information with high speeds yet it carries a potent security threat with it. Privacy, reliability,
integrity and secrecy are some of the risks that automatically arise within such recurrent
transmission of information. Further, the nature of data exchanged also need close attention since
it involves highly confidential diagnostic data whose leakage cannot be afforded. Diagnostic data
can comprise of EPR, patient’s disease history/ analysis, medical record, patient identification
code, medical images etc. Therefore digital watermarking proves to be one of the effective
options to secure and safeguard the authenticity of such vital information. The data which
requires secrecy is represented in the form of watermark which is inserted within some cover

object and transmitted covertly.

Taking the above discussion into consideration, the analysis presented in this research work
directs towards medical image watermarking techniques which ensure validity of the exchanged
data with the right amount of fidelity. The key target behind medical image watermarking is to
provide adequate level of payload capacity, robustness and imperceptibility without
compromising with the security, processing /transmission and bandwidth requirements.

Initially, starting with the scrutiny of current watermarking techniques, the thesis introduces few
enhanced techniques for medical images that result in better security, robustness and
imperceptibility.

The thesis is segregated into six chapters. Chapter 1 presents the fundamental theory behind
digital watermarking, categorization of watermarks, significant qualities, performance metrics,
key attacks and current applications. Moreover, literature survey of related medical image

watermarking techniques is presented including its open issues and probable solutions.
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CHAPTER 1
INTRODUCTION AND REVIEW OF LITERATURE

In recent time, implementing e-healthcare paradigm has become a popular trend between
various research communities at universal level [1].The e-healthcare solution transmits the
useful patients’ information to remote healthcare centre and appropriate medical experts via
modern information and communication technologies. However, the transmission and access
technologies of sensitive information over the unsecured channel are risky and raise critical
security issues [2]. According to standard agencies, it is essential to protect patient medical
information security from unauthorized access/users [3]. In addition to this, research
established that medical related identity theft is a rising and dangerous offense [4]. There are
three different ways to protect medical information viz. cryptography, steganography and
watermarking. Out of these approaches, watermarking is the most popular and having great
potential [5]. The key differences between related concepts are shown in Table 1.1. The
major advantages of watermarking in the field of medical are (i) saves bandwidth and storage
space (ii) maintains confidentiality of the secret medical information (iii) defence against
tampering and (iv) provides efficient archiving and fast medical information retrieval via
hidden watermark (s).It is established that confidentiality, reliability and availability are the
mandatory security requirements of medical data, as shown in Fig. 1.1.

1.1. Important characteristics of watermark

Fig. 1.2 shows the key characteristics of digital watermarking. These characteristics

introduced below [1, 6, 8-9].

e Imperceptibility — It computes the level of image quality as perceivable to the human
eyes. This measures the similarity scale among the cover and marked image.

e Embedding capacity— This is the maximum amount of watermark information which is
inserted into the cover object without any distortion.

e Robustness— This measures the ability of the secret watermark to withstand image-
processing transformations, such as legitimate or illegitimate modifications. Illegitimate
attacks are intended to obliterate the watermark, while legitimate attacks do not cause
any kind of modification to the watermark.

e Fragility- This metric ensures content authentication for specific applications which
demand utmost fidelity. These are categorized as fragile and semi-fragile watermarks.



The first are intended in accomplishing absolute integrity. However, the second
watermarks are utilized to detect any illegitimate alteration permitting modest image-
processing conversions.

Tamper resistance — It gauges the integrity and legitimacy of a digital watermarking
scheme. Watermarks that are tamper resistant are sensitive to content modifications,
substitution and variations thus ensuring dependability and content integrity.
Computational complexity — It comprises the cost connected to embedding and
extraction of digital watermarks into/from the cover object. Computational complexity
differs from application to application. Some applications require fast watermark
insertion while others demand prolonged time for extraction. Ideally the cost of
computation should be zero [6].

Key restrictions— It is established that the placement of restricted /unrestricted-key
depends on the ability to gain watermark/hidden data. The choice of key length majorly
depends on the applications and security.

Security —The security is measured through analyzing the difficulty in eradicating
/altering watermark without visually degrading the cover object.

False positive rate - the possibility of recognizing un-watermark part of information as

containing a watermark is defined by this metric. This error relies on applications.

Table 1.1: Key differences between related protection schemes

Digital watermarking

Steganography

Cryptography

It protects the ownership | It hides the modified message so It deals with protection of
information of digital that only the corresponding transmitted data over an
information instead of parties identify the secret unprotected path.
protecting the data itself. message.
The sole idea behind it is to hide | The objective behind .

. . . . . It transforms the data in a way
a ciphered message into a digital | steganography is to hide a

signal without bringing about
noticeable distortion.

message intended for point to
point communication.

that it becomes unintelligible for
unauthorized recipients.

The method of watermark
insertion requires good skill and
should be done in a manner
which is not noticeable to
human eyes.

The bandwidth of secret message
is a primary issue with it.

Sender validation
concern in this case.

is a major
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Figure 1.1: key security requirements [6]
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Figure: 1.2 major characteristics of digital watermark (s)




1.2. Potential applications of digital watermarking

Currently, digital watermarking is being utilized in telemedicine, e-governance, chip and
hardware protection, military, digital cinema, copyright protection and content authentication.

[1, 6, 8-9]. Fig. 1.3 shows the key applications of digital watermarking.

Copyright protection

Tele-health applications

Fingerprinting

Content identification

and management

Secure E- voting
Applications of

Digital Watermarking
Military

Secure licenses

Broadcast monitoring

Real time audio-video

Chip and hardware
protection

Digital forensic

Robotics

Media file archiving
Remote education

E-governance

Figure: 1.3: key applications of digital watermarking




1.3. Standard framework of watermark embedding and extraction
procedure

The fundamentals behind a watermarking system are introduced in detail in [6] [10]. Fig. 1.4
depicts the insertion and recovery scheme. The encoder takes two inputs such as - an input
image (I,,) and a watermark (WT,,;). The output is obtained in the form of an image
containing the watermark (W,,xq). The watermarked image (W,,xq) is the product of the
function E (I, WTyx)

Winka = Enc(lm, WThy) (1)

Likewise, the decoder takes test image (I.5;) and original image (I,,,) as input and produces
the output in the form of extracted watermark (W,,.). Therefore, the extracted watermark (s)
is the product of the functionDec(I;s, Iy,)-

(Wext = Dec(list, Im) 2
At last, the original watermark (s) is equated with possibly deformed recovered watermark

(s).

WTk
l Test
I 1 W
kad Im ext
Embedding Extraction
— —

Figure: 1.4: watermark insertion and recovery scheme




1.4. Spatial and transform domain techniques

It is observed from Fig. 1.5, that spatial and transform domain are two different techniques of
image watermarking [1].The spatial domain techniques are simple and have less
computational cost though these are not so robust to attacks. Through research it is deduced
that thetransform domain techniques gives good attack resistance to different attacks.
However, these techniques bear higher computational cost. Few common techniques for the

above mentioned domains are explained in table 1.2 and table 1.3, respectively.

Table 1.2: general spatial domain watermarking techniques

S. Spatial domain Depiction Main advantages

no. technique

1. | Leastsubstitution | The hiding of data in the | It 1s has an uncomplicated
bit (LSB) chronological binary information | operation with greater

is done by exchanging the LSB of | embedding capacity.
each element with single bit of the
hidden data [11].

.l*d

Patchwork This  technique  entails  a | It has less computational cost.
pseudorandom generator  which
generates the positions of the
original 1mage which contains the
watermark

[ 11].

3. | Correlation-based | The name is indicative of the use | This method can be applied to
technique of correlation features of additive | multiple-bit watermarks.
pseudorandom noise patterns.

4. Spread specttum | It aftempts to overcome the | Distribution of the watermark(s)
problem of inserting watermark(s) | straight through the 1mage
into the prominent regions of the | spectrum ensures securify to
spectrum and retaining the watermarking attacks.

reliability simultaneously.




Table 1.3: general transform domain watermarking technique

no.

Transform
domain technique

Depiction

Main advantages

Discrete cosine
transform (DCT)

It segregates an image into low,
hich and nuddle frequency
coefficients. Additionally,the
secret watermark data can be
inserted into selected coefficients
of the DCT applied image by
potential researchers.

-DCT acquires low volume and
time.

-the energy compaction feature
of DCT i1s excellent.

Discrete wavelet
transform (DWT)

It partitions the image and
produces set of four non-
converging components  with
different resolution.

-common method in use since it
gives good space-frequency
localization, offers different
resolution and scale analysis
etc.

Singular value
decomposition
(SVD)

Partitions an 1mage into two
ortho-normal vectors and
diagonal wvector with singular
values in descending order.

- It gives distinct
singular values which
are stable in nature and
demonstrate excellent
energy compaction
properties.

Karhunen- Loeve
transform (KLT)

It 1s a reversible linear transform
that takes the advantage of
statistical properties of a vector
representation and optimally de-
correlates the input data.

The demand for cross channel
smoothing is removed using it.

Discrete Fourier
transform (DFT)

It decomposes an image into a set
of orthogonal functions and
converts the spatial intensity of
the image into its frequency
domain.

-phase modulation used by it
instead of magnitude
components for data hiding
results in improved robustness
against noise attacks.




Patchwork

Spread
Text Spectrum
Spatial
domain
LSB

Multimedia

Watermarking Co-relation
Image

DCT

Audio

Transform DWT

domain
SVD

Video
KLT

DFT

Figure 1.5: watermarking techniques in spatial and transform domain




1.5. Fundamental performance metrics in digital watermarking

There are several parameters used by researchers for assessing the outcome of watermarking

algorithms/systems. Some of the significant metrics are explained as follows [1, 12]:
(i) Peak signal to noise ratio (PSNR)

It gives the ratio of highest probable power of a signal to the power of degrading noise. It
evaluates the perceptible quality of the watermarked images. Preferably PSNR value higher
than 28 dB 1s regarded allowable for watermarking systems. Thus greater value of PSNR

mmplies better imperceptibility i.e. similarity to cover image.

2
PSNR = 10log 22 3)

The mean square error (MSE) 1s defined as

1 = =
MSE = PxQ = ?S“:% f":%(s\rs _Trs)2 (4)

Where P x Q = size of the cover image / watermarked image.S,; = pixel of the original

image and T,,= pixel of the watermarked image.

(i1) Normalized correlation (NC)

The normalized correlation (NC) determines the differences and the similarities between the
original and derived watermark (s) images. The value of NC ranges between 0 to 1 and
preferably it should be 1. Generally NC value of 0.7 is considered to be acceptable [9]. It is

defined as

NC = Z}r)=1 ZSQ=1(AoriginalrsXArecoveredrs) (5)

P Q 42
Zr:l ZS=1 Aoriginalrs

Where Agyiginairs= Original watermark pixel, Ayecoverears= €Xtracted watermark pixel.

(iii) Bit error rate (BER)

It gives the ratio of wrongly decoded bits to the total number of bits [1]. The acceptable value

of bit error rate is 0.

Number of wrongly deco ded bits

BER = (6)

Total number of bits



(iv) Weighted peak signal to noise ratio (WPSNR)

The WPSNR emerges to be a better quality parameter in comparison to PSNR for assessing
perceptual quality of the watermarked images. It comprises of a noise visibility function
(NVF), known as the texture masking function with a permitted value spanning between 0
for trial image with acute textured areas and 1 for trial image with perceivable flat areas. The

WPSNR is defined as

WPSNR = —25%°_ )

NVFXMSE

Where NVF=NORM{ ! }

2
1+6850ck

NVF is a normalization function where ‘0’ is luminance variance of the blocks used in

calculations [13].
(v) Structural similarity index (SSIM)

It is one of the new performance metrics which enables evaluation of visual quality amidst
marked object and original object. Permitted value of SSIM ranges between -1 and 1, where
SSIM equal to 1 indicates that the watermarked image and original image are alike [1, 14].

e SSIM (h, g) =u (h, g) v (h, 9) w (h, 9) (8)
2u, pu_+ Coq
uth,g) = 9
w(h, g) = % (11)

The variables u (h, g), v (h, g) and w (h, g) are three functions definedas estimation functions
for brightness, contrast and structure respectively. Further Col, Co2 and Co3 are constants

with chosen positive values.
1.6. Watermarking attacks

Attacks with regards to digital watermarking are explained as any ill-intentioned action
carried out to perform illegitimate insertion, removal and extraction of a
(legitimate/illegitimate) watermark [16].An attack is said to be successful if it distorts the
watermark past tolerable limits while keeping intact the perceptible quality of the attacked

data [17]. It can be primarily divided into two parts such as deliberate and unintended attacks.



In the initial category, attackers spitefully try to obstruct the operational capacity of the
watermark(s) for fulfilment of his / her objectives, e.g. geometric attacks, cryptographic
attacks, and protocol attacks. However, in the next category, attacker has no mean intent
behind obstructing the operational power of the watermark, e.g. signal processing attacks.
Further, some significant attacks are characterized and explained in table 1.4. Fig. 1.6 shows

few major attacks prevalent in watermarking.

Attacks on
watermarking
system

\ v v v i

Signal Geometric Cryptographic Protocol Other
processing attacks attacks attacks deliberate
attacks attacks

Figure 1.6: key watermark attacks [17]

Table 1.4: attacks on watermarking systems

S Attack type Explanation Key examples
no.

1. | Signal-processing | These are not intentional attacks and | Filtering, re-modulation, JPEG
fall under unintended attacks. coding distortion and JPEG
2000 compression.

2. Geometric Instead of removing hidden data these | Linear transformation,
attacks try to visually degrade the | clipping, scaling, rotation,
digital information. perspective projection,
warping, bending, template
and collage.

3. Cryptographic | This attack prevents the protection | Oracle attack and collusion
methods  from guarding the | attack.

watermark. It has higher operational
cost hence are used less.

4. Protocol The primary objective for these | Copy attack and invertible
attacks is to get a hint of the | attack.
watermark rather than changing or




eliminating it. As a result, it causes the
attacker to claim the ownership of
cover and watermarked image.

5. Other deliberate | These consist of attacks which aim to | Rescanning,  printing,  re-
attacks harm the authenticity of ownership | watermarking, IBM attack,
information. forgery attack, unzign and
stirmark attacks.

1.7. Some related techniques of watermarking for medical applications
Some potential approaches of watermarking for medical application is discussed below.

In [18] the authors introduced a medical image watermarking method comprising a blend of
modified difference expansion and least significant bit (LSB). In the beginning, the original
medical image is split into numerous sections and the marked data is inserted only into the
cover object border pixels. Additionally, detection of tampered portions is done by the
method meticulously which does not rely on the size of the ROI of the host image.
Experimental findings established the outcome using metrics such as PSNR and (true positive
rate) TPR which are found to be better than similar methods [19-24].

A blind watermarking technique is proposed in [25] for tele- health services. Dual dissimilar
type of secret data is inserted to a single cover object. The security of the watermark
information is strengthened through chaotic encryption.The tamper recognition and
localization, resistance to attacks and imperceptibility are some of the parameters which

performed good in the scenario of telemedicine services.

The authors in [26] presented a secure and attack defiant DWT watermarking process.
Primarily, the cover object is partitioned into ROl and RONI. DWT transformation is applied
to both the regions. The encrypted version of the secret data is placed inside the RONI
section of the cover image. The performance is estimated using SSIM and PSNR.

A Dblind watermarking scheme is developed in [27]. This method uses particle swarm
optimization (PSO) to insert the watermark into the RONI of cover object. DWT is utilized to
decompose the RONI region of the cover and to the chosen DWT sub components SVD is
applied to determine the singular values. Further, the singular values are processed using
DCT and the central frequency sub-bands are chosen for hiding of watermark. Experimental

analysis reveals the method’s good capacity and imperceptibility. Gao et al. [28] introduced a



blind watermarking scheme. Firstly region based splitting of the medical image is performed.
The ROl is utilized to generate the feature-bit matrix and is inserted into the least substitution
bits of RONI. This helps in tamper detection at the receiver side. Experimental assessment is
carried out in terms of SSIM, relative contrast error (RCE) and PSNR. The authors in [29]
introduced a logistic map based fragile watermarking method. The watermark is created in
terms of absolute difference (between pixel of cover and key element) and binary bits which
are embedded into cover. Experimental results show better performance assessment through
false detection rate, PSNR, FPR and FNR as compared to [30-31]. A pixel based medical
image watermarking is presented in [32] using transform domain techniques. The ROI and
RONI are determined initially, bit replacement method is utilized to embed the ROI data into
the RONI region of the original image. It is seen from results that the method performs well
than similar existing methods [33-36]. A watermarking procedure using region based
approach is proposed by the authors in [37] which insert the ROI information to the LSB’s of
RONI cover medical image through JPEG compression and hashing (SHA-256). The
performance is estimated using elapsed time for embedding of watermark and gives better

outcomes in comparison to former technique [38].

The authors in [39] proposed a twofold data hiding scheme using IWT for content
verification and safeguarding copyright information. In order to ease out the differing
necessities of watermark artificial bee colony (ABC) algorithm is used for it. These differing
necessities comprise of capacity, imperceptibility and robustness. The insertion of fragile and
robust watermarks is done into particular sub components of the IWT decomposed original
image. SVD is used to modify the low frequency IWT sub bands prior to embedding.
Experimental findings show the method’s resistance to variety of attacks with good
robustness and imperceptibility. The technique discussed in [40] introduces watermarking
technique for medical images using DCT based just noticeable distortion (JND). The low
frequency sub bands of original image generated through DCT are selected for insertion of
watermark data. Moreover, Chou’s JND scheme [41] is utilized to improve the
imperceptibility of the technique. The robustness performance indicates better NC values in

comparison to similar technique [42].

A watermarking scheme using a fusion of DWT and SVD in the scenario of tele- health
applications is reported in [43]. Firstly ROI region is determined for the cover to which DWT
is applied followed by SVD on chosen DWT sub bands. The watermark data is inserted into

chosen SVD ‘U’ vector of determined DWT component. In addition to it, watermark



information in the form of EPR is processed using error correction code and is inserted into
RONI image. Extensive evaluation of the proposed scheme is done and is found to be better
than similar schemes [44-45]. Pandey et.al in [46] introduced a region based e-ophthalmology
method which is robust and secure at the same time. Multiple watermark data are inserted
into the RONI region of original image. The EPR data is transformed with ROI (hash value
generated through SHA-512) region prior to insertion into the RONI image. Experimentally
analysing the suggested scheme exhibited excellent outcomes in terms of perceptible quality,
security and robustness. It also showed improved outcomes against Checkmark attacks and
other common attacks. Moreover, perceptual quality and robustness values of the method

proved better in comparison to existing method [45].

A blind procedure for watermarking health images is introduced in [47] which are based on
genetic programming and integer wavelet transform (IWT). The theory of companding is
utilized for the embedding procedure. The proposed method was tested for PSNR and SSIM
and was found to show improved performance when compared to the method given in [48].
Liu et al. in [49] presented a blind medical image watermarking scheme with ROl and RONI.
Initially, MD5 is used for generating a ROI hash of cover image. This value is merged with
border region and RONI part of original image. The covert data (watermark) is implanted
into the ROI section in the LSB part of cover. The proposed method illustrated enhanced

performance in comparison to similar methods [50-53].

A secure tele-medical watermarking technique for DICOM data is presented by the authors in
[54].The first step begins by calculating the hash of secret data /DICOM information and ROI
section of cover object which is further scrambled using an encryption scheme. This
encrypted data is inserted in to the ROI section of cover through LSB method. Moreover, the

technique provided security and good perceptual quality simultaneously.

Anusudha et al. in [55] also stated a joint watermarking and cryptographic method for tele-
medical services. DWT transform separates the medical image into different sub- bands and
the watermark data is embedded into particular DWT sub component. The stated method is
analyzed for robustness using different kinds of attacks. Moreover, concept of DNA and GA
is utilized for determining an optimum solution during encryption. A watermarking method
utilising two transforms i.e. DWT and SVD is reported by the authors in [56].The cover
object is separated into ROI and RONI region of original image after which DWT is applied.
Further, SVD is performed upon the RONI section of chosen DWT sub-components. The
hidden data in the form of (EPR data, hash value, and logo image) is implanted to high



frequency component of SVD vector obtained through particular DWT derivatives of cover
object. Outcomes of the proposed method are calculated through perceptual quality, attack
resistance and detection of tamper. Amri et.al in [57] reported a watermarking technique
based on lossless compression method. Performance estimation of the proposed technique is
estimated through PSNR, SSIM, compression ratio and count of bits per pixel. The authors in
[58] proposed a robust watermarking scheme to counter salt and pepper attack. The proposed
scheme uses LSB, noise filtering and channel coding methods for inserting EPR data using
ROI pixel values into RONI pixel values of cover object. The assessment of the technique is
done using SSIM, PSNR and BER. DCT based watermarking procedure is reported in [59] by
the authors in which the embedding process occurs in two ways. The watermark data is
implanted to the cover object in first method whereas it is embedded into the RONI region
only in second method. The outcome of the procedure is tested using several attacks and
analyzed for payload capacity. The authors in [60] stated a dual watermarking approach using
transform domain methods. Different set of ECC’s further test the operation of the stated
approach. Imperceptibility and robustness analysis showed the proposed procedure’s
improved performance. Moreover, a transform domain based watermarking technique is
introduced by the authors in [61] which is secure and robust at the same time. In this
technique the secret information is inserted at particular wavelet sub components through
secure spread-spectrum scheme. The procedure is comprehensively tested by BCH and found
to have resistance to attacks and shows good visual image quality. In addition to it, the
performance of proposed procedure yielded better outcomes when compared to latest
reported techniques given in [62-63].The authors in [23] stated a region specific
watermarking scheme which validates medical modalities. The watermark information is
produced from the ROI part of cover object and inserted into RONI part. Extensive analysis
when subject to various attacks revealed the proposed scheme’s enhanced robustness and

perceptual quality.

The authors in [24] reported a watermarking technique based on ROl and RONI in transform
domain using IWT. In this technique, the hash value, recovered component of ROl and EPR
data is placed into RONI area of the cover. The outcome of the experimental verification
revealed that the reported technique showed accurate tamper detection and robustness to
attacks. A watermarking method which is robust and automatically marks ROI is proposed in
[64] by the authors. Experimental evaluation proved that the stated method can counter

different attacks. A region oriented watermarking technique is introduced by the authors in



[65] for tele-medical applications. The partitioning of the cover object into ROI and RONI is
done initially after which two watermark data scrambled using a cryptographic procedure is
implanted into both sections of host image. Extensive testing of the introduced technique
using SSIM and PSNR is found to be better when compared with existing method mentioned
in [66]. Authors in [67] stated a region oriented watermarking technique which uses a blind
watermark. The stated technique detects tampering attempts and inserts two dissimilar
watermarks into the RONI and ROI section of host image. The technique is tested for SSIM,
payload capacity and PSNR. The comparative analysis showed good performance when
compared with [68-69]. A reverse dither modulation (RDM) and differential evolution based
blind watermarking scheme is introduced in [70]. To begin with, the original medical image
is partitioned into sub components followed by DWT transformation on each component and
then it’s SVD. Particular SVD vector values are utilized for inserting watermark data post
encryption. Experimental testing is carried out using MSSIM and PSNR and demonstrates the
progress in results when compared to other comparable techniques [71-76]. LSB and DWT-
SVD based watermarking approach is presented in [77]. The proposed approach partitions the
cover object into ROl and RONI sections. Further three separate watermarks are implanted
into chosen DWT sub-blocks (RONI portion) of medical image and altered through SVD. On
investigating the competence of the proposed approach it is observed that it is secure with
respect to e-health systems. The authors in [78] reported a robust watermarking method using
sparse coding. In this method sparse coding is operated on the combined watermark, which is
done with the help of ROI part of cover and EPR data. The embedding of the watermark
information is done using singular vectors of RONI of cover. The reported method offers

good quality images with good robustness to attacks.

The authors in [79] stated a DWT-KLT based watermarking technique for health services.
Both transforms are used in modifying the host image further, watermark data is modified
using turbo code ahead of embedding. The performance is estimated through WPSNR, NC
and PSNR and showed to be fit for medical services. A fragile watermarking procedure is
reported by the authors in [80].The procedure splits the original image in three regions such
as RONI, ROI and boundary section. The ROI data and watermark data for the purpose of
authentication is inserted in the boundary section. Furthermore, extracted data (ROI) is
implanted into RONI region of cover object. A DWT-SVD and RDM based watermarking
technique is offered in [81]. Firstly, the watermark data is produced using a combination of

ROI vertices, ROI hash (SHA 256), recognition code and symbol image. This watermark is



encrypted using AES and embedded into (singular values) DWT component. Simulation
outcomes proved that the technique yielded optimum balance among key performance

metrics.

The authors in [82] stated a watermarking technique that uses a blind watermark, particle
swarm optimization (PSO) and genetic algorithm (GA). Experimental outcomes are analyzed
using PSNR, embedding capacity and SSIM. Comparison with [83-86] showed improved
results when compared with stated technique. A blind-fragile watermarking scheme is
reported by the authors in [20]. The watermark information in the form of hash generated
using ROI and ciphered EPR data is inserted in the medical image. Experimental evaluation

shows that the scheme is appropriate for tele-medical applications.

The authors in [87] introduced a robust watermarking method which uses transform
techniques. The proposed method directly inserts the watermark into the singular values of
chosen DWT sub components. Experimental analysis revealed that presented method
withstands attacks with improved robustness. A watermarking scheme with improved
capacity and attack resistance is reported by the authors in [88]. The ROI hash and EPR is
embedded into RONI of medical image. The EPR is encoded using class dependent coding
scheme (CDCS) prior to insertion process .The introduced method counters different kind of

attacks.

A fragile medical image watermarking procedure using Arnold transform and SVD through a
fragile watermark is proposed in [89]. The procedure illustrated good resistance against a set
of attacks and is assessed using tamper detection accuracy and PSNR. The comparative

evaluation of the proposed procedure is done with similar techniques [90-93].

A double layer security mechanism in the form of crypto- watermarking is presented by the
authors in [94]. For implementing watermarking non-tensor wavelet filter banks are used to
provide multi directional analysis. Further, AES, RC4 and RSA cryptographic methods are
utilized separately to secure the watermarking system. Performance metrics used to analyze
the performance are SSIM, NC, CV and PSNR.

A transform domain technique through a blend of DWT-DCT and SVD is introduced in [95]
which embed multiple watermarks into same host image for owner verification. The
embedding process begins with DWT transformation of cover followed by DCT and SVD

decomposition of approximation sub- band. The singular vector of watermark data is inserted



into singular vector of the host image. The text watermark is encrypted using a simple
encryption scheme before embedding. The introduced technique shows good progress using

payload capacity, robustness and bandwidth when compared with similar techniques [96-99].

A hybrid procedure for watermarking in medical imaging has been proposed by the authors in
[100] which utilize a combination of NSCT, RDWT and SVD. Further two separate
watermarks have been inserted into the same cover image to increase the security. Both the
cover and the watermark(s) have been processed using the above mentioned transforms
before embedding. The analysis of the outcomes is determined for robustness and
transparency and showed superior performance to similar techniques [96-99, 101]. The
authors in [102] presented a watermarking scheme for use in tele-care services which
utilizes DWT-DCT and SVD. .In order to address the issue of integrity and authenticity three
different kinds of watermarks (tumor image, physician’s signature and EPR data) have been
inserted into the same host image. Prior to embedding, Arnold transform is used for
additional security. Further, BPNN and ECC have been implemented to enhance the attack
resistance of the scheme significantly. The experimental evaluation indicates better

performance [103].

In [104], author developed an encryption based watermarking scheme in wavelet domain.
Prior to embedding, even and odd character of text watermark data is encrypted by different
encryption scheme and the encrypted data is embedded into DWT cover image. The
experimental outcome showed that the usefulness of the system in medical domain and
establish superior to former technique [105]. In [106], author developed a watermarking
scheme in tele-health application. After embedding through transform schemes, the encrypted
version of marked data is transmitted over the network. The method offered more robustness
to other schemes [45, 107].

1.8 Aim and significant contributions of the work

Based on the presented literature survey, it was identified that some of the preliminary
requirements such as imperceptibility, robustness, capacity and security are mandatory for
any watermarking algorithm [108]. However, it is difficult to maintain these requirements (at
the same time) and is challenging area for researchers. Many of researchers used robust
watermarking techniques but they are compromising with other equally important

requirements. Some are very secure but computationally complex.



Therefore, motivated by such interesting issues in the area of e-healthcare, this research work
aims to propose some solutions for medical information by secure watermarking techniques.

Therefore, the key objectives of the present work are stated below-

M To examine the performance of different state-of-the-art medical image watermarking
schemes to identify most prospective one.

(i)  To develop the watermarking technique (s) for medical data security that offers better
performance in terms of significant factors against attacks.

(ii)  To cater to the issue of robustness, imperceptibility, security and computational
complexity of secret medical information at the same time.

(iv)  To determine the performance of offered technique (s) by standard metric against

well-known signal processing attacks.

In the first method a robust, secure and transparent watermarking is proposed for medical
images. In order to do this, a transform domain based watermarking for e-healthcare is
proposed. The suggested technique uses DWT, DCT and SVD to imperceptibly embed
patient report/identity in to host image. Further, the method uses chaos based encryption
technique to provide confidentiality of the patient medical data. Effectiveness and importance
of the method is validated through both subjective and objective methods. In addition to this,
experimental evaluation showed that the scheme is robust and secure for different attacks and
found improved performance than former techniques. Due to importance of dual
watermarking in medical domain, a secure dual watermarking approach in NSCT domain is
developed in our next contribution. The method uses redundant discrete wavelet transforms
(RDWT), SVD and chaotic encryption to make it efficient watermarking approach for
healthcare applications. From the experimental evaluation, our method gives Dbetter
performance than existing approaches. Next contribution of the thesis is development of a
secure watermarking approach using low-complexity cryptographic mechanism. The aim of
this proposed work is to provide robust and secure watermarking at low cost. The idea is
same as our previous technique (dual watermarking approach in NSCT domain); however,
this cryptographic mechanism uses Fiestel network and substitution-permutation network to
provide security at low cost. Extensive assessment of the approach confirmed that the method
is secure, robust, distortion-less and has low computational complexity which outperforms

the other existing approaches.



Further, an improved DWT-SVD based approach for medical applications is developed in
another contribution. The goal of our work is to address health data management issues. The
method jointly uses hamming error correction code and chaotic encryption to provide
robustness and security of the technique, respectively. Based on health data management
policy, we have imperceptibly embedded more robust data at high DWT level and less robust
data into the low DWT level of the cover image. The performance comparisons confirmed
that our technique is superior to existing techniques for various attacks. Subsequently, the
proposed technique is tested with rotation-13 encryption algorithm instead of chaotic

encryption. We observed that this approach performed better than other approaches.

1.9Thesis organization

The thesis comprises of six chapters structured as follows. Chapter 1 presents the basic
concept of digital watermarking, novel characteristics of digital watermark, potential
applications, essential spatial and transform domain techniques, vital performance metrics,
and major watermarking attacks. This is followed by literature review of various former
watermarking approaches in medical domain along with performance comparison in tabular
format. The transform domain and chaotic encryption based secure watermarking for e-
healthcare is proposed in Chapter 2. Chapter 3 discusses a secure dual watermarking
approach in NSCT domain. A secure medical image watermarking approach using low-
complexity cryptographic mechanism is developed in Chapter 4. Chapter 5 presents an
improved DWT-SVD, hamming error correcting code, chaotic and substitution cipher based
watermarking approach. Finally, we have summarized the entire work along with future

scope presented in Chapter 6.



CHAPTER 2

MEDICAL DATA SECURITY THROUGH WATERMARKING
AND CHAOTIC ENCRYPTION

In this chapter, we present a transform domain based watermarking for e-healthcare. The
method uses DWT, DCT and SVD to imperceptibly embed patient report/identity in to host
medical image. Further, the method uses chaos based encryption technique to provide
confidentiality of the medical data. Effectiveness and importance of the method is validated
through both subjective and objective methods. In addition to this, experimental evaluation
indicated that the scheme is resistant to dissimilar attacks and yielded improved performance

than current techniques.

2.1 Introduction

The present scenario is witnessing widespread use of telemedicine services which is being
accepted globally [109-110]. The ever growing health industry requires latest technological
advancements for its proper sustenance and keeping up with the needs of the people related
with health sector [4 and 11]. A survey on theft of identity was conducted and revealed it to
be a serious offence and a prime source of fraud around the world [108, 111, 5, 47 and 112].
Moreover, security maintenance of patient/ health data is a key concern in tele-care
implementations. These kinds of applications require tamper resistant and authentic
dispensing of health information which is guaranteed through inserting some visible /
invisible piece of data (watermark) which is capable of resisting all forms of attacks and is
secure at the same time. The capability of the watermarking systems to withstand attacks and
simultaneously sustaining security is a prevalent domain for researchers [47]. Off late,
researchers are incorporating fusion of encryption —decryption schemes with digital
watermarking to tackle the concerns regarding management of health data [47, 100 and 113].
The watermarking methods are categorized according to the domains such as transform and
spatial method. Analytic research has established the superiority of transform domain

methods to spatial methods [47].

Similar watermarking techniques for medical images related to the presented procedure can
also be found in chapter 1[25, 27, 29-36, 43-45, 56, 66, 77, 93, 97].



The authors in [27] proposed a ROI and RONI based watermarking method for tele- health
applications using transform domain techniques. The method uses PSO to imperceptibly
embed the watermark into RONI portion of cover. Moreover, DWT and SVD are used for
decomposing RONI section of cover. This is followed by DCT transformation of the singular
vector for embedding process. Experimental analysis reveals good performance in terms of

payload capacity and imperceptibility.

A spread spectrum and selective DWT based medical image watermarking technique is
formulated by the authors in [45]. The formulated technique uses second level DWT to
decompose the cover object followed by embedding of the two watermarks into first and
second decomposition levels respectively. Experimental evaluation of the formulated

technique offers good results in the form of transparency and robustness.

A robust watermarking scheme utilizing DWT, DCT and SVD is introduced in [107]. The
singular coefficients of watermark are modified with singular coefficients of host image to

generate a marked image. The outcomes are estimated for transparency and robustness.

Due to importance of joint encryption and watermarking in medical domain, a chaotic
encryption based watermarking scheme in transform domain is proposed. The major

contribution of the work as follows.

e It is evident that combination of DWT, DCT and SVD based watermarking technique
performed better than the technique based on DWT, DCT, or SVD individually or the
fusion of any two of them [27, 45, 107 and 109].

e Used chaos based encryption to apply on marked image prior to transmission on open
channel. The encryption with watermarking enhances confidentiality of the patient
medical data.

e As results indicated in Table 2.5-Table 2.6, our technique offer excellent performance
for various attacks and found superior robustness to other DWT based techniques [45,
107].

o Refer Table 2.7; Subjective method is used to estimate the visual quality of the
marked image.

e Medical image watermarking is used to reduce the extra bandwidth demand of digital
data transmission over open channel and hidden data acts as a keyword for fast
retrieval [110].



Another section of the chapter is summarized as follows. Section 2.2 describes the proposed

method in detail. Experimental outcomes and result study is presented in Section 2.3.

2.2. The proposed method

The fusion of watermarking with chaos encryption is used to provide robust, secure and
distortion control watermarking technique using medical image. The complete process of
hiding and recovery process of the watermark is depicted in Figure 2.1. Firstly, the method
uses DWT to decompose the cover image (of size 512 x 512) into four non overlapping sub-
components [cAl, cH1, cV1, cD1]. Then, due to excellent energy compaction property of
DCT, it is applied to approximation sub-band [cAl] of the DWT image. Further, SVD is
applied on DCT image to produce singular value of the cover image. The method uses
singular vector of DCT watermark data to modify (embed) the singular vector of the cover
image. The imperceptibility and robustness of the method is tuned at various gain factors.
The inverse of the applied techniques is used to obtain the watermarked image. Finally,
encrypted watermarked image obtained via chaos based encryption is transmitted on open
(unsecure) channel. At the receiver end, user decrypts the information and extracts the secret
data via appropriate extraction algorithm

2.2.1 Algorithms for inserting watermark

Important steps of insertion of the watermark as follows:
Initializing the variables

lﬂd-stage DWT components of original object: [pAl, pHI, pV1, pD1]
DCT operated matrix for cAl: By,

Ortho-normal matrices for B: U g and V 4

Diagonal component for B: $,

Covert data DCT operated matrx for Wiy, D gt
Ortho- normal matrices for D: U1 and V1
Diagonal component for D ;- S11

Ortho- normal matrices for S22: U12,,, and V12,
Diagonal component for S2: S12

Converse DCT operated matrix: Beap;,,,
Watermarked image: Wmbkd,,,,
Step 1: feeding input images

//Host image (512 = 512) MR22.bmp = Qg
Watermark 1mage (256 = 256) th.DMP ———tp W, 1:
Step 2: perform 2nd stage DWT on original object
DWT (Ojng, Haar) =9 [pAl, pH1, pV1, pDI1]
Step 3: Apply DCT ‘pA1’

DCT (pAl)=—p B, ;

Step 4: Apply SVD on B

SVD (B gce) == Saig

Step 5: For watermark image

/fApply DCT on W, ;

DCT (W npi) =0 Dy

Step 6: Apply SVD on D g

SVD (D gep) = S11



Step 7: Embedding of covert data using gain factor k.

822=S4;,+ k  S11: where k = gain factor

//Post embedding procedure converse of SVD followed by converse of DCT and DWT is applied to achieve
(Wmkd;y,,).

Step 8: Chaotic cryptographic method is performed over ( Wmkd,,,, through a confidential key (KY) to get a

image with jumbled pixels.
Chaotic cipher (Wmkd;,, 5, KY) == Cp,EWmkd;,,

2.2.2 Recovery steps
Important steps of recovery of the watermark as follows:

Step 1: decryption is done on the encrypted to achieve decrypted image
ChoEWmkd;,,; =——p DecWmkd,,,,
Step 2: DWT decomposition is done on decrypted image.
(Decipmgy. Haar) ===p [pAll.pHIL. pV1L. pDI1]
Step 3: Apply DCT on pAll
DCT (PA11) = Ager
Step 4: Apply SVD on Ay,
SVD (Adct) — Swm
Step 5: Recovered the embedded watermark
S?‘ec: (Swm - Sdig)":k
/I after this process the converse of operated techniques i.e. converse of SVD and DCT is applied over the
obtained parts for watermark extraction.
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Figure: 2.1 Flow diagrams of watermark embedding and extraction

2.3Experimental results and performance analysis



All the experiments were conducted using MATLAB (R2013a). The host and watermark
image of size 512x512 and 256x 256 respectively are used for experiments. The PSNR [107],
SSIM [47] and NC [47] are used to determine the impact of our technique. Additionally,
NPCR and UACI [115] are two new metrics used to determine the strength of the encryption

scheme.

NPCR stands for number of changing pixel rate and UACI stands for unified averaged
changed intensity. These two performance metrics are used to test the effectiveness of the
encryption algorithm in resisting differential attack [115]. Differential attack the attacker

always tries to capture some useful information from the encrypted image.

In other words an attacker tries to determine a relationship between the plain text image and
the corresponding encrypted image. Hence encryption algorithms try to produce a large
difference between the plain text image and corresponding encrypted image so that no
information is available to the attacker [115].

NPCR and UACI are defined as-

Let I,1 and 1,2 be two cipher text images before and after one pixel change in the
corresponding plain text image.

The pixel value at grid (m, n) in Iyl and 1,2 are given as 11 (a, b) and 1,2 (a, b)

T(a,b)
NPCR = Z X 100%
ab R

Where R= total number of pixels in the cipher text image and T (a, b) is defined as

_(0,if I,1(a,b) = I,,2(a,b)
T(a,b) = {1, if L,1(a,b) # ,,2(ab)

I,1(a,b) — ,2(a,b
UAClzz |m1(a,b) = Im2( )|><100%
ab

F XR
Where F = largest sported pixel value of cipher text image.

The proposed method has been thoroughly assessed for selected gain factor values, seven
gray scale medical images [116], encryption —decryption time and various image processing
attacks. Further, a comparison of our method is done with two similar techniques [45] and

[107]. Some important results are depicted in fig. 2.2- fig.2.7. The fig 2.2 and fig. 2.3 show



the NC and SSIM values of proposed method when subjected to different attacks,
respectively. Fig. 2.4 and Fig. 2.5 show the NPCR and UACI value for different medical
images, respectively. Fig. 2.6 and Fig. 2.7 show the comparative analysis of NC values with
[45] and [107], respectively. The metric PSNR, SSIM, NC, NPCR and UACI of our
technique at various gain is presented in table 2.1. From this table, it is interesting to see that
the best value of PSNR, SSIM and NC is 74.60 dB, 1 and 0.99891, respectively. We can see
that the performance highly depends on the value of gain. Further, it is determined that the
value of NPCR and UACI are mostly within the permissible range [115]. These metrics are
also evaluated and demonstrated in table 2.2 for seven medical images at gain value of 0.09.
From table 2.2, the obtained PSNR, SSIM and NC value are greater than 35 dB, 0.76, and
0.80, respectively. The obtained value of NPCR and UACI are greater than 0.99 and 0.34,

respectively.

The time taken for encrypting and decrypting various medical images is shown in table 2.3.
From the table, the average encryption and decryption time (in seconds) for all medical
images is 29.6547 and 29.4738respectively. The metrics NC and SSIM used to determine the
robustness of our technique against various attacks are depicted in table 2.4. From table 2.4,
it is clearly noticed that the NC and SSIM values are greater than 0.73 and 0.81 respectively.
Therefore, it can be concluded that our technique is robust to different attacks. Further, in
order to determine the improvement in the performance of our technique, the NC values of
our technique is compared with similar techniques [45] and [107] given in table 2.5 and
2.6.From table 2.5, it is noticed that our technique reached a maximum NC of 0.9888 though
the maximum NC in case of[45] is 0.9872. Likewise, the minimum NC value in case of [45]

is 0.9496, though in case of our technique it is 0.9522 (speckle noise). From table 2.6 it can
be seen for our technique that the best NC for JPEG compression is 0.9991 though it IS

0.9983 in case of [107]. This assessment clearly indicates that our technique emerges to be

sufficiently robust and secure when compared to existing reported techniques [45] and [107].



Table 2.1: Performance of proposed technique under different gain

Gai Average value
am PSNR SSIM NC NPCR | UACI | of NPCR and
factor i

UACI
0.001 74.6099 1.0000 0.7457 0.9962 0.3468 0.6715
0.005 60.6305 0.9999 0.8820 0.9958 0.3471 0.6714
0.01 54.6099 0.9999 0.8054 0.9960 0.3469 0.6715
0.05 40.6305 0.9991] 0.9750 0.9959 0.3460 0.6709
0.1 34.6099 0.9967 0.9989 0.9960 0.3442 0.6701
0.5 20.6305 0.9374 0.99990 | 0.9961 0.3394 0.6677

Table 2.2: Performance of proposed technique under different cover image

Image modality PSNR SSIM NC NPCR UACI
X-ray 35.5250 0.9987 0.9665 0.9961 0.3636
Ultrasound 35.5250 0.9988 0.8082 0.9961 0.4835
MRI 35.5250 0.9973 0.9989 0.9962 0.3447
PET-scan 35.5250 0.9964 0.9942 0.9960 0.4460
CT-scan 35.5250 0.9991 0.9572 0.9959 0.4564
SPECT 35.5250 0.9987 0.9279 0.9962 0.4574
PET-CT 35.5250 0.7673 0.9979 0.9961 0.4701

Table 2.3 Assessment of Encryption and decryption time under different medical images

Medical image (s) Encryption ‘qme (in Decryption t;me (in
seconds) seconds)
X-ray 29.6230 29.2142
Ultrasound 29.4237 29.1841
MRI 30.1990 30.7440
PET-scan 29.5713 29.0127
CT-scan 29.4558 29.21426
Average
encryption/decryption 29.6547 29.4738
time




Table 2.4: Assessment of SSIM and NC value under different attacks

Afttack Noise density SSIM NC
Salt and pepper noise 0.0001 0.9975 0.9983
0.0005 0.9963 0.9990
0.01 0.9682 0.9758
0.05 0.8660 0.8540
0.1 0.7531 0.8193
Gaussian noise 0.0001 0.9969 0.9979
0.0005 0.9938 0.9980
0.01 0.9281 0.9144
0.05 0.7332 0.8319
0.1 0.5863 0.8170
JPEG Compression Q=10 0.8627 0.9804
Q=50 0.9562 0.9896
Q=90 0.9962 0.9975
Cropping Top left corner 0.9949 0.9966
Top left corner 0.9966 0.8458
Centre of image 0.8518 0.8972
Centre of image 0.9298 0.8812
Rotation 1° 0.6335 0.9460
Gaussian low-pass filter Mean =1, Var =0.2 0.9978 0.5406
Image scaling =1.1 0.9823 0.9309
=1.5 0.8594 0.8016
sharpening mask 0.8 0.9080 0.8898
0.9 0.9044 0.8875
0.7 0.9043 0.8916
0.6 0.8981 0.8943
median filter [1x1] 0.9978 0.9982
[2x2 0.8338 0.6973
Histogram equalization 0.8176 0.6038

Table 2.5: Comparing NC values of our method with method [45]

Attack Noise Gain NC values NC values by
‘ density factor [45] proposed method

0.04 0.7 0.9734 0.9736

Salt and pepper -

0.06 0.9 0.9641 0.9646

, _ 0.01 0.7 0.9841 0.9849
Gaussian noise

0.01 0.9 0.9872 0.9888

] 0.06 0.7 0.9496 0.9522

Speckle noise - —

0.08 0.7 0.9275 0.9285




Table 2.6: Comparing NC values of our method with method [107]

NC values by proposed

Attack NC values [107] method

Salt and pepper noise 0.9894 0.9990
JPEG Compression (25) 0.9983 0.9939
JPEG Compression (50) 0.9882 0.9896
JPEG Compression (75) 0.9983 0.9991

Table 2.7: Assessment of visual quality through subjective measure

Gain factor | Visual quality of cover image after embedding of the watermark

0.001 Excellent
0.05 Very good
0.1 Average/acceptable

0.5 Poor




Table 2.8: Some attacked watermarked and recovered watermark image under different attacks

Attacks Attacked Obtained NC Recovered
image values watermark image
Salt and pepper noise ( density = 0.0001) 0.9983
Salt and pepper noise (density = 0.0005) 0.9990
o e o8,
Salt and pepper noise (density = 0.01) f ‘-_‘ 0.9758
L . e N
Gaussian noise (density = 0.0001) f x 0.9979
Gaussian noise (density = 0.0005) 0.9980
Gaussian noise (density = 0.01) 0.9144
JPEG Compression (Q = 90) 0.0075
JPEG Compression (Q =10)
0.9804
Cropping (top left corner)
0.9966
Rotation 1° 0 9460
Image Scaling [~ 1.1] 0.9309
Median filter [1x1] 0.9982
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This chapter presented an efficient medical image watermarking scheme for embedding
watermark in DWT-DCT and SVD domain. A chaos based encryption used to protect
medical data. The results demonstration in terms of objective and subjective showed that the
scheme is robust for different attacks and found improved the NC value than former
approaches. Yet the outcome depends upon the value of gain factor, degree of noise and the
watermark size. The developed technique attempts to offer a possible solution to address

security issue of EPR data.

The outcomes of the chapter have been published in Multimedia Tools and Applications: Vol.
78, lIssue 3, pp. 3457-3470, 10.1007/s11042-018-6263-3, Springer, stated in list of
publications at the end of the Chapter 6.



CHAPTER 3
DUAL WATERMARKING APPROACH IN NSCT DOMAIN

In this chapter, a secure dual watermarking technique in NSCT domain is developed. Due to
great importance of dual watermarking in the medical application, we have imperceptibly
embedded both watermarks into the cover medical image. The method uses redundant
discrete wavelet transform (RDWT), SVD and chaotic encryption to make it efficient
watermarking for healthcare applications. Firstly, the method uses the sub-image having
supreme entropy and NSCT is applied on it. Next, we apply RDWT to NSCT image to obtain
the RDWT image. RDWT image is further transformed via SVD to obtain the singular vector
of the image (cover).The method obtained singular vector for both watermarks with similar
procedure. Furthermore, the method uses singular vectors of both watermarks to modify
(embed) the vector of cover image. The inverse of SVD, RDWT, NSCT and inverse sub
sampling generates a watermarked image. Finally, encrypted watermarked image is obtained
via chaos based encryption and is transmitted over open (unsecure) channel. At the receiver
end, user decrypts the information and extracts the secret data via appropriate extraction
algorithm. The result demonstration confirms the usefulness of the proposed technique in
medical application. Further, the technique provides better robustness at acceptable

imperceptibility when compared with other similar approaches.

3.1 Introduction

In tele-health services, a lot of medical data transferred via information and communications
technology (ICT) for the purpose of consultation and examination, and sometimes for remote
diagnosis [109-110]. However, transmission of such medical data/record in open environment
requires high degree of security and privacy [109-110, 4]. Due to the high security and
privacy concern of medical application, we strongly need a potential tool to protect patient
related sensitive data. Additionally, it is interesting to establish that medical related thefts are
growing and serious crime [109]. Encryption and watermarking is the popular tool to provide
security of the medical related data. Many researchers have developed encryption based
watermarking technique for medical applications [20, 24, 25, 26, 37, 46, 49, 54, 55, 70, 81,
88, 89, 94, 95 and 98, 104]. However, few studies have been developed in direction to dual
watermarking using encryption [24, 25, 46, 56, 60, 65, 67, 77, 80, 94, 100, 102 and 106].



Standard watermarking schemes focus towards achieving the goal of secure exchange of
secret information over open channels via single watermark [108-110]. When the focus is
extended in the form of copyright protection and integrity verification simultaneously the use
of multiple watermarks is considered [109]. In multiple watermarking more than single
watermarks are embedded to achieve many goals together. In general there are three ways in
which dual watermarking is performed [108]. In the first scheme, the watermarks are either
embedded one after the other or together. In the second scheme, the watermarks are
embedded back to back in a continuous manner. The third scheme involves embedding of the
two watermarks at the same time rather than one after the other [109]. In [20], author reported
a blind watermarking technique which uses a fragile watermark. The watermark data is
generated as a hash value of ROI and EPR information which is encrypted and placed inside
the cover image. The results indicate that the reported technique is useful for tele-care
applications.

In [24], author developed a watermarking scheme using IWT. This technique embeds the
hash value, extracted portion of ROl and EPR information is placed inside the RONI area of
cover. The experimental estimation shows accurate tamper detection with better accuracy and

improved robustness.

In [95], author developed the embedding of multi-watermarks in wavelet domain. A simple
encryption scheme is used to encrypt the EPR data prior to embedding process. Experimental
demonstration on various images showed that the method offer better results with respect to
NC and BER to former approaches [96-99].

To address the health data issue, author proposed a watermarking scheme using neural
networks. The scrambled and compressed version of multi-watermarks is place inside the
cove image. Neural network is used to improve the robustness of the scheme. Experimental
demonstration on various images showed that the method offer better results with respect to
NC to former approach [103].

In this chapter, a secure dual medical image watermarking technique in NSCT domain is

developed. The major contribution of the work is recognized as follows.

e RDWT provides shift invariance which is required for significant hiding and recovery
of watermark [117]. Further, NSCT also provide good directionality along with shift
invariance which helps in better reconstruction of images [117]. The SVD provides

robustness against attacks [109]. However, it is computationally high once applied



individually to images. Therefore, it is preferred to use it with combination with other
techniques.

e Multi-watermarks are embedded into cover image to increase the security. Simulation
results clearly prove better performance of scheme than other similar approaches
under consideration [95, 102].

e Used chaos based encryption [113] to apply on marked image prior to transmission on
open channel. The pseudo randomness associated with chaos is used to provide a
secure watermarking system [114]. Hence, encryption with watermarking enhances
confidentiality of the patient medical data.

e The suggested technique also reports the medical information management issues
[109].

The rest parts of the chapter are structured as follows: The chapter provide the detail
description of the proposed work in Section 3.2. The outcome and analysis is presented in
Section 3.3.

3.2 Proposed method

Our proposed method uses RDWT and SVD to embed dual watermarks in cover image.
Firstly, the method considers the sub-image having supreme entropy and NSCT is applied on
it. Next, we apply RDWT to NSCT image to obtain the RDWT image. RDWT image is
further transformed via SVD to obtain the singular value of the image (cover).The method
obtained singular vector for both watermarks with similar procedure. Finally, dual
watermarks are imperceptibly placed inside the cover image. The inverse of SVD, RDWT,
NSCT and inverse sub sampling generates a watermarked image. At last, chaos based
encryption is used to protect our watermarked data prior to transmission over network. At the
receiver end, user decrypts the information and robustly extracts the hidden data via

appropriate extraction algorithm.
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Figure 3.1: Schematic diagram of the proposed method




3.3 Experimental results and analysis

All the experiments were conducted using MATLAB R2013a. For the experimental purpose,
we are using a cover image of size 512 x 512 and two watermark images of size 256x256 and
128x128 are used. Based on the robustness demand, the EPR and thorax watermark are
placed inside the different level of RDWT cover image. We have extensively evaluated our
method for different gain values, nine medical [116] and five non-medical cover images
[118] with different size of watermarks, six wavelet filters and different signal processing
attacks. Further, we have compared our method with two recent reported techniques [95] and
[102].

Standard metric such as PSNR, NC, NPCR and UACI are considered to determine the
performance of our technique. These metric are discussed in detail in chapter 1. Here, ‘NC1’
denotes similarity between original and recovered thorax watermark, and ‘NC2’denotes
similarity between original and recovered EPR watermark. The performance of our method in
terms of standard metric is provided in Table 3.1-Table 3.9. Few important results are
depicted in Fig. 3.2- Fig.3.7. The Fig 3.2 and Fig. 3.3 illustrate the NPCR and UACI scores
of proposed method for different medical images used as cover. Fig. 3.4 and Fig. 3.5
respectively illustrate ‘NC1° and ‘NC2’ values of the proposed method when subjected to
different attacks. Fig. 3.6 and fig. 3.7 show the comparative analysis of NC values with [95]
and [102] respectively.

The metric PSNR, ‘NC1, ‘NC2’, NPCR and UACI of our technique at various gain values for
different size watermarks is presented in Table 3.1 and Table 3.2 respectively. From these
tables, it is worth noticing that the best value of PSNR, ‘NC1’ and ‘NC2’ is 39.39 dB, 0.9989
and 0.9983, respectively. We can see that the performance highly depends on the value of
gain. Further, it is determined that the value of NPCR and UACI are mostly within the
permissible range [115].

These metrics are also evaluated and depicted in table 3.3 and table 3.4 for nine medical and
five non- medical images at a gain value of 0.1 respectively. From table 3.3, the obtained
PSNR, ‘NC1’and 'NC2’ values are greater than 26 dB, 0.99 and 0.95, respectively. From
table 3.4, the obtained PSNR, ‘NC1’and 'NC2’ values are greater than 37 dB, 0.99 and 0.96,

respectively.



The obtained value of NPCR and UACI for table 3.3 and table 3.4 are roughly reaching the
acceptable limits [115] respectively. The listed metrics are also evaluated and presented in
table 3.5 for five different wavelet filters at a gain value of 0.1. From table 3.5 the obtained
PSNR, ‘NC1’and 'NC2’ values are greater than 36 dB, 0.99 and 0.95, respectively. However,
the NPCR and UACI values for table 3.5 are within the acceptable range [115].

The metrics ‘NC1’ and ‘NC2’used to determine the robustness of our technique against
various attacks is depicted in table 3.6. From table 3.6, it is clearly noticed that the ‘NC1’
and ‘NC2’ values are greater than 0.95 and 0.93 respectively. Therefore, it can be concluded
that our technique is robust to different attacks. Performance comparison of our method with
former reported approaches [95,102] is depicted in Table 3.7 and Table 3.8. From these tables
it is clearly noticed that our technique offer superior robustness. Moreover, some of the
watermarked images under attack and its corresponding recovered images are depicted Table
3.9.

Table 3.1: Performance measures at different gain and same size of watermarks

. . NC2
PSNR NC1 : .
Gain factor (in dB) (256%256) (256%256) NPCR UACI
0.01 39.0944 0.9966 0.9983 0.9960 0.3469
0.1 39.1402 0.9989 0.9983 0.9960 0.3469
0.5 39.3049 0.9984 0.9983 0.9960 0.3468
0.9 39.3969 0.9983 0.9983 0.9959 0.3467




Table 3.2: Performance measures at different gain and size of the watermarks

. . PSNR NC NC oy o
Gain factor (in dB) (256X256) (128x128) NPCR TACI

0.01 37.0894 0.9959 0.9211 0.9958 0.3462
0.1 37.05%96 0.9989 0.9624 0.9960 0.3471
0.5 36.8035 0.9983 0.9625 0.9958 0.3466

0.9 36.3747 0.9982 0.9623 0.9960 0.3475

Table 3.3: Performance measures for different medical cover images

1111::1:%11 PS:;EI;{)(m (25252156) (12;§f28) NPCR | UAd
Hand X-ray | 38.6088 | 0.9988 09623 | 09963 | 0.4025
Ultrasound | 26.9343 | 0.9990 09551 | 09958 | 0.4126
BrainMRI | 37.0596 | 0.9989 09624 | 09960 | 0.3471
Breast MRI | 36.6541 | 0.9989 09625 | 09962 | 0.3502
PET-scan | 29.4585 | 0.9991 09632 | 09960 | 0.4461
SPECT 324592 | 0.9992 09633 | 09959 | 04262
Kidney stones | 32.7698 | 0.9993 09629 | 09961 | 0.3538
Abdomen CT | 32.5664 | 0.9989 09624 | 09962 | 04126
ChestCT | 32.3148 | 09993 09546 | 09962 | 0.3220




Table 3.4: Performance measures for non-medical images

Image PSNR NC1 NC2 S -
NPC TAC
modality (in dB) (256%x256) | (128%x128) PCR tacl
Zelda 42.0123 0.9988 0.9632 0.9958 0.2971
TLena 37.0323 0.9990 0.9632 0.9961 0.2853
Barbara 38.4987 0.9987 0.9631 0.9959 0.4206
Cell 54.4978 0.9982 0.9626 0.99603 0.2555
Coins 41.7215 0.9988 0.9632 0.9962 0.3076
Table 3.5: Performance measures for different wavelet filters
o . PSNR NC NC s - A g
Wavelet filtex (in dB) (256x256) | (128x128) NPCR UACI
Coif2 36.4631 0.9985 0.9604 0.9959 0.3469
db2 37.7835 0.9985 0.9574 0.9960 0.3472
db10 36.5857 0.9983 0.9593 0.9960 0.3472
Biorl.3 37.0593 0.9985 0.9637 0.9959 0.3469
Bior6.8 37.4758 0.9980 09618 0.9963 0.3475
Table 3.6: Robustness test for different attacks
Attack Noise density NC1 NC2
Salt and pepper noise 0.01 0.9528 0.9633
0.08 0.9610 0.9586
Gaussian noise 0.01 0.9539 0.9625
0.5 0.9666 0.9324
JPEG Compression Q=10 0.9986 0.9633
Q=350 0.9666 0.9324
Q=90 0.9988 0.9632
Rotation 2° 0.9986 0.9633
Gaussian low-pass filter Var =0.4 0.9989 0.9624
Var=0.6 0.9989 0.9624
Image scaling <1.1 0.9986 0.9632
Median filter 22 0.9826 0.9318
Histogram equalization 0.9980 0.9626




Table 3.7: Robustness comparison of our method with ‘Singh” approach [95]

Noise density Singh [95] NC values by
Attack o T proposed method
CaussIannoIse | oin=0 Var-0.5 0.6569 0.9329
CAUSSIANNOISe | o= 0,Var-0.01 0.9604 0.9626
Salt & pepper
noise 0.08 0.8859 0.9558
Histogram equalization 0.031 0.0632

Table 3.8: Robustness (determined by NC) comparison of our method with [102]

Attack Noise density NC [102] NC [proposed
method]
JPEG Compression Quality factor =10 0.3120 0.9986
Salt and pepper 0.01 0.7747 0.9633
noise
S . Mean =0, P
Gaussian noise Var = 0.001 0.9466 0.9989
. 0.9286.
L . Var =0.01. 0.02 and . 0.9988. 0.9990 and
Speckle noise 0.005 0.8673and 0.9088
T 0.9886 -
Rotation 2° 0.4442 0.9986




Table 3.9: Attacked watermarked and recovered watermark image under different attacks

Oliigineid Obtained . — Recovered
Attacks Attacked image , NC2 ; watermark image
NC1 values - : watermark image 1
values 2
Salt and P> it
pepper noise L':;.’!’:':“."’
(density = 0.9610 0.9586 W
0.08) ot i
Gaussian E‘.‘S_’:’.:':..“
noise i
(density = 0.9666 0.9324 s 0.
0‘5) Fomly Ahbeey D COAUON O
JPEG opsen
Compression i
(Q=90) 0.9988 0.9632 e
MR 0.9986 0.9633 e
Chest CT
Abdomen CT
Kidney stones
SPECT WNPCR
PET-scan
Breast MRI
Brain MRI
Ultrasound
Hand X-ray
1 1 1 1 1
0.9953 0.9957 0.9959 0.9961 0.9963

Figure 3.2: NPCR values for different medical images
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Figure 3.5: NC2 values for different attacks
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In this chapter, a robust and secure watermarking scheme is developed for embedding multi-
watermarks (dual) in NSCT- RDWT and SVD domain. By applying chaos based encryption
on watermarked image, the security of the proposed technique is improved. The developed
technique offer better robustness when compared to the other approaches. Our examination
and results confirm that the technique is appropriate data security for medical application.

The work presented in this chapter has been published in Multimedia Tools and Applications,
pp.1-14, doi: 10.1007/s11042-018-6691-0, Springer indicated in list of publications at the end

of the Chapter 6







CHAPTER 4

DUALWATERMARKING APPROACH USING LOW-
COMPLEXITY CRYPTOGRAPHIC MECHANISM

In this chapter, we present a secure watermarking technique using low-complexity
cryptographic mechanism. The idea is same as our previous technique (dual watermarking
approach in NSCT domain as discussed in chapter 3), however, this cryptographic
mechanism uses Fiestel network and substitution-permutation network to provide security at
low cost. Simulation results conducted on six wavelet filters, various medical and non-
medical images disclose that the technique is secure, robust, distortion-control and has low

computational complexity which outperforms the other existing approaches.

4.1 Introduction

Digital augmentation of contemporary healthcare has directed the expansion of ICT based
systems. Presently, tele-medical services in different forms are being exploited for
distribution of medical amenities [56]. The three security necessities such as privacy,
integrity and authenticity [56] call for close attention and remedial actions. Therefore,
watermarking and cryptographic techniques are providing a probable way out for adequately
handling the above mentioned issues [108, 112]. Cryptographic approaches consist of cipher
codes, digital signatures, hash based algorithms and codes for error correction and detection
[56, 8, 119 and 11]. While watermarking methods comprises of blind, robust, semi- fragile
and fragile watermarks to provide content protection [27, 9]. Hence the joint approach proves
to be better in security and reliability for tackling coercion to security.Similar state-of-the-art
watermarking techniques associated with our approach are presented in [26, 29, 37, 55, 54,
65, 70, 94, 95, and 96]. A secure watermarking technique using DWT which is able to resist
attacks is reported in [26]. Initially the original image is divided on the basis of ROI and
RONI to which DWT is applied. The ciphered watermark information is inserted into the
RONI segment of the original image. The performance is realised in terms of SSIM, PSNR
and NC.

In [95], author developed the embedding of multi-watermarks in wavelet domain. A simple
encryption scheme is used to encrypt the EPR data prior to embedding process. Experimental
demonstration on various images showed that the method offer better results with respect to
NC and BER to former approaches [96-99].



A multiple watermarking scheme using a fusion of NSCT-RDWT and SVD transforms is
proposed by the authors in [117]. The scrambled version of the watermark is embedded into

cover. The performance analysis reveals improved results for transparency and robustness.

In this chapter, a secure watermarking technique using low-complexity encryption scheme is
developed. The key contribution of the work is identified as

e Combination of RDWT and NSCT provides shift invariance, good directionality and
better reconstruction of images which makes our system efficient for medical domain
[95,117]. The SVD provides robustness against attacks [109]. However, it is
computationally high once applied individually to images. Therefore, it is preferred to
use it with combination with other techniques.

e Multi-watermarks are embedded into cover image to increase the security. Simulation
results clearly prove better performance of scheme than other similar approaches
under consideration [95, 117].

e Used lightweight symmetric encryption [120] on marked image prior to transmission
over open channel. The cipher scheme instead of using multiple rounds works on only
five rounds to provide low computational cost [120]. Hence, encryption with
watermarking enhances confidentiality of the patient medical data at low cost.

e The method also addresses the medical data management issues [109].

The rest parts of the chapter are structured as follows: The chapter provide the detail
description of the proposed work in Section 4.2. The outcome and analysis is presented in
Section 4.3.

4.2. Proposed method

The idea is same as the developed technique in Chapter 3. However, the proposed method
offers not only good robustness, but also security at low cost. The method uses RDWT and
SVD to embed dual watermarks in cover image. In the first step, the method considers the
sub-image having supreme entropy and NSCT is applied on it. Next, we apply RDWT to
NSCT image to obtain the RDWT image. RDWT image is further transformed via SVD to
obtain the singular value. The scheme obtains singular vector for both watermarks with
similar procedure. Finally, both watermarks are imperceptibly placed inside the cover image.
The inverse of SVD, RDWT, NSCT and inverse sub sampling generates a watermarked



image. At last, Fiestel network and substitution-permutation network based encryption is
used to apply on watermarked data prior to transmission over open environment. At the
receiver end, user decrypts the information and robustly extracts the hidden data via
appropriate extraction algorithm. The flow diagram of the complete process of the proposed

work is depicted in Fig. 4.1 a-b.

4.2.2 Step by step process of inserting watermark

Step 1: let an input image of size (512x512) be read as input and sub-sampling operation of

original image is done in the following way:

L(i,j) = 1[2(-1),2G - 1)] (2)
L(3,)) = I12(i - 1),2( - D]
I;(1,/) = 1[2(1 = 1),2G - 1]
L(i,j) = 121 - 1),2( - D]

Step 2: Calculation and selection of highest entropy score of sampled cover image derivative
(Ent).

Step 3: first stage NSCT transformation upon E,,; is given below-

NSCT(Ent) = [Entlli EntlZ: Enth111; Enthllz' Enthlzlr EnthlZZ] (3)

Where, E,;;; and E,;;, denotes components with low frequency.

Entni11r Entni12Entn121@NdE, 1122 denotes components with high frequency.

Step 4: To E,ipy121 , first stage RDWT is performed
RDWT (REn121) = [ REa1, REy1, REyy, REp,] (4)

Step 5: applying singular value decomposition (SVD) of Re,; and Rey; sub bands.
SVD (Real) = [RuealRSealeeal] (5)
SVD(Repy) = [RuepiRSen1RVen1]  (6)

For watermark images:



Step 6: Reading first watermark W,,; of height and width of 256 and second watermark
W,.» height and width of 128 respectively as input. To these watermark images NSCT is
applied.
(256%256) and second watermark W,,, (128x128) for
NSCT(Wml) = [Wmlllf Wm1l2' Wmlhlll § Wm1h1121 Wm1h1211 Wm1h122] (7)
NSCT(WmZ) = [Wm2l11 Wm2l2' Wm2h111 § Wm2h112' Wm2h1211 Wm2h122] (8)

Step 7: RDWT is performed over NSCT manipulated components of both watermarks -

RDWT (Wi1) = [ Wiia1, Wlnint, Winivt, Wimaail )
RDWT (Winz2) = [ Wiza1, Winzn1, Wimzvz: Wmaail (10)

Step 8: SVD of W1y, and W2, sub bands is computed as follows-

SVD(Wmlal) = [Umlwlalsmlwlalvmlwlal] (11)
SVD(WmZhl) = [Um2w2h15m2w2h1Vm2w2h1] (12)

Step 9: implanting the dual watermarks through the altered SVD vectors given below-

Sm1 = Smiear T 9 X Smiwiar (13)
Sm2 = Smzen1 + 9 X Smawzn1 (14)

Where g= gain factor.

Step 10: Sequentially performing inverse of the applied techniques which generates the

watermarked imagel,,,,.
Step 11: Finally Applying lightweight (low complexity) encryption L, on the watermarked
image W,,,, using 64 -bit secret key (K) in order to achieve an encoded watermarked

imageE ;1.

Le(Wini12) = [Ewmaz] (15)



4.2.3 Watermark extraction

Step 1: The encrypted watermarked image E,,,,, 1s converted to decrypted watermarked image

Dym1o after applying the decryption processD,.

De(Ewmiz) = [Dwmiz] (16)

Step 2: Read decrypted watermarked imageD,,,,1» as input and performing sub — sampling of it

as done in equation (2).

Step 3: Calculating maximum entropy values of the sub sampled components and selecting the
maximum value (D).

Step 4: Applying first level NSCT upon (D,,) which results into two low frequency and four
high frequency sub-bands generated after forward transformation of (D,,) . Further, applying

first level RDWT decomposition upon (Dy,q124 )as follows-

RDWT (Dyqi121) = [Dwat1, Dwa1, Dwyi, Dwpil (17)

Step 5: Calculating the SVD of obtained decomposed components E,, 4, andE,,;;; as follows-

SVD(Dya1) = [UwarSwa1Viwail (18)
SVD(Dwy1) = [UwniSwriVwra] (19)
Step 6: Finally, both watermarks are recovered by using the modified SVD coefficients in the

equation as follows-

Srecl = (SwAi - SWlAi)/a (20)
Srecz = (Swa1 — Swam)/a  (21)
Step 7: Applying inverse SVD on the components S,..;andS,.., followed by inverse RDWT

and NSCT to obtain recovered watermark images separately.
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Simulation results and analysis




All the experiments were implemented using MATLAB R2013a. In order to conduct the
experiments cover image of size 512x512 and two watermark images of size 256x256 and
128x128 are used. According to the robustness requirement the thorax and EPR watermarks
are embedded into alternate RDWT sub- levels. Our method has been evaluated thoroughly
for different gain values, ten medical [116] and five non-medical cover images [118] with
different sized watermarks, six wavelet filters and various attacks. Further, the performance

our method is compared with two existing techniques [117] and [95].

The fundamental metrics such as PSNR [110], NC [110], UACI and NPCR [115] are used to
evaluate the performance of our technique. Detailed explanation of these metrics is given in
chapter 1. The normalized correlation between original and recovered watermark is
represented by the notation ‘NC1° and normalized correlation between original and recovered
EPR watermark is represented by ‘NC2’. The performance of our method using fundamental
metrics is presented in table 4.1-table 4.7. Some of the significant results are depicted in fig.
4.2- fig.4.7. The fig 4.2 and fig. 4.3 illustrate the NPCR and UACI scores of proposed
method for different medical images used as cover. Fig. 4.3 and fig. 4.5 illustrate ‘NC1’ and
‘NC2’ values of the scheme when subjected to unrelated attacks respectively. Fig. 4.6 and fig.
4.7 show the comparative evaluation of NC values with [117] and [95] respectively.

The metric PSNR, ‘NC1, ‘NC2’, NPCR and UACI of our technique at various gain values for
different size watermarks is presented in table 4.1. From this table, it is seen that the best
value of PSNR, ‘NC1” and ‘NC2’ is 51.45 dB, 0.9992 and 0.9625 respectively. It is observed
that the performance depends majorly on the gain value. In addition to this, the value of

NPCR and UACI are approximately reaching the permissible range [115].

These metrics are also estimated and presented in table 4.2 and table 4.3 for ten medical and
five non- medical images at a gain value of 0.1 respectively. From table 4.2, the obtained
PSNR, ‘NC1’and 'NC2’ values are greater than 24 dB, 0.99 and 0.95, respectively. From
table 4.3, the obtained PSNR, ‘NC1’and 'NC2’ values are greater than 36 dB, 0.99 and 0.96,

respectively.

The NPCR and UACI values obtained for table 4.2 and table 4.3 are more or less reaching the

acceptable limits [115] respectively.

The depicted metrics are also estimated and shown in table 4.4 for six different wavelet filters
at a gain value of 0.1. From table 4.4 the obtained PSNR, ‘NC1’and 'NC2’ values are greater



than 48 dB, 0.99 and 0.95, respectively. However, the NPCR and UACI values for table 4.4
are almost attaining the acceptable values [115]. The metrics ‘NC1’ and ‘NC2’ which are
used to establish the robustness of our technique against variety of attacks are depicted in
table 4.5. From table 4.5, it is noticed that the values obtained for ‘NC1’ and ‘NC2’ are
greater than 0.95 and 0.95 respectively. Hence, it can be stated that our technique is able to
survive different attacks. Comparative evaluation of our method to similar methods [117, 95]
is depicted in table 4.6 and table 4.7 respectively. From these tables it is clearly observed that
the ability our method to resist attacks is better than the compared methods [117] and [95].

Table 4.1: Performance metrics at specific gain

PSNR NC1 NC2
>ain f: ; NPC TAC
Gain factor (in dB) | (256x256) | (128x128) PCR UACI

0.01 51.4517 0.9992 0.9624 0.9934 0.4770
0.1 51.1016 0.9982 0.9625 0.9936 0.4777
0.5 47.7215 0.9983 0.9623 0.9949 0.4792

0.9 44.4086 0.9983 0.9623 0.9958 0.4812




Table 4.2: Performance metrics for ten cover medical cover media

Cover media PS‘:}; (in @ ‘_.:5521; 6) (12‘\“3-5122 8) NPCR UACI
Kidney stones 32.7698 0.9994 0.9629 0.9963 0.3495
PET-scan 29.4585 0.9992 0.9632 0.9974 0.4306
SPECT 32.4592 0.9992 0.9633 0.9973 0.4194
Ultrasound 26.9343 0.9991 0.9551 0.9962 0.4063
Chest CT 24.0722 0.9979 0.9505 0.9963 0.4496
Hand X-ray 38.6482 0.9988 0.9630 0.9971 0.3960
PET-CT 51.1016 0.9982 0.9625 0.9936 0.4777
MRI transversal 38.7159 0.9989 0.9626 09962 0.3417
Breast MRI 36.6514 0.9989 0.9632 0.9960 0.3500
Brain MRI 37.7986 0.9989 0.9632 0.9962 0.3471
Table 4.3: Performance metrics for general images

Cover media PS:;II:) (in @ %5215 6) (12§§f2 8) NPCR UACI
Cameraman 36.1472 0.9993 0.9631 0.9959 0.3104
Barbara 38.4987 0.9987 0.9631 0.9960 0.4198
Cell 54.4978 0.9983 0.9626 0.9960 0.2554
Zelda 42.0123 0.9988 0.9632 0.9962 0.2968
Coins 41.7215 0.9988 0.9632 0.9962 0.3078




Table 4.4: Performance metrics for different wavelet filters

. PSNR (in NC1 NC2 }
Wavelet filter NPCR UACI
avelet It (256%256) | (128x128)
dbs 50.9645 0.9979 0.9609 0.9940 0.4780
Svm4 50.6375 0.9979 0.9618 0.9935 0.4785
Dmey 51.2455 0.9978 0.9612 0.9940 0.4789
Coif5 50.8908 0.9978 0.9609 0.9945 0.4786
Bior3.5 48.8840 0.9983 0.9561 0.9944 0.4778
Rbior6.8 51.4411 0.9979 0.9577 0.9935 0.4776
Table 4.5: Robustness analysis for various attacks

Attack Noise density NC1 NC2

Salt and pepper noise 0.01 0.9990 0.9630

0.08 0.9937 0.9558

Gaussian noise 0.01 0.9981 0.9626

0.5 0.9830 0.9329

Rotation 10° 0.9989 0.9632

JPEG Compression Q=90 0.9988 0.9632

Speckle noise 0.005 0.9987 0.9632

0.01 0.9988 0.9632

Image scaling <1.1 0.9986 0.9632

Cropping [55.1010] 0.9989 0.9632

Gaussian low- pass filter Var=0.6 0.9989 0.9624

Median filter [22] 0.9988 0.9632

Poisson noise 0.9988 0.9632

Histogram equalization 0.9988 0.9632




Table 4.6: Comparison of NC values with [117]

. L [117] NC by proposed
Attack Noise density scheme
Gaussian noise mean= 0.V a-r-0.0l 0.960? and 0.9626 and 0.9329
and 0.5 0.6569
Salt & pepper
noise 0.08 0.8859 0.9558
Histogram equalization 0.031 0.9632
Table 4.7: Comparison of robustness with [95]
- . [95] NC by proposed
Attack Noise density scheme
Gaussian noise mean= 0.Var-0.01 0.9965 0.9981
Speckle noise 0.05 0.9948 0.9988
JPEG Compression | Quality factor =90 0.9951 0.9988
Salt & pepper noise 0.08 0.9905 0.9937
Median filter
i
[22] 0.9950 0.9988
Histogram equalization 0.9902 0.9988
Brain MRI
Breast MRI
MRI transversal
PET-CT HUACI
Hand X-ray
Chest CT
Ultrasound
SPECT
PET-scan
Kidney stones
0.20 0.25 0.30 0.35 0.40 0.45 0.50

Figure 4.2: UACI values for different medical images
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Figure 4.6: Comparative estimation through NC with [117]
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Figure 4.7: Comparative estimation through NC with [95]

This chapter provided a secure and robust watermarking at low cost. A robust and secure
medical image watermarking is developed for embedding multi-watermarks (dual) in NSCT-
RDWT and SVD domain. By applying low cost encryption scheme on watermarked image,
the confidentiality of the technique is enhanced. The developed technique offer better
robustness when compared to the other approaches. Our examination and results confirm that

the technique is appropriate for data security using medical applications.



The work presented in this chapter has been published in

Concurrency and Computation: Practice and Experience, pp 1-10, doi: 10.1002/cpe.5108,

Wiley indicated in list of publications at the end of the Chapter 6



CHAPTER 5

IMPROVED DWT- SVD BASED MEDICAL IMAGE
WATERMARKING THROUGH HAMMING CODE,
CHAOTIC ENCRYPTION AND SUBSTITUTION CIPHER

In this chapter, an improved DWT-SVD based approach for medical applications is
developed. The method jointly uses hamming error correction code and chaotic encryption to
provide robustness and security of the technique, respectively. Based on health data
management policy, we have imperceptibly embedded more robust data at high DWT level
and less robust data into the lower DWT level of the cover image. The result outcomes
establish the merits of the suggested technique with respect to robustness, security and
imperceptivity. The performance comparisons also confirmed that our technique is superior to
existing techniques for various attacks. Further, the proposed technique is tested with
rotation-13 encryption algorithm on encoded text watermark. We observed that the rotation-
13 encryption based watermarking is performed better in terms of robustness than other

technique.

5.1 Introduction

In tele-health services, various forms of medical images and patient report are transmitted
between health centres or healthcare professionals [108]. Due to remarkable progress of ICT
tools, this information is easily transmitted over the network. Initially, channel may contain
noise and the transmitted information can be altered, deleted or modified by any professional
hacker. Therefore, these tools are unreliable for information communication. Watermarking
in medical domain is used to defend the patient related data [121-122]. In addition to
providing security medical image watermarking also focuses on achieving the basic security
requirements. Reliability, confidentiality and availability are the key security requirements
[108]. How accurate and correct is the information received is determined by reliability. The
privacy or secrecy of exchanged information is determined by confidentiality in which
leakage to unintended users is prevented [109-110]. The uninterrupted and timely access of
information is determined by availability.

Consequently, need of watermarking algorithms arises which take care of the basic security

requirements effectively [109, 112]. Therefore to address these issues, watermarking



algorithms incorporating cryptographic procedures are being developed by the researches.
They not only enhance the security but also check the key security requirements.

Joint encryption- watermarking methods often employ complex cryptographic measures to
provide all round security which increases the cost in terms of complexity [110, 121-122].
Researchers are creating encryption algorithms which not only provide significant security
but also save computational time [121]. The related techniques are discussed in detail in
Chapter 1 [32, 60, 43, 57, 26, 29, 37, 54, and 65].

A watermarking method using DWT and SVD is reported by the authors in [32]. The
reported method placed ROI information into RONI section of cover. Comparison with
related methods [33-36] show better performance in case of reported method. In the scenario
of telemedicine DWT-SVD based watermarking approach is reported by the authors in [43].
The ROI section of host image is processed using DWT and SVD for embedding. The
medical data is inserted into RONI after being encoded through ECC. The reported approach
is extensively evaluated and performs better than similar schemes [44-45]. The authors in
[60] reported a watermarking approach in the domain of DWT-SVD using two watermarks.
Different kinds of error correcting codes are applied over the text watermark to test for
robustness. The experimental assessment of the reported approach showed better results with

respect to imperceptibility and robustness.

In this chapter, an error correcting code and encryption based multi-watermarking
watermarking technique in frequency domain is developed. Key impact of the suggested
technique is recognized as follows.

e Itis evident that combination of DWT-SVD based watermarking technique performed
better than the technique based on DWT or SVD individually [109-110].

e Multi-watermarks are placed inside the cover image which increases the security of
the medical data. The sub-part of the image watermark is placed inside the cover
which improves the imperceptibility performance as well.

e Hamming code is used to decrease the channel noise and improve the robustness of
the text data.

e Cryptographic procedure governed by the principles of chaos [113] is used to further
improve the overall security of our technigue.

e Further, the method is tested with rotation-13 encryption algorithm [123] on encoded

text watermark. It reduces the overall computational time of our technique.



The remaining chapter is structured as follows: introduction to this chapter is given in section
5.1. The suggested method is presented in section 5.2. The results outcomes are discussed in

section 5.3.

5.2 Proposed procedure

The main aim is to propose a robust and secure watermarking at satisfactory quality of the
marked image. In the process embedding, the method uses DWT to decompose the cover
image. The selected component of DWT is transformed by SVD. The less robust watermark
(image form) is divided into equal parts and each part is embedded into the two different
components of the SVD cover image. However, more robust watermark is encoded by
Hamming code and it is placed inside the second level DWT cover image. Finally,
cryptographic procedure governed by the principles of chaos is used to encrypt the marked
image prior to transmission over the network. This encryption process of the marked image
further increases the validity of our technique. The second level DWT decomposition on
image is shown in Fig 5.1. The complete process of the suggested technique is shown in Fig.
5.2 a-b.
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5.3 Experimental results and analysis

This section presents the outcome of the combined DWT-SVD-ECC with chaotic encryption.
Subsequently, the performance of DWT-SVD-ECC with rotation-13 algorithm is introduced
in separate sub-section. The experimental verification is performed using a 512 x 512 sized
cover image, secret image of size 256 x 256 and a text watermark of 12 characters. Extensive
assessment of our method has been done for chosen gain value, six medical [116] and four
non-medical images [118] and different types of standard image processing attacks. Further,
we have made a comparative analysis of our methods using chaotic encryption and Caesar
cipher with the method proposed in [60] respectively.

The second method uses simple substitution cipher to encrypt the 12 character watermark
only. The watermarked image is not encrypted in this version of our technique. After
encoding the text watermark with hamming error correcting code, it further encrypted using
rotation -13 algorithms [123]. Since in the second method the watermarked image is not
encrypted, using a simple encryption scheme over the text information reduced the overall
computational time of our technique. The major difference between the first and the second
method lies in the encryption algorithm used to enhance the security. The first method use
two dimensional logistic map based chaotic encryption [113] to encrypt the watermarked
image. In the second method however, a simple substitution encryption technique [123] is
used. This technique is performed over the EPR watermark and worked by replacing each
alphabet of the text watermark with the thirteenth letter of its corresponding alphabet. Since it

is applied over the text watermark it reduced time of the entire method.
5.3.1 Performance evaluation of chaotic encryption based technique

All the experiments were conducted using MATLAB (R2013a). The performance of the
suggested chaotic encryption based technique is evaluated in terms of PSNR, NC, BER,
NPCR and UACI [7, 9, and 23]. For the performance evaluation of our technique, six medical
[116] and one non medical image [118] of size 512x512 has been used. Further the image
watermark of size 256x5256 and EPR watermark of 96 bits has been used to evaluate the
performance of our technique. The watermarks have been embedded according to health data
management policy in which the less and more robust data is placed inside the lower and
higher sub-bands respectively. Moreover, the performance comparison of the suggested

technique with former technique [60] is also presented (see Table 5.4).



The standard metrics defined as PSNR [106], NC [106], BER [108], UACI and NPCR [115]
are utilized to assess the performance of our technique. These metrics are extensively

discussed in chapter 1.

The performance evaluation of our method on the basis of standard metrics is depicted in
table 5.1-table 5.4. Fig. 5.5 shows the performance comparison using NC values with [60].

The metrics PSNR, NC, BER, NPCR and UACI of our technique at selected gain values for
both the watermarks is presented in table 5.1. From this table, the best value of PSNR and NC
is 38.35 dB and 0.9986 respectively. The BER value obtained for all gain values is 0. The
PSNR and NC values are depends on the gain value. Further, NPCR and UACI values are

just about reaching the permissible values [115].

These metrics are also realised for six medical and one non medical image at a gain value of
0.05 depicted in table 5.2. From table 5.2, the obtained PSNR and NC values are greater than
21 dB and 0.88 respectively. The BER value obtained in case of table 5.2 is 0. The NPCR and
UACI values obtained for table 5.2 roughly reaching the acceptable limits [115] respectively.

The robustness of our technique is estimated using the metric NC and BER which is depicted
in table 5.3. From table 5.3, it is clearly seen that the values obtained for NC is greater than
0.80 and the BER value is 0 for most attacks except for rotation attack.

Comparative evaluation of our method to related method [60] is depicted in table 5.4. From
this table it is clearly observed that the NC and BER performance is better when compared
with the method [60].

(b) (c)

Original image Watermark image Watermarked image
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(d)

EPR in the form of patient name

Figure 5.3: (a) cover object, (b) watermark image, (c) watermarked image and (d) patient name

Table 5.1: Performance outcomes for differing gain values

Gain factor I}?ﬁ? (n::;e) (I:ilf) NPCR UACI
0.005 38.3571 0.9154 0 0.9961 0.4010
0.01 38.3538 0.9676 0 0.9960 0.4012
0.03 38.0954 0.9916 0 0.9960 0.4010
0.05 36.9234 0.9154 0 0.9961 0.4010
0.07 35.2507 0.9977 0 0.9961 0.4011
0.09 33.5399 0.9985 0 0.9960 0.4014
0.1 32.7280 0.9986 0 0.9958 0.4012

Table 5.2: Performance estimation for several cover objects

Cover media PZI\I';I;{ (il:;e) BER NPCR UACI
CT-scan 21.4548 0.8865 0 0.9961 0.4546
PET-CT 384215 0.9648 0 0.9960 0.4811

Ultrasound 24.5103 0.9327 0 0.9961 0.4132
PET-scan 28.0304 0.9488 0 0.99612 0.4480
Brain MRI 36.9234 0.9154 0 0.9961 0.4010

Hand X-ray 38.0842 0.9869 0 0.9961 0.4906

Barbara 36.4312 0.9793 0 0.9960 0.42006




Table 5.3: Robustness observations for both (image and text watermark) for attacks

Attack Noise density
NC BER
(image) (text)
Salt and pepper noise 0.0001 0.9975 0
0.0005 0.9630 0
0.001 0.8761 0
Gaussian noise 0.0001 0.9785 0
0.0005 0.8311 0
Rotation 1" 0.9308 55.95
5° 0.8908 55.95
10° 0.8913 0.55
JPEG Compression QF =10 and 50 0.8994 and 0.9626 0
Sharpening mask 0.1 0.8042 0
0.5 0.8320 0
0.9 0.8445 0
Speckle noise 0.001 0.9947 0
0.01 0.8277 0
Image scaling %1 0.9973 0
x2 0.8242 0
Cropping [55.1010] 0.9800 7.1428
[10 10,200 200] 0.9009 7.1428
Gaussian low- pass filter Mean=1. Var=0.6 0.9973 0
Mean=3. Var=0.6 0.9124 0
Median filter [11] 0.9973 0
[22] 0.9099 0
[3 3] 0.9290 0
Poisson noise 0.8026 0
Histogram equalization 0.6624 2.38
Table 5.4: Comparative analysis of our method with [60]
NC and BER by [60] NC and BER
Attack Noise density [proposed scheme]
NC BER NC BER
JPEG compression QF =100 0.9950 0 0.9974 0
Sharpening mask 0.5986. 0.80422.
0.1. 0.5 &0.9 0.6293 & 0 0.8320 & 0
0.6457 0.8445
Gaussian noise 0.05 0.3150 8.5714 0.4157 1.190
Image scaling 2&25
Salt & pepper noise 0.001 0.7553 0 0.8765 0
Median filter [3 3] 0.8885 0 0.9290 0
Gaussian lohw-pass 0.6 0.8780 0 0.9124 0
filter
Cropping 0.7451 4.5714 0.9800 7.1428
Histogram equalization 0.5880 1.4286 0.6624 2.3809
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Figure 5.5: comparative estimation through NC with [60]

5.3.2 Proposed technique based on rotation-13 encryption

This technique is similar to the approach given in section 5.2 with a slight difference in the
way of encryption is performed. The second method uses a simple Caesar cipher /
substitution scheme [123] known as the rotation -13 technique to encrypt the text watermark.
Instead of encrypting the entire watermarked information, the EPR watermark is only
encrypted. This facilitates in faster implementation of proposed technique since chaotic

encryption is heavier computationally.
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Figure 5.4: flow diagram when Caesar cipher to text watermark is applied

The host image is altered using two-level DWT and sub bands are determined for the
embedding process. SVD is applied to selected sub bands to obtain singular vectors. The
patient image watermark is divided into two equal portions and inserted into DWT- SVD
decomposed image. The EPR data is encoded and encrypted using hamming code and
rotation-13 scheme respectively. The encrypted data is embedded into (High-High (HH2))
singular sub components. At the receiver side, decryption, hamming decoding and extraction
procedure is performed to recover the ‘patient medical image’ and EPR data respectively.
The proposed technique using the substitution cipher for EPR watermark is depicted in

fig.5.4.



5.3.2 Performance evaluation of substitution encryption based technique

All experiments were implemented on MATLAB (R2013a). The performance of the
proposed Caesar/ substitution encryption based technique is estimated using PSNR, NC,
BER, NPCR and UACI [7, 9, and 23]. In order to estimate the performance of our technique,
six medical [116] and four non medical images [118] of size 512x512 is used. Further the
‘patient data’ image watermark of size 256x256 and EPR watermark of 96 bits has been used
to evaluate the performance of our technique. In addition to this, performance comparison is

also determined of our method with similar technique [60].

The general metrics such as PSNR [106], NC [108], BER [108], UACI and NPCR [115] are
used to analyze the performance of our technique. These metrics are extensively discussed in

chapter 1.

The performance estimation of our method utilizing the standard metrics is depicted in table

5.7-table 5.9. Fig. 5.7 shows the performance comparison using NC values with [60].

The metrics PSNR, NC, BER, NPCR and UACI of our technique at specific gain values for
the two watermarks is shown in table 5.7. From this table, it is seen that the best value of
PSNR and NC is 38.57 dB and 0.9963 respectively. The BER value is 0 for all gain values. It
is noticed that the PSNR and NC performance depends majorly on the gain value. Further,

NPCR and UACI values are reaching the permissible values [115] approximately.

These metrics are also realised for six medical and of our non medical image at a fixed gain
value of 0.05 shown in table 5.2. From table 5.8, the achieved PSNR and NC values are
greater than 20 dB and 0.85 respectively. The BER value for table 5.8 achieved is 0. The
NPCR and UACI values for table 5.8 are reaching the acceptable limits roughly [115]

respectively.

The metrics NC and BER are used determine the robustness of our technique depicted in
table 5.9. From table 5.9, it noticed that the NC value for most attacks is greater than 0.80
except for histogram equalization. The BER value is zero for most attacks except for few
attacks.

Comparative assessment of our method to similar method [60] is shown in table 5.10. From
this table it is noticed that the NC and BER performance is better when compared with the
method [60].



(a) Gain=0.005

(b) Gain= 0.05

(¢) Gain = 0.09

(d) Gain=0.5

Figure.5.6: watermarked images at different gain factor values

Table 5.7: Performance assessment at selected gain

Gain factor PSNR (in dB) (i;;e) (I:fx%
0.005 38.3572 0.8300 0
0.01 38.3538 0.9228 0
0.03 38.0054 0.9781 0
0.05 36.9234 0.9911 0
0.07 35.2507 0.9935 0
0.09 33.5400 0.9959 0

0.1 34.6957 0.9963 0




Table 5.8: Performance assessment for a range of cover images

Cover media PSNR (in dB) (ili:':;e) (?5;{)
CT-scan 21.4548 0.8960 0
PET-CT 384216 0.9610 13.09

Ultrasound 24.5104 0.9318 0
PET-scan 28.0304 0.9479 0
Brain MRI 36.9234 0.9911 0
Hand X-ray 38.0842 0.9869 0
Barbara 29.1970 0.9952 0
Boat 32.0078 0.9887 0
Lena 36.4533 0.9724 0
Cameraman 20.2734 0.8585 0




Table 5.9: Robustness assessment for image and text watermark(s) under attacks

Attack Noise variation
NC BER
(image) (text)
Salt and pepper noise 0.0001 0.9974 0
0.0005 0.9657 0
0.001 0.8942 0
Gaussian noise 0.0001 0.9788 0
0.0005 0.8337 0
Rotation 1° 0.9326 53.57
5° 0.8933 55.95
10° 0.8908 57.14
JPEG Compression QF =10 and 50 0.8950 and 0.9640 0
Sharpening mask 0.1 0.8036 0
0.5 0.8323 0
0.9 0.8446 0
Speckle noise 0.001 0.9946 0
0.01 0.8343 0
Image scaling x1 0.9970 0
<1.5 0.9094 0
x2 0.8252 0
Cropping [55.1010] 0.8994 10.71
[20 20 ,50 50] 0.8994 10.71
Gaussian low- pass filter Mean=1. Var=0.6 0.9970 0
Mean=4, Var=0.2 0.8950 0
Median filter [11] 0.9970 0
[22 0.9114 0
[3 3] 0.9287 0
Poisson noise 0.8056 0
Histogram equalization 0.6629 2.38




Table 5.10: comparative study of second method with [60]

NC and BER by [60] NC and BER
Voise variati our technique
Attack type Noise variation [ que]
NC BER NC BER
JPEG compression _ - 09325 & 09828 &
QF~60&20 0.9653 0 0.9606 0
Sharpening mask g 0.6257 & 0.8213 &
03&07 0.6486 0 0.8396 0
Gaussian noise 0.05 0.3150 8.5714 0.4157 1.190
Image scaling N e s 0.7075 & 0& 08252 & ,
2&2 0.6500 1.0126 0.7679 0&2.38
Median filter [3 3] 0.8885 0 0.9287 0
Gaussian low-pass 0.6 0.8780 0 0.9970 0
filter
Histogram equalization 0.5880 14286 | 0.6629 23810

Gaussian low-pass filter (0.6) *
Median filter [3 3] &
Salt & pepper noise{0.00l) M

Gaussian noise (0.05)

W NC[Proposed]
NC[60]

Sharpening mask (0.1)

JPEG compression (QF=100
| | | |

0 0.2 0.4 0.6 0.8 1 1.2

Figure 5.7: comparative estimation through NC with [60]

Due to significant importance of dual watermarking along with encryption and error
correction code in medical domain, an improved DWT-SVD based watermarking using
hamming code and chaotic encryption is developed.The result outcomes establish the merits
of the proposed technique in terms of robustness, security and imperceptivity. The robustness
comparisons also confirmed that our technique is superior to existing techniques for various
attacks. Further, the proposed technique is tested with rotation-13 encryption algorithm on
encoded text watermark. We observed that the rotation-13 encryption based is performed

better than former technique.



The outcomes of this chapter have been published in In: Thakur, S., A. K. Singh, Basant
Kumar, and S. P. Ghrera. "Improved DWT-SVD-Based Medical Image Watermarking
Through Hamming Code and Chaotic Encryption." In Advances in VLSI, Communication,
and Signal Processing, pp. 897-905. Springer, Singapore, 2020.

The second paper 1s published in Thakur, S., A. K. Singh, and S. P. Ghrera. "Encryption
Based DWT-SVD Medical Image Watermarking Technique Using Hamming Code."In
Proceedings of ICETIT 2019, pp. 1091-1099. Springer, Cham, 2020.

This is indicated under the list of publication at the end of the Chapter 6.



CHAPTER 6
CONCLUSION AND FUTURE DIRECTIONS

Motivated by medical information security issues in the area of e-healthcare, the aim of this
research work was to develop improved robust and secure image watermarking technique that
offer optimum trade-off between robustness, imperceptibility, capacity and security at low
cost.

In this research, we have developed some improved secure and robust medical image
watermarking technique in wavelet domain. Chapter 1 presents the basic concept of digital
watermarking, novel characteristics of digital watermark, potential applications, important
spatial and transform domain techniques, vital performance metrics, and major watermarking
attacks. This is followed by literature review of various reported medical image
watermarking techniques along with performance comparison in tabular format. The
transform domain and chaotic encryption based secure watermarking for e-healthcare is
proposed in Chapter 2. The method uses fusion of DWT, DCT and SVD to imperceptibly
embed patient report/identity in to host medical image. Further, chaos based encryption
technique is used to provide confidentiality of the patient medical data. Effectiveness and
importance of the method is validated through both subjective and objective methods. The
method is extensively evaluated for varying gain factor, several medical and non-medical
cover images, encryption—decryption time and popular image processing attacks. It is
important to see that the suggested scheme is robust and secure for different attacks and
found improved performance in terms of NC value than other approaches [45] and [107].
Further, the maximum PSNR, NC and SSIM values are obtained as 74.6099 dB,
0.9991and1.0000, respectively. Moreover, it is determined that NPCR and UACI values
mostly satisfy the permissible range. However the percentage improvement in terms of NC
for JPEG compression (25) is 0.27%.

In chapter 3, a robust and secure technique is developed for embedding multi-watermarks
(dual) in NSCT- RDWT and SVD domain. By applying chaos based encryption on

watermarked image, the security of the proposed technique is improved.

We have extensively examined the performance at varying gain factor, nine medical and five
non-medical image modalities, five wavelet filters and several image processing attacks. The
maximum PSNR, ‘NC1’ and ‘NC2’ values are obtained as 54.4978dB, 0.9993 and 0.9637

respectively. Moreover, it is determined that NPCR and UACI values are mostly within the



acceptable range. The developed technique offer better robustness when compared to the
other approaches [95] and [102].

Our examination and results confirm that the technique is appropriate data security for
medical application. However the percentage improvement in terms of NC for salt and pepper
noise (0.08) is 7.31%.

A secure medical image watermarking approach using low-complexity cryptographic
mechanism is developed in Chapter 4. The idea is same as our previous technique (dual
watermarking approach in NSCT domain as discussed in Chapter 3); however, this
cryptographic mechanism uses Fiestel network and substitution-permutation network to
provide security at low cost. We have extensively evaluated our method for different gain
value, ten medical and five non-medical cover images with different size of watermarks, six
wavelet filters and different signal processing attacks. The maximum PSNR, ‘NC1’ and
‘NC2’ values are obtained as 54.4978dB, 0.9994 and 0.9633 respectively. Further, the NPCR
and UACI values are well within the acceptable range. It is important to see that the
suggested technique is robust and secure for different attacks and found improved
performance in terms of NC value than other approaches [117] and [95]. However the

percentage improvement in terms of NC for histogram equalisation is 3.34%.

In chapter 5, an improved DWT-SVD based approach for medical applications is developed.
The method jointly uses hamming error correction code and chaotic encryption to provide
robustness and security of the technique, respectively. Based on health data management
policy, we have imperceptibly embedded more robust data at high DWT level and less robust
data into the low DWT level of the cover image. It is important to see that maximum PSNR
and NC values are obtained as 38.3572 dB and 0.9986 respectively. Further, the BER is 0 at
all gain values and the NPCR and UACI values are well within the acceptable range. The
robustness comparisons also confirmed that our technique is superior to existing techniques
[60] for various attacks. However the percentage improvement in terms of NC for median
filter [3, 3] is 4.35%.

Further, the proposed technique is tested with rotation-13 encryption algorithm on encoded
text watermark. Extensive assessment of our method has been done for chosen gain value, six
medical and four general images and different types of standard image processing attacks.
We observed that the rotation-13 encryption based offered superior performance to former
approach [60].



Therefore, our methods are suitable for medical applications and providing a valued result for
the avoidance of medical related identity theft. In future, we will try 1) to develop more
secure algorithm for medical as well as other emerging applications, 2) to develop efficient
watermarking approaches with recent technologies, and 3) to test our methods for other

multimedia applications.
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