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1.  Introduction 

1.1 Introduction 

It has evolved into an integrated layer of protection for all digital transformation activities, 

which are now collectively known as digital business. As the core of modern security 

systems, cryptography is used to secure transactions and communications, safeguard 

personally identifiable information (PII) and other private data, verify identity, prevent 

document tampering, and develop server trust. Cryptography is one of the most important 

approaches used by organizations to protect the systems that store their most precious asset 

- data – whether it is in transit or at rest. Data includes personally identifiable information 

(PII), employee PII, intellectual property, corporate strategies, and any other private 

information. Since a result, cryptography is critical infrastructure, as sensitive data security 

increasingly relies on cryptographic solutions. 

When sensitive data is wrapped in the invisible layers that make up cryptography, it 

becomes unreadable and unmodifiable, preventing bad actors from committing crimes. 

Algorithms, keys, libraries, and certificates are the basic parts that keep the cryptographic 

levels safe, as stated here: 

To safeguard sensitive information, cryptographic keys are used in conjunction with 

cryptographic algorithms. To be effective, cryptographic keys must have an adequate key 

length as determined by the National Institute of Standards and Technology (NIST), and 

private keys must be kept secret. Cryptography becomes obsolete when insecure keys are 

utilized or secret keys are revealed.  

Digital Certificates are used to preserve trust between connected digital components. To 

eliminate security breaches, digital certificates must be appropriately managed to ensure 

the usage of compliance algorithms and key lengths, as well as being renewed prior to 

expiration. Massive system disruptions or data breaches might result from non-compliant 

or concealed certificates. 

1.2    Problem Statement 

• In modern day cryptography we use different available encoding schemes to encrypt 

a text. 

• A single encoding scheme encryption can be easily handled but problem arises when 

multiple encoding schemes are faced/ unknown encoding schemes are encountered. 

• It will be very difficult for a cryptographer to deal with such encrypted text. 

• A tool which can decode multiple encoding scheme and at the same time identify 

the base encoding scheme will help the cryptographer in decoding any text he wants! 
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1.3   Objectives 

• Our main objective is to reduce time consumed by decoding the encoded 

text for the Cryptographer. 

• In detail is to make a unique tool that can decode any alphanumeric 

encoding schemes.  

• This tool will be also available as a library in python to use decryption 

and encryption any time. 

• This tool will accept single user input, multiple use inputs, single 

encoded bases as well as multi-encoded base. 

• This tool will also predict the encoding scheme of our encrypted text 

1.4   Methodology 

• This tool will be written in python with help of various libraries and packages. 

• Encoding schemes of different bases are integrated together to work according the 

encrypted text. 

• Encrypted text will be scanned for encoding schemes and decrypted text will be 

produced as soon as encoding scheme is identified. 

• In case of multiple scheme this tool has a magic mode, which will decode the text 

with help of multiple decoding schemes. 

2. Literature Review 

 

• WojciechtMuła,tDanieltLemire,t“Base64tencodingtandtdecodingtattalmosttthetspee

dtoftatmemorytcopy”. 

Base64tcodetconsiststoft64tASCIItcharacters,twhichtincludetallt26tletterst(uppertandtlowertcase

),tallttentdigits,tandttwotextratcharacterst('+'tandt'/').tEachtofttheset64tletterstrepresentstat6-

bittunsignedtintegertvaluetbetweent0tandt255. 

Wetshowthow,tontmoderntInteltprocessors,twetcantencodetandtdecodetbase64tdatatattnearlytthe

tsametspeedtastatmemorytcopyt(memcpy),tdespitetthetfacttthattthetdatatintthetfirst-

levelt(L1)tcachetdoestnottfit. 

 

• KenangtEkotPrasetyo,tTitotWaluyotPurboyotandtRandytErfatSaputra,t“AtSurveyt

ontDatatCompressiontandtCryptographictAlgorithms”. 

Datatsecuritytandtconfidentialitytaretsignificanttconcernstforteverytorganization,twhethertittistat

business,tantinstitution,tortatgovernmenttagency,tastwelltastfortindividuals.tEspeciallytiftthetinfo
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rmationtistkepttontatcomputertnetworktthattistlinkedttotthetinternettortatpublictnetwork.tThetabi

litytoftantorganizationttotgathertandtcommunicatetinformationtintattimelytandtaccuratetmannert

willthavetatsubstantialtinfluence.tIntthiststudy,twetwilltusetatsorttoftencryptionttotdefinetthetmes

sage/datatdeliverytsecuritytsystem,twithtthetgoaltoftensuringtdatatortmessagetsecrecy.tSotthattpe

opletwhotaren'ttqualifiedtcan'ttseetortreadtthetinformationtwetsendtout.tWe'lltemploytonetoftthe

mthere,twhichtistattechniquetoftsecuritytsystemtthattusestthetCryptographictalgorithm,tbecauset

manytsecuritytsystemstaretusedtbytorganizationstandtindividuals. 

• S.tJosefsson,t“ThetBase16,tBase32,tandtBase64tDatatEncodings” 

 

Thistdocumenttcoverstthetbaset64,tbaset32,tandtbaset16tencodingtalgorithms.tLinetfeeds,tpaddi

ng,tandtnon-

alphabettcharacterstintencodedtdata,tastwelltastencodingtalphabetstandtcanonicaltencodings,taret

alltcovered. 

ThetBaset32tencodingtistdesignedttotrepresenttarbitrarytoctettsequencestintatcase-

insensitivetbuttnottalwaysthuman-readabletformat.tAt33-charactertsubsettoftUS-

ASCIItistused,tallowingtfortthetexpressiontoft5tbitstpertprintedtcharacter. 

Thettypicaltcase-

insensitivethextencodingtistBaset16tencoding,talsotknowntast"base16"tort"hex."tAt16-

charactertsubsettoftUS-

ASCIItistused,tallowingtfortthetrepresentationtoftfourtbitstpertprintedtcharacter. 

• MohammadtA.tAhmad,tImadtFakhritAltShaikhli,tHanadytMohammadtAhmad,”tP

rotectiontoftthetTextstUsingtBase64tandtMD5”. 

Encryptiontistatmathematicaltandtcomputer-

basedtprocess.tCryptographytistatsettofttechniquestandttacticstfortturningtdatatintotantun

readabletandtincomprehensibletformattfortanyonetwhotdoestnotthavetthetauthorityttotrea

dtortwritetontit.tThetbasicmpurposetoftencryptingtdatatandtinformationtisttotprotecttittw

hiletprotectingtprivacy.tAtbase64tencryptiontstrategytistpresentedtintthistwork,twhichtist

atcollectiontoftencodingtschemestthattconverttbinarytdatatintotatsequencetoftASCIItcode

s.tIntaddition,tthetBase64-encryptedtfiletisthashedtusingtthetMD5thashtmethod. 

3.  System Development 

a.  Design: 
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        (The following flow chart explains the design of our algorithm which explains working of the tool) 

 

Step 1: First cipher text is scanned by the tool  

Step 2: Encoding scheme is predicted from the cipher text  

Step 3: In case of multiple encoding, magic mode is executed  

Step 4: Decryption begins with identified encoding schemes  

Step 5: Decryption ends  

b.  Model: 

Decryption of an encoding scheme: 

As an example, working methodology of base64 and base 36 encryption is explained: 

Base 64 

This scheme breaks the binary data into 6-bit segments of 3 bytes and represent those characters 

into ASCII standard. It does that in essentially two steps. 

• The binary string must first be broken down into 6-bit units. To maintain the integrity 

of the sentence, Base64 is limited to using only 6 bits (which is 266 = 64 characters). 

The 64 characters (hence the name Base64) are 10 numerals, 26 lowercase characters, 

26 capital characters, as well as the Plus sign (+) and the Forward Slash (/). The Equal 

sign (=) is the 65th character, which is known as a pad. When the last segment of binary 
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data does not contain all six bits, this character is used.

 

 



 

10  
 

 

 

 
                     (By a flowchart we can easily explain the base 64 encryption) 

 

Base 36 

This encoding scheme base consists of 36 alphabetical characters including the 26 letters 

of the alphabet and the 10 digits. Any number can be converted to base 36, and any word 

can be converted to base 10. 

 

https://www.dcode.fr/base-n-convert
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c.  Development: 

The development of this project happened in 6 states as shown in below flowchart: 

 
➢ Packages imported in our tool: 

 

1. Platform: 

The Platform module is used to retrieve as much possible information about the 

platform on which the program is being currently executed 

2. argparse 

This module argparse help us to create the program in a command line environment 

that improves our interaction. This module automatically generates help and usage 

messages and it issues error in case of wrong argument. 

3. json 

Python comes with a built-in package called json for encoding and 

decoding JSON data 

4. coloroma 

 A simple cross-platform API for printing colored text from Python 
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5.termcolor 

A python module for ANSII Color formatting for output in the terminal. 

simple cross-platform API to print colored terminal text from Python 

applications 

6.pathlib 

Pathlib module provides various classes that represent file system. 

 

➢ Important Functions used in our tool: 

1. def decode base (self, encoded base): 

 
This is one of the main functions of our tool since it predicts the heuristics of our cipher text 

and decode the encoding scheme. 

 

2. def decode from file (self, file): 

 
This function helps to decode an encrypted text present in a file. 

 

3. def magic mode (self, encoded base): 

 



 

13  
 

 

 

d.  Algorithm/Code: 

1. Packages/important functions 

 

 

2. Decode from file function 
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3. Magic mode function 
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4. Decode from image function 
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5. Banner of the tool  
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e. Flow chart: 
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4.  Performance Analysis 

 

After carefully designing, modelling our tool, we achieved our final objectives. 

Decrypt Master works just fine, it decodes single encoded base, multi-encoded 
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base and base from a text file. 

Observation 

Snaps of the tool after various types of input and output: 

1. Base64 encoded text: 

Encrypted text: 

YnJ1aA==bXkgbmFtZSBpcyBqZWZm`DVKR`dTi#1timlLer;I7G2PV9mvwQBmQ6 

   Decrypted text: 

 

 

2. Base58 encoded text: 

Encrypted text: 

A7Spgp48ivhJA6P3PMt9hRP4mThHmiRciwCmNiqd5LXdsoh1hzmb6VA7s1RDiZf 

   Decrypted text: 
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3. Base91 encoded text: 

Encrypted text: 

slc=@[aCC$F9pEuiy5(gp@}AhgZ<iCc&O;9M;mKi,<d,r?1Ta&KF8jXB 

  Decrypted text: 

 

4. Base32 encoded text: 

Encrypted text: 

KNWW633UNAQGY2LLMUQGE5LUORSXELBAOB2WY3BAPFXXKIDJNYQGY

2LLMUQG43ZAN52GQZLS 

  Decrypted text: 
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5. Base85 encoded text: 

Encrypted text: 

;f-GkFD)e5Bkq9&@Wcd7ATB=EE-5u5+F.mJ+DG^9Ch[Zr+Du*?DffZ(EW 

  Decrypted text: 

 

6. Base16 encoded text: 

Encrypted text: 

536D6F6F7468206C696B65206275747465722C2070756C6C20796F7520696E206C69

6B65206E6F206F746865720A 

   Decrypted text: 

 

mailto:e5Bkq9&@Wcd7ATB=EE-5u5+F.mJ+DG%5e9Ch[Zr+Du*?DffZ(EW
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7. Multiple Encoded text (Magic Mode) 

Encrypted text: 

 

IX(Fp@nNG6ef<,*TFE]IT^zdINAb9EVbp,e<u=O6nN)/u+MTnU;Fo#VvQ&cK;mLZI#

Jbdook<O{W#+gY%ooe#6pTkTa.9YPU8Uc=pl9BhSM9%kISw2k:8..u/6F2BwNndPZ2

o#7NHNP3g,HlZu><*[Nv+T8 

Decrypted text 1: 

 

mailto:Fp@nNG6ef%3c,*TFE]IT%5ezdINAb9EVbp,e%3cu=O6nN)/u+MTnU;Fo#VvQ&cK;mLZI
mailto:Fp@nNG6ef%3c,*TFE]IT%5ezdINAb9EVbp,e%3cu=O6nN)/u+MTnU;Fo#VvQ&cK;mLZI
mailto:Fp@nNG6ef%3c,*TFE]IT%5ezdINAb9EVbp,e%3cu=O6nN)/u+MTnU;Fo#VvQ&cK;mLZI
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8. From a text file: 

Encrypted text: 

 

 

Decrypted text: 

 

 

Black-Box Testing: 

Black-box testing is an essential part of our performance analysis since  

it will help us find loop holes in our tool and will help us improve its functionality as well 

as features. 

TEST CASE EXPECTED 

OUTCOME 

OUTCOME 

OBSERVED 

STATUS 
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Base64,91 

encryption 

Base64 Base64 Fail 

Base91 

encryption 

Base91 Base91 Pass 

00000 Error Error Pass 

Base36 

encryption 

Base36 Base36 Pass 

Xxxx000000 Not valid Not valid Pass 

Base64,85,91 

encryption 

Base64 ,85,91 Base64 ,85,91 Pass 

5.  Conclusion 

• Modern computing technology has made it practical to use far more complex encryption 

algorithms that are harder to “break” by cryptanalysts. 

• In parallel, cryptanalysts have adopted and developed this technology to improve their 

ability to break cryptosystems 

 

• Security has become a top priority for everyone in I.T these days. 

 

• A report from the Gartner forecasts worldwide security predicts that the total cost for 

information security and risk management will exceeded $150 billion. 

 

 Our tool Decrypt master has been successful in term of achieving   its     functional 

and non- functional requirements. 

 By this tool it would be easier for any cryptographer to decode any base encoding 

ciphered text. 

 There are still a lot of methods that we can use to secure our data encryption is one 

aspect of security technology that ever IT enthusiast should understand. 

5.  Code Snapshots 

• Base 92 
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• Base chain 



 

27  
 

 

 



 

28  
 

 

 



 

29  
 

 

 



 

30  
 

 

 

 



 

31  
 

 

 

• Decrypt_main  
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• Banner Decrypt Master & Decode from image functions  
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