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ABSTRACT

In Wireless Sensor Networks (WSNSs), sensors can result in failure because of less battery
periods and temporal events which are spatio and external (Space and Time events). Reliable
and durable routing pathways can be identified by removal of communication and coverage
holes. Holes are the nodes or sensors which are not capable of incoming or outgoing data
transmission whereas hopes are the subsets of distance between nodes. Our main motive is to
make an efficient system in which data flow is continuous and holes are minimum. To solve
this issue regarding holes, we have different approaches like Topological, Geometrical and
Statistical. Best suited one is the Topological approach which uses x-hop neighbors to detect
holes and neighbors. This approach can be extended to 3D networks as well as more dense
networks. The GUI should be able to display boundary nodes or neighbor nodes and the path
with minimum holes and maximum data efficiency. We extend our research to various
transmission mechanisms like Unicast, Broadcast and Multicast mechanisms and analyze the
data transfer rates and patterns.



CHAPTER-1

INTRODUCTION

1.1) INTRODUCTION

Wireless Sensor Networks:

Wireless Sensor Networks(WSNSs) called wireless sensor

and actuators (WSAN), are sensors which are widely distributed and check conditions related
to environment , including temp., sound and pressure, etc. .They also pass the data along the
network to other servers and locations. Its main application is in Internet of Things (10T). They
are also called dust networks because of their very small sizes.

WSN is built of thousands, hundreds or even millions of nodes where connectivity of each
node is to more than one nodes. A sensor node can vary in size. The cost and resources too
depend upon the complexity of sensor nodes individually.

Factors contributing to size and cost constraints include the constraints on resources like energy
constraints, memory constraints, computational velocity constraints and communication
bandwidth constraints.

Characteristics of a WSN include:

Constraints on power consumption

Node failures

Mobility

Heterogeneity and Homogeneity of nodes
Scalability

Design

Human factors affect WSN and they need to be checked and maintained regularly from time to
time. They need to be fed with mechanisms such as communication paths which are updated
with position capabilities of new sensors. In areas which are remote, sensors are forced to run
without care and thus lack required maintenance by humans. Hence, preventing or repairing
defects caused by battery or destruction by other factors such as animals or spatial events are
not possible. Connectivity can be lost in some parts of WSN and hence holes can occur. As it
is tough to remove holes, several works are being done on limiting and minimizing effects of
holes. It is stated that proper performance relies on apt finding of end boundaries and holes
because it maintains data traffic and prevents loss of data . This also leads to less consumption



of energy .This occurs because of less traffic in and around the holes , which stops the holes
from expanding.
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Figure 1 : Wireless Sensor Network

Source: en.wikipedia.org

Sensor Nodes:

Sensor nodes can perform processing, gather sensor information and communication with and
to other nodes which are connected in the network. A mote is equivalent to a node but a node
can not always be same as a mote.

Gateway Sensor Node:

A device used to connect 2 networks which are not similar is gateway. The whole pathway is
connected to host network via gateway sensor node..

Holes:

In networking, black holes are regions in the network where in-coming or out-going data traffic
is dropped, without any information to the source that the data had not reached its intended
receiver. When the topology of network is being checked, the black holes become invisible,
and only can be checked if we monitor the lost traffic; hence this name.

Black hole filtering refers to drop packets at the level of routing, usually using a routing
protocol for implementing the filtering many routers at the same time, often dynamically to
respond well in time to distributed DOS attacks.



Hops:

In networks, any portion or subset of the total path between source locations and destination
locations is a hop. Packets of data pass along bridges, routers and also gateways while travelling
between sources and destinations. Each and every time packets are sent to the next networking
device, a hop happens. The hop count is the number of devices in between through which all
of the data must pass between source location and the destination location.

Hop Count:

The set of devices through which the data must pass gives us the hop count of the network. It
must pass through the source and destination locations instead of a single route data flow. Each
router forms a hop in the way. Data transfer occurs from one network layer to another layer.
Fundamentally distance measurement is done through hop count only.

A rough idea of the actual distance between two network locations can be given through hop
count. Hop count of ‘n’ means that n number of gateways are used to separate the destination
host from the source host. It is not very useful for telling the best possible as terms like speed,
latency and reliability of individual hops are not taken but only the count at the end, that is, the
total count. RIP is one of the protocols too use hop count.

WSN Network Topologies:

WSN Nodes are organized mostly in one of three types of topologies of network. In a topology
of star, each node can be connected to gateway directly. In a tree network of tree, each node
connects to a node at trees’ higher level and then the gateway, data is routed from gateway and
lowest tree nodes. Finally increased reliability can be achieved by using feature nodes of
network than can be connected to multiple system nodes and use data through paths which are
reliable. This link is called router.
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Figure 2 : Common WSN Network Topologies

Source: en.wikipedia.org

Applications of WSNs:

Area Monitoring - WSN is imposed in a region where things need to be checked. A military
example can be an example of sensors’ to check for the enemy movement.

Health Care Monitoring —Applications include measurement of body position, location of
persons, overall treatment of patients who are ill in hospitals and at homes. Devices track the
physical state of people for uninterrupted diagnosis of health, input the data from a set of depth
cameras having sensor floor, or other similar devices. Area-body networks can collect info.
about a person's health, fitness, and expenditure of energy. In health care applications the
privacy of user’s data has utmost value.

Environmental/Earth sensing — It is used to check the extent of dangerous gases around people
and the environment. Instead of wired networks this can be achieved through ad hoc wireless
networks .

Other applications include-

Applications related to military, Applications related to Health Applications related to
Environment, Home Applications, Applications which are commercial, Area monitoring,
Environmental/Earth sensors, Monitoring Of Air Pollution and

Detection of Forest Fires
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1.2) PROBLEM STATEMENT

The Holes need to be identified in a network and a path should be chosen with minimum
possible holes or no holes. Also, it is important to find the boundary nodes so that an optimum
path can be identified and chosen. Finally, gateway node establishes the connection between
the WSN and the primary network. This ensures that that the traffic flow is good and data loss
is minimum. It also ensures maximum efficiency. Holes don’t allow the data to pass through
them(incoming or outgoing) which leads to data loss or connection interruptions. So, there is a
need for paths which contain minimum possible holes and minimum loss of data. Existing
algorithms find the boundary nodes but get two boundaries instead of one.

This can be achieved by following an approach which requires lower network connectivity
degree and also high performance at the same time. Our approach is based upon finding the
neighbors of each node by checking its connectivity in the WSN. Boundary or holes can be
found using each sensor node’s position and by using communication pathways.

1.3) OBJECTIVES

The objective of the project is to identify the holes in the WSN and to find the boundary nodes,
that is, find the boundary of the WSN. We have to find a path with minimum holes and
minimum data loss. Also, we have to reduce the complexity of the algorithm if possible and
extend this for 3D networks as well if possible.



Some major objectives of this project are :

- Make complex simulated networks

- Find hop neighbors and holes

- Find boundary nodes and WSN boundary

- Find path with maximum data efficiency

- Extend algorithm for dense networks

- Extend algorithm for 3D Systems, if possible

1.4) METHODOLOGY

There are three different approaches for finding the pathways:

Topological Approach: Information on topological approach is used for sensors in
detection of WSN boundaries and holes. This algorithm uses randomly choosing a node
set, uses a network initiating from one of the given node set and then forms isolated
connection levels via each individual node. Checking is done for each node for iso-level.
If broken iso-levels are found, then we can say that points at the end belong to the boundary
or holes. If cycle is formed from iso-levels which is closed then there is no finding of nodes
at boundary. For reasons regarding efficiency levels, the algorithm needs that at least node
degree of 16 and more. The given algorithm initially attempts to check for holes in network
system and then moves towards the finding of the boundary. Apart from node checking,
there must be a degree of 10 and more to get highest of the performance levels.

Statistical Approach: Statistical approaches provide mechanism for finding the inner
and nodes at boundary by stating that the nodes WSN’s distribution follows some
Statistical functions. This algorithm relies on a thought that nodes at boundaries have very
less average node degrees than nodes which lie inside the network. Number of edges which
connect to the node gives the degree. The algorithm uses an approximation of avg. network
density and finds an approximate value. By checking the actual node degree with the value
which is taken to be threshold value, each and every node could identify and send its
position.. To take care of performance and reliability, this algorithm needs networks with
node degree equal to 100 or exceeding 100.

Geometrical Approach: These assume that the location of nodes has been known
geography through devices of awareness of location such as Global Positioning System
also called GPS. There is an algorithm divided into two stages that uses the nodes’ locations
to find holes and later find different routes of flow of data around the holes. In the initial
stage, every node checks if it is stuck or not. This only applies to cases very near to
destination than all of its own1-hop neighbor nodes. Nodes which are stuck are identified




as the nodes at the boundary. In the next stage, routes are built through distributed algorithm
around the hole boundaries.

Out of these mechanisms, the best approach and the one which we would use for our project
is the Topological approach which uses the x-hop connectivity approach where x can be
values belonging to integers.

The simulations and the existing paper work analyzing showed that the two-hop approach
gives best performance in finding the boundaries and also consumes less energy w.r.t 3-
hopapproach. This result is valid for both uniform and random networks.



CHAPTER -2

LITERATURE SURVEY
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2.3) RELATED DATA

Wireless Sensor Networks(WSNs) called wireless sensorand actuators (WSAN), are sensors
which are widely distributed and check conditions related to environment and physicals, such
as temp., sound, pressure, etc. and to convincingly pass the data through the network to other
servers and locations. Its main application is in Internet of Things (10T). They are also called
dust networks because of their very small sizes.

WSN is built of hundreds or some thousands of nodes where each node is linked to one or more
sensors. A sensor node can vary in size. The cost and resources too depend upon the complexity
of sensor nodes individually.

Factors contributing to size and cost constraints include the resources’ constraints like energy,
memory, velocity of computation and communication bandwidth

Characteristics of a WSN include:

Constraints of Power Consumption

Node failures

Mobility

Heterogeneity and Homogeneity of nodes
Scalability which also includes-

Distribution at large scale

Checking capability of environmental conditions
Simpler using it

Cross-layer designs

Sensor Nodes:

Sensor nodes can perform processing, gather sensor information and communication with and
to other nodes which are connected in the network. A mote is a node but a node can not always
be same as a mote.

A device used to connect 2 networks which are not similar is gateway. The whole pathway is
connected to host network via gateway sensor node..

Wireless Sensor Networks and its Advantages




The advantages of WSN include the following

- No immovable infrastructure required

- Apt for places which cannot be reached like mountains, seas or rural areas..
- Flexible

- Inexpensive

- Less wiring required

- Accommodation for new devices at a time

- Requires centralized monitoring.

WSN Architecture

Mostly commonly followed models include the OSI model and its architecture. Total of 3 cross
layers and 5 layers are included in the WSN architecture. Layers which are required include
Application, network, data link, physical and transport layers. Cross planes include
management of

e Mobility
e Task
e Power

In order to increase efficiency of network, these layers are worked upon.

/ /
h..i
S| &
Application Layer - | B =
g | <=
HEIE
Transport Layer % § S
8 |3 3
Network Layer Gg § =
SHR
2
Data Link Layer '§ 2 /
Physical Layer /

Figure 3: Architecture of a WSN
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Application Layer

Management of traffic is the main role of application and can also provide software of data
conversion and such applications to find information. Agricultural fields, military related fields
and medical fields are their application area.

Transport Layer

It avoids congestion and improves reliability which is either practical or the upstream.
Dissimilar mechanisms are used by these for recognition of loss and its recovery. The transport
layer is required for connection with other networks.

Network Layer

Routing is often its main function. Application based tasks are there but the main ones include
buffer management , partial memory management and conservation of power. No universal
ID and self-organization is there.

Data Link Layer

Main roles include multipoint or point to point reliability checks. Its main roles include error
control, MAC, checking of streams of data , detection of frames of data and its multiplexing.

Physical Layer

Physical stream is provided by transferring a bits’ stream along the paths or mediums which
are physical. Frequency selection, carrier frequency and its generation, signal detection,
encryption of data and modulation are its key features. IEEE 802.15.4 is meant for particular
areas having lower rates & WSN with cost(low), power, density, communication ranges which
can also increase and improve the battery performance.

Sensor Nodes:

Sensor nodes can perform processing, gather sensor information and communication with and
to other nodes which are connected in the network. A mote is always a node but a node can not
always be same as a mote.

11



Topological Approach: Use of information on topological approach is used of sensors
in detection of WSN boundaries and holes. This algorithm uses randomly choosing a node
set, uses a network initiating from one of the given node set and then forms isolated
connection levels via each individual node. Checking is done for each node for iso-level.
If broken iso-levels are found, then we can say that points at the end belong to the boundary
or holes. If cycle is formed from iso-levels which is closed then there is no finding of nodes
at boundary. For reasons regarding efficiency levels, the algorithm needs that at least node
degree of 16 and more. The given algorithm initially attempts to check for holes in network
system and then moves towards the finding of the boundary. Apart from node checking,
there must be a degree of 10 and more to get highest of the performance levels.

WSN Applications:

- Applications related to military

- Applications related to Health

- Applications related to Environment
- Home Applications

- Applications which are commercial
- Area monitoring

- Environmental/

- Earth sensors

- Monitoring Of Air Pollution

- Detection of Forest Fires

12



CHAPTER-3

SYSTEM DEVELOPMENT

CONTIKI: Contiki is an OS for networked, systems which have constraints on memory
working on low power wireless 10T devices. Its uses include systems which are made for street
lighting, monitoring of sounds in smart cities, monitoring of radiations, and alarms. This
software is open source released with a BSD license.

COOJA:Cooja Simulator (OS-Contiki) is a simulator which is designed for Wireless Sensor
Networks. The easiest way of running Cooja is executing it inside its very own directory.

Running Cooja Simulator:

- Create a new simulation

- Create a new mote type

- Adding motes and running the simulation
- Saving simulation file

RPL : Routing Protocol for Low Power and Lossy Networks (RPL)
Falls under category of distance vector route protocol, where the routing relies on Destination
Oriented Acyclic Graphs (DODAGS) . It ensures avoidance of loop and its detection.

DODAG:A Directed graph which doesn’t have cycles, centered towards a root node, e.g, a
border route.

DAG Information Options messages are often broadcastedfor tree building; includes a node’s
rank.

RSSI - RSSI is the relative received signal strength in anenvironment of wireless sensors, in
arbitrary units. RSSI is the levels of powerwhich are received by the receiver radio after the
antenna and possible cable loss. Therefore, Signal is as strong as the RSSI Signal. RSSI, or
“Received Signal Strength Indicator”, is a measure of how strongly your device is capable of
hearing a signal from a router. Its value determines whether you can have a good signal
connection or not.

RSSI Vs dbM-_ dBm and RSSI are both different units of measurement that represent the
same thing which is none other than strength of signal. The difference rises here that RSSl is a
index which is relative, while dBm is an absolute number which represents levels of power in
mW (milliwatts).

LQI - LQI (Link Quality Indicator)indicates received signal’s quality. The LQI gives an
estimate of the ease of received signal and how it can be demodulated by storing the level of
the error regarding difference in ideal constellations and the received signal.

13



Extreme cases to illustrate how RSSI and LQI work:

low RSSI and high LQI means a weak signal and noise is there
low RSSI and low LQI means no noise at all

high RSSI and high LQI means that the noise is very strong
high RSSI and low LQI means that the signal is strong

High RSSI and high LQI means that the signal is very strong

Steps to create a Simulation -

Install VMWare Workstation 12 or a lower version

Download InstantContiki and copy it to a folder

Run VMWare Workstation and run .vmx file from InstantContiki folder

Run the Virtual Machine named Instant Contiki 2.7

Ubuntu loads and opens. Open Cooja from desktop

CREATING A SIMULATION -Click on File > New Simulation . Choose
Simulation name and Radio Medium. Click on Create

Click on Motes > Add Motes> Create New Mode Type > Sky Mote. Choose
Firmware(neighbors.c-our source file). Click on Compile. Create the motes
Choose number of Motes (say, 10) . Click on Add Motes. Also , add multihop
motes. Also add unicast, broadcast and blink nodes.

Click on Start in Simulation Window.

See Mote Output for Data transfer and neighbor data.

14



& Create new simulation

Simulation name Hop Based Approach for Hole and Boundary Detection

Advanced settings
F .

Radio medium [Unit Disk Graph Medium (LIDGM): Distance Loss .v]

Mote startup delay (ms) 1,000

Random seed 123,458

Mew random seed on reload []

| Cancel | [ Create ]

Figure 4 : Create New Simulation

CREATE A NEW SIMULATION AND CHOOSE A SIMULATION NAME AND MEDIUM IS SET TO BE
UDGM TO KEEP THE DISTANCE CONSTANT. CLICK ON CREATE TO CREATE THE SIMULATION.

¥
& Create Mote Type: Compile Contiki for sky

Description: Metwaork Hub

Contiki process [ Firmware: /homefuser/contiki-2.7fexamples/rime/example-neighbors.c | Browse I

| Clean | [ Compile ] Create

J Compile commandsT Mote interfaces T Tips]

make example-neighbors, sky TARGET=sky

Figure 5: Creating Motes

ADD MOTES TO THE SIMULATION USING THE FILE NEIGHBORS.C AND CHOOSE THE NO. OF
MOTES

15



@ Add motes (Network Hub)

Mumber of new maotes IlD I —
e
out

Fasitioning [Randnm positioning |_'J r—

Paosition intersal X 0 =z 100

¥ 0 - 100
£ 0 L=t 0
[ Do not add motes ] pd.d.mmq
| e
TIrsnre

Figure 6: Adding Motes

ADD NO. OF MOTES USING THIS FILE. WE HAVE ADDED 10 MOTES HERE.

Network

Wiew Zoom

Figure 7:Created Motes

WINDOW SHOWING CREATED MOTES AND THEIR TYPES
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Figure 8:Network Simulation

START OF THE NETWORK SIMULATION AND DEPICTION OF NEIGHBORS

Timeline showing 14 motes

File Edit Wiew Zoom Ewents Motes

OO~-IMHU EWkN =

Figure 9 : Timeline

TIMELINE SHOWING TEMPORARY DATA IN 14 MOTES
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ﬁ Radio messages: showing 14/58 packets EEB
Il File Edit Analyzer View =
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Figure 10: Packets
PACKET INFORMATION
v Network EHi=E3 |
Wiew Zoom
rast- message received from 4.0 with segno 0, RSS1 65526, LQI 37, avg segno gap 1.00

broadcast message received from 4.0 with seg

eeqnoaT RS51 65526

sadfd |0 RSS| 26, LI
. &g seqno gap 1

dcast message r
G
bruadcasti?*‘

:r'm 0, RS51 63326, LQI 37, avg seqno g

LQI 37, avg seqno gap 1.00
EC?”.:I avg seqno gap 1.00

xS0 10, LQI 37, avg seqno gap 1.00

gap 1.00

ut
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re
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S5a

Project- Hop Based Approach For Hole and Boundary Detection - Cooja: The Contiki Network

Simulator

Figure 11: Network with RSSI |,

LOI and seq. no.
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1]

n Mote output EEB
#§| File Edit wiew
Time | Mote | Message |
e e e e
| 00:32. 689 ID:3  sending unicast to 1.0
00:32,909 ID:1  unicast ping received from 3.0
00:34.016 ID:1  sending unicast to 4.0
il @3:34.125 ID:4 unicast ping received from 1.0
o1/ 08:34,139 ID:9  sending unicast to 8.0
00:34,301 ID:7  sending unicast to 5.0
00:34,367 ID:5  unicast ping received from 7.0 L
00:34,474 1I0:8 unicast ping received from 9.0
Filter:
I
Figure 12: Mote Output
n Mote output EB
File Edit View
Tirme | Mote | Message [
Ll s L P B s ] EN Eaar HTUAUL S T ESSdYs TELELVEL TTUN W0 WLLTT SEYITU W, a3l f, LUL 35, diy SEYNU Udp Lo i
00:32.683 ID:8  sending unicast to 10.0 -
00:32.889 ID:3 sending unicast to 1.0
00:32,9029 ID:1  wunicast ping received from 3.0
00:34.016 ID:1  sending unicast to 4.0
00:34.125 ID:4 unicast ping received from 1.0
00:34,139 ID:9 sending unicast to 8.8
00:34.301 ID:7  sending unicast to 5.0
00:34.367 ID:5 unicast ping received from 7.0
00:34.474 ID:8  unicast ping received from 9.0
00:36.412 ID:4  sending unlcast to 7.0
00:36.554 ID:7 unicast ping received from 4.0
00:37.406 ID:6  broadcast message received from 4.0 with seqno 1, RSSI 26, LQI 37, avg seqno gap 1.00
00:37.414 ID:1  hroadcast message recelved from 4.0 with segno 1, RSSI 65509, LQI 37, avg seqno gap 1.00
00:37.433 ID:7 hroadcast message received from 4.0 with seqno 1, RSSI 10, LQI 37, avg seqno gap 1.00
00:37.498 ID:S5  broadcast message received from 4.0 with seqno 1, RSSI 65526, LOQI 37, avg seqgno gap 1.00
00:39.173 ID:&  sending unicast to 1.0
00:39.283 ID:1 unicast ping received from 6.0
00:39,538 ID:1  broadcast message received from 10.0 with seqno 1, RSSI 2, LQI 37, avg seqno gap 1.00
00:39.553 ID:3  hroadcast message recelved from 10.0 with seqno 1, RSSI 9, LQI 37, avg seqno gap 1.00
©0:39.604 ID:8 broadcast message received from 10.0 with seqno 1, RSSI 65505, LQI 37, avg seqno gap 1.00 | )
00:48,581 ID:2  sending unicast to 5.0
00:40.616 ID:5 unicast plng received from 2.0
00:40.675 ID:10 sending unicast to 8.0
00:48,725 ID:8  wunicast ping received from 10.0 v

Figure 13: Maximized Mote Output
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CHAPTER-4

PERFORMANCE ANALYSIS

Implementation-

The Holes need to be identified in a network and a path should be chosen with minimum
possible holes or no holes. Also, it is important to find the boundary nodes so that an optimum
path can be identified and chosen.. Holes don’t allow the data to pass through them(incoming
or outgoing) which leads to data loss or connection interruptions. So, there is a need for paths
which contain minimum possible holes and data loss is minimum. EXisting algorithms find the
boundary nodes but get two boundaries instead of oneAfter running the simulation, we find the
unicast and broadcast details from the Mote output. Broadcast uses one sender to many receiver
connection whereas Unicast is one to one connection. Multi hop nodes use many hops to reach
the destination from the source . A timeline of motes is also maintained. We can also view the
Mote types and Id’s and the IP Addresses. In this way neighbor list is maintained through each
node in network. Packets can also be viewed through Radio Messages.

Best X-Hop Approach according to already proposed Algorithms

Based on the analysis work and our own results-
2-hop approach gives much better results in correct identification of boundaries and holes than

1- hop approach and 3- hop approaches both for randomly organized and uniformly marked
WSNs

++++++++++++H++ b+
+++++++++++++++ R

Codes used from Libraries—

neighbors.c
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#include "contiki.h®
#inclede "libflist.h"
#inclede "lib/memb.h"
#include "libSrandom.h™

#include "net/rime/rime.h™

#include <stdio.h>

f/* This is the structure of broadcast messages. */
struct broadcast_message {
uinti_t seqno;

b

f/* This is the structure of unicast ping messages. */
struct unicast_message {
uinté_t type;

b

[/* These are the types of unicast messages that we can send. */
enum {

UNICAST_TYPE_PING,

UNICAST_TYPE_PONG

b

f/* This structure holds information about neighbors. *f
struct neighbor {
/* The -znext pointer is needed since we are placing these on a
Contiki list. *f

struct neighbor *next;

/* The -»addr field holds the Rime address of the neighbor. */f
linkaddr_t addr;

f* The -»last_rssi and -»last_lgi fields hold the Received Signal
Strength Indicator (RSSI) and CC2428 Link Quality Indicator (LQI)
values that are received for the incoming broadcast packets. */

vintle_t last_rssi, last_lgi;

f* Each broadcast packet contains a sequence number (segno). The

-»last_seqno field holds the last sequenuce number we saw from
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broadcast_recv(struct broadcast_conn *c, const linkaddr_t *from)

{

struct meighbor *n;
struct broadcast_message *m;

uinti_t seqno_gap;

#* The packetbuf_dataptr() returns a pointer to the first data byte
in the received packet. */f

m = packetbuf_dataptr();

#* Check if we already know this neighbor. *f
for{n = list_head(neighbors_list); n != WULL; n = list_item_next(m}) {

/* We break out of the loop if the address of the neighbor matches
the address of the neighbor from which we received this
broadcast message. */

if{linkaddr_cmp(&n-zaddr, from}) {

break;

§* If n is NULL, this neighbor was not found im our list, and we
allocate a new struct neighbor from the neighbors_memb memory
pool. =/

if(n == NULL} {

n = memb_alloc(&neighbors_memb);

f* If we could not allocate a nmew meighbor entry, we give up. We
could have reused an old neighbor entry, but we do not do this
for now. *f

if{n == NULL) {

return;

f/* Initialize the fields. *f
linkaddr_copy{&n-raddr, from};
n-xlast_seqno = m-rsegno - 1;
n->avg_seqno_gap = SEQMO EWMA UNITY;

/* Place the neighbor on the neighbor list. *f
list_add{neighbors_list, n};

25



this neighbor. */f
uintd_t last_seqno;

/* The -zavg_gap contains the average segno gap that we have seen
from this neighbor. */

uint32_t avg_seqno_gap;

¥
/* This #define defines the maximum amount of neighbors we can remember. */
#define MAX_NEIGHBORS 18
/* This MEMB() definition defines a memory pool from which we allocate
neighbor entries. *f
MEMB(neighbors_memb, struct neighbor, MaX_NEIGHBORS);
/* The neighbors_list is 3 Contiki list that holds the neighbors we
have seen thus far. */
LIsT(neighbors_list);
/* These hold the broadcast and unicast structures, respectively. */f
static struct broadcast_conn broadcast;
static struct unicast_conn wnicast;
/* These two defines are used for computing the moving average for the
broadcast sequence number gaps. */
#define SEQNO_EWMA_LMITY Sxl8g
#define SEQNO_EWMA_ALPHA BxBdd
ll.'i___________________________________________________________________________illl'
/* We first declare our two processes. */
PROCESS(broadcast_process, "Broadcast process");
PROCESS{unicast_process, "Unicast process");
f* The AUTOSTART_PROCESSES() definition specifices what processes to
start when this module is loaded. We put both our processes
there. */
AUTOSTART_PROCESSES(&broadcast_process, Bunicast_process);
ll.'i___________________________________________________________________________illl'

/* This function is called whenever a broadcast message is received. */

static wodid
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/* We can now fill in the fields in our neighbor emtry. *f
n->last_rssi = packetbuf attr{PACKETBUF_ATTR_RS51);
n->last_lgi = packetbuf_attr(PACKETBUF_ATTR_LIMK_QUALITY);

/* Compute the awverage seguence number gap we have seen from this neighbor. */
seqno_gap = m-»seqnoa - n-:last_seqno;
n-zavg_seqno_gap = {({uint32_t)segno_gap * SEQNO_EWMA_LNITY) *
SEQNO_EWMA_ALPHA) / SEQMO_EWMA_UNITY +
({uint32_t)n-:avg_segno_gap * (SEQMNO_EWMA_UNLITY -
SEQRMO_EWMA_ALPHAY) f
SEQND_EWMA_LMITY;

/* Remember last segno we heard. */
n-:last_segno = m->segno;

/* Print out a message. */
primtf("broadcast message received from %d.%d with segno %d, RS5I %u, LQI %u, avg segno gap %d.%ezd\n",
from-:uB[e], from-»us[1],
m->Seqna,
packetbuf_attr{PACKETBUF_ATTR_RSSL),
packetbuf_attr{PACKETBUF _ATTR_LIMNK_QUALITY),
{int)(n->avg_segno_gap / SEQNO_EWMA_UNITY),
(int)({{1eaUL * n->avg_segno_gap) / SEQMO_EWMA_LNITY) X 188));
}
f* This is where we define what function to be called when a broadcast
is received. We pass a pointer to this structure in the
broadcast_open{) call below. */
static const struct broadcast_callbacks broadcast_call = {broadcast_recv};
Jn'i__ @ __illl'
J* This function is called for every incoming unicast packet. *f
static woid
recv_uc{struct wunicast_conn *c, const linkaddr_t *from)
{

struct unicast_message *msg;

/* Grab the pointer to the incoming data. */
msg = packetbuf dataptr();

/* We have two message types, UNLCAST_TYPE_PING and
UNICAST_TYPE_POMG. If we receive a UNICAST_TYPE_PING message, we
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_I'l""""""""'"""""""""""""""""""""""""""""".‘r
PROCESS_THREAD(unicast_process, ev, data)

{

PROCESS_EXITHAMDLER (unicast_close{Bunicast);)

PROCESS_BEGING);

unicast_open(&unicast, 146, Bunicast_callbacks);

while(1l) {
static struct etimer et;
struct unicast_message msg;
struct neighbor *n;

imt randneighbor, i

etimer set(fet, CLOCK_SECOMND * 8 + random_rand() % (CLOCK_SECOND * B));

PROCESS_WAIT_EVENT_UNTIL{etimer_ expired(&et));

#* Pick a random neighbor from our list and send a wnicast message to it. */
if{list_length({neighbors_list) » @) {

randneighbor = random_rand() % list_length({meighbors_list};

n = list_head({neighbors_list);

for{i = 8; 1 ¢ randneighbor; i+) {

n = list_item_next(mn);
}
primtf({“sending unicast to ¥d.%d\n", n-raddr.uv8[e], n-zaddr.uB[1]);

msg.type = UNICAST_TYPE_PING;

packetbuf_copyfrom{&msg, sizeof(msg));
unicast_send(Bunicast, &n-raddr);

PROCESS_END{ ) ;

2 |
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Blink-hello.c
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#include "contiki.h®
#include "dew/leds.h"

#include «<stdio.h» /* For printf{) */
-In'i___________________________________________________________________________#lll'
static struct etimer et_hello;

static struct etimer et_blink;

static wintlé_t count;

static uintd_t blinks;
-In'i___________________________________________________________________________#lll'
PROCESS (hello_world_process, "Hello world process™);

PROCESS(blink_process, "LED blink process™);
AUTOATART_PROCEZSES(&hello_world_process, &blink_process);
-In'i___________________________________________________________________________#lll'

PROCESS_THREAD(hello world_process, ev, data)

{

PROCESS_BEGIN{Y;

etimer_set{&et_hello, CLOCK_SECOMD * 4);

count = #;

while(1) {
BROCESS_WATT_EVENT();

if{ev == PRDCESS_EVENT_TIMER)} {
primtf({"Sensor says #¥u\n", count);

COUMT++]

gtimer_reset(&et_hello);

PROCESS_ENDY{ };

}
.In'i___________________________________________________________________________#lll'
PROCESS_THREAD(blink_process, ev, data)
{
PROCESS_BEGIN();
blinks = @&;
while(1) {

etimer_set(fet_blink, CLOCK_SECOND);
PROCESS WAIT EVEMT _UNTIL{ev == PROCESS EVENT_TIMER);
leds_off{LEDS_ALL);

leds_on(blinks & LEDS_ALL);

blinks++;
printf{"Blink... {state X8.2X)\n", leds_get());

PROCESS_END{ ) ;

_I'I"' 1 __illl'
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Broadcast.c
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finclude "contiki.h™
finclude "netf/rime.h"
finclude "random.h”

finclude "dev/button-sensor.h”
finclude "dev/leds.h”

finclude <stdio.h>»

PROCESS{example_broadcast process, "Broadcast example");
AUTOSTART _PROCESSES (Bewample_broadcast_process);

R e e kT
static wodd
broadcast_recw{struct broadcast_conn *c, const rimeaddr_t *from)

printf("broadcast message received from Hd.%d: "%s'\n",
from->u8[8], from->uB[1], (char *)packetbuf_dataptr());

}

static const struct broadcast_callbacks broadcast_call = {broadcast_recv};
static struct broadcast_conn broadcast;

T
iRUCE':»b_1HH:EAD{EIEIle-E_bmadEEIStJJr‘GEESS, ey, data) '
: static struct etimer et;

PROCESS _EXITHAMDLER(broadcast_close(&broadcast);)

PROCESS _BEGIM();

broadcast_open(&broadcast, 129, Ebroadcast_call);

whilef1) {

f* Delay 2-4 seconds */f
etimer set{fet, CLOCK_SECOND * 4 + random_rand{) % (CLOCK_SECOND * 4]};

PROCESS_WALT_EVENT_UNTIL{etimer_expired(&et)};

packetbuf_copyfrom{“Hella", &};
broadcast_send{&broadcast);
primtf{"broadcast message sentin”);

I

PROCESS_EMD() ;
LY
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Unicast.c
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#include "contiki.h”
#include “"met/rime.h”

#include “"dev/button-sensor.h”
#include “"dev/leds.h"
finclude <stdio.h»

PROCESS{ example_unicast_process, "Example unicast");
AUTOSTART_PROCESSES(&example unicast_process);
e e e e e e e e S ) ) S D S S D S S S S emos
static woid
recv_wc{struct unicast_conn *c; const rimeaddr t *from)
{

printf("unicast message received from %d.%dwn",

from->ud[8], from->uB[1]);

}
static const struct unicast_callbacks wnicast_callbacks = {recv_uc};
static struct wnicast_conn uc;
R R R
PROCESS_THREAD({ example uwnicast_process, ev, data)

{

PROCESS EXITHAMDLER{unicast_close(8uc);)
PROCESS BEGIN();
unicast_open{@uc, 146, Sunicast_callbacks);

while{1) {
static struct etimer et;
rimeaddr_t addr;

etimer set{fet, CLOCK_SECOND);
PROCESS_WALT_EVENT_UNTIL{etimer_expired(&et)};

packetbuf_copyfrom{"Hella", 5)};

addr.uB[B] = 1;

addr.ug[1] = &;

if{!rimeaddr_cmp({&addr, &rimeaddr_node_addr}} {
unicast_send{&uc, &addr);

}
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e Using the Broadcast and unicast codes for making nodes and sending data across sensors

e Using the neighbors code to find neighbors and holes through analyzing.

e  Then using the blink function to indicate connection status.
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CHAPTER -5

CONCLUSIONS

5.1) CONCLUSIONS

In the project , Topological approach is presented for finding the holes and
neighbors.Themethod uses checking the connection of the hop-x neighbors of any of the sensor
nodes which is given. 2-hop approach gives a lot better results in correct identification of
boundaries and holes than 1- hop approach and 3- hop approaches both for randomly organized
and uniformly marked WSNSs.

In the simulation, we find the unicast and broadcast details from the Mote output.

e Broadcast uses one sender to many receiver connection

e Unicast is one to one connection.

e Multi hop nodes use many hops to reach the destination from the source .
A timeline of motes is also maintained. We can also view the Mote types and Id’s and the IP
Addresses. In this way neighbor list is maintained through each node in network. Packets can
also be viewed through Radio Messages.

We hence state that the hop-2 approach is an aptapproach in findingthe boundaries and holes
of the network sensors. We have successfully found the neighbors in the unicast and broadcast
networks of the sensor nodes and we have also linked the multi hop nodes with the simples
ones.

This neighbor information or neighbor table helps us identifying the holes for a particular
network. Blink Function is used for some nodes to indicate the data transfer states and various
message transfer mechanisms are also compared. Broadcasting results in a slow network and
may lead to duplication of data but at the same time provides us with option of sending data to
multiple sensors. Unicasting is fast and data is uniquely sent but can take a lot of space and
memory. A combination of unicast and broadcast should be preferred depending upon the type
of data transfer required by the individual nodes.
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