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Que.1: [5 Marks; CO6] The Internet Control Message Protocol (ICMP) prowdes am ,hamsm for
reporting TCP/IP communication problems, as well as utilities for testing P layer. connectwnty Provide
your arguments that it is an invaluable tool when troubleshooting network problems

Que.2: [5 Marks; CO6] Answer the following questions-

(A) What are the definitions of passive and active attacks? Explain with examples.

(B) What is side channel attack? What are the different ways to perform'it? Explain each one.
&

Que.3: [5 Marks; CO7] Answer the following questions- .
(A) Draw the program dependency graph for the following.f p:ece of code and edge:

program Main
sum:=0;
i TN Edge Key
e Mo control dependence
while 112 do i : | [Ee— loop-tudependent ow dependence
sum.ssunmti; oo loop-carricd flow dependence
i:=i=1; N def-order dependence
od ;
end(sum, i)

(B) Explain SVM. How it |§ CLeployed to detect intrusions? Provide an appropriate explanatory example.

Que.4: [10 Marks; gg7] Expla_:m the following terms-
(A)SQL Injecttion = ™

(8) Cookies and ¢ quswn Ma nagement

(C) Integer Overﬂ%w ‘Attack

(D) JZEEm&uEhentrcatlon

(E)[PSec

‘%
r%a xs

Que. 5““[5 Marks; €O8] In case of remote access, explain the possible remote access setups that
represents how the client handles the network connection for the virtual tunnel.

Que.6: [5 Marks; CO9] Answer the following questions-
(A) Explain the possible 802.11 and 802.15 Data-Link Layer Vulnerabilities and threats.
(B) What are the possible wireless network hardening practices and recommendations? Explain in brief.




