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Que.l [3 Marks + 3 Marks; CO2]

{a} How APis can be misused? Explain with an appropriate example.

{b) What is routing Security? Explain the following routing protocols-
a, ARD < b, OSPF c. RGP

Que.2 [3 Marks + 3 Marks; CO7]

(a) What are the different stages of malware analysis? Explain egeg"%%e

(b) What are various dynamic malware analysis technlquesﬁjx

Que. 3 [3 Marks + 3 Marks; CO7]

{a) Describe the multi-level approach for taint tra '
{b) Discuss the issues of dynamic taint analy?sls%

Que. 4 [3 Marks + 3 Marks; CO8]

) S{rstem (DNS)? Also explain DNS spoofing or Poisoning.
that constrained the design of backtrack algorithm?

{a} What is the purpose of Doma
{b) What are the different a5§u' ]g}g,

Que. 5 [3 Marks + 2 Marks; C@S

:/“‘4),,

(a) Explain varioys po;SubEe routlng protocol-based malicious attacks.
{b) Write sho;fj nmtes on the following-

i. Vulnef’alﬂify oFlocal network

ii, Authentjgat/ lon server

Que 8 Marks +3 Marks; CO9]

,a) Explain different approaches used to reduce the anonymity afforded by IP spoofing. Also

# characterize these approaches in terms of management cost, network overload, router
overload, distributed capability, post-mortem capability and preventive reactive.

(b} Write the short note on the following-

i. Node Sampiing
ii. Edge Sampling
iii. Compressed edge fragment sampling



