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Abstract

The Internet of Things (loT) is the future of thexhera of the internet which connects
various physical objects that communicate with eatifer without the aid of human
interactions and used current internet standara®q@ol for sharing the information over
a public network. Lightweight cryptography is retgrfiled in the cryptography that is
custom fitted resource constrained devices in loghtweight cryptography implies that
are implemented in resource-constrained environsnent loT for encrypting and
decrypting the data. Lightweight Asymmetric cryptmghy is more secure than
Lightweight symmetric cryptography in light of sohghtweight symmetric block cipher
is split like TEA and so forth. Design intelligegateway with notarization security
system for execution encryption and decryption tegi@s in term of software
implementation for class-0 devices. In this arranget intelligent gateway which endow
data aggregation and filtering of data. Notarizatsecurity component set up the trust
third party for generating the public and privagy Kor encryption and decryption for
class-0 devices. The Notarization strategy is zimigf java micro edition software
development kit that gives the adaptable condittoan application running on resource-

constrained devices in loT

viii



CHAPTER 1
INTRODUCTION

Chapter one is partitioned into two sect. The first sections describe the |
element and the loTarchitecture Second sections explain problem staten
objective and layout of the the.

1.1Internet of Things

The Internet ofThings (loT) [1] is the future of the next era dbietinternet whict
connects various physical objects that communiedéte each other without the aid

human interactions and used current internet stdadprotocol for sharing tF
information over a gblic network Internet of Things is the combinations of th
terms (i) Things pinpoint itself (ii) Thing commuitans (iii) Thing interact that build
the Ubiquitous computin¢2] environment loT element is divided into six parts the

six elements isieeded for the functionality of IoT F.1.1 has shown IoT eleme
identification most important element of 10T to miiéy the objec-id and address in

loT environment IPvEg[7] and IPv4 address method used for addressing i. The
sensing element is giering the data from related objec&ensors and actuators
used by sensing elem. Communication element used for transmitted
information gathered and collected by sensing etd. Wi-Fi, Bluetooth, elemer
example of communication elem. Thecomputation element is the brain of the.
All Processing of 10T is done by computation elemée.g., microcontrollers,
microprocessors, operating systems .loT services element define the servi
provided by loT(ey.,, smart home, smart parkingystem et.Semantic element

provided the required services.g., Semantic Web, Efficient XML Interchange «.

ToT Identification Sensing Communication Computation Services

Semantics

Fig. 1.1 loT Elements



Operating system design for IoT is most of suppgrthe reetime system in Table 2

show the operating systeicomparisonin terms of memory, language supp:

multithreading, IPv6 support and real time Usedoifi. Where P means patrtially

the Table 1
OPERTING MINIMUM LANGUAGE MULTITHREADING REAL |IPvE
SYSTEMS MEMORY SUPPORT TIME | suppo
rt
LINUX 1MB C,C++ YES P YES
RIOT 1.5 KB C,C++ YES YES YES
CONTIKI 2KB C YES P YES
ANDROID - JAVA YES P YES
TINYOS 1KB Nesc PARTIALLY NO NO

Table 1 Operating system requirement
1.2 10T Architecture
Usually, 10T designs are isolated into th-layer models (i) physical layer (i
commutation layer and application la. The primary layer is physical layer (is a
called perceptual layer) is in charge of gathedatp for each object and consist

constrained devices/unconstrained dey.

R———
APPLICATION | tloTappLICATIONS | | 10T APPLICATIONS |
LAYER
| 1oTAPPLICATIONS | | 1oT APPLICATIONS |
s r
hJd Y
COMMUICATION | 46 |36 | 2G WIRED \ FIBER OPTICS
LAYER
SHORT - RANGE COMMUICATION
F 3 F 3
hJd Y
PHYSICAL T 1o _capasie pevices CLASS -0 DEVICES
LAYER
RFID TAG PHYSICAL THINGS

Fig. 1.2 10T Architecture
The second layer is communication layer theresponsible for transmitting the d:

gathering from the physical la). While the transmission media, as 4G,3G,
wireless, wired, fibepptic, short range communications for commutating tate

over a public networkThe third layer is the applicatidayer capable of recognizit



the mold of application which will be used in loFig. 1.2 has shown IoT
architecture.

Problem Statement

Traditional network-centric devices, for exampldrewalls can't be ensured
information In the 10T environmenDevices that are connected in 10T are resource
constrainedloT end nodes to directly usage an encryptionsdeuyption technique

in term of software is difficult due to their obéid in memory and computational
power particularly in class-0 devices, class-0 devisupport maximum RAM 10 kb

and 100 kb ROM So some asymmetric encryption and decryption gfyateay not
relevant due to their resource intensive becausg kiey size is large and required
complex operationA surrogate software implementations mechanismsémuring
date transmission certainly in these devices reduir
Objective
In this research the following objective indent#y fellow:
» Study various lightweight encryption and decrypttenhnique that are secure
and take a less time for encryption and decryppi@mtess
* Identify standardizes encryption and decryption htegue that are
recommended by NIST for resource constrained dsvice
» Design the notarization mechanism for generatingrygnion and decryption
key using standardizes encryption and decryptichrigue in less time as
compare to RSA
* Propose hybrid encryption and decryption technitia generating the key
and key administration by notarization for secinedata in loT
» Evaluate and analyze the time take by the propeslentque for encryption
and decryption process
Thesis Outline
Chapter two describes the IoT application, securdffack and lightweight
cryptography Chapter 3 explains the existing literature reviesdated to IoT
lightweight encryption and decryption techniqu€sapters four discuss the proposed
solution and proposed technique for encryption dadryption processChapter 5
discusses implementation and result analysis antpaEssive studyFinally chapter

six explains the conclusion and future wolFigure 1.3 depicts the thesis outline
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CHAPTER 2

Overview loT
Chapter two is partitioned into four sectioriBhe first sections describe the IoT
application Second sections explain security attack on. [6fird sections describe
the lightweight cryptography and last section sumzagion of the chapter
2.1 10T APPLICATIONS
loT plays important role in day to day lifestyMarious loT applications improve

the lifestyle of human in the eartRigure 2.1 has shown some IoT applications

Smart Home Agriculture
IoT
Healthcare Systems Applications Industry
Smart Parking Systems \- Smart Railway System

Fig.2.1 loT applications
smart home[6] application of 0T information istigared by different IoT sensors
and actuators and information exchange to contnoilsthat naturally controls the

capacity of brilliant home like a light on or ofh@ monitoring Smart home
improves the inhabitant quality of the lifEveryday lot of people dies because
they don'’t get timely medical helpoT is played an impotent role in healthcare
system [8}o give opportune therapeutic treatment utilizinfedent body sensors
(e.g., EEG sensors, ECG sensors) and furthermore sungpéot older people and
physical disability The smart railway system is a vital application lofl.
According to a high-level safety review committeewund 15000 people killed
every year in the railway accident in Indidifferent loT sensors such
(temperature sensors, fire sensors, fault sensmtk tbserving sensors) used to
make an intelligent railway systeno stop these accidents and monitoring the
railway stations In goods industry loT improve the processing tiwfe the
products etcloT is also suitable for agriculture various lodhsors (temperature

sensors, rainfall sensors) provided the informatmnfarmers related to rainfall,



temperature etcloT is changing the traditional agriculture styke intelligent
agriculture style

2.2 10T SECURITY ATTACK
In the conventional network, security attack isaation that destroyimodify, screen

the data and enable the unapproved individual tdogihe access of the sysi. Like

an ordinary network, 10T is enduring from differesgcurity assaul. 10T assault
isolated into five types the fellow

(1) Physical attack

(2) Passive attack

(3) Active attack

{4) Attack on crvptography

(3) Foouting attack.

1aT Secumty Armacks
L l r
L I' ‘I' r T
Physical - Attack Passive . Anack o stive- Ak amckosoypgaphy Routing - Attack
]
] 1
i i I
——+ | Gide Chansel Atmick o Eivedopping o Denlal ofservice  w AftackonAlgorithe 7 Ee
] 1
1 I 1
1
L " s i o Brusfocce Atack " BESSL
H |
W
- Traffic Analyais :-v- Masquerade
L. [ Speciing

Fig. 2.2 10T Security Attacks

“In Physical assaults, attackers principally conegaton device. Well known class
of physical assault is side channel Attac.Side channel assault is a capable as:
to recapture the secret key from the de\. Side channel assault utilizing si
channel data (g, EMF, timing data, control usage, discharge av on) and the
inside outline of handling devices to recapture sheret key from the devic. Side

channel assault is a r-invasive physical attacky noninvasive attack assailant ¢
up the assaulting environment utilizing piecesaqfipment such ase aging antenna,

oscilloscopes, function generators.The thought behind side channel assau
watching the side channel information of dev. The another physical assault

hardware trojan attack[.Hardware trojan assault is like software trojetack A



Hardware trojan assault is by a pernicious chamgéhé integrated circuit during

design and manufacture utilizing untrusted people

20.8 billion
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Fig. 2.3Symantec Internet Security Threat Report [14].SeuEymantec
Like conventional passive attack and active attd@K,is an also endured from the

passive an active attack passive assault does not influence the systswuree in
this type of assault alteration of information ist the purpose of attackelrs this
assault Attackers chiefly to pick up the data oé tfargetAn eavesdropping is
communication layer assault in which capture thermation transmitted over the
public network Monitoring attack is also communication layer ektan which
attacker read the information but does not chahgertformationin traffic analysis
assault aggressor examination how much informatiome in a correspondence way
amongst sender and receivAractive assault affects the system resourcekihis of
assault alterations of information is the principlgective of the attacker®enial of
services assault is the Most powerful active atiackommunication layer at 10T
Denial of services assault is the type of assah#trey attackers try to attempt to send
the bulk of data to the server to the prevent ii@gite user to accessing the serviises
the types of denial of services attack on distiigutnetwork in loT to prevent
legitimate user to user to accessing the senicdhis type of assault malicious node
sending the message to the server and expendindatidetransfer capacity of the

channel and make the server asset inaccessiblemtscBotnet [10] is the number of



computer devices associated with internet and obibly the one botnet master
performout a different assault (DDOS) on I. Modification assault malicious no«
change the message send by a sender or alteruteeabthe sender that causes
long communication deli. In masquerade assault assailant has utilized drdiig of
a legaluser to stealing user credent. Assaults on cryptography assailant prima
concentrate on the algorithms in this type of a¢satuder find the weakness of t
algorithms and attempt to crack algorithms I. The other cryptography assault
brute force assault depends on hit and trial teclnimgubreak the secret key &
password of the legitimate us. Routing assault is characterized as the assaulist
performed on the routing table, routing protocold athanges the routing ro..
Sinkhole assault [11] is the assault in which maliciowles pull in informatio
encompassing node in its neighboring node and tésofake routing upda. Sybil
attack [12] attackers can manipulate multiple coé malicious nod«. Wormhole
attack [13] § tunneling attack in which attack intruder capttire packet from on
point at network and tunnel to the malicious noaeshe networ. Every year an
expanding number of different security assaultdainbrought up bythe Symantec
Internet Security Tieat Report fgure 2.3 have shown

2.3 lightweight Cryptography

Lightweight cryptography is recently filed in theyptography that is custom fitte
resource constrained devices in . Lightweight cryptography implies that &
implemented in resour-constrained environments in 0T for encrypting
decrypting the datd.ightweight encryption is an intersection of twones "Light and
weight". Light and weight mean that are approte for less memory and few

calculations require in Ic.

IMPLEAMENTATION PLATFORMS REQUIREMENT

HARDWARE Chip area
Energv utlization

SOFTWARE Code size

BAMPBOM capacity
Computational power of micro
processors and microcontroller

Table 2 Designing requirement of lightweight crygrphy in 107
Lightweight cryptography is likewise isolated intvo type same convention
cryptography (1) symmetric cryptography @symmetric cryptography (Public k
Cryptography) Lightweight symmetric key cryptography works same a

8



conventional symmetr. Block cipher defined as "Mlock ciphertakes a square of
plaintext bits and produces a square of figure eanbits, by an large of a similar
size". A secret key is shared by at least two pe. Both parties can perform simil
operations, such as encrypting and decrypting usage thekey. Lightweight

symmetric cryptography is more appropriate as tlatrast with Pubc key
Cryptography because of public key cryptographyiregl complex calculations ft
key generations like RSA and sc.

3500

3000

2500

2000 B RSA
1500 W AES
1000 -~ ECC
500 1
0 - . . T
1 2 3

Fig.2.4 key size growth

RSA AES ECC | Key size Kev sizre
Ratio Ratio
(RSA-ECC) | (RSA:-AES)
1024 128 160 6:1 8:1
2048 192 224 9:1 10:1
3072 256 256 12:1 12:1

Table 3 comparable key sirecommended by NIS®f RSA and ECC/AE
Lightweight Asymmetriccryptography each party has a public and a prikay. The
private key is just known to its proprietor, whitee general public key can be mz
accessible to everybo. This way all operations become asymmetric: rathen tootl
sides having the capac to register the encryption and unscrambling, just
proprietor of the private key can decrypt the mege.Lightweight Asymmetric

cryptography is more secure tl.



Lightweight Cryptography
v
I
3 '
Symmetric-key Asymmetric-key
: | l
PRSENT BLOCK CIPFHER
ECC 160 bit
IDEA BLOCK CIPHER AF
XTEA BLOCK CIPHER ABE
KP-ABE
BLOWFISH BLOCK CIPHER
CP-ABE
AES 128 bit
HETEROGENEOLUS
SIGNCRYPTION

Fig. 2.5 Lightweight cryptography used in loT

Lightweight symmetric cryptography in light of sortightweight symmetric block
cipher is split like TEA and so forthAES 128 bit is additionally lightweight
symmetric encryption and decryption technique yefuires expressing key
administration in 10T In the Table 2 demonstrate some fundamental ondgjini
necessities of Lightweight cryptography as far aardtvare and software
implementatiotRSA encryption and decryption procedure are not@pgate in 10T
environment because that constrained devices moliémhuge key siz&CC 160 bit
and AES 128 bit is appropriate for 10T environmérdable 3 demonstrate the key size
that suggested by NISTFrom the table 3 demonstrate that ECC and AESiligaat
little key size for encryption and decryption preseso AES and ECC is reasonable

encryption methods in 10T in Figure 2.4 has indidakey size development of RSA
and ECC/AES calculations

Lightweight encryption is also two types
() Lightweight symmetric block ciphers
(i) Lightweight Asymmetric PKI

10



Symmetric key

Lightweight symmetric key cryptography works saraeanventional symmetric k.

A block cipher characterized as "A block cipheretakplain content as ir and block

of cipher text bits".

PLAIN TEXT I

FGTIYGIG

KISYIGUJ)
UUFIDGD
UGKFGGF

Cipher text

: SYMMETRICKEY !

rrve— -| PLAIN TEXT \

Fig. 2.6 Symmetric key

A secret key is shared by two or mqarties Both parties scan perform the simi

operations, such as encrypting and decryptingzutgithe same k.

PRESENT BLOCK CIPHER

The present is an illustration of an-network [] Table 4shows the rounds, bloc

length and a key size of the present block ci. Present cipher is suffered 1

collision problem if they used the bulk extent cdte. Present cipher is most

implementation on tag based dev.

Eounds

Block Length

Key size

31

64

&0

Table 4 Present block cipher rounds block length key si:

ks

ALLLLA L Rl L B L R LR Lllal

Fig. 2.7 Overview of Present Block Cipher [5]
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IDEA BLOCK CIPHER
IDEA is asymmetric key encryption and decryption techn. Table 5show block

size and key size of IDE.Fig.2.8 has shown Design methodl IDEA symmetric

cryptography
Plain TEXT IDEA Encryption » CipherText 1
Plain text IDEA Decryption CipherText |

Fig. 2.8IDEA Block Cipher Encryption and Decryption proc
Three algebraic groups are being mingled, and #reyall calmly implemente in

both hardware and softw:.

Block Key size
64 128

Table £ show block size and key size of IDEA
XTEA BLOCK CIPHER
XTEA block cipher is part of the Tiny Encryption gdrithm to reduce th

disadvantage of the TEA encrypt. Tiny encryption algorithm ensures from

related key attackAdvantagesof XTEA algorithm as afellow XTEA algorithm
hinges on a Feistel network with a variable bulkafnd:.. XTEA encrypts an -byte
text and craves a liyte ke\. The plaintext of the message M is divided into
bisects Then in each round, the right sics first shifted left four and shifted ht
five. These two values are XORed with each «. The outcome is then added to
original right side firs.

BLOWFISH BLOCK CIPHER

Blowfish, a block cipher is another very fast emptign and decryptioitechnique as

compare to IDEA and DE. Introduced by Bruce Schneier in December _lt is
suitable where memory space is less tha.Blowfish block cipher is used simp
operations for encryption and decryption procdss #iddition, exclusiv-or etcTable

6 show block size and the key size of blow.

12



Block Key size Structure Rounds
64 bits 32-448 bt Feistel network 16

Table 6
AES BLOCK CIPHER

AES is a public key based encryption and decrypéilgorithn. The algorithm was
proposed byJoan Diemen and Vincent Rijmen it alted Rijndael encryption ar
decryption technigw Table 7 shows Th&ES 128 bit Paramete. The encryption

and decryption process of AES is divided into fkay transformatior has shown in

Figure 2.9.

ADD ROUND KEY SUBSTITUTE BYTES SHIFT EOWS MIX COLUMNS

|.
¥
ADD ROUND KEY

Fig. 2.9 four key transformations
AES encryption and decryption is pertinent lightweiencryption technique for lo

for encryptionand decryption but requires explicit | maragement in lo.

Kev size (bits) 128 bit
Plaintext Block size (bits) | 128 hit
Number of rounds 10

Round kev size(bit) 128 bit
Expanded kev size (bits) | 44/176 bit

Table 7 AES 128 bit Parameters
Asymmetric PKI
In lightweight public key cryptography based on concept of kegs one is publi
and second igrivate ke. The privae key is only known to the receiver 1
decryption and public key is known to the senderefocryptionpublic key can be
made available to everyc. Encryption public key can be made accessibl

everyone In the Figure 2.10 show the show conceptlightweight asymmetri

cryptography

13



| Asymmetric PKD) |

Dfghjkilijkllk
PLAIN TEXT |

1 jsfdfddgdgf Drecnpn

dgdfgfdgdfg

=} PLAIN TEXT

CIFHER TEXT

Fig. 2.10 Asymmetric PKI
This way all operations wind up plainly unbalancesther than both sides having the
capacity to process the encryption and decrypijast, the proprietor of the private

key can decrypt the messagesymmetric scheme consists of three algorithms:

0] KeyGen (K)

(i) Encrypt (E)

(i)  Decrypt (D)
The KeyGenK) algorithm generates a public kekand a private key sk
Elliptic Curve Cryptography (ECC)
The concept of Elliptic Curve Cryptography (EC@][$] was introduce by Victor
Miller (IBM) and Neil Koblitz (University of Washigton)in 1985 ECC is pertinent
for 1oT for secure the message transfeetwben send nodes to receiver
,ECC offer higher security for exchange the infation over public networkt is
based on public key infrastructure cryptograpmpproche,ECC used the, elliptic
curve and ECDLP[]Key size of ECC is 160 bit to 512 bit

Algebraic Eraser

The establishment of the Algebraic Eraser publig &eg/ptosystem together with its
security lie in three distinct zones of mathematittee hypothesis of braids, the
hypothesis of matrices with polynomial sections pfessions of limited length
developed from variable), and modular arithmetitittie finite fields. At its center is

a very specific capacity (supplanting the standeathework's operations), known as
E-Multiplication™, which unites these mathematicaols and empowers the
framework to give rapid security without overpowerithe memory and power

accessible

14



Attribute- based encryptior

Kkey-policy attribute-based

s Nl -~ T

o

Cipher text-policy attribute-based

AQm=mnLm

Fig. 2.11 Types of Attribute-Based Encryption
The concept ofattribute-based encryption was first introduced in Advance:
Cryptology EUROCRYPT 20057]. ABE public key encryption and decrypti
technique is based on the set of attributesdikail address and phone numbe.
ABE cryptographic system is PKI baseencryption and decryption techniq
combine the attributwith the attributes set for encryptiand decryptio. Figure

2.11 depicts th@ypes of Attribut-Based Encryption

15



Encryption

5
=1
bl
_
&
&
0

Fig 2.12 KRBE Process [3]
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Release_Dake > 2013...

J:Ia- 1
LA,

§

Fig. 2.13 CP-ABE [3]
AA-Beta (AAB) encryption
In 2012 Ariffin proposed a AA-Beta(A® encryption [JAA-Beta(AAB) encryption

is asymmetric cryptographic it is perform cgem in three step
® AAB Key Generation
(i) AAB Encryption

(i)  AAp Decryption

17



AAB encryption times is good as compare to ECC theptexity is O(nlogn) for
encryption and decryption is same as ECC decmptioe is O(n2logn)99%
change on encryption time and change of 94% onygdton time for 2048-bit

primesand Suitable for some applications

Along busu
Public Key (n, A;, Ay)

. are available to all " @

=

- Generate: Encryption by Busu,
Public Key (. A, Ay) Plaintext M pair (m, o)
Private Key (pq. d) C= Am, +A4,m,°

@ &

Busu sends Ciphertext. C to Along

Fig .2.14 AA3 Encryption [19]

The encryption and Decryption has shown in figuielzand 2.15

Along

@
@ S

Along decrypt the ciphertext, C
with Private key pair (pq. d) and
gets the plaintext M pair, (m;, m;)

Busu sends Ciphertext, C to Along

. ‘

0 =
A
=

Fig. 2.15 AAB Decryption [19]

18



Signcryption

In 1997signcryption [] Technique was proposed byrg. Signcryption
Is PKI basedasymmetric cryptographic method that combines tgeadl
signature and public encryption in single logicéps for providing

secure communication low cost.

e
o]
CONFIDENTIALITY ‘

Signeryption Accomplish

O HO LB AZ0—w

Fig.2.16 Advantage of signcryption accomplish in single tajiste|

Signcryption is pertine for resourcezonstrained devices. Advantage

of signcryption has shown Fure.2 .16.

Requirement Lightweight Encryption in 0T

() Pertinent of deviceto-devices communication
(I Pertinent to lower resource devi

Imperative Application of the lightweight cryptogtac key algorithm allows lowe
energy consumption for end devi. Lightweight cryptography also delivers capa

security

2.4 Summary
loT playsimportant role in day to day lifest\. Various IoT applications improve ti

lifestyle of human in the eal. IoT is enduring from various security atta. 0T
attack divided into 5 types as fellow (1)Physictthek(2) Passive attack(3)Acti
attack (4) Attack on cryptography (5)Routing atti. Lightweight cryptograph
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implies that is implemented resource-constrainedrenment in 10T for encrypting
and decrypts the datd.ightweight symmetric cryptography is more reasae as the
contrast with Public key Cryptography because dilipukey cryptography required
complex calculations for key generations like RSAdaso on Lightweight

Asymmetric cryptography is more secure than Lighdivesymmetric cryptography
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CHAPTER 3

Hardware Equipment

Chapter three discus the hardware equipment tblestad 10T environme. Figure

3.1depicts the types of hardware equipment to sehepdT environmel.

HARDWARE EQUIPMENT
Raspberry Pi
—»
Arduino Duemilanove

Xbee module

L J

Fig.3.1 Types of hardware equipment

3.1 Raspberry Pi

Raspberry Pi (RPi) is a PC w charge card estimate additionally called SBC
includes Ethernet, USB and HDMI interfaces that gare top quality video an

enough ability to run a Linux OS with GUI interfi. Raspberry Pi has three mou

as fellow
« Model A
« Model B
e Model B+

All based in Broadcom BCM2835 SoC that gives a CPU, ,GP&P, SDRAM
and a single USB pc. Table 8 depicts the characterisRaspberry F all three

model
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Fig. 3.2Raspberry F [https://www.raspberrypi.org/mag@sues/MagPi4|

Raspberry | Model A Model b Model B+

Pi Element

SoC Broadcom Broadcom Broadcom
BCM2835 BCM2835 BCM283¢

CPU 700 MHz 700 MHz 700 MHz
ARM11 Family | ARM11 Family | ARM11 Family

GPU Broadcom Broadcom Broadcorr
Video Core IV | Video Core IV | Video Core I\

Memory 256 MB Shared| 512 MB Sharegd512 MB Share

(SDRAM)

USB 20 1 2 4

Video Composite RCA Composite RCA Composite RC/
and HDMI (rev. | and HDMI (rev. | and HDMI (re\.

outputs 13and1.4) |1.3and1.4) |13and1.4)
PAL/NTSC PAL/NTSC PAL/NTSC

Audio 3.5mm jack and| 3.5mm jack and| 3.5mm jack and

outputs HDMI HDMI HDMI

On board SD / MMC SD / MMC MicroSD

storage

Network None 10/100 Mbit/s | 10/100 Mbit/s

Ethernet Etherne
Power 300 mA (1.5W) | 700mA (3.5W) | 600mA (3W

Table &haracteristic Raspberry Pi all three mode.
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3.2 Arduino Duemilanove
Arduino is a microcontroller board that makes covedgle to fabricate a infinity of
DIY ventures with a minimal effort hardwar@able 9 depicts the characteristic of

Arduino Duemilanove

Microcontroller ATmegal68
Operating Voltage SV
Input Voltage 7-12V
Interface USB
Number of Digital 1/0 14
pins

Input pins 6
Flash memory 16 KB
SDRAM 1 KB
EEPROM 512 Bytes
Clock Speed 16 MHz

Table 9 Characteristic of Arduino Duemilanov

3.3 Xbee module

XBee modules offer wireless connectivity giving mteio-point, point-multipoint
and mesh architectures XBee have two major famik&ee and XBee Genius,
any family has distinctive types of antenna withffelent transmission
powerXBee modules are intended to be utilized with Zegyloe IEEE 80214.5

without compatibility one to each othefable 10 depicts the characteristic of

xBee pro

Power supply 3.3V
Data rate 250kbps
Output 60mW
Range 1500m
ADC pins 6x10-bit
Digital 10 pins 8
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Encryption 128 bit

Table 10 characteristic of xBee pro

3.4 Summary

In this chapter discus the different type hardwacgpiipment to set up the loT
environment Raspberry Pi has three Model A, Model B, Model Bfd explain the
characteristic of various hardware equipment likeRaspberry Pi , Arduino

Duemilanove and XBee modules etc
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CHAPTER 4

LITERATURE REVIEW

Chapter four is describe the literature review @i fexisting techniques that are

suitable for encryption and decryption proces®ih ¢énvironment

4.1 Literature

A few kinds of existing techniques that are sugafdr encryption strategy for IoT

both in terms of hardware and software implememtiaind utilized for protecting

data transmission in loT are discussed here

A. Bogdanovet ain [15] Author introduce an ultra-lightweight blodipher that is
appropriate encryption procedure for resource cam&d devicesA present block
cipher is depends on SP network [Bsgsent block cipher gave hardware

productivity. However, utilized when application required dirseturity levels

LyesTouati et alin [17] Author introduce a cooperative ciphertextigy attribute
encryption strategy as an option answers for segurformation when information
exchange over the public network from loT end node=ed the heterogeneous way

of the IoT to make reasonable the utilization o tBP-ABE conspires in an IoT

domain, exchange the task from exceedingly resecmostrained devices to hand
over substantial operations in the CP-ABE planrtoamstrained node§ he primary

thought behind C-CP-ABE is to dispense calculatioih CP-ABE encryption

primitive, the resource—constrained protest candhamer the most devouring
operations to unconstrained hubs of the systdime calculations of CP-ABE
encryptions primitive is transposing from resoucoestrained devices to

unconstrained ones

Ray Beaulieu et aln [18] Author presents a lightweight block ciph&he hardware
implementation of encryption and decryption procesdoT. SIMON and SPECK
provided security on resource constrained devine®T environment Reduce the
circuit size

Prasetyo et alin [19] Author introduce a blowfish algorithm is implemesten

FPGA utilizing VHDL programming languageJtilizing FPGA implementation is
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cheap, simple to execute, reprogrammed and highdspeduce the encryption time,
give more prominent throughput and not influencalavche effect significantly
LyesTouati et alin [20] Author proposed a solution does not include suspens

resulting access grants and revocatiddscard the overhead subsequently of to re-

encryption and renaming attributes and does nagatiolry proxies to accomplish
attribute revocations, dwindle to the negligiblenher of chunk created by the private

key and does not incite any postponemdrite creator proposed a Solution with

impels zero delay and a negligible of produced etekey parts The fundamental

thought behind this arrangement is to gap time mib schedule openings with
variable period, Trusted Attribute Authority hastro rename ascribes keeping in
mind the end goal to disavow them from a few cbeand has not likewise to recover

all private key for all clients each property déniaproduces just lump of the private

key applicable to a attribute

Xuanxia Yao et alin [21] Author proposed a lightweight no-pairing ABE methed

based on elliptic curve cryptographhe security of this strategy depends on ECDDH
set instead of bilinear Diffie-Hellman posit, whidan reduce the data processing
overhead and communication overh&®E procedure design only for one specialist

applications, it is not relevant to Ubiquitous lapplications

Mustafa Nawari et alin [22] proposed a elliptic curve cryptosystem mellow by
programming Spartan3E FPGA kit and analyzed byemginting Elgamla encryption
plan on itlt contribute a similar level of the security tiudher surrogate contribute, it
performs preparing in less time, less memory, leslsulations and less power
utilization. It is applicable for asset compelled gadgets enltif. Equipment usage of
elliptic bend cryptography utilizing FPGA help tHeamework execution and a
considerable measure of ensured than programmeguégn

LyesTouati et aln [23] Author present another procedure to reduces thepleity

and the overhead, and does not require additionstl hode in the systenm batch —

based system that time axis is the separationimtéovals of the similar duration that

is called time slots, policy access to changes épgust between two successive

time slots Trust node passing only the vital attribute reggiichunks every time slot

to grant a thing to update its private ke§trategy has required synchronization
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between all things in the systethdoesn't necessary to re-encrypt data evenpaté
policy change Batch- Based CP-ABE with Attribute Revocations ki@aism

utilizing time slots idea

T. Yalgin et al.in [24] Author proposed ECDSA for encryption and decryption

process in loT utilizing elliptic curve and digitaignature algorithmECDAS motor
is implemented an intellectual property (IP) in B30 nm prepare This hardware

encryption and decryption strategy

LyesTouati et ain[25] Author present KP-ABE scheme to utilize the commpumti
power and storage capacity limit of cloud served anust node for doing
computations

NouhaOualha et ain [26] Author present CP-ABE construction utilizing effiget

pre-computation methodg he key idea driving pre-computation method ispte-
compute and store sets pair gathered with commemigrbitant cryptographic

operation Pre-computation techniques based on the generiter preprocessing

algorithms of the generator are executed by thdwee devices or trusted authority
The pre-computation method reduces the cost of BE-Ancryption, pre-calculation

procedure utilized less calculation and less endrgin than original schema
YijunMaoa et al in [27] proposed a new FSFIBE procedure to engunformation
transmission in loT FSFIBE method is secure in the full model withoahdom
oracles FSFIBE method has tight security reduction andastant size of public
parameters O (IFSFIBE procedure gave the property of error-tolegaresistancdt

is more related for securing lIoT communications

Fagen Li et aln[28] Author propose a heterogeneous ring signcryptieacgadure for
secure communication from resource constrainedcdsvio a server over public
system The heterogeneous ring signcryption system deckgader in IBC
environment to send a message to a receiver iRidledomain The strategy at the
same time obtains confidentiality, integrity, auttieation, non-repudiation and
anonymity in a sensible single step

Kun-Lin Tsai et alin [29] Author proposed the third party based multi-keyhexme

protocol and utilize elliptic curve encryption awmi@cryption Secure against five
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assaults (Replay assault, Eavesdropping assauliwikikey assault, Impersonation

assault, Forgery assault)

Syed Farid Syed Adnan et.ah [30] Author introduce an examination of lightweight

asymmetric encryption, the AA(AA-Beta).That might be practically in 10T99%

change on encryption time and change of 94% onydgon time for 2048-bit

primes

Hague-Chung et alin [31] Author present a protocol

for low power and low

speciation devices communicate utilizing client gntevices through gateway and

certificate authority This protocol gives insurance shape re-use assadltcenter

assault

Ref | Techniques Used pros cons

No

[15] | SP-network Hardware efficiency Implemented in hardware
single 4-bit to 4-bit Moderate security levels
S-box

[171 | C-CP Attribute- Feasible Trusted unconstrained
based Encryption | Efficiently nodes in its neighborhood

Security

[18] | SIMON AND Reduce circuit size Implemented in hardware
SPECK
ALGORITHMS
SIMPLE round
functions
XOR ,AND, Not

(191 | BLOWFISH Reduce total encryption | Costly. Required hardware
ALORITHM on time
FPGA

[20] | Efficient CP- Reduces the complexity | Not required extra trust
ABE/Key and The overhead nodes
Management

[21]

No-pairing ABE

Reduce the processing

Not pertiieibiquitous
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technique based on overhead And loT applications

elliptic Curve communication Overhead
cryptograph
[221 | FPGA based Less memory Costly. Required hardware
Implementation of | | ess computations,
elliptic curve Security
Cryptography

[23] | Batch-BASED CP-| policy access changes Need synchronization
ABE with Attribute | occur only between two

Revocations successive time slats

[24] | Elliptic curve Intellectual property (IP)in Costly
digital signature a 180 nm process SUTIABLE FOR
algorithm Dual-port memory support HARDWARE

IMPLAMATIONS

[25] | KP -ABE and Complex operations Each resource constrain
cloud servers and | of the encryption and device contain at least tw
resource decryption process pass tarusted unconstraing
constrained node | trusted unconstrained devices in its neighborhoo

assistant nodes and a cloud

server

[26] | Pre-computation | Encryption does not
techniques using | require scalar point Storage
ECC multiplications

less energy consuming

[271 | Fuzzy identity- Secure in the full model | Enlarge Key size

based encryption | without random oracles

[28] | Heterogeneous ring Confidentiality, Integrity, | Bilinear pairings

signcryption Authentication
technique
[29] | Multi-Key Achieves fully mutual Overhead increasing
Exchange authentication
Protocol Using security level
ECC and performance are higher
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[30] | Lightweight AAB 99% change on encryptigrSuitable for some
Encryption Scheme time and change of 94% orapplications
decryption time for 2048

bit primes

[31] | CA and gateway safe, and it protects the réviutually safe procedure,
use attack and middle

attack

TABLE 11. COMPARISON BETWEEN RELATED WORKS

4.2 Summary
Some techniques reduce the complexity overheadsame: reduce the processing overhead

and communication overheaBome of the techniques used trust nodes in ighberhood

for doing computation operation of constrained Besi When implemented encryption and
decryption technique in terms of hardware compatatis fast but chip size increasing and in

terms of a software implemented computations & $lat required small code sizBome of

the technique is provided more security but perforoe is less and cost is high
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CHAPTER 5

Proposed Solution
In this solution is to design intelligent gatewaythwmnotarization security system for
execution encryption and decryption strategiegrmtof software implementation for
class-0 devices In this arrangement intelligent gateway which emdalata
aggregation and filtering of dat&otarization security component set up the trust
third party for generating the public and privags kor encryption and decryption for
class-0 devicesProposed solution is pertinent for small scaléliegpons in 10T like
smart school, rural management systems etc
5.1 Proposed IoT Security architecture
Figure 5.1 has shown Proposed loT security arduoitecfor IoT. Proposed

architecture partition into four layers as fellow

. Physical layer,
. Commutation layer,
. Data collaboration management layer,
. Application layer
APPLICATIONS LAYER loT APPLICATIONS

loT APPLICATIONS

"

DATA COLLABOORATION MANAGEMENT

v v
COMMUNICATION [ aGI13G176G [ | WIRFD lnam:wnrq |
LAYER

SHORT —=RANGE COMMUNICATION

I I S ,

INTELLIGENT GATEWAY I NOTARIZATION 1

e — |

PHYSICAL [ p.cAPABLE DEVICES | | CLASS-0 DEVICES |

LAYER RFID TAG PHYSICAL THINGS

Fig. 5.1 Proposed IoT Security Architecture
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Physical layer

The first layer is physical layer (also called petcal layer ) is in charge of assem
data for each things(object) and consist of comstth devices and unconstrair
devices

Intelligent Gateway

Intelligent gateway [] perform an operation likegaggation, filtering of data €. data
collected from the various heterogeneous nodesT. This data is collected k
constrained devices like sensor’'s and passes tmtlligent gateway to perform ¢
operation of data aggregation and data filte.

NOTARIZATION

Notarization intends to set up trust third partychrenism for encryption and decrypti
process for information gathered by the physicgkelaand keyadministration functior.
Notarization mechanism performs all complex operatof encryption and decryptic

processFigure 5.2epicts the notarization mechan.

Notarization Architecture

ENCRYPTION AND DECRYPTION
LAYER

¥
SIGNATURE GENERATIONS

LAYER

Fig. 5.2 Notarization Architecture
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Notarization mechanism architecture divides into tlayers The first layer is
encryption and decryption layer which responsilde generating the public and
private key for encrypt and decrypt the data gaithdxy the physical layer and consist
of lightweight encryption and decryption algorithnihe second layer is signature
generation layer that is in charge of producingdiuital signature for purpose of data
integrity.

Communication layer

The Communication layer that is capable of trantimgjtthe data assembly from the
physical layer While the transmission media like as 4G,3G,2Geless, wired, fiber-
optic, short range communications for commutathreggdata over a public network
Data collaboration management layer

Data collaboration management layer is managing dairage and databadeata
collaboration management layer handle the all dsmloperations like data storage
and data base management systems etc

5.2 Proposed Approached

The proposed solution utilized AES 128 bit lightglgi symmetric encryption and
decryption system to Encrypting and decryptingdhta gathered by the constrained

and unconstrained devices used in lIoT environment

[}

Encrvpe M

" Pubdc
O 0 Inteligent N
00 ! !‘! Collect| Gateway Feq A s L
- D"-:-' b [ NOTARIZATION .
DO Nodes Reply with ek
Decrypt

ek=Encryption process
dk=Decryption
M/ w=Metwork
Req=Request
M= Message

Recerrer

Fig. 5.3 Proposed Approached
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ECC-160 bit lightweight asymmetric encryption aretiyption strategy utilized for a
reason for producing the digital signature for ggzinformation respectabilityFigure
5.3 depicts the working of the proposed approackmethis approach data is collected
by an intelligent gateway for performing data camgération operation for aggregate
the data come from various heterogeneous nodearikimtion mechanism generating
encryption key ek and send to the client for enctlyp collected data and send over a

public network.

Lightweight Pros cons
Encryption Parameter | Technique
And

Decryption
Lightweight attribute- | Communicati | No-pairing | Execution Flexibility in revoking
based encryptuon for the | 4 overhead ABE efficiency. to attribute
Internet of Things.[21]

Computationa Schema | | Generality

| overhead based on | ¢ommunication .

Scalability.
ECC cost

C-cp-abe:  CooperativeReduce  the Third party | Less energy Require unconstrained
ciphertext policy| Induced feasible the| consuming than| node in its neighborhood

overhead at
attribute-based encryption ! implementa| the original CP-

resource
for the internet of Thing$ .onstrained tion of CP- | ABE Schema
[17]. devices ABE
Batch-Based CP-ABE | Traffic Batch- Does not require Cause of delay
with attribute revocation Based CP-| re-encrypting
mechanism for the ABE data every
internet of Things [23] attribute policy

change
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A

Lightweight Attribute- Energy Pre Feasible Storage
Based Encryption for th | saving computatio | implementatior
Internet of Things [26] n of CP-ABE
Collaborative KPABE for Computing | Used cloud| Heavy operatiol| Require at least tw
cloud-based internet of | power server | of encryption | trysted un constrained
things[25] Storage Trusted | and decryptiol

capacities assistant | done by turst ui

node constrained an
cloud server

Secure and efficient data | Confidential | Heterogene Avow sender ir | Not suitable for large
transmission in the ity ousring | the IBC scale network
Internet of Things|] Integrity signcryptio | environment to

Authenticati n send a messa

on to a receiverir

Computatio the PKI domai

n time
lightweight AAB Flexibility AAB 99% change on | Suitable for only,
encryption scheme]] Scalability | encryption | "cYPtion  time | embedded devices th

and and change of 94% | g\ pport Linux real time
on decryption time ,
decryption operating system

for 2048-bit primes

A

Table 12compressive study with parameter

Notarization also generating the decryption keydecrypts the data and send to the rece

(laptop, server Smartphol. A sender is comprised of resoummaastrained devices that ¢

not skilled for computation or store. In Our Proposed Approacheast compare a few

lightweight encryption techniques that are pertinienloT. A table 12 shows few

lightweight encryption techniques compressive stwdli paramete.

Parameter
v !
Generality CIA Trusted

unconstrained nodes
in its neighborhood

'

Fig. 5.4 Considered parameter ippeoposed approach
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PLAIN TEXT

L 4

AFS 128 bit for Generate encryption and decrvtpion key

-

Encryption Key ek used by sender
Decryption key dk used by Recevier

-

After encryption and decryption key genration
attached the digital signature

k4

Then send over the public netwrok

!

Decrypted process used the dk keyv for decryption
Decrvpted process used the public key for signature verfiy

+

- Stop I

Fig. 3=low diagram
Proposed Technique Steps for encryption and decryjan process

In this technique consider two phase use FiguBeepicts

PROPOSED TECHNIQUE PHASE

ENCRYFTION AND DECRYFTION DIGITAL SIGNATURE

AES 128 hit ECC 160 bit

Fig. 5.6 Proposed Technique Phase
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First phase consider the AES 128 bit encryptiondeatyption process for generating

key for encrypted and decrypted dagecond phase consider the digital signature

generation

Stepl  Denvethesetof round keys from the ciphe
key.

Mepd  Tnitalze the tate amay with the block dat
(plainfexs),

Mepd Addthe inital ound key to the strting stae
amay,

| Perform nine tounds of sate manipulation
step 4

Sepd  Perform the tenth and final ound of state
manpulation.

Mep 6 Copythe final sate aray ot as the

encwted (afa,

Fig .5.7 Encryption steps
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Step 1 Initial decryption round:
XorRoundKey
[nvShifiRows

[nvSubBytes

Step 2 Perform nine full decryption rounds:

XorRoundKey
InvMixColumns
[nvShiftRows

[nvSubBytes

Step 3 Perform final XorRoundKey

Fig .5.7 Decryption steps
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The first part of the DSA algorithm is the public key and private key
generation using ECC 160 bit algorithm

The second part of the DSA algorithm is the signature generation
and signature verification

Signature generation and Verification

I !
Sender Recemver

Signature generation by Receiver must know the sender
ECC 160 bt public key generate by the ECC

160 bit for venfication process.

Fig. 5.8 digital signature process step
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5.3 Summary

Solution is to design intelligent gateway with natation security system for
execution encryption and decryption strategiegimtof software implementation for
class-0 devicedNotarization security component set up the trioistitparty for
generating the public and private key for encrypaod decryption for class-0

devices Proposed Approached first compare a few lightwiesgitryption techniques

that are pertinent in QT
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CHAPTER 6

Implementation and Resuitnalysis

We implemented notarization strategy utilizing javaicro edition software
development kit that gives the adaptable conditionan application running on

resource-constrained devices in IoT

Encrypted data send

|
N 3
DUMMY NODES T N .
N E 0 END THE
oo T DECRYPTIONKEY
o L ek AND SIGNATURE
L L L A VERIFCATION
: R KEY FOR
c | Rea | ERCEVER DECRYPTIO
N PROCESS
. E ———— Z AND
- SIGNATURE
Lo N A VERIFCATIO
T 3"
G I
A 0
T N RECEIVER
E (LAPTOP,
SMART
w PHONE)
A
i

Fig.6.1 Block diagram of our Implementation progbsechnique.
In our experiment, we outline two dummy and onetarasode and the server node

Master node gathered the aggregated informatiom fan intelligent gateway and

produces the key for encryption and decoding aeditpital signature for enhancing
the security in 0T environmenmMaster node sends the decryption key to the server
for decoded dataBlock diagram of our Implementation proposed téghe@ has

shown in figure 6.1.
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6.1 ResultAnalysis
Table 13 present the comparison parameter of variousekefiange techniqueand

our proposed hybrid encryption and decryption usinganpatior. Figure 6.2 has

shown theencryption and decryption time proposby ourtechniqu.

Proposed Techniqu Encryption time Decryption time

HEDUN 433 ms 437ms

Table B encryption anddecryption time of HEDUN technique in milliseconc

HEDUN

438

437

436

435
TIME M5
434

B HEUN

433 - B HDUN

432 -

431 -

1

DATA SIZE (72 biT)

Fig. 6.2 Proposed HEDUN timasing notarizatio

Table 14 has shown encryption time and decryptiare tin ms of RSA usin
notarization In this experiment we have using non lightweightrgption anc
decryption technique using R.. And compare with our proposed technique u:

lightweight AES 128 bit for encryption and decrgpti and ECC 160 bit fc
generating digital signature and see the time miffee between our propos
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techniqgue and RSA using notarization mechanisigure 6.3 depicts the time

difference

Cryptography algorithm Encryption time Decryptime
RSA 512 bit 1970 ms 2650 ms
RSA 1024 bit 2415 ms 2997 ms
RSA 2048 bit 4025 ms 4835ms

Table 14 Encryption time and decryption time in@h&SA using notarization

6000

5000

4000

TIME ms 3000

M RSA encryption

B RSA decryption
2000

1000 -

512 1024 2048

Key sie in bits

Fig. 6.3 time difference of RSA using notarization
Table 15 has shown encryption time and decryptiare tin ms of IBE using
notarization mechanisnin this experiment we have using encryption anctyjgion
technique IBE using the RSA 2048 bit for encryptabecryption process used by
notarization for generating the keAnd compare with our proposed technique see the
time difference between our proposed technique BR®A using notarization

mechanismFigure 6.4 depicts the time difference
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IBE using RSA 2048 Encryption time Decryptionmé
IBE 2890 ms 2967 ms

Table 15 has shown encryption time and decryptionimme in ms of IBE using

notarization mechanism

2980

2960

2940

2920

TIME ms .
2900 M |BE encryption
M IBE decryption

2880 -

2860 -

2840 - ; : ; !

IBE using RSA
1024
Fig .6.4 Time difference of RSA using notarization
Comparison Parameter Touati[17] Xuanxia[2[L] HEDUNjpbsed]

Trusted unconstrained nodes in itsYes No No
neighborhood
Single authority application No Yes No
Computation Time Low Low Moderate
CIA confidentiality | confidentiality | Confidentiality/Integrity
Cryptographic types for key Asymmetric | Asymmetric | Symmetric type
generations type type

Table 16 Comparison table of exisg and proposed approaches

Table 16 presents the comparison of existing armpgeed approaches against

numerous parameters such computation time, tragirfand cryptographic needs
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6.2 Summary

In this chapter perform a experimentally analydia proposed approached and RSA
encryption and decryption and IBE encryption andrgation technique using
notarization mechanism and See the time take rigyyption and decryption process
and comparison of existing and proposed appr@aabainst numerous parameters

such computation time, trust factor and cryptogiapkeeds
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CHAPTER 7

Conclusions and Future work
Chapter seven concluded the thesis and discussee fmork related to this proposed
approachedSection seven is isolated into three sectionaityticontain conclusion of
the thesis and last section clarify the future wemkl.
7.1 Conclusions
The aim of this thesis is identify the various hghight encryption and decryption
techniques and perform an experimentally analysighis thesis mainly focused on
the different lightweight encryption and decryptitathnique used in 10T for secure
data transmission and enhance the security of lloThis thesis, explained various
security attack and importance of IoT in a day &y.dEvery technique has some
advantages and disadvantage in.I8®dme technique required more storage space but
less computation vice versdn this thesis compare research status of various
lightweight encryption and decryption in loConventional internet is different form
loT, conventional internet is rich in its power sasce, memory, storage etthere
loT is less power, memory, and storagethesis is tried to find the best lightweight

encryption and decryption using the notarizatiorcina@ism In this thesis proposed a
security mechanism using third party trust for tth@ complex operation of encryption
and decryption process for key generation and coengb@ encryption and decryption
time of RSA encryption and decryption and IBE ngshotarization mechanism and
compare with our proposed technique and alsohdadmparative study of exiting
lightweight encryption technique that are sudgalor I0T.

7.2 Future work

In this thesis we try to find the best encryptand decryption technique that
required less time for encryption and decrypiionloT. In our proposed technique
required to improve the encryption and decryptiaretthat may practical suitable for

loT. Identify vulnerabilities in the proposed technicgieategy and discover answers

for them before usage
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Hopefully this research work can providing the ibadea of encryption and

decryption techniques that are used in IoT andejine for the research related to

encryption and decryption in 10T
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