Security and Privacy Mechanism in loT

Project Report submitted in partial fulfillmenttbie requirement
for the degree of

Master of Technology
in
Computer Science & Engineering

under the Supervision of

Dr. Vivek Sehgal
By

Mukesh Sharma, Roll No. 152205

.M

.'luii:
Jaypee University of Information Technology

Waknaghat, Solan — 173234, Himachal Pradesh



Certificate

This is to certify that synopsis report entitl&ecurity and Privacy Mechanism in
10T”, submitted byMr. Mukesh Sharmain partial fulfilment for the award of degree of
Master of Technology in Computer Science & Engimeprto Jaypee University of
Information Technology, Waknaghat, Solan has leade under my supervision.

This report has not been submitted partially olyftd any other University or Institute
for the award of this or any other degree or didom

Date: 2" June.2017 Dr. Vivek Sehgal

Associate Professor

Department of Information Technology

JUIT Solan H.P.



Acknowledgement

| earnestly wish to express my heartfelt thanks ansense of gratitude to my guide
“Dr. Vivek Sehgal” Associate Professor, Information Technology Departinfor his
valuable guidance and constant inspiration in pregathis report. My frequent
interactions with him in all aspects of the repariting have been a great learning

experience for me. | shall always cherish his supgad encouragement.

| wish to express my gratitude and high regarddrtoPardeep Kumar M. Tech
Coordinator of CSE department, JUIT.

Last but not the least, | heartily appreciate fadise people who have helped me
directly or indirectly in making these task a swgscdn this context, | would like to thank
all the other staff members, both teaching andteaching. My friends were always very

helpful to me. They were always there for me whenéweeded their support

Date: 2" June.2017 Mukesh Sharma
152205



Table of Contents

Certificate
Acknowledgement
List of contents
List of abbreviations
List of Figures
List of Table
Abstract
Chapter 1: Introduction
1.1. Introduction
1.1.1. Network Layers of 0T Architecture
1.2. Problem Statement
1.3. Objectives
1.4.0Outline
Chapter 2: Literature Survey
2.1. Literature Survey
Chapter 3: Security
3.1.10T Security Concepts
3.2. Security Architecture of loT
3.2.1.Off-line 10T architecture
3.2.2. On-line 10T architecture
3.3. Security Challenges in l1oT
3.4. Characteristicef the Internet of Things
3.5. Why loT Security is Necessary
3.6. Various Attack on loT network
3.7. What is Cryptography
3.8. Lightweight cryptography for loT
3.8.1. Type’s Lightweight cryptography
3.9. Comparison Different Classical Encryption Technique

Vi
vii

viii

16
17
17

19
20

21
21
23
25
25

29



Chapter 4: Privacy
4.1.Privacy Threats
4.2.Privacy Preserving Solutions
Chapter 5: Outline of Proposed Solution
5.1. Proposed Model for 10T
5.2. Proposed Approach
Chapter 6: Result Analysis
Chapter 7: Conclusion
7.1. Conclusion
7.2.7.2 Future Scopes
References

31
32

35
37
39

43
44
45



Abbreviation and Symbols

loT Internet of thing

RFID Radio-frequency identification

DTLS Datagram Transport Layer Security

TLS Transport Layer Security

LLN Low-power and Lossy Network

E2E End-to-End.

CoAP Constrained Application Protocol

CN Constrained Network

UCN Unconstrained Network

M2M Machine to Machine

CP-ABE Cipher text-Policy Attribute-Based Encigp
ABE Attribute-Based Encryption

KP-ABE Key-Policy Attribute-Based Encryption
IBE-ECC Identity Based Encryption- Elliptic Cur@yptography
SRI Socially Responsible Investing

NIST National Institute of Standards and Techgwyl
RBAC Role Base Access Control

ABE Attribute-Based Encryption

KP-ABE Key-Policy Attribute-Based Encryption
CP-ABE Cipher content Policy Attribute-Based Byption
C-CP-ABE Cooperative Cipher text Policy Attribitased Encryption

FSFIBE Fully secure fuzzy identity-based endoypt



List of Figures

Title
Figure 1.1 Technology roadmap: the Internet of §hin
Figure 1.2 10T Network Architecture Layers by Cisco
Figure-3.1 Off-line architecture for 10T
Figure 3.2 On-line loT architecture
Figure 3.3- Encryption/decryption system
Figure 3.4- Private-key system
Figure 3.5- Public-key system
Figure 3.6 Symmetric Encryption Model
Figure 3.7 AES Encryption and Decryption
Figure 5.1- Proposed Solution model for 0T
Figure 5.2- Proposed Approach for the scenario
Figure 6.1 Time taken by AES in loT
Figure 6.2 Time taken by RSA in loT
Figure 6.3 Time taken by ECC in IoT

Figure 6.4 Comparison of Time taken different tegha in 10T

Page No.

17
18
24
24
24
26
27
36
37
39
40
41
41

vi



List of Table

Title Page No.
Table 3.1 Characteristics of the Internet of Things 20
Table 3.2 Information gathering attacks 21
Table 3.3 Information Imitation attacks 22
Table 3.4 Channel blocking attacks 22
Table 3.5 Attack on Privacy 23
Table 3.6-Comparison Different Classical Encrypfi@thnique 30

Table 6.1 Comparison between different techniques 42

Vii



Abstract

0T is a new platform for connection smart devigeshe network. It is domain
where objects and people are associated, and riddy information over the connection
using embedded sensofBhe key thought of the Internet of Things is linkkeedded
devices to everyday objects to make them shrewdcelevAs large devices are
connecting day by day into a network, huge amodirdata is also generate®o the
success of 10T is strongly depends upon the sgcamid privacy.In this thesis we have
discuss about the 10T security, also discuss tloeir®g architecture of 10T which further
categorized in two types i.e. off -line architeetand On-line architecture and listed

various attacks in 10T which distort the normaldtianing of the IoT architectures.

In the case of 10T there are various key challeragesompared to the traditional
network model. So the traditional technique of siégwand privacy problems that were

initially intended for the Internet will not funcin because these solutions require a huge
guantity of resources and energy, which constradedces most likely do not possess
So there is need to upgrade the implementationgrkeso cop up security and privacy

challenges in the laT

In this thesis we have proposed a model for a smewé country security from
terrorist, trying to enter in the country from berd Here we need to increase the
security by establishing the Long Range Body HeeteBxor with 10T devicesThese
sensors detect the human Body heat and pass trenation to the loT device which is
connected with the sensor. In this scenario we hesesl the technique i.e. IBE-ECC
which provide the security and privacy to the modetause this approach use trusted
third party called Private key Generator which gateeprivate key and public key. This
technigue secures the information by using ECCadsad provides privacy using central
authority. This technique provides privacy, confitially, availability, authentication,

authorization, etc.

viii



CHAPTER 1

INTRODUCTION

1.1 Introduction

Kevin Ashton present the term Internet of Thingsha year 1999 for supply chain
management [1]But now days it changing the worldAs the measure of devices
diminishing day by dayThis interesting idea called Internet of Thingsagiming every

one of the device or Things associated throughtrémditional network with the world

IoT is a domain where objects and people are as®akiand they trade information over

the connection using embedded sensors like cadersp lights, Indoor regulators,
Wearable gadgets [2] and more apparatuses assbuidtethe 10T It is evaluated that
the quantity of 10T gadget associated in the sysgemore than 50 billion by 2020 he
key thought of the Internet of Things is link embed devices to everyday objects to
make them shrewd devices [Jhese shrewd devices associated with the inteniiéte
exceptionally identifiable and furthermore readysfmeak with each other and external
world toa These devices require the capacity to Collectc€s® and Transmit datéhis

is conceivable through the utilization and joiniofjexisting technologies like Mobile

technology, Smart sensor network, near field comoation, Internet and so on by
consolidating these technologies into the system

IoT environment will be comprised of large hetenoggus devicesBecause of the
heterogeneous nature of the IoT environment, nigha few devices are constrained in
nature Constrained devices are devices that may shapensyswhich have low
throughput and a high probability of packet lo$éis is because constrained devices

have limited processing bandwidth, memory, powegrabdities [4]} That is the reason

general answers for security and privacy issues wWexe initially intended for the
Internet won't work in light of the fact that thesalutions require a tremendous amount

of resources and energy, which constrained deyia@sability don't have



As per the SRI Counseling Business Knowledge, ldThe create with integration

of software and advanced sensors as appeared ifigthre 1, this procedure can be

isolated into 4 phases [5]

1) Supply-Chain Helpers based on RFID technologynarement checking and
sorting things to enhance co-ordinations speedessgn misfortunes

2) Vertical-Market Applications created for the enté&ps to diminish working

costs, for example, observing, transportation, siedi services, security and
other vertical applications

3) Ubiquitous positioning it finds individuals and eyéay objects in the region

4) Physical World web, it remotely controls and serfae®ff items by methods for

scaling down, less power utilization
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i |
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Figure 11 Technology roadmap: the Internet of Things [5]



1.1.1.Network Layers of IoT Architecture

There are many existing security technologies amangements can be oil in
network architecture, particularly server farm acdayers and over the core, there are
diverse difficulties in the 10T spac&he way of the end-points and the acceleratedize
total require unique thought in the general engingeo hold these difficultiesThe loT
architecture is made out of four layers; some aentified with those depicted in

standard network architectures.[6]

Data Center Compuling, Storage
Networking
Data Center Cloud . . . . . Cloud Computing
Application Hosting Services/Apps Dealivery Suppont
Managemant Cisco's Apps
Core
IP/MPLS, QoS, Multicast, . Mobility and Infrastructure
Security, Network Services, Routing,
Mobile Packet Core Distributed Data Center/
Fog
~ Sarvice Delivary Support

Saralag Caontral

Multi-Service

Eng Conreiation Edgﬂ‘ Router/AP, Fﬂg

_ Computing/Storage,
JIG/AG/LTE/WIFi Data Mgmt.
Ethemet/PLC Control LGQ'C

ﬁ w\ Industrial Ethernat
Embedded Systems
and Sensors

smart and less smart
things, vehicles, machines

Rich (mobile) clients,
Edge Stack, Rouling,
QoS, CAC

Wired or Wireless

Figure 12 loT Network Architecture Layers by Cisco

A. Embedded Systems Layer
The main layer of the IoT configuration is contaigpiembedded systems,
sensors and actuatorsThese are small devices, with different working
framework, memory, CPU type et@n expansive part of these things are

depended upon to be modest, single-function deweils direct framework



accessibility, such as a weight or temperatures€b$. These devices could be
in remote or out of reach territories where humardtance or setup is for all
intents and purposes inconceivable

Since the method for sensors is to such a degrdbetpoint that they are
embedded in what they are recognizing none carurgicanother workplace,
school improvement wander or recuperating focus revhithese sensors are

familiar in the midst of the advancement arrangeéhwgollect and monitor
information and factsStrategies must be taken to ensure the authgntitdata,
path from the sensor to the collect and system dmtvthe basic foundations of

the devices

. Multi-Service Edge Layer
The capriciousness in the limits of end-point gaslgeand their

conceivably over the top numbers highlight the clemgnt of the multi-service

edge in the IoT architectur&@he multi-service edge is multi-module based both

wireless and wired networkn fact, even inside those two orders, this layeist
bolster various distinctive traditions, such as &l 4G, to contain a Varity of

end-core interestsThe traditions used by these devices might note hany
certain security capacitiedt is basic for security administrations to gudean
these inalienable uncertain endpoif@s This layer must be standard to scale to

meet development requiremeni$ie segments and administrations offered inside
one module ought to be near so that additional hesdcan be incorporated a

constrained capacity to center time

. Core Network Layer
The design of the core network layer is identifiedh the architecture

utilized as a part of conventional networkhis layer gives ways to trade and

convey information and system data between varsolissystemsThe principle



distinction among IoT and customary center laysrgraffic profile The loT
information and activity might be distinctiv€ecurity administrations at the core
network guarantee that the loT framework all in akhd have been prepared to

ensure against dangers like eavesdropping, spoaépty attack etc

D. Data Center /Cloud Layer
The architecture of the data center/cloud netwaykl is likewise like the
architectures that are utilized as a part of cuatgmetworks This layer oversee
applications that are giving administrations andiéal with the end-to-end IoT
architecture Likewise, security benefits in the data centeudisystem are basic
in guaranteeing that the IoT framework all in adishbeen solidified to ensure

against threats like transaction replays, Deni&@ervice and so on

1.2 Problem Statement

With the proliferation of 10T devices, the intejom of these devices into the
standard Internet introduces several security ainvdq@y challengesAs IoT devices are
constrained devices, they have less resourcesnii&mory, processing and power as
compare to the traditional deicéBhat's why universal solutions to security and/gcy
problems that were initially intended for the Imet will not function because these
solutions require a huge quantity of resources emergy, which constrained devices
most likely do not possesSo there is need to upgrade the implementatiosgue to
cop up security and privacy challenges in the lIoT

The fields of network administration, corresponadendiguring, communications,

computing, process, equipment and programming helange the method for
individuals, shrewd items, system connect and exghaataThe Internet of Things will
fuel the accomplishment of this new interconnecitexntid. This system unequivocally
depends upon the security and protection of InteafeThings, and in addition the
sensitive information winded [4]n spite of the fact that these innovations addgily

offer numerous abilities like the development oliipgnent and programming many-

5



sided quality, and also the presence of worldwide tg, increment the weakness to

security attacks

1.3 Objectives

The aim of the thesis is to provide the securitg anvacy to the loT devices
Because the success of 10T is depends on the seand privacy onlyIn this thesis a
scenario is of county security has been taken toirsethe country boarders from the
terrorist So this application required more security and/gmy. This thesis contain
security model to protect the communication betwten 0T devices and the master
node This model also protects the 10T privacy informaatiThe criteria of the designs

are as follow:
1) Security
2) Resilience to attacks
3) Authentication
4) Privacy protection

5) Low cost

1.4 Outline

The structure of this thesis is as follow€hapter 2 presents relevant background
information about Information Security and privagy IoT. Chapter 3 presents the
detailed information Security in IoT, like issuesharacteristic, various attacks, and
cryptographic techniqguehapter 4 presents information about the privacthe 10T
Chapter 5 presents the methodology and proposemag®es to overcome the security

and privacy in loT Chapter 6 presents the results and analysis opmposed model

Chapter 7 draws the conclusion of the thesis anadwork



CHAPTER 2

LITERATURE SURVEY

2.1 Literature Survey

Compact smart devices create a main part of Interih€hings The integration of these

smart things into the normal Internet introducesesa security, privacy and trust

challenges because the majority of Internet tecdmes were not designed to support
IoT. And also the success of these devices fully dependthe security and privacy of
IoT. In this section, give an introduction to the vedity and survey of the challenges

in loT.

Nia, A. M. et al. in [6] Explore and address the threats which can lea@gptwit the
IoT. And also introduce two emerging security challengeat can be exploited by the
attacker are Exponential increase in the numbewesk links and Unexpected uses of

data

Brachmann et al in [7] The security conventions like TLS or DTLS fruitfial Internet
yet it doesn't imply that same security level can dccomplished in the event of
interconnecting the internet with the Low-power &odsy Network E2E security in 10T

is not unimportant, on account of numerous condaévase situations like: CoAP/CoAP,
DTLS/DTLS and HTTP/CoAP, TLS/DTLS interceded by BB&® that have diverse

requirements and limitationsThey additionally concede that having a safe E2E

association between two end has just keep a peat@ctrrespondence channel, the LLN
can even now be vulnerable against asset utilizaflooding, replay and amplification

assaults, since the 6LBR ordinarily does not acdisimany validation

Bonetto et al in [8] they outline the utilization cases and down toleadses relating to

secure communications catching into record the eoton stack desigrAlso, propose a



lightweight technique to fabricate a end-to-endusecchannel, requiring negligible

inclusion of constrained loT gadgets, while keepatigconvention operations unaltered

inside the UCN This is accomplished through the change of a @orof the means

consolidated with channel foundation to a trusteGateway

Al Alkeem et al. in [9] they propose three different security levels delpenon the
sensors location on the wearable systPatients use a wearable device which measures
body activities and converts the body signals tmesin order to be understood by a
human Such information is reflected in classificationtrra The information which is
classified as restricted, can apply intermediateursly level such as mutual
authentication and exact location of patienthe authentication part can be achieved
using a PIN code with a biometric tokef successful authentication, role base access
control (RBAC) can be considered in which permissiare combined with roles, and

users made members of certain roles for patieats! tecords

Harris et al. in [10] This paper displayed Lamina, a versatile framewiidkt setup
protection and security for client gadget cooperatin broad daylight 0T space#
incorporates an out-of-band, cloud based enlistrframework where keying material is
traded between the client gadget and the covetesh dpT space Once the keying

material is traded, Crypto CoP-based encryptionMAE address cycling are utilized on

the client gadget to secure outsiders can't geafaridata about the client that is imparted
to the 10T spaceLamina additionally ensure the general populat@ihspace can gather
enough recognizing data in regards to clients tsang the space to give Targeted data

and administrations while as yet securing the tBadentities

Chen et al in [11] There is an immense interest for security arrangésnélence, the

proposed SGA could give a shared confirmation corepg and maintain a strategic

distance from the key speculating assault, the iogptible on-line key speculating

assault, the information security and hand-off aésd@he SGA proposed in this paper

meets the center security prerequisites of the Macko Machine service layeifo



guarantee each shrewd gadget can safely speakeatth other, the security passage

application incorporates the Lightweight Symmetk@y Cryptographic assertion

Function, Secure End-to-End and Machine-to-macKeyeExchange

Arseni et al. in [12] The proposed architecture design tries to finisisteg testing
stages and to enable developers to have a supetlore of what is the execution of their
calculations on a few sorts of stages, with thel gbat they can make changes in

accordance with get the most elevated amount ofirggcthat the algorithm can
guarantee Additionally, the tried permits the testing of atghm coordinated
straightforwardly in hardware, while having theelikood for parallel testing on the

staying base architectutes

Olivier et al. in [13] they gave another design various programming soéwlafined
networking controllers in equivalent cooperatidikewise proposed a design which is
versatile with different SDN domairin every space, systems with or without structure
and every controller is responsible just for itandn. The communications between
domain is made with fitting controllers called BerdControllers In the event of
disappointment these edge controllers need to wiorknother circulated connection
keeping in mind the end goal to ensure the autonomgvery domain They select
architecture which ensures the security of the wsystem with the idea of lattice of

security implanted in every controller to anticpaissaults

Evans et al in [14] In this paper an information labeling for oversegmivacy in 0T is
proposed This method taken from the information charactegz Information Flow

Control organize occasions can be labeled withouariprivacy property such labels

enable the framework to reason about the clainisfofmation and ensure the privacy of
people Misusing labeling inside obliged sensor hubs may he an appropriate

arrangement by reason of labels might be excegsivehense with deference, making it

impossible to the information size and sensitivitythis way they create an intemperate

overheadFor this situation it is not appropriate for loT



Wang et al in [15] In this paper dissects the lead of the two notdwodorts of
Attribute-Based Encryption (ABE): Key-Policy Attule-Based Encryption (KP-ABE)
and Cipher content Policy Attribute-Based Encrypti(CP-ABE) Simulations are
carried on deferent classes of cell phones, inotydh portable workstation and an
advanced cell, so as to build up under what cam@tiABE is more qualified for 1aT
ABE gives an public key encryption conspire whichpewers a grained get to control, a

versatile key administration, and information aggration.

Schurgot et al. in [16] they have given an underlying investigation of tisks to
security and protection of 0T systems, concemtgatin home computerization systems
There studies have concentrated essentially omgyigafeguardingProtecting privacy

is critical to accomplishing the capability of khs of associated devices and

examination, for example, giving savvy home advanice spare vitality and enhance
home security They give an outline to modest investigation ofl Isecurity and
protection utilizing COTS items and serviceShese cheap test-beds can give
understanding into other loT application¥hey show that both straightforward
cryptographic systems and data control can bezetilto ensure a client against an enemy
inside the 10T arrange or a foe that has tradedesffote serversThey demonstrate the
utility of proxying loT arrange information throughPN overlay systemsThis can turn
into a non specific support of 10T clients, closedgembling Web perusing secrecy given
by Tor.

Touati et al. in [17] In this paper they have proposed a batch-basetiti@nfor Cipher
content Policy Attribute-Based Encryption to acctisiptraits denial in an Internet of
Things condition Their Solution diminishes the overhead and the yasagied quality,
and it doesn't require re-scrambling informatiooheeharacteristic approach change
Bogdanov et alin [18] “PRESENT: An Ultra-Lightweight Block Cipher” Autho
present a ultra-lightweight block cipher that igtale encryption technique for resource
constrained device®A present block cipher is based on SP netw{.Present block
cipher provided hardware efficiencBut used when application required moderate

10



security levels The main drawback of this paper is it is impleneenin hardware and

Moderate security levels

Lyes Touati et al.in [20] “Cooperative Cipher text Policy Attribute-basedcEption
For the Internet of Things ” Author presentcaoperative cipher text policy attribute

based encryption technique as an alternativg&tisns to protecting data when data
transfer over public network from loT end nadd3eed the heterogeneous nature
of the IoT to make viable the use of the CPEABcheme in an IoT domain, transfer
the task from highly resource-constrained devitesinconstrained one by hand over
heavy operations in CP-ABE scheme to neighbarcanstrained node3he main

idea behind C-CP-ABE is to disburse computat@nCP-ABE encryption primitive
,the resource—constrained object can hand oher rmost consuming operations to

unconstrained nodes of the netwoihe computations of CP-ABE encryptions
primitive is transpose from resource-constrainediags to unconstrained one$his

technique required trusted unconstrained nodds imeighborhood

Ray Beaulieu et al in [21] “The SIMON and SPECK lightweight block ciphers”
Author present a lightweight block ciphérhe hardware implementation of encryption
and decryption process in I0ISIMON and SPECK provided security on resource

constrained devices in 10T environmeReduce the circuit sizeBut implemented in

hardware.

Kurniawan Nur Prasetyo ST et alin [22] “An Implementation of Data Encryption for
Internet of Things Using BLOWFISH ALORITHM on FPGARuthor present a blowfish
algorithm is implemented on FPGA using VHDL prograimg languageUsing FPGA

implementation is cheap, easy to implement, remogned and high speeReduce total
encryption time, give greater throughput and ntecfavalanche effect significantlut

this technique isostly and required hardware

11



Lyes Touati et al.in [23] “Efficient CP-ABE/Key Management for loT Applicatis”
proposed a solution does not involve suspensioniegsaccess grants and revocations

Omit the overhead as a result of to re-encrypdiotd renaming attributes and does not

compulsory proxies to achieve attribute reviocs , dwindle to the minimal
number of chunk generated private key and do¢sactoiate any delayThe author
proposed a Solution with actuates zero delay amthanal of generated secret key parts

The main idea behind this solution is to dividedimxis into time slots with variable
period, Trusted Attribute Authority has not to remeattributes in order to revoke them
from some users ,and has not also to regenall private key for all users every

attribute revocation ,it generates only chufiktbe private key relevant to an

attribute

Xuanxia Yao et al in [24], “A lightweight attribute-based encryption schefoe the
Internet of things” proposed a light weight no-padr ABE technique based on elliptic
curve cryptographThe security of this technique is based on ECDDHitprather than
bilinear Diffie-Hellman posit , which can curtdihe data processing overhead and

communication overheafBE technique layout just for one authority apations, it is

not pertinent to Ubiquitous loT applications

Mustafa Nawari et al. in [25] “FPGA based Implementation of elliptic curve
cryptography” proposed a elliptic curve cryptosystemellow by programming
Spartan3E FPGA kit and analyzed by implementingiafla encryption plan on . itt
contribute the same level of the security that iotreirrogate contribute, it performs
processing in less time, less memory, less coatipas and less power consumptid¢n

is pertinent for resource constrained devices & IT. Hardware implementation of
elliptic curve cryptography using FPGA boost thestsyn performance and a lot of
protected than software implementatioBut this technique is costly and required

hardware

12



Lyes Touati et alin [26] “Batch-BASED CP-ABE with Attribute Revocations
Mechanism for the loT” present a new technigoe réduces the complexity and the
overhead, and does not required extra trustesad the systemin batch —based
mechanism that time axis is divide into intervalldhee same duration that is called time
slots, policy access changes occur only betweenstwegessive time slat3rust node
assign only the vital attribute key chunks evergdtisiot to grant a thing to update its
private key Procedure has need synchronization betwedhiafis in systemit does
not compulsory to re-encrypt data every attributécy change Batch-Based CP-ABE
with Attribute Revocations Mechanism using timetslmlea But this technology needs

synchronization of nodes

T. Yalgin et al .in [27] “Compact ECDSA engine for loT applications “propds
ECDSA for encryption and decryption processlaT using elliptic curve and digital
signature algorithmECDAS engine is implemented as an intellectuaperty (IP) in a
180 nm processes this hardware encryption and pigeny technique But this

technology is costly an8uitable for Hardware Implementation

Lyes Touati et alin[28] Collaborative KP-ABE for Cloud-Based Internet ofifigs
Applications “Author proposed KP-ABE scheme usinghe computing power and
storage capacities of cloud server and trust nodedoing computationsThe main
advantage is it have heavy operations of the etioryprocess to trusted unconstrained

assistant nodes and a cloud serB3it each resource constrained device there deasit

two trusted unconstrained devices in its neighbodho

Nouha Oualha et al in [29] “Lightweight Attribute-based Encryption for thetémnet

of Things” proposed CP-ABE schema using effective-gpmputation technique3he
key concept behind pre-computation techniques igréecompute and cache a set pairs
collected with commonly exorbitant cryptographic eggtions Pre-computation
techniqgues based on the generator, the preprogeafgorithms of the generator are
execute by the hardware devices or trusted aughd?ie-computation technique reduce

13



the cost of CP-ABE encryption, pre-computation tegbe used less computation and

less energy drain than original scherBat this technique require moséorage space

Yijun Moa et al. in [30], “Fully secure fuzzy identity-based encryption” posed a new
FSFIBE technique to protecting data transmissioloh FSFIBE technique is secure in
the full model without random oracleBSFIBE technique has tight security reduction
and constant size of public parameters QR3FIBE technique provided property of
error-tolerancelt is more pertinent for protecting IoT communioas. But Enlarge Key

size for encryption and decryption

Fagen Li et alin[31] “Secure and efficient data transmission in theernet of Things
“Author propose a heterogeneous ring signcryptemmnique for secure communication
form recourse constrained devices to server aveublic networkThe heterogeneous
ring signcryption technique avow sender in IB@vironment to send a message to a

receiver in the PKI domaifThe technique at the same time obtains confiddgtia

integrity, authentication, non-repudiation and amoity in a sensible single step

Kun-Lin Tsai et al. in [32] “TTP based High-efficient Multi-Key Exchange Protd’
Author proposed third party based multi key excleapgotocol and use elliptic curve
encryption and decryptiorSecure against five attacks (Replay attack, &repping
attack, Known-key attack, Impersonation attack,geoy attack) But increase overhead

in third party

Syed Farid Syed Adnan et al.in [33] “Timing Analysis of the Lightweight A
Encryption Scheme on Embedded Linux for InternetTbfngs “Author present an

analysis of lightweight asymmetric encryption, tA&p (AA-Beta ) .that may be
feasibly in 10T 99% improvement on encryption time and improven®En®4% on
decryption time for 2048-bit primeJhis technique is suitable for some apploradi

only.

14



Keun-Chang et al.in [34] “A Design of Key Agreement Scheme between Lighgléi
Devices in 10T Environment”’Author proposed a protocol for low power doa
speciation devices communicate using user snevices through  gateway and

certificate authority This protocol provides protectioform re-use attack and middle

attack
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CHAPTER 3

SECURITY
The team Data Security for procedures and philasspbsed to ensure data,
information and systemWith respect to Information Security, ensuring meaerting
unauthorized access, use, disturbance, disclosucglification or destructian Data
Security has three key rules that can be thougbutablhese are confidentiality,

availability, integrity [50] [51] Accountability has turned out to be more critisa@ndard
and is some of the time included among the threasdoy security organizations for

example Combitech AB and so.on

3.1 loT Security Concepts

The protection allow to an information system irmdenr to secure the relevant

objectives of retain the availability, integritync confidentiality of information system

resources[52]

There are some key objectives for securing loT a@evin the network

« Confidentiality: Defending authorized limitations on data get to aipll,
including implies for securing individual proteatialata Lost confidentiality is
the unauthorized revelation of data

+ Integrity: Preserving despicable data alteration or misfortumeluding
guaranteeing data non-renouncement and authenticigt integrity is the
unauthorized modification or loss of data

« Availability: Ensuring auspicious and solid get to and utilizatid data Lost
availability is the intrusion of access to or w@ion of data

« Authenticity: The property of being bona fide and having the cipdo be

trusted and checked affirmation in the validityaofransmission, a messagdis
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implies verifying that clients are who they sayyh&re and that each input
arriving at the framework originated from a trussedirce

« Accountability: The security objective that produces the requirgnfen
activities of an entity to be followed interestingb that entity This backings
non-repudiation, deterrence, intrusion detectiod prevention, fault isolation,
and after-action recovery and legal acti®mce really secure system is not yet a
feasible objective, it must have the capacity tbofo a security break to a
responsible part{52]

3.2 Security Architecture of loT

This postulation will partition the 10T securitychiitectureinto two sorts, the off-

line architecture and the on-line architecturke off-line architecture is utilized as a part

of the 10T application which is primarily made ooft customary gadgetsThe on-line
architecture is connected to the lIoT applicatioricwhs primarily made out of shrewd

gadgets As indicated by the attributes of the two classbkis proposition will outline

diverse answers for them

3.2.1 Off-line IoT architecture

Object Requester

4/ Administration data

frameworks

»

Internet /

Information
Accepting gadgets

Things Things

Figure-31 Off-line architecture for loT
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Figure 32.1 demonstrates that in the off line 0T design, Thengs (recognition

gadgets) just impart and trade information withadatcepting gadget3he validation

and key understanding in off line design are sdpdranto two sections: one is the

validation and key understanding between the thargsthe accepting gadgets; the other
is between the get to requesters and the admitiastrdata frameworksThe information
seen by things incorporates in the administratiata dramework by the data getting
gadgets Get to requesters just interface with administratiata frameworks to oversee,
dissect and apply the recognition informati@PCglobal is a run of the mill off line
architecture application

As far as the things, there are no huge contradtsei behavioral designs between
the 10T and customary Internet applicatioB® the conventional security innovation can
keep on being connected, for example, secret wasgd validation, certificate based
confirmation and other normal verification, partsed get to control display as well

With respect to the items, the verification andoinfation correspondence security
between them also, the accepting gadget will, frone perspective, influence the

precision of the information investigation in emyiloT applications; then again, raising

new necessities about security of protection

3.2.2 On-line lIoT architecture

Object Requester

..........................................................................................

Things

Application Domain
Gateway

Things

Direct Connection Platform Things

Figure 32 On-line IoT architecture
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Figure 32.2 demonstrates that in the on-line 10T architecutiee things can set
up end-to end correspondence connections to gegteesters by means of the Internet or
IoT passageThe on-line architectures can be partitioned ditect association and stage
two sub architectures

In the immediate association 10T applications,tgaetequesters and things utilize
the system to specifically associalde things autonomously finish the access requeste
validation; get to control and other security aasges

In the stage IoT applications, access requestaisti@ings have a place with
various security domain: get to requesters areeirernl public domain, and the things in

the application ared he information correspondence between the twessigl continuing
through the application domain gatewaye access requesters and the things don't set up
coordinate system associatiorihe application domain gateway can finish the tget

requester verification and get to control in vasidayers

Since the stage 0T design applications build g @hd-to-end correspondence

connects amongst things and get to requestersistige procedure requires a great deal
of accessible things nam@dditionally, so as to encourage the examinatibrthongs
tending to security in later parts, the things s@ald question name asset of two sorts 0T

architecture applications are looked at

3.3 Security Challenges in l1oT

There are many security challenges in 10T systerooaspare to the traditional model

The following lists some security challenges inigeisg and building loT devices:

» Small in size, minimal effort gadget with next &ra physical security

» Constrained in memory and figure assets, not réadbplster mind boggling and
widespread security algorithms on account of tlveseponents:
= Limited calculation capacities
» Encryption calculations require higher calculatemset and high power

= Low CPU cycles for powerful encryption

19



» Designed to work independently in the field with reenforcement network, if
connection is lost
» Scalability and administration of billions of emnds in the 10T

» Identification of end-focuses in a versatile wagmsextraordinary test like
* Individual
= Group
* In a few cases location might be more imperativentithe individual

identifier.

3.4 Characteristics of the Internet of Things

Characteristics Description

Interconnectivity Everything can be connected to the glopal
information and communication
infrastructure

Things-related services Provides things-related services within the

constraints of things, such as privacy and
semantic consistency between physical gand
virtual thing.

Heterogeneity Devices within 1oT have different
hardware and use different networks but
they can still interact with other devices
through different networks.

Dynamic changes The state of a device can change
dynamically, thus the number of devices
can vary. (Device states: connected,
disconnected, waking up, and sleeping)

Enormous scale The number of devices operating and
communicating will be larger than the
number of devices in the current Internet.
Most of this communication will be devige
to device instead of human to device.

Table 31 Characteristics of the Internet of Things
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3.5Why loT Security is Necessary?

loT security is the way toward preventing and retpigg unauthorize:

utilization of device Prevention action measures help us to stop unamduoclients fol

getting to any piece of your loT framew. Detection helps us to watch thiomebody

endeavored to break into your 10T framework, ondfiechance that they were effecti

and what they may have done with the IoT frame..

3.6 Various Attack on IoT network

1. Information gathering attac

exchanged messages

Attacks Impacts Countermeasures
Skimming Quick read the transmitted | Encrvption.
messages for data abuse.
Tampering Data modification and | Hash  function, cvclic
deletion for deliberate data | redundancy
destruction and cormuption. | check (CRC), and message
Authentication code
(MAC).
Eavesdropping Collect and detect the | Encryption, identitv-based

authentication, and

concealed data Aggregation

(CDA).

Traffic analysis

Monitor the exchanged
data to determine traffic

patterns.

Network  forensics and

misbehavior detection.

Table 3.2 Information gathering attacks
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2. Information Imitation attack

Attacks

Impacts

Countermeasures

Spoofing

Impersonate as a legal data source
to obtain an access authority for

identity cheating.

Identity-based  authentication,
kev  distribution, Intemnet
protocol security (IPSec), and

digital signature

Cloning

Duplicate and re-write walid data

into an equivalent entity.

Physicallv unclonable function

Replay

Fecord and store the previously
transmitted data for data repeating

or delaving in the current session.

Timestamp, time
svnchronization,
pseudo-random number, session

Identifier and serial number.

Table 3.3 Information Imitation attacks

3. Channel blocking attac

Attacks Impacts Countermeasures
DoS Flood data streams to interfere | Firewall, Touter control,
communication channels, and to | resource multiplication,
exhaust system resources. distributed packet filtering,
dvnamic en-route filtering, and
aggregate congestion control.
Jamming Electromagnetic interference or | Antijamming, active jamming,
interdiction by using the same | and Faradav cage
frequency band wireless signals.
Malware Apply  wviruses, worms, Trojan | Anti-virus program, firewall,
horses, spvware, dishonest adware | and intrusion detection.
and other programs to interfere with
system

Table 3.4 Channel blocking attacks
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4. Attack on Privacy

and other private information, and

correlate the sensitive data with the

Attacks Impacts Countermeasures
Individual Derive an  individual user’s | Aggregated proof, anonvmous
privacy locations, preferences, behaviors, | data transmission, CDA, and

advanced digital signature (e.g.,

blind, group, and ring
user’s real identity signatures).

Group privacy Ewaluate a group user’'s commercial | Selective disclosure, data
interests, and deduce its affiliated | distortion, and data
commercial espionage and trust | equivocation
domains

Table 3.5 Attack on Privacy

3.7 What is Cryptography?

The interpretation oinformation into a mystery codeEncryption is the be:

approach to accomplish information sect. To read an encoded document, you shu

have access to a mystery key or secret key thabwe1s you to unscramble or decr

it. Plain text is called uncrypted data and cipher text is called encry. In other

words, process of protection data from undesiraditacks by changing it in n-

recognizable by attacker is known as Encryj. Information encryption for the mo

part is the scrambling of theontent of information so forth to make the informoat

unreadable, invisible or during transmiss. The objective is to secure the content of

information against the attack. The reverse of information encryption is informat

decryption, which reovers the original informatio[35].
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" Private-key

Plain-Text Encryption .
—> —| Cipher-Tex
{Sendor) Algorithm _l
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Channe Attack
[Fl‘qlathﬂ.l:; ‘ Decryption | Cipher-Text 1:'

Figure 3.3- Encryption/decryption syste8%]

Plain-Text
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Encryption
Algorithm

Figure 3.4- Private-key system [35]
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Figure 3.5- Public-key system [35]
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Lightweight Cryptography is used in the 10T be@aktwo reasons

1. Efficiency of end-to-end communication
To accomplish E2E security, end hubs have an imghtation of a
symmetric key algorithm For the low resource-devices,ge battery-fueled
devices, the cryptographic operation with a comsth measure of energy
utilization is important Use of the lightweight symmetric key algorithm mpés
brings lower energy utilization for end devices][36
2. Applicability to lower resource devices
The impression of the lightweight cryptographicnitives is smaller than
the traditional cryptographic oneshe lightweight cryptographic primitives
would open potential outcomes of more system asBons with requirement
gadgets or constraint devicedn examination of the lightweight properties with

the general cryptographic primitives [36]
3.8.1 Type’s Lightweight cryptography

1. Symmetric Key

2. Asymmetric Key

Symmetric Key

Symmetric encryption, additionally alluded to aaditional encryption or single
key encryption was the main sort of encryption gaised preceding the improvement of

public key encryption

The symmetric encryption has five steps
1. Plaintext: This is the first clear message or informatiort ieanourished

to the algorithm as information
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2. Encryption algorithm: The encryption algorithm performs differe
substitutionson the plain text to convert it in cipher text arunreadabl
form.

3. Secret Key The Secret Key is likewise contribution to the encrgpt
algorithir. The correct substitutions and changes performgdaelupor
the key utilized, and the algorithm will deliver aaternate yielc

contingent upon the particular key being utilizédh& time.

4. Cipher text: This is the mixed message created as . It depends on
the plaintext and the Secret |. The cipher text is an evidently arbitre
stream of information, the way things are, is geu.

5. Decryption Algorithm: This is an encryption algohm that converts

cipher text in to plain text with the help of sadkey.

Plain Text Plain Text
As Input Secret I-<e.y shared by sender As Output
l and reg T
Encryption Decryption algorithn
algorithrr » (reverse of encryptio
Transmitted cipher text algorithm)

Figure 3.6 Symmetric Encryption Model

Advanced Encryption Standard

AES expresses that the algorithm can just acknayelex block size of 128 bi
and a decision of 3 key- 128, 192, 256 bitsContingent upon which variant is utilize
the name of the standard is changed to-128, AES-192 or AE&56 individually And
these distinctions AES contrasts from DES in thé nhot a feistel structu. Review that
in a feistel structure, half of e information piece is utilized to change the othertion

of the information square and after that the parts swappe. For this situation the
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whole information square is prepared in paralleldagach round utilizing substitutiol

and changes [37]

Various AES parameters rely on upon the key le. For instance, if the key si:
utilized is 128 then the quantity of rounds is hOugh it is 12 and 14 for 192 and z
bits individually. At present the most widely recognized key sizeldéiab be utilized is
the 128 piece keyThis depiction of the AES algorithm along theseedimportrays thi

specific usage [37]

Y
I Substitute Bytes I I Inverse Mix Columns I
A

A .
I Shift Rows I ]M—PI Add Round Key I
A

X

I Mix Columns

I[nvcrsc Substitute Bytes I

A

Y
I Add Round Key Id—

Round Key -
— I Inverse Shift Rows I

A

\J

Encryption Round Decryption Round

Figure 37 AES Encryption and Decryption [37]

RSA

This Algorithm depends on the trouble of factorizing substantiahbers tha
have 2 and just 2 components (Prime numb@38]. The framework deals with an op
also, private key framewc. General society key is made accessible to ever. With
this key a client cascramble information yet can't unscramble it, th@nmndividual

who can unscramble the one has the privat. It is hypothetically conceivable yet tc
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great degree hard to create the private key froneige society key, this makes the RSA

calculation an extremely well known decision inoimhation encryption [38]

ECC
Elliptic Curve Cryptography (ECC) is a cryptographdea in view of elliptic
bends By utilizing point duplication on focuses on a Heand using the elliptic bend

discrete logarithm issue, one can accomplish th@esaryptographic quality as

calculations in view of the prime factorizationuss for example, RSA, utilizing shorter
key lengths Distinctive properties, for example, imperviousnhés side channel assaults
will vary between the bends utilized standout amongst the most widely recognized is
Weierstrass, while different ones for example, B&oo bends and Edwards bends will
enhance distinctive properties of EC@®hen utilizing equipment based ECC one is
generally confined to the National OrganizationStdndards and Technology (NIST) -
suggested bends, which has seen some discussidateinyears [39] There is a
progressing banter about the responsibility forepatights to ECC which may have
hindered the appropriation of ECC somewhat [3®hile ECC has numerous potential

utilize cases, it has seen the widest receptiaderBublic Key Cryptography (PKC)

Blowfish
It is a variable-length key block cipheit doesn't meet every one of the

prerequisites for another cryptographic standatkeda about above: It is as it was

reasonable for applications where the key doeschange regularly, similar to an
interchanges connect or, then again a programmealdesncryptor It is essentially
quicker than DES when executed in 32-bit microchipgh expansive information
reserves, for example, the Pentium and the PowerTR({S algorithm has two parts, a
key-extension and date-encryption pakey extension changes the key in sub-key
clusters Information encryption happens by means of a 16wloFeistel arrangeEach

round comprises of a key dependent change, andy-ard information subordinate
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substitution All operations are XORs and increases on 32-bitd&oThe main extra

operations are four recorded exhibit informatioeregs per round

RC Cipher
RC remains for Ron's Code or Rivest CiphErese figures were outlined by Ron

Rivest for the RSA Data Securitiverse RC Ciphers depicted quickly underneath

RC2:

It was outlined as a brisk settle swap for DES thanore securelt is a block
cipher and also has variable key size that hasopppteness algorithmrRC2 is a
variable-key length cipherBe that as it may, when utilizing th&licrosoft base
cryptographic supplier, the key-length is hard —coded to 40.bBit%hen utilizing the
Microsoft upgraded cryptographic supplier, the keygth is 128 bits naturally and can

be in the range of 40 to 128 pieces in 8-bit insesa

RC5

RC5 is a block intended for spedt permits a client characterized key length,
information block size, and number of encryptionnds In especially the key size can
be as huge as 2,048 biRSA Data security is attempting to have RC5 inocafed into

various web norms including 1Psec

3.9 Comparison Different Classical Encryption Techniagie

Algorithm | Type Key/Hash | Block Rounds
in bits in bits

RC4 Stream 128 8 128

IDEA Block 128 64 8.5

RC5 Block 64 64 1-255

MD5 1-way hash | 128 512 4
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SHA1 1-way hash| 128 512 80
AES Block 128,192,256 128 10,12,14
DES Block 56 64 16
Triple Block 112,168 64 48
DES

RC2 Block 40to 1024 | 64 18
Blow Fish | Block 32 to 448 64 16
Skipjack Block 80 64 32
ECC - 160to 512 | - -

Table 36-Comparison Different Classical Encryption Teclueiq
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CHAPTER 4

PRIVACY

Privacy is an umbrella term, alluding to a wide amdque gathering of related
things [40] Privacy, as indicated by Privacy Internationalaisnultidimensional idea,
which is identified with four segments they are ypodommunications, territory, and
data Real Privacy concentrates on the general populatiphysical assurance against
any outer damagedPrivacy of correspondences concentrates on theaas= of the data
that is brought through any medium between two egatgs This incorporates email,
mail and phone Regional Privacy is about building up limits aims of confinement on
physical space or property, for example, the hasmeeking environment, and open spots
Data security alludes to individual information tha gathered and prepared by an
association, for example, medicinal records andtdasard data [41]Privacy is that of
somebody having the privilege to control what indiial data gathered about them or, on
the other hand known to others [42]s innovation makes it trifling for associatiores t
keep up extensive computerized records about ewadiftidual, Privacy concerns have
risen Individuals are worried about what informatiorgethered, who has admittance to

it, which controls it, and what it is utilized f¢t3].

4.1 Privacy Threats

These days, it is considerably harder for us tal loair protection, as the Internet
of Things innovations assume control over our edayylives Clashes over how
associations can get to individual information anavoidable, and 10T will add to this

Ziegeldorf's writing audit [44] lists the most w&lthown protection dangers in the

Internet of Things:

1. Identification is the most overwhelming threat that interfacesantifier, eg.
a name and address, with a person entity
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. Localization and tracking are the threat of finding an individual's area
through various means,ge GPS, web activity, or cell phone area

. Profiling is for the most part utilized for personalizatiaronline business (g.

in pamphlets and adsissociations gather data about people to deriterants
by relationship with different profiles and infortian sources

. Interaction and presentation alludes to the quantity of savvy things and
better approaches for associating with frameworkatis more, showing criticism
to clients This turns into a threat to security when priviat@rmation is traded
between the framework and the clients

. Lifecycle transitions happen when an loT things is sold, utilized by its
proprietor lastly discarded here could be a presumption that all data iseeray
the protest, be that as it may, smart devices aglgustore tremendous measures
of information about their own particular history through their whole lifecycle
This could incorporate individual photographs aacordings and are at times not
endless supply of possession

. Inventory attacks apply to the unauthorized access to and gathering o
information about the nearness and attributes dividual things Robbers can
utilize stock information to case the property dodte a protected time to soften
up.

. Linkage comprises in connecting diverse frameworks, thesipdiy of
unapproved get to and breaks of private informatemelop when systems are

connecting to join isolate information sources
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4.2 Privacy Preserving Solutions

Keeping in mind the end goal to address the privamycerns of end-clients and
privacy contemplations of specialist organizatioasfew methodologies have been

proposed by the examination group:

1. Cryptographic techniques and information manipulation: Despite
the fact that analysts have spent numerous yeapoging novel privacy-
preserving plans, cryptography is as yet the plegaione in most current
proposed arrangements, despite the fact that,himmiajority of the deterrents
they may confront, a large number of the senson& offer satisfactory security

protocols because of the restricted measure ofcagdarthermore, computation
resources [45]
2. Privacy awareness or context awarenessSolutions for privacy

mindfulness have been predominantly centered ohicagipns that give essential
privacy mindfulness to their clients that smartides, for example, smart TVs,
wearable gadgets, and wellbeing screen system ctoplersonal individual

information about them For example, in late research, a structure called

SeCoMan was proposed to go about as a put stocktgider for the clients as

applications won't not be sufficiently dependablghwthe area data that they
oversee [46]

3. Access control:Access control is one of the feasible answers éoutilized as
a part of expansion to encryption and privacy mifrgfss This gives clients the
ability to deal with their own informationA case of this approach is CapBAC
[59], proposed by Skarmeta, Hernandez, and Marelois basically a
disseminated approach in which keen things therasetan make fine-grained
approval choices

4. Data minimization: The guideline of "information minimization" impli¢kat
the 10T specialist co-ops ought to restrict theuaaglation of individual data to

what is specifically pertinenThey ought to likewise hold the information just f
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as long as is important to satisfy the reason Heradministrations given by the
innovation At the end of the day, they ought to gather just tndividual
information they truly require, and ought to keepust for whatever length of

time that they require it [47]

There are other proposed solutions that don'tifad these four classifications, for
example hitchhikingThis is a new way to deal with guarantee the ofitycaf clients

who give their locations Hitchhiking applicationarfule areas as the element of intrigue
Since the information of who is at a specific lagatis superfluous, the loyalty tradeoff

is expelled [48]

Another case is the introspection technique thaagtively secures clients' close
to home data by looking at the exercises of the. UNMccumulates and breaks down the
CPU state of each VM, the memory content, docurti@ntaction, organize data that is
conveyed through hypervisor and distinguishes nuddex programming on the VM
Nonetheless, if 10T gadget loses uprightness becafiany vindictive assault, it makes

dangers to the clients' security [49]

34



CHAPTER 5

OUTLINE OF PROPOSED SOLUTION

With the proliferation of 10T devices, the intedoat of these devices into the
standard Internet introduces several security ainéqy challengesAs loT devices are
constrained devices, they have less resourcesniémory, processing and power as
compare to the traditional deicéBhat's why universal solutions to security and/gcy
problems that were initially intended for the Imet will not function because these
solutions require a huge quantity of resources emergy, which constrained devices
most likely do not possesSo there is need to upgrade the implementatioege to
cop up security and privacy challenges in the loT

The fields of networking, communications, computingydware and software

have change the way ofpeople, smart objects, systems interact and exehang
information The Internet of Things will fuel the achievemehthds new interconnected
world. These systems strongly depends on the seamtyprivacy of Internet of Things,
as well as the sensitive data winded. [A]though these technologies also offer many
capabilities like the growth dfardware and software complexity, as well as thstemxce

of global access, increase the vulnerability tausgcattacks

5.1 Proposed Model for loT

Proposed model for 10T security and privacy modevsin figure 2 This model
consists of a gateway, and all the 10T devicescarmected to the network through this
gateway Gateway has the capabilities to connect to theroworld It perform the

operations like, Data Aggregation and communicaktietween loT devices and End user
End user directly communicates to the gateway amthdr communicates to the IoT
devices if it is a authenticated use

This model also consist a middleware for solving tbrivacy issue in loT

systems, middleware is play important role for plovg security and privacy in loT
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system using@ryptography authentication, authorization and availabilityngstechnique

Digital Certificate and OT. This solution used the resource of server side
computations This solution is suitable if network is secure d@itansmissio. This is
best solution for sm¢ scale applications in laTMiddleware is software implementatit

solution for loT systen. Several requirements are handled by this middleviart
privacy as confidentially, integrity, availabilityauthentication, authorization, acc:

control using Didial Certificate and OT.

End user, 4
Smart ||
Phone, ||| Middleware

application | )

monitoring | ! Provider
Etc |

+——/ Service
Gatewa'

&

Cloud

Data Analytics and
Aggregation

A 4

O
@:Thins

_
9

Application Laye Network and Transport Layer Physical Perception Lay

Level 3 Level 2 Level 1

Figure 51- Proposed Solution model forgloT
Here is a scenario of country security from tegipiirying to enter in the count
from borders Here we need to increase the security by estabfisthe Long Rang
Body Heat Detector with 10T devic. These sensors detect the human Body hea
pass the information to the 10T device which isreeeted with the sens. So in this case

it is necessy to provide high level security to the 10T de\.

36



5.2 Proposed Approach

Proposed solution for 10T shown in figureThis model consist constraint 0T devices
and assuming they have limited recoursgeghis solution Long Rang body heat detector
is used, these sensors detect the human and gagsdhmation to interconnected loT
devices These devices have capability to encrypt the datausing Elliptic Curve
Cryptography (ECC) and also apply CRC on the ented/pata to maintain the integrity
of the data

IoT device first Request (REQ) the Height Constralode (HCN) along with its

RFID, for establishing the connection between thel@N send its ID to 10T device to
authenticate itself in the networkhis node also send public key to IoT device hpngis

Diffie Hellman key Exchange

i |
:' |
I |
I |
i |
I |
i |
] :
: ! HCN : VPN Tunne
i | Y
! Buffer !
(] : A 4
i + : Router with v
i | . VPN Client _
¥ IBE-ECC _ Aggregation | | | Receiver
i
i + | _
i Z | loT Internet of Things
¥ : IBE | LRBHD Long Range Body Heat
I i | Detector
i Key Generation| | VPN Virtual Private Network
¥ 5 Algorithm I RFID Radio frequency
i ! I Identification
i i | HCN High Constraint Node
¥ | IBE Identity Based Encryption
¥ : | ECC Elliptic Curve Cryptography

Figure 52- Proposed Approach for the scenario
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IoT device encrypt the data by using public key fooviding confidentially
After that IoT device also apply CRC technique ba tlata and attach checksum word

along the data for maintain integrity and trangtrtib the high constraint node

Now, HCN collect the encrypted data from differamtrconnected nodedhis

node maintain log file which conation the infornaatiof public and private key assigned
to the different 10T devices, from this log filedecrypt the data of different Nodes and

perform aggregation on the datBhis HCN is further connected with the router with
VPN client This client has the capability to connect with YN tunnel and perform a

secure and private communication between clienesend receiver

Through this approach security and privacy is pedi to the I0T devices
Because all the communication is done betweendhedevices and HCN is encrypted
In this model 1 am using Identity Based Encryptwith Elliptic curve cryptography
(IBE-ECC). Identity Based Encryption is a vital primitive id-based cryptographyin
that capacity it is a kind of public key encryptimnwhich public key of a client is some
one of a kind data about the character of the tclieg. a client's email address)his
implies a sender who has admittance to generat¢tsoparameters of the framework can
encode a message utilizinggethe content estimation of the recipient's hameruoail
address as a keYhe receiver acquires its decoding key from aregmiuthority, which

should be trusted as it produces secret keys fir egent
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CHAPTER 6

RESULT ANALYSIS

In our technique we are using IBE with lightweidt€C for providing Security

and privacy in single step for Internet of things £xchanging information between
things and receiverin our analysis we are comparing our techniqueh veitandard
Encryption algorithms like AES, RSA and ECThese results are analysis in between
two 10T things and one high constraint node impleteé in Virtual Machine, and Java
Micro Edition installed in the machinéoT s generate fifty bytes of data and encrypt it
High constraint node collects the data and aggesgtite dataFrom these results we
analysis the time taken by the 10T devices to guicitye data and time taken by the High
constraint node to decrypt the data fifty byte

AES Encryption and Decryption on 50 byte data
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Figure 61 Time taken by AES in loT
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AES cryptography technique is suitable for ld&ut as the key size increases the

number of rounds also increases and leads to sertge complexity of the syster§o

AES with 256 key size, may work in 10T but lead$igh complexity

RSA Encryption and Decryption on 50 byte
data
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Figure 62 Time taken by RSA in loT

RSA cryptography technique is not suitable for hie to large key sizdn the
case of 10T only RSA with 512 key size is suitablg it leads to increase the time

complexity of the system
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ECC Encryption and Decryption on 50 byte
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Figure 63 Time taken by ECC in loT
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Figure 64 Comparison of Time taken different techniquean |
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This figure of compression show that AES 128 bit &eze is suitable for lo.TBut
as the size of key is increased the number of ralsd increases which lead to make
AES 256 bit unfit for the 10TOur approach IBE-ECC 160 and 192 bit key isadulet
for 10T as it take approximately equal time to E@Iit our technique provides security

and privacy at same time because this approactrusted third party called Private key

Generator which generate private key and public key

Table 51 shows comparisons between the different techsicqared proposed

approach based on different parameters

Attributes Oualha [29] Mao [30] | Lyes[17] IBE-ECC
Computation cost Low Low high High
Privacy No No No Yes
Trust No yes No Yes
Provide Storage No Yes Yes No
space
Security High High High High
Technique ECC Fuzzy ABE IBE

Table 61 Comparison between different techniques

This table shows that IBE-ECC is better than othechniques in some

parametersLike this technique provide security, privacy angst But at the same time

this technique requires high computational time éoels not provide Storage space
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CHAPTER 7

CONCLUSION

7.1 Conclusion

As large devices are connecting day by day intetavork, huge amount of data is
also generatedso the success of |0T is strongly depends uposeharity and privacy
In this thesis we have discuss about the 10T sBgudlso discuss the Security
architecture of IoT which further categorized wottypes ie. off -line architecture and
On-line architecture and listed various attackslaf which distort the normal

functioning of the IoT architecture8Ve have also listed some Lightweight cryptography

techniques which overcome some of these attackiseifoT. This thesis recognize the
different lightweight encryption and unscramblingategies and play out a tentatively
investigation In this postulation principally centered on thevaise lightweight

encryption and unscrambling procedure utilized gmid of 10T for secure information

transmission and improve the security of Idit this theory, clarified different security
assault and significance of IoT in an everydagch system has a few focal points and
weakness in loTSome strategy required more storage room yetkdsslation the other
way around In this proposition analyze explore status ofeteéht lightweight encryption
and unscrambling in laTRegular web is distinctive shape IoT; ordinary weelch in its
influence power, memory, stockpiling etwhere 10T is less influence, memory, and
capacity In postulation is attempted to locate the beshtliggight encryption and
unscrambling utilizing the authorization instrumer@ur proposed model provides
security and privacy to loT devices by using PKGahhdistribute the key in the system

And we also compare our technique with other tegpines which is suitable for 10T
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7.2 Future work

The Internet of Things is a generally new idea asas upgraded conventions
also, security, and consequently there is a great of work for what's to comelhe
most problem that is begging to be addressed rsargging the utilization of security in
IoT for engineers without exhaustive learning of Hecurity Designing and
implementing security in conventions that is bdeicdesigners to utilize is an absolute
necessity for the future of loBpeed and cryptographic quality is particularlgegsgial in
the Internet of Things As gadgets in the Internet of Things are consécidevices,
effective usage of cryptographic algorithms is ipatarly essential to keep the
cryptographic quality at a satisfactory levhi this thesis we locate the best encryption
and decryption technique that required minimum tifoe execution in 10T In our
proposed strategy required to enhance the encrymimd decoding time that may
functional appropriate for laTForm this analysis; this approach can be besalseitfor

the IoT environment
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