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ABSTRACT 

 
This iproject iis ideveloped ito i/build ia isecurity isystem ifor ia ihome/office ito iprevent ithe iother 

ipersons ito ienter iinto ithe iimportant iroom/chamber iby ichecking ia isuitable iRFID icard. 

 

The iRFID itag igives ithe iunique iid iwhenever iit ireads ithe icard iinformation. iThis iID 

iinformation iis isend ito ithe imicro icontroller ito icheck ithe i/correct icard ito itake ia isecurity 

iaction. iIf ithe icard iID imatches iwith ithe ioriginal iinformation, i/it iallows ientering iinto ithe 

iroom, iif inot igives ithe ibuzzer ias ian iindication iof iwrong iperson itried ito ienter iinto ithe iroom. 

In ipresent isystem ithere iare ino iefficient imethods ifor iaccurate iidentifications, ithere iare icertain 

iplaces iwhere iaccuracy iis iimportant imainly iin i/banking, ihealth icare iand igovernment isectors. 

iThis iapplication iwill iprovide i/RFID itag ibased isystem iwhich iuses imicro icontroller. i 
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Chapter i1 

INTRODUCTION 

 

 
1.1 iINTRODUCTION 

 
Today, isecurity iis ia icritical iconsideration. iThe iworld iof itechnology ievolves ion ia idaily ibasis. 

iThe icriminal igang ialso iupgrades itheir itechnology iin iorder ito icarry iout itheir ibusiness. iAs 

ia iresult, iprotection itechnologies imust ievolve iover itime iin iorder ito iprotect icriminal iactivities. 

iWe iused ian iRFID iSENSOR iwith ia iRaspberry iPi iZero imodule iin ithis iproject. iWe iwill 

iwrite ithe iinformation iof ithe iapproved iindividual ion ithe iRFID icard, iand ithe iuser iwill iscan 

ithe icard iat ithe ientrance, iand ithe idata iwill ibe iread iby ithe icard ireader. iIf ithe idata iand icard 

iare iallowed, iaccess iwill ibe igranted; iotherwise, iaccess iwill ibe idenied ito ithe iunauthorised 

iindividual. iEven iif ithe iuser itries ito ireach ithe idoor, ithe ibuzzer iwill ibe ienabled, iand ia 

imessage iwill ibe isent ito ithe iownerwill ibe isend ifor ithe iwarning ithat iintruder iis idetected 

iThese itechnologeis i ihelps ius ito ibuild iup ia imodern isecurity isystems. iThe imicrocontroller iis 

ia icrucial icomponent iof ithe idevice. iThe isystem's imain igoal iis ito iuniquely iidentify ian 

iindividual iand iprovide iprotection ifor ithem. iThis inecessitates ia ione-of-a-kind iproduct icapable 

iof idistinguishing ibetween idifferent ipeople. iRFID, ia inew idigital itechnology, imakes ithis 

ipossible i(Radio iFrequency iIdentification). iRFID itags i(each iwith ia ispecific iID inumber) iand 

iRFID ireaders iare ithe itwo imain icomponents iof ian iRFID isystem i(reading i iRFID itag).The 

itag iand ireader iused iin ithis iRFID isystem ioperate iat i125KHz. iThe idetails iare isaved iin ithe 

imicrocontroller's iinternal imemory. iThe iPC ican ibe iused ito irestore iall iof ithe isecurity 

iinformation ithat ihave ibeen icreated. iThis ireport igives ia icomplete iimage iof ithe isystem's 

ihardware iand isoftware. iIt ialso igives ia ibroad ioverview iof ithe isystem's ifunction, ias iwell ias 

ia iclear iexplanation iof ihow iit iworks. 

 

1.2 iAIM i/OF i/THE i/PROJECT 

 
The imajor iidea iof i iRadio iFrequency iIdentification i(RFID)-based isecurity isystem iis ito ideny 

iaccess ito ionly iapproved iindividuals. iThe iR icard imust ibe ishown ito ithe iR ireader ibefore 

iaccess iis igranted ior irestricted ito ithe iappropriate iperson/RFID icard. 

To icombat ithe isecurity ithreats ithat imany iorganisations iin iPakistan iare ifacing ithese idays, 

ian iautomatic iidentification iand iin iaddition iaccess icontrol isystem ihas ibecome imandatory. 
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iOnly iapproved ipeople iwould ibe iable ito ijoin ithe icompany iafter ithe idevice iis iinstalled iat 

ithe ientrance.The isystem ican ialso ibe iloaded iat ivarious ipoints iinside ithe iorganization ito 

itrack ithe iperson’s imovement iand ito ideny itheir iaccess ito isensitive iareas iin ithe 

iorganization. iSuspicious ipeople ican ibe ifound ithis iway, iwhich iwould iundoubtedly iincrease 

ithe iorganization's isecurity. iThe iaccess icontrol idevice ican ibe ideveloped iusing iradio 

ifrequency iidentification i(RFID), ia iwireless itechnology. iThe iuse iof ithis itechnology ito 

iautomate ia ivariety iof ioperations, ifrom ithe imanufacturing isector ito ihome iautomation, iis ia 

igrowing itrend i ihas ibeen irecorded iin ithe iliterature i[1]. iThe iuse iof iRFID itechnology iis ito 

iautomate ithe imanagement iof isight ispot itickets ihas ibeen idocumented iby iBo iYan i[2]. 

iRFID ielectronic itokens, iRFID ireaders imake iup ithe idevice ihardware. iDetails iabout ithe 

iscenic iarea iregion iamount.The idata icontained iin ithe ie-ticket iis iread iby ithe iRFID ireader 

ion isite iand itransmitted ithrough ithe inetwork ito ithe icomputer iterminal iand iservers. iAt ithe 

iterminal, ithe idata iis idecrypted iand ivalidity iis ichecked. iThe i icontroller ithen ilets ithe 

iappropriate itourist iinto ithe iarea. 

 

 

1.3 iTECHNICAL iAPPROACH 

 

It iis ia itechnology ithat itransfers idata ifrom ia itag ito ian iRFID ireader iusing iradio-frequency 

ielectromagnetic ifields. iPassive itags ido inot ineed ito ibe ipowered iby ia ibattery. itThey iget itheir 

ienergy ifrom ithe ieelectromagnetic ifield igenerated iby ithe ireaderr. iThere iare ialsoo iseveral 

itags ithat ihave itheir iown ippower isource. iWhen iit icomes ito iRFID iventures, istudents ioften 

iffind ithemm ito ibe istraightforward iandd iengaging. iOn itthe iinternet, ithere iare ia iplethora iof 

iRFID iventures. iWe've icompiled ia ilist iof ithe itop i20 ieasy iRFID iprojects ifor iyou ito itry. 

 

The iRFID idevice iis imade iup iof ithree iparts: ia itransponder i, ian iinterrogator ireader, iand ia 

icomputer ithat istores ithe idatabase. iThe ilabel iinformation iis iperused iby ithe iquestioner iand 

ishipped ioff ithe imachine ifor ivalidation. iAccess iis igiven iafter ithe idata iis ihandled iand 

iconfirmed. iThe igadget ihas ia iwide iscope iof irecurrence igroups, ifrom ibelow(low) ito 

imicrowave ifrequencies i[5]: i• iMicrowave iFrequency: i2.4 iGHz i• iHigh iFrequency: i13.56 iMHz 

i• iUltra iHigh iFrequency: i902-928 iMHz i• iLow iFrequency: i125-134 iKHz iDepending ion ithe 

iwellspring iof ielectrical ienergy, iRFID ilabels iare inamed idynamic ior iinactive. i iThe icircuit ion 

ithe iactive itags iis idriven iby ia ibattery, iand ithe itag iinformation iis itransmitted iwhen ithe 
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ireader irequests iit. iThese istickers, ion ithe iother ihand, iare iextremely icostly iand iare iseldom 

iused. iPassive itags, ion ithe iother ihand, iuse ithe ireader's ienergy ito ifuel itheir icircuit. iSince 

ithese itags iare iinexpensive, ithey iare iused iin ithe imajority iof iapplications. iTable iI i[6]-[8] 

ishows ia icomparison iof ithese itags iwith isignificant ifeatures ihighlighted. iPassive iRFID itags 

iwere iused iin ithe icurrent istudy. iWhen ia ipassive iRFID itag icomes iinto icontact iwith ithe 

ireader's ielectromagnetic ifield, iit itransmits idata ito ithe ireader. iFaraday's ilaw iof 

ielectromagnetic iinduction iis iat ithe iroot iof ithe iphenomenon. iThe icurrent iflowing ithrough 

ithe iinterrogator icoil icreates ia imagnetic ifield ithat iconnects ito ithe itransponder icoil, icausing 

ia icurrent ito iflow ithrough iit.The icurrent iis ithen ivaried iby iadjusting ithe iload ion ithe 

itransponder icoil's iantenna. iThe imodulated isignal i(load imodulation ischeme) iis iobtained iby 

ithe iinterrogator icoil iby imutual iinduction ibetween ithe icoils, iresulting iin ithis ivariation. iThis 

isignal iis idecoded iby ithe iinterrogator icoil iand isent ito ithe idevice ifor ifurther iprocessing. 

iFigure i1 ishows ia ibasic iRFID ischeme. iIII. iLinked iWORK iRFID itechnology ihas ibeen iused 

iby iseveral iresearchers iin ithe idevelopment iof iaccess icontrol isystems. i iThe iserver isearchers 

itheThe imachine ialso idetects iillegal iactivities, isuch ias iwhen ian iindividual iattempts ito ienter 

iwhile ithe idoor iis iopen iwithout icompleting ithe iauthentication iprocess, iand iuses ionline isites 

ito iactivate ithe iwarning idevice. iInstallation iof iRFID ikits iwith iantennas icovering ia i10cm 

irange iis iused ito itest ithe isystem's iperformance, iand isatisfactory iresults iare iobtained. iAn 

iRFID-based iembedded isecurity iauthentication iframework iwith ia inovel iface irecognition 

istructure iwas idefined iby iXiang-Lei iMeng i[9]. iRegistration iand iacknowledgment iare ithe itwo 

isteps iof ithe imethod. iTen ipictures iof ithe iuser's iface iwith ivarious iemotions iare icollected 

iduring ithe iregistration iprocess, iand ieigen iinformation iis iextracted iusing ian iextraction 

ialgorithm. iThis iinformation ialong iwith ia iUID iis iwritten ion iRFID itag. iIn irecognition iphase, 

ia icamera itracks ithe iface iand ian iextraction ialgorithm ireturns ieigen iinformation iof ithe iface 

iin ithe ipicture. iThis iinformation iis ithen imatched iwith ithe iinformation ialready istored ion ithe 

itag ifor iauthentication. iInstead iof iusing ia icomputer iterminal ior iserver, ithe ientire iexecution 

iis iperformed ion ian iembedded iARM11 iprocessor, iS3C6410. iThis iresults iin ia iquicker 

iresponse itime iof iaround i57ms iand iauthentication iperformance iof iup ito i86.5 ipercent. iAs ithe 

isystem's iefficiency iis icompared ito ithat iof itraditional idatabase isystems, iit iis idiscovered ithat 

ithe isystem ihas ia isignificantly ifaster iresponse itime iwhile imaintaining ithe isame ilevel iof 

iauthentication iprecision. iDong-Liang iWu i[10] idescribes ian iRFID-based iaccess imanagement 

ischeme ithat iincludes ineural inetwork-based iface irecognition. iIf ithe iindividual icarrying ithe 

iRFID icard iis iconsidered ito ibe iillegal, ithe idevice iidentifies itheir iface iand irefuses ientry. iFor 
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ilearning ithe iface iof ian iindividual, ia iradial ibasis ifunction ineural inetwork i(RBFNN) iwas 

iused. i 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1.4 iHARDWARE iDESCRIPTION 

 

 

 
Figure i1.1 i: iRFID 

 

 

Radio-frequency i?identification i(RFID) i? iIt i iis ia itechnology ithat iuse ielectromagnetic ifield 

ito irecognise iand idetect itags iconnected ito iobjects. iThe itags ihold imaterial ithat ihas ibeen 

icollected ielectronically. i?Passive itags igather i?energy ifrom iinterrogating i, iradio iwaves 

iemitted iby ia inearby iRFID ireader. iValid itags irun ihundreds iof imetres iaway ifrom ithe iRFID 

ireader iand iprovide ia inearby ipower isource i(such ias ia ibattery). iThe itags, iunlike ibarcodes, 

ido inot ineed ito ibe ibeyond ithe ireader's iline iof isight, iso ithey ican ibe iinserted iin ithe itracked 

iobject. iRFID iis ia iform iof iautomated idata icollection iand irecognition isystem i(AIDC). 
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?RFID ilabels iare iemployed iin inumerous ibusinesses. iFor iillustration, ia iRFID itag ijoined ito ia 

icar iduring imaking ican ibe iutilized ito ikeep itabs ion iits i?development ithrough ithe imechanical 

iproduction isystem; iRFID-labeled i?drugs ican ibe ishadowed ithrough istockrooms; iand 

iembedding i?RFID icentral iprocessor iin idomesticated i?animals i??and ipets iallows ipositive iID 

iof iindividuals. 

 

 

 

 

 

 

 
FIGURE i1.2 i: i?RASPBERRY i?PI 

 

 

The i?Raspberry iPi iSubstance icreated ia iseries iof ismall isingle-board iCPUs iin ithe i?United 

iKingdom ito isimplify ithe iteaching iof i?basic icomputer iscience i?in ischools iand ievolving 

icountries. iThe iinitial imodel iwas imuch imore ipopular ithan ianticipated, iselling ifor iuses i?such 

ias irobotics ithat iwere inot ioriginally iintended. iCases iand i?peripherals i(like ikeyboards iand 

imice) iare inot iincluded. iAny i?accessories, ion i?the iother ihand, ihave iappeared iin iboth iofficial 

iand i1?informal ibundles. iThe iRaspberry iPi i?organisation iis idivided iinto itwo isections. 

The iRaspberry iPi iFoundation icreated ithe ifirst itwo iversions. iFollowing ithe irelease iof ithe iPi 

iModel iB, ithe iFooting ifounded iRaspberry iPi iTransaction, iled iby iEben iUpton, ito icreate ithe 

ithird imodel, ithe iB+. iThe iFoundation iis ian ieducational icharity ithat ipromotes ithe iteaching 

iof ibasic icomputer iscience iin ischools iand iin iemerging icountries. iRaspberry iPi i?Trading iis 

ianswerable ifor ifostering ithe iinnovation, iwhile ithe iFoundation iis ian iinstructive icause ithat 

iadvances ithe ieducating iof iimportant isoftware iengineering iin icolleges iand iin iagricultural 

inations. 
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FIGURE i1.3 i: iBUZZER 

 

 

 

 

A ibuzzer i?or ibeeper iis ian iautomated, ielectromechanical, i?or ipiezoelectric i?audio isignalling 

istructure i(piezo ifor ishort). i???Alarm iclocks, i?timers, iand iproof iof iuser i?response isuch ias ia 

ikeystroke i?are i?all igeneral iuses i?for ibuzzers iand ibeepers. 

 

 

 

 

FIGURE i1.4 i: iBREADBOARD 

 

Breadboard iis ia idevelopment ibase ifor i?prototyping iof igadgets. iInitially ithe iword ialluded 

ito ian iexacting ibread iboard, ia ifinished ipart iof iwood iutilized ifor icutting ibread. i? iDuring ithe 
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i1970s ithe isolderless i??breadboard i(a.k.a. iplugboard, ia iterminal i?exhibit iboard) iopened iup 

iand i?these idays ithe iexpression i"breadboard" iis i?usually iused ito iallude ito ithese. iBecause 

ithe isolderless ibreadboard i?does inot ineed i?soldering, iit iis irecyclable. iThis i?makes iit ieasy 

ito iuse ifor igenerating iimpermanent iexamples iand i?experimenting iwith icircuit idesign. iFor 

i?this ireason, isolderless ibreadboards iare ialso igeneral iwith istudents iand iin itechnological 

ieducation. iBig ibreadboard itypes idid inot ihave ithis istuff. i 

 

A istripboard ialso iknown ias iVeroboard iand icomparative iprototyping iprinted icircuit isheets, 

iwhich iare iutilized ito iconstruct isemi-lasting i?welded imodels ior iunique icases, ican ionly i?with 

iimportant ieffort i?be ireused. iAn i?assortment iof i?electronic ibackgrounds imight i?be iprototyped 

iby iutilizing ibreadboards, ifrom ilittle isimple iand iprogressive icircuits ito ifinish ifocal ifixing 

iunits i(CPUs). 

 

 

FIGURE i1.5 i: iJUMPER iWIRE 

 

 

A ileap iwire iis ian ielectric iwire, i?or imeeting iof ithem iin ia ilink, iwith i?a iconnection ior ipin 

iat ieach iend i(or iat itimes iwithout ithem i– ibasically i"tinned"), iwhich i?is icharacteristically 

i?used ito iinterrelate ithe iparts i?of ia ibreadboard ior iother imodel ior itest icircuit, iinside ior iwith 

iother igear ior isegments, iwithout isoldering. i 

 

Particular ileap iwires iare ifitted iby iembeddings itheir i"end iconnectors" iinto ithe ispaces igave 

iin ia ibreadboard, ithe iheading iconnection iof ia icircuit iboard, ior ia ipiece iof itest ihardware. 
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FIGURE i1.6 i: iRFID iTAG 

 

 

RFID i?Tag iAtmel iread-only iTK5530 iare iused iin ithis iproject. iThese itags ianswer ito ia i125 

ikHz iwave i?with ian i?><125 ikHz i><?AM iwave i?covering ia i64-bit irolling icode i?at i3.9kbps. 

iThe i?code icovers ian i???8 ibit iheader ifollowed iby ia iunique iID icode. i?Manchester iencoding 

iis iused ito iencrypt ithe iresults. iIn icomparison i?to itags ithat iuse iother i1?types iof ischemes 

isuch ias iFSK ior iPSK, ithese itags iwere ichosen ibecause iwe iknow ihow ito idemodulate iAM. 

iFurthermore, iour isubmission idid inot inecessitate. iWe i>?also ididn't ineed ithe imore i?>costly 

iRead/Write itags' ienhanced ifunctionality. 
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Chapter i2 

Working iPrinciple 

 

 

 

2.1 iTypes iof iRFID iSystems: 

 

• Active isystem: i?>< iThese iare iframeworks iwhere ithe itag ihas iits iindividual iforce 

isource ilike iany iouter iforce isource iunit ior ia ibattery-operated. iThe ilone iimperative 

ibeing ithe iexistence iseason iof ithe iforce igadgets. iThese ioutlines ican ibe iutilized ifor 

ibigger idistances iand ito ifollow ihigh iworth iproducts ilike iautomobiles. i 

 

• Passive iframework: iThese iare iframeworks iwhere ithe itag igets icontrol ithrough ithe 

iexchange iof iforce ifrom ia iperuser i?><recieving iwire ito ithe ilabel iradio iwire. iThey 

i?><are iutilized ifor ishort i?><reach i ibroadcast. 

 

 

We iwill iwrite ithe iinformation iof ithe iapproved iindividual ion ithe iRFID icard, iand ithe 

irecipient iwill iscan ithe icard iat ithe ientrance, iand ithe idata iwill ibe iread iby ithe icard ireader. 

iIf ithe idata iand icard iare iallowed, iaccess iwill ibe igranted; iotherwise, iaccess iwill ibe idenied 

ito ithe iunauthorised iuser. iEven iif ithe iuser itries ito ireach ithe ihouse, ithe ibuzzer iwill isound 

iand ia imessage iwill ibe isent ito ithe iowner iinforming ithem ithat ian iintruder ihas ibeen 

iidentified. iThis itechnologies iaid iin ithe idevelopment iof inew idefence isystems. 

 

Key iperception ibehind iRadio iFrequency iIdentification i(RFID) ibased iSafety isystem iis ito 

iallow ithe iaccess ionly ito ilawful ipersons i. iRFid icard ihas ito ibe irevealed iin ifront iof ithe 

iRFid ireader, ithen ithe iaccess iis ipermitted ior idenied ito ithe iresptive iperson/RFid icard. 

Radio-Frequency iIdentification i(RFID) iis ian irevolution ithat iemployments iradio-recurrence 

ielectromagnetic ifields ito imove iinformation ifrom ia imarker ito ia iRFID iperuser ifor iID 

ipurposes. iUninvolved ilabels idon't ineed ibattery-operated ipower. iThey iget ipower ifrom ian 

ielectromagnetic ifield icreated iby ithe iunderstudy. iA ifew ilabels iare iaccessible iwith itheir iown 

iforce isource. iWith iregards ito iRFID iprojects, ireplacements iconsistently idiscover ithem 



22 

 

iforthright iand iintriguing. iThere iare ifrequent iRFID iprojects iaccessible ion ithe iweb. iWe ihave 

irecorded i20 i?top iRFID iprojects iyou ican iattempt. iThe ientire i?><framework iutilizes ithe 

iuninvolved iRFID iframework iwith iinductive icoupling itechnique. iAs ithe iRFID i?tag iis itaken 

iin icontradiction iof ithe iRFID iperuser, ia icarrier isignal iof i125 iKHz iis isend ito ithe itag icoil, 

iwhich ireceives ithis isignal iand imodulates ithem. iThis imoderated isignal iis iestablished iby ithe 

ireader, iinterfaced ito ithe i?microcontroller. i?><The imicrocontroller ireceives ithis idata iand iis 

iplanned ito icompare iit iwith ithe idata iin ithe iexisting idatabase. iIf ithe idata imatches, ithe 

irelevant idetails iof ithat iparticular iperson iis idisplayed ion ithe iLCD iinterfaced ito ithe 

imicrocontroller. 

The imost ishared iuse iof iRFID i?><in iadmittance icontrol iis iin ipersonnell ientry isystems. 

iRFID-?enabled itags iare iactive iat ia ibasic ilevel ias iemployee iidentification i:”badges ifor iany 

icompany ior iindustry ithat iuses ithe iaccess icontrol isystem. iRFID iemployee iidentification 

irequests iusually iwork iat ia ivery ilow irate, iapproximately i140 iKHz, ito iobtain ibadge 

iavailability. iCardholder, iobject ior istudent iinformation iis istored ielectronically iin iccID ior 

iRFID itags, iwhich imay ionly icontain ipieces iof iinformation isuch ias iidentification inumbers, 

ipprices ior iccodes. itThis itechnology iis ialso iused ifor idoor ireaders. ieEach iRFID ireader ihas 

ia ismall iantenna ithat itransmits iits iown iradio iwaves iin iorder ito idetect iany iRFID itag ior icard 

iwithin iits irrange. idDepending ion ithe ifrequency iof ithe iradio iwaves iit iemits, ithis irange ican 

irange ianywhere ifrom i10 icentimetres ito ione imetre ifor ieach irreader. itThe iRFID ireader 

itranslates ithe ispecific istored imaterial igenerated iby ithe icorresponding iRFID ibadge iand isends 

ithe isignal ito iits ihost issoftware, iwhich iallowances ior irefuses ithe iuser iaaccesss. 
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Chapter i3 

CODES iUSED iAND iCIRCUIT iDIAGRAM 

 

 

 
3.1 iMAIN iCODES iUSED iIN iPI 
 

 

 

 

This iis ithe imain iand ifirst icode iused iin iproject. iIn ithis icode ifirstly iwe ichecked ithe idistance 

iof icard iand ithen iit idisplays ithat i“ iPLACE iYOUR iCARD” ithen iwe iplace ithe ivalid icard 

iand iif ithe icard imatches iwith ithe ireader ithe iaccess iis igranted iand iit iallows iyou ito ienter. 

But iif ithe icard idoes inot imatches ithe ireader ithen iit igoes ito ithe ielse iif icondition ias iyou 

ican isee iin ithe icode ithen icoder iredirects ito ithe ibuzzer iprogram iand ibuzzer ibeeps i5 itimes 

i. 

 



24 

 

 
 

 
FIGURE i3.1 

 

 

 

 

 

 

 

Then iafter ibuzzer istops ian iautomated imail iis isent ito ithe iowner iof ithat iparticular icabin ior 

iroom i. 
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FIGURE i3.2 
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3.2 iOUTPUT:- 

 
This iis ithe ioutput iof ithe icode iabove iused iin ithe iproject i 

 

 
 

FIGURE i3.3 
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This iis ithe ioutput iof ithe i iabove icode iused iin ithe iproject i 

 

 

 

 

 

 

 
FIGURE i3.4 
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This iis ithe icomplete iproject icircuit idiagram ias iyou ican isee itha iraspberry ipi iis iconnected 

iwith ibreadboard ithrough ithe ipins iand ibuzzer iis ialso iconnected iwith iit iand ithat iblue ione iis 

iRFID ireader i. 

 

 

 
 

 

 

 
FIGURE i3.5 iCIRCUIT iDIAGRAM 
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Chapter i4 

Different iSystem iFor iSecurity 

 

 

 
4.1 iEntry iMobile iBuilt iArrangement 
 

 iThe iprevious isystem, i?>a iexact isystem iin iwhich ithe i?documentation iof ia ivisitor iis idone 

iin ilarge ipart iby i?direct icontact iwith ithe irelevant iestate iestate iset. iDialing ito ithe isets iby 

ihandsfree iwire iis idone iby ithe iframe ion ithe iinput ipath. iVisitors ienter ithe igate iby 

imonitoring ithe igate iwith i?the ihelp iof i?telephones. iThe ilatest ischeme iis ibuilt ion ia idoor-to-

door itelephone itracking isystem iused iby iguests, idesigned iby iCha-Huang iWei iet. ial. i. iThis 

iwork ihas iused ithe inovel ipowerline ichip ichip ito icreate ia idigital inetworked ivideo idoor. iIn 

iaddition, ithey iexchanged iaudio iand ivideo irecordings iand ideveloped ithe iability ito imonitor 

ithe ipassage. 

 

4.2 iBluetooth iBased iSystems i 
 

 

The iBluetooth-based isolution iis isimilar ito isarvy ihouse itechnologies iin ithat iit imakes iuse iof 

ithe iBluetooth ifunction iused iin ismart idevices. iFor iproper iuse, ithe iBluetooth isystem iproves 

ito ibe imore isimple iand iefficient. iThe iArduino iplatform iis icommonly iused iin isuch isystems. 

iSuch ia iframework's ihardware iis ia icombination iof ian iAndroid iphone iand ia iBluetooth 

imodule. iThe iArduino imicrocontroller iserves ias ia icontroller, iand ithe isolenoid iwill iserve ias 

ithe ilocking isystem's iperformance. 

 

4.3 iOTP iBased iSystems i 

 

The imethod iproposed iin ithe ilatest ioperation idoes inot irequire ithe ihelp iof ithe iadministrator 

ito iaccess ithe ilocation iif ithe iuser iis iaware iof ithe iOTP iprocess iand ihas ia iregistered icell 

iphone. iAfter ithat ithe ione itime ipassword ishould ipass iin icomplete ithe ikeypad iat ithe idoor, 

ithe idoor iwill iopen. iIn ithe ievent ithat ithe icell iphone iis iunavailable ior iturned ioff ithe 

idecision ito i?open ithe i?door ito ireaction ia isecurity i?question iasked iby ithe i?scheme. 
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4.4 iGesture iSensor iBuilt iSystem 

 

 

The iworking itheory iof ithe iGesture iSensor iSystem iis idependent ion ithe iamount iof ilight 

isinking ion ithe iphotodiode. iThe iphotodiode's ireading i?is i255 iin idecimals iwhile ithe ilaser 

ilight iis icontinuously ifalling ion iit. iWhen iit iis ihampered iby ia ideterrent, ihowever, ithe ivoltage 

idrops ito iless ithan i50 idecimals. iThis iactivates ithe ialarm isystem iand inotifies ithe iuser iof ithe 

ibreak-in. iIt iis ialso ipossible ito itrigger ithe iautomatic ilock. 

 

 

4.5 iCombined iSystem i 

 

The isecurity isystem iis iproven iby iRFID, iFINGERPRINT, iPASSWORD iand iGSM itechnology 

iwhich icontains idoor ilock iframes ithat ican ibe istretched, iactivated, iauthorized iand icertified 

iby ian iauthorized iperson. iOpens ithe ilock idoor iin ireal itime. 
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Chapter i5 

CONCLUSION 

 

 

 
5.1 iCONCLUSION 

 
When ian iauthenticated iuser iscans ihis iRFID icard, ithe ireader ireads ithe idata iand igrants iaccess 

ito ithe iuser; ihowever, iif ian iunauthorised iuser iattempts ito ienter iby iscanning ian 

iunauthentifeid icard, ia iwarning imail iis isent ito ithe iowner, iinforming ihim ithat ian iintruder iis 

iattempting ito ienter ihis iroom, iand ia ibuzzer iis iactivated, ialerting ihim ito itake iimmediate 

isecurity imeasures. 

There's ino iuse ifor isuch iold-fashioned ihard ilocks ithat iwere ieasy ito ibreak iand idangerous ito 

iuse. iThe icity iis inow icleaner, iand imuch iof ithe iequipment iis idigitalized, iwhich isuits ithe 

ifunction iof imodernization ivery iwell. iRFID ibuilt isecurity iand iadmission icontrol isystem iis 

i?more isafe iand i?fast ianswered i?as ilinked i?to ithe iother isystem ilike i?biometric. i 

 

The iRFID idevice ihas ithe ibenefit iof ibeing icontactless iand inon-line-of-sight. iThe iarduino iis 

isimple ito iuse iand ioperates ieasily iwhen iusing ithe icode, imaking iit ia iplug-and-play iunit. 

iUsing iarduino, iusers ican iadjust ithe ifeature ias irequired. iIt iis imuch imore iuser-friendly iand 

iprecise. iAs ia iresult, ithis iinitiative imay ibe ibeneficial iin iterms iof iimplementing ian iaccess 

imanagement iapplication ifor ia isurveillance idevice ias iwell ias icontribution isecurity iaids. iThis 

iproject icould ibe i?improved iby igrowing i?the ireader i?situation iin iwhich ithe i?tag ican ibe 

idelivered. 

 

5.2 iADVANTAGES 

 

• Easy ito iinstall iand iwork; iboth iwithin ias iwell ias ioutside ihomes 

• Very ieffective iperimeter ialarm isystems iaround iproperties ilike irestricted iareas 

• No ineed ifor ithose iold iheavy iunsafe ilocks 

• RFID i?tag iand ireader iought inot ibe iin iLOS ito ibrand ithe isystem iwork 

• Different ibarcodes, itags ican istore imore idata. iMoreover iit ifollows icommands i>of 

ireader 

• It idelivers ilocation ito ithe ireader ialong iwith iits iID 
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• RFID itags iare i?used ifor ichasing ibaggage ias iwell i?as ifor ione-to-one icare ihealth 

ihistory iof ipatients iin ithe ihospitals 

• RFID i?technology iis imultipurpose iin inature iand i?hence ismaller iand ilarger iRFID 

ipolicies iare iavailable ias iper i?submission 

• Tags i?can ibe irecite iindividual ias iwell ias iread/write idifferent ibarcodes 

• The i?technology iis iused ifor isafety iand ipresence ipurpose iin ischools, icolleges ias iwell 

ias ioffice iformations. iThe itime-in iand itime-out iis irecorded iit ithe ifile iof ithe iserver 

 

5.3 iDISADVANTAGES 

 
• Active i?RFID iis icostly idue ito iuse iof ibatteries 

• Confidentiality iis ia iconcern iwith ithe iuse iof i?RFID ion iproducts ias iit ican ibe ieasily 

iappointed ior istopped 

• security isystem i?requires iresources ito irun, iadd icomplexity iin iIT ienvironment iand 

irequires ieffort iby ithose iusing ithe isystems 

• setup iand idata iwriting irequires ilot iof imanagerial itasks 

• RFID istrategies ineed ito ibe iinvoluntary iwhich ineeds ienough iamount iof itime 

• Use iof iRFID itechnology iat ilist icontrol iand ifor iother isuch iclaims ilead ito iloss iof 

ijobs ifor iunskilled ilabourer 

• The ioutside ielectromagnetic iinterfering ican ilimit ithe i?RFID iremote ireading 

• The iattention irange iof iRFID iis ipartial iwhich iis iabout i3 imeters 
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Chapter i6 

Future iScope 

 

 

 
6.1 i iFuture iOpportunity 

 
It ihinge ion ion ihow ioriginal ione ican ibe iin iorder ito imake ithe imost iof ithis iinitiative. 

iHowever, iwe ibelieve ithat ithis iproject iwould ibe iuseful iin ithe ifuture ifor ipurposes isuch ias 

iIn ithe inear ifuture, ia ismart icart iwill ibe iinterfaced iwith iradio itechnology ito imake iit ifully 

imoveable. iBill ipayment ivia icell iphone iis ipossible. iA ilow-cost iRFID iscanner ithat ican 

iexamination iseveral itags i(products) i?simultaneously ifor iquicker ihanding iout i?and iless 

icapitals ican ibe iproduced iand iused. iProduct iavailability iand iscreening iare idone 

iautomatically. 

6.2 irRFID i iis illeveraging ioon ithe imobile ittechnology 

 

dDue ito imany itechnology iadvances, imany ismartphone iapps ihave ibeen iable ito iprovide 

iconsumerss iwwith ia iseamless iweb iinterface. iNFC itechnology, ia iform iof i?HF iRFID iskill 

ithat iallows ionlinee istores ito iprovide iconsumers ia imore iflexible ionline i?expense ichoice iwith 

ian iadditionall ipprotection ilayer, iis ione iof ithese itechnical iadvancements. iClients ican ipay 

iconnected iwith ia isinglee ittap iagainst ian iNFC iexpense istation, itaking iadvantage iof ithe 

ibenefits iof iusing icredit iand idebitt iccards iwith iNFC ichips. iSince ithis iNFC-based ipayment 

ischeme idoes inot irequire icard iswiping, itheree iis ino iway ifor ianyone ito idelete idata iusing 

ithe imagnetic istrip. iThis ionline ipayment imethod iwas ialso iadopted iby iGoogle iwhich iled ito 

ithe irise iof iGoogle iPay i. iIt iholds iall ithe idetails iof ibank icards iwith imany isecurity ipolicies 

iand iallows icustomers ito ipay iNFC isystems. i?However, ithe idifficulty i?of iusing iit iis ito ilimit 

ithe inumber iof i?stores ithat isell iNFC ichannels iand isupporting iphones. iThis iapplication 

iallows ithe iuser ito iread idata, iadapt ithe idata icontained iin iit, iand ipay iwith ithe iNFC itagss. 
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6.3 iInstalling iRFID ifor i/trades: 

bBecause iof iits ibroad irange iof iuses, imany iretailers iare iattempting ito iset iup ian iNFC iplace 

iinn iaalmost ievery ishop i. iNot ijust ithat, ibut imany icell iphone imanufacturers ihave ibegun ito 

iincorporatee iNFC ittechnology iinto itheir iproducts iin iorder ito imeet ithe iincreasing idemand. 

iNFC ichips immay iaanalyse ipassive i?RFID ipolicies iand iextract irelevant i?info ifrom ithem, iso 

iRFID itags iplay iann iiimportant irole iin itheir iproper iimplementationn. 

oOften iadvertising icompanies iuse iit ito iboost ithe ioverall iimpact iof itheir icutting-edge 

icampaignn isstrategies. iAdvertisers iand imarketers iwill icreate ia iplethora iof i"smart" iposters 

iusing iRFID itagss, iaallowing iconsumers ito icommunicate imore ieasily. iSurprisingly, iall iusers 

ineed ito ido iis itap ittheir iNFC-allowed imobilephones iagainst i?these i"smart" iposters. iRFID 

ittags iare ia igreat iway ito iimprove iconsumerr illoyalty ibecause ithey iare iboth iinexpensive iand 

ieffectivee. 

6.4 iUtilizing iRFID: 

 

rRFID itechnology ihas ithe iability ito ireshape inearly iany iindustry ibecause iit iallows ishoppers 

ito ihavee ieasy iaccess ito ipertinent iknowledge iabout ievery ionline iretailer's iproducts. iRFID 

isystems ioften iworkk iwwell ifor iongoing iconsumer iparticipation ibecause ithey inotify ithem iof 

iany iupdates ioon ia idaily ibasiss. iThese iRFID i?tags ialso ipermit iconsumers ito ikeep ipathway 

iof itheir ionline iorders iand iassistt irretailers iin iproviding itimely iupdates. iThis iHF i?RFID 

itechnology ican ialso ibe iused ito ialloww iNFC iccommunication iin ilibraries. iThe iconcept iis 

iintriguing ibecause iit ihelps iyou ito iconnect iwith isomething ithrough iyour iNFC-enabled 

icomputer. i 

6.5 iUses iof iRFID ifor imobilephone iskill 
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• rrRFID iclass irecognized ilabels iare iused ifor i?example ito iidentify iinformation ithat 

iusually icontains iinformation ibehind ithe iset iof idatabases. 

• • iA inumber iof icomputer-operated icompanies iuse ia ilot iof ispace iidentification. iThis 

itask ibecomes ismoother iwhen ithe istudent iis igiven ia ifamiliar iplace. iIt iis iin ithis 

isystem ithat ithe icurrent ilocation iof ithe iobject ican ibe iidentified. iSome iof ithe itop 

imail iservices ihave ialready iinstalled ithose iRFID ifeatures ito isimplify itheir itracking 

ioperations. iThis iincludes icompanies isuch ias iUPS, iFedEx, i?USPS iand iFinland iPostt. 

• • iAsset istalking iis ione iof ithe imost iwidely iused i?RFID itools. iThis iis isince ibusinesses 

ican iplace iRFID itags ion itheir iassets iin ithe ievent iof iloss ior itheft, ior ieven iif ithe 

iremnants iare inot iwidely iused ithey ican ipath iand iknow itheir ientire i?history iof iuse. 

iIn ifact, ieach itype iof iRFID iprogram ican ibe iused ifor iasset iadministration. 

6.6 iRFID ito iswap ibarcodese 

 

Thee iLabels imust ibe i“viewed” iby ilasers ias ipart iof ithe ioptical iscanning iprocess iof ibarcodes 

ittags. iThat ican ialso ibe iparallel ito ithe iline iof isight. iThis imakes iscanning ithe isame 

iimpossible. iFor iaa ibbarcode ireader ito iwork iproperly, iit imust ibe iproperly ipositioned iin 

irelation ito ianother ireader. iRFID itechnology ienables imark ireading ifrom ia igreater idistance, 

ieven iin idifficult-to-read iconditions. iThee ielectronic imemory iof iActiveWave iRFID itags iis 

isimilar ito ithose iused iin icomputers ior idigital iccameras, iand iit ican ibe iused ito istore iinfo 

iabout iaccount, isupplies, iand ieven iuserr iinformation iin ia icell iphones i. iThe iinformation iis 

icomplex isufficient ito ibe ichanged ion ia iregular ibasis ior iwhen irequiredd. 
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