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ABSTARCT

This project aims at creating a simple user management system that is required by every website
where multiple users can login. This let new user registeration, login & logout for every user.
Authentication is done every time a login attempt is made. The data of every user is stored in
database, thus it make use of database fetch & store utility.

This project is a simple full stack project built with little bit of every tool. Python is used for
programming, Django is used as a framework to support various application. The frontend work
is basic & simple utilizing the tools. Adequate messages & popups are shown for very mistake
and any restricted task.

Thus the management of users will help users access to the website. The validation of data in this
project is quite strong. Unique data must be their for every user.



CHAPTER -1

INTRODUCTION

1.1 Introduction

This project is about how the user data is stored in every website & application. How
users are able to create new account and sign in based on the new registeration.

Users are able to login based on their credentials and every time they log in,
authentication is done, means the data in the data bases is matched with the data entered
in the login form. The login form is submitted to Django view, password & username are
matched, only if they match the website can be accessed, otherwise the site shows an

error.

Similarly when a new user wants to register, he/she has to create a new account entering
details including the username , full name, email, password & reenter password.
Even at this time the details entered by the user are matched with database to check for

similar data, an error pops up if data is not unique, username & email should be unique.

The user is redirected to the same page in case an invalid attempt is made. For example ,

if an invalid data is entered in the registeration form , the user is redirected again to fresh
registeration form .

Similarly in the login page, the user is redirected back to the login page in case of invalid
data or if the username and password don’t match the data in the database.

This project use of Python language for coding and Django for framework. Django being

a high-level Python Web framework encourages rapid development and clean design.

For login page , a template is used to show the multiple feautures of the Django
framework. The rest pages are made from scratch using HTML & CSS.
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The content to the pages is kept to be minimum to just show the real work going on in the
backend ,

In this project there are super users with special permissions to access to the database who
only have control to all user data. No user can access this, nor a user can access other user
data.



1.2 Problem Statement:

The user management system is a vital part of the every website which can have any number
of users, For example, in Facebook there are currently 2.6 billion users currently.
The data of these users needs to be stored in the database to let them access Facebook based

on their credential details.

Similarly, there are many other websites with large number of users. But even for websites

with small number of users , User management system is needed.

For example financial websites, Online banking websites, government sites, military sites and

more. The data of users in such sites can be a hectic thing to account for.

The most important factor that comes is the security & authentication of this user data.
User data is the most commonly sold thing over dark-internet. User credentials are easily
tempered with and used for ill purposes.

Safeguarding this data is also an important part of User management system. For this database

needs to be well protected.
Every website have data which should be accessed with proper authorization. So,

management of user is much needed. Most of the website allows users to access it only on

login or when a user creates an account in that website.

10



1.3 Objective

The main objective of this project is to help a random user get access to website. For this
user needs login credentials, if user have them he can login with them and get access to
site.

Else, user is given an option of creating new account entering his/her details and this details

get saved in the database. Then user is redirected to login page to sign in with credentials.
Any number of users can create new account with unique data , get access to their

individual data in the website. The objective of this is to separate the feed of website for

every unique user.
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1.4 Methodology

This project is the basic implementation of web framework in connection with database.

The project consist of mainly 3 pages in frontend
1. Homepage : where user can login, register. If not logged in, or logout if logged in.
2. Login : where a user can login based on his/her credentials.

3. New User Registeration : where a new user can register.

The framework is controlled by Django, which take all inputs and works on them,
1. Authenticate the data.
2. Validate the data.
3. Project the frontend files.
4. Works with backend/database to access user data and store new data.

All the codes are written in Python. The conditions, functions and variables.

12



1.5 Organisation of report

= Chapter 1 gives the basic introduction about project and basic fundamentals that will be

used in implementing the project.

= Chapter 2 gives us the literature survey of “User Management System”. In this we will

have brief of journals, research papers, internet source of application.

- Chapter 3 is most important chapter in which we will discuss about the implementation

of project including explanation and source code of the project.

= Chapter 4 is the model used for analyzing the performance of User Management System.
Outputs of the project at various stages and comparisons between different outputs.

= Chapter 5 will cover the end conclusion of the project and what further can be

implemented in future to this project so that it becomes more efficient and reliable.
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CHAPTER 2

LITERATURE SURVEY

2.1 Django authentication system:

This system has been updated time and again to make sure it helps to cater the most common
project needs, handling a wide range of methods. For projects which needs authentication needs
different from the default configuration, Django supports extensive extension and
customization per the growing varying needs of different websites.

It provides both authentication & authorization and is sometime called as authentication

system, as these features are somewhat similar.

User objects:

User objects are the main element of the authentication system. They mainly represent the
people who are interacting with the website and these user objects are used to activate method
like restricting access, registering new user, allowing users to part of the creators etc. There is
only one class of user that exists in Django’s authentication framework called 'superusers' users
and they are just default user objects with special attributes set, not so different than classes of

user objects.

The default attributes are:

e username
e password
e email address
e first name

e last name

14



>>> from django.contrib.auth.models import User
>>> user = User.objects.create_user('john', 'lennon@thebeatles.com',
'johnpassword')

# At this point, user is a User object that has already been saved
# to the database. You can continue to change its attributes
# if you want to change other fields.

>>> user.last_name = ‘'Lennon’

>>> user.save()

Fig. 2.1 Default User Creation
Now creating super users :

We create super users using the createsuperuser command in shell command:

$ python manage.py createsuperuser --username=joe --email=joegexample.com

You will be asked for a password. After we enter it a new user will be created at that very
instant. You can let go of username and email options, it will only prompt you for those values.
Superuser are those users who controls the admin page of websites, where all data stored in the

database can be accessed using models from Django framework.

Changing passwords :

Django does not save text passwords on the user model, but it stores only a hash this is because
of this, we should not attempt to change the password attribute of the user directly in any
condition. That is why a helper function is used when a user is created.

We can change user’s passoword by many ways :

Manage.py change password *username* is good method of changing a user’s password from

the command line prompt . It asks you to change the password of the given user, which you

15



have to enter twice. If they happen to match, the new password will be changed with

immediate effect.

You can also change a password in the program by using set password() method:

>>> from django.contrib.auth.models import User
>>> u = User.objects.get(username="'john")

>>> u.set_password( 'new password')

>>> u.save()

Fig. 2.2 Password Reset
Command used to authenticate users :
authenticate(request,credentials)
We use authenticate() to verify credentials of a particular user. It takes login credentials as
arguments, username & password, then matches them against each set of credentials in the
backend and returns a User object if the credentials matches with the backend. If the credentials
aren’t valid for any backend or if a backend raises Permission Denied and returns None. For

example:

from django.contrib.auth import authenticate
user = authenticate(username='john', password='secret')
if user is not None:
# A backend authenticated the credentials
else:
# No backend authenticated the credentials

Fig. 2.3Authenticate User
Authentication in Web requests :

Django make use of sessions and middleware to implement the authentication system of user

objects.
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This is done by providing request.user attribute to current user who is logged in . If the current
user has not logged in, this attribute will be automatically set to a object of anonymous User,

otherwise it will be an instance of defined user.

You can distinguish between different type of users with is_authenticated, like so:

if request.user.is_authenticated:
# Do something for authenticated users.

else:
# Do something for anonymous users.

Fig. 2.4 Authentication in Web request

Default permissions :
Django.contrib.auth is a app which is listed in the INSTALLED_APPS in setting.py which
provides default permissions, it ensures four default permissions which are:

e add

e change

o delete

e view

these are created for each Django user model.

These permissions are created when we run_manage.py migrate;

The default permissions will be created for all previously made models, as well as for any new
models which are being installed at that time. After that it will create default permissions for
new models each time you run manage.py migrate .

However the Permission model is rarely accessed directly.

2.2 Django-user-management system [Incuna]
17



This User management system is built on Django and Djangorestframework.
This allow to create, identify users (from their email-id instead of their username) as well as it

allows sending password reset and account validation emails.

User management model give flexibility to create your own User model. This project allow to
create, identify users (from their emails instead of their username) as well as sending password
reset and account validation emails.

This User management system can be grouped into five sections:

e auth: authenticate and destroy a user session.

e password_reset: send and confirm a request to reset a password.
e profile: view current user profile.

e register: create a new account

e users: give a list and details of users.

Project includes user_management.api.urls will give the following methods:

e« auth

e password_reset
e profile

e register

Url are as following:
Auth:

e url: /auth
Password reset:

e url: /auth/password_reset/confirm/<uid>/<token>

e url: /auth/password_reset
Profile:
o url /profile

18



e url: /profile/password
Register:

e url: /register

e url: /resend-confirmation-email

e url: /users

e url: /users/<pk>
Verify email:

e url: /verify email/<uid>/<token>

Thus creating a strong validation of accounts and ensuring no duplicate accounts with single
email and email-verification also let to validate the email entered

The login credentials are email & password.

Such a work inspire to create more robust user management system which can be used by

websites.

CHAPTER 3

SYSTEM DEVELOPMENT

19



3.1 Description of user management system:

Users are able to login based on their credentials and every time they log in, authentication is
done, means the data in the data bases is matched with the data entered in the login form. The
login form is submitted to Django view, password & username are matched, only if they match

the website can be accessed, otherwise the site shows an error.

Similarly when a new user wants to register, he/she has to create a new account entering details
including the username , full name, email, password & re-enter password.

Even at this time the details entered by the user are matched with database to check for similar
data, an error pops up if data is not unique, username & email should be unique.

The user is redirected to the same page in case an invalid attempt is made. For example , if an
invalid data is entered in the registeration form , the user is redirected again to fresh
registeration form .

Similarly in the login page, the user is redirected back to the login page in case of invalid data

or if the username and password don’t match the data in the database.

User interactive environment consists of 3 main pages:

1. Homepage : Where user can login, register. If not logged in, or logout if logged in. Home page

show data as per as if user is logged in or not.

2. Login : Where a user can login based on his/her credentials. Credentials are username and

Password. In case the login details match to that of in the database the login is

successful and user is redirected to the homepage of that particular user.
Otherwise login attempt fails and the user is redirected back to the login page.

3. New User Registeration : Where a new user can register, details are verified and validated.

20



Only then it is stored in the database and user is created. User is
then redirected to the login page to login with those details.

Otherwise

urlpatterns = [
path( admin.site.urls)
path( login_view)

path( register_view)

path( logout_view), #logout pag
path( home_view) omepagel

Fig. 3.1 URLs used in this project

TOOLS USED:
1. Django: Django is a Python-based free and open-source web framework that allows model-
template-view architectural pattern and help us to create reliable & must faster websites.

(venv) C:\Users\SAHIL KAITH\PycharmProjects\FINAL\mysite>python -m django --version

215

Fig. Django version used
2. Frontend Tools : HTML 5, CSS and BOOTSTRAP is used for interactive environment. A
template based on BOOTSTRAP to show the static feature of Django.

3. SQLite as Database : SQLite is a simple SQL database engine. The code for SQL.ite is in the
public domain and is open source and is thus free for use for any purpose, commercial or private.

Being simple and easy to use and light to use make it the best choice.

4. Python : Django framework is based on python language so Python is used for scripting.

21



Jinga template language : Template language is used to creating functions within html code.

For this, Jinga is used.
{% extends "base_generic.html" %}
{% block title %}{{ section.title }}{% endblock %}

{% block content %}
<h1>{{ section.title }}</h1>

{% for story in story_list %}
<h2>

<a href="{{ story.get_absolute_url }}">

{{ story.headline|upper }}

</a>
</h2>
<p>{{ story.tease|truncatewords:"100" }}</p>
{% endfor %}
{% endblock %}

Fig. Syntax of Jinga template language.

3.2 Design Diagram :
22
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3.3 Functional And Non-Functional Requirement

3.3.1 Functional Requirement : Funtional requirement for user management system are :

1. All users who access the website must be able to visit homepage regardless they
are logged in or not. Option for login and new user registeration must be given to
every user that visit the website.

2. Users must be able to change their password and delete the account whenever
they want to. User can also change their details provided it stays unique in the
database.

3. User must be logged out completely when they want to.

4. User data must be protected at any cost consisting of login credentials and other
user data.

3.3.2 Non-Functional Requirement :

1. User data must be protected at any cost.

2. The following application can be used on different operating systems, thus
It offers portability.

3. The website is to be run on local server.

3.3.3 Software Requirements :

e Web Brower like Internet Explorer , Google Chrome , Microsoft Edge , Mozilla
Firefox.

e |IDE like Microsoft visual code , Sublime Text, Pycharm etc for toogling web
pages.

e Virtual Environment.
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3.4 Implementation Detail

In implementation of user management system we work on virtual environment to create a Django
project.
3.4.1 Setting up system for the project: There are various things, which are needed before

project can be started.

1. Install python.

2. Install pip & virtualenv

3. Set up virtual environment.

4. Install Django

5. Set up database

6. Text editor like Sublime text or Visual code

Project =
FINAL

mysite
accounts
assets
home
login
logout
mysite

static

| 2
>
»>
>
| 2
>
»>
>

templates
5 db.sqlite3

% Manage.py

venv

Fig.3.5 Root view of project

Setting up database: Database settings can be updated as per user requirements in setting.py in
Project directory. By default MySQL lite is used for database purposes with Django Framework.
User can also set up username & password for the database and other database services.
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DATABASES = {

: 0s.path.join(BASE_DIR

Fig. Database setting in settings.py

Setting up static files : These files include HTML, CSS , BOOTSPRAP and various other
essential files that are included in templates

STATIC_URL =
STATICFILES_DIRS = [os.path.join(BASE_DIR
STATIC_ROOT = os.path.join(BASE_DIR

Fig. setting up folders for Static files.

Setting up User-defined apps : As per project requirements 3 user defined apps are included in
setting.py.

INSTALLED_APPS =

27



Fig.3.6 Installed apps in setting.py

$ django-admin startproject mysite
Fig. Command to create new project in Django
$ python manage.py startapp polls

Fig. Command to create new

$ python manage.py runserver 8080

Fig. commandline to run local server.

Now the details of the app enlisted which help this project to get into shape , the accounts, login
and home app work together to give the desired output.

3.4.2 Creating required apps within the project :

Accounts: This app deals with the registeration of users and getting the data , validating it and
storing it in database.
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views.py

django.shortcuts render, redirect
django.contrib.auth.models User
django.contrib messages

def register_view(request):
request.method POST
username = request.POST[ 'name"]
email= request.POST[ ‘email’]
passwordl request.POST[ "psw']
password2 = request.POST['psw-repeat’]
passwordl==password2:
User.objects.filter(username=username).exists():
print('user name taken already"')
messages.info(request, 'Username Taken')
redirect("/accounts/register™)
User.objects.filter(email=email).exists():
messages.info(request, 'email already taken')
redirect("/accounts/register™)

user = User.objects.create_user(username-username, email-email, password-passwordl)
user.save();

print('user created')

print('password do not match, user not created')
messages.info(request, 'password do not match')
redirect("/accounts/register")
redirect('/")

render(request, ‘register.html’, {}j

Fig.3.7 views.py of account app
This views.py in accounts app accounts for the validation of data that is entered in the

registeration form.
Certain libraries are used to perform the tasks.

1. Render : This is used to display the content of html file on the browser once the
function is called of the views.py

2. Redirect : This help to redirect to the given address provided as the argument. It
helps to redirect between pages efficiently.

3. User : User module in the Django.contrib helps to perform user related functions
like saving the details of user.

Model.py help in achieving the structure of the data that is to be stored in
database.

29



models.py

django.db models
class User(models.Model):

100

username = models.CharField(max_Length=100)
password = models.CharField(max_Length=5¢€

email = models.CharField(max Length=100

Fig. Model.py

Forms.py is necessary to let user enter a protected password because Django do not offer a
specific text field for entering password.

4p forms.py

django forms
models User
class UserForm(forms.ModelForm):
class Meta:
model = User
widgets = {
'password’: forms.PasswordInput(),

j

Fig. form.py
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Now, we have to register the model on admin.py. this is done with the following way.

4p admin.py

django.contrib admin
models User

admin.site.register(User)

Fig Admin.py
Login: This app is created to perform the login operation and displaying the login page on the
website. This is made using a pre-made template who’s data is stored in static folder.

Django allows us to access the database and help retrieving the data and perform operation on
them.

Here the login credentials are fetched from database or rather the login credentials entered by the
user are matched with the credentials in the database. Auth library is used for this purpose.

The views.py of the login app helps to visualize the login page of the website and also the
authentication of the user.

It uses the concept of POST and GET method beautifully.
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views.py

I django.shortcuts render, redirect
django.contrib auth

def login_view(request):
request.method=="POST":
username = request.POST[ 'username’]
password = request.POST[ 'pass’']
user = auth.authenticate(username-username, password-password)
user None:
auth.login(request, user)
redirect('/")

redirect("/login")

render(request, 'login.html', {})

Fig3.8 views.py of Login app.

POST AND GET METHOD :

GET and POST are the two HTTP methods which are used when we deal with forms.

POST method is used to return Django’s login form, in which the browser collects the form
data, encodes it for sending, sends it to the server, and then receives back its response.

Any request that will be used to change the state of the system - for example, a request that
makes changes in the database, provides data into database - should always use POST method.
GET is used only for requests that do not bring changes in the website.

GET should not be used for a password form, because the password will then appear in the URL,
and in browser history and server logs, all in plain text. Neither it is suitable for large amount of
data, or for binary data, such as an image,videos.

A Web application that uses GET requests for admin forms is also a security risk: it can be easy
for an attacker to mimic a form’s request to gain access to sensitive parts of the system. POST,
along with protections like Django’s CSRF protection offers more security.

On the other hand, GET is more suitable for things like a web search form, because the URLs

that represent a GET request can easily help to redirect and search.

STATIC Directory : The login page has all its data stored in static folder.
32



v @ static
css
fonts
images
js
vendor

<> login.html

The static files are loded into the login.html like following :

login.html
E% load static %}
<!

html>
< lang="en">
< >
< >LOGIN</

For every location of files in the static folder the Jinga format is used.

rel="icon" type="image/png" href="{% static 'images/icons/favicon.ico' %}"/>
rel="stylesheet" type="text/css" href="{% static 'vendor/bootstrap/css/bootstrap.min.css' %}">

< rel="stylesheet" type="text/css" href="{% static 'fonts/font-awesome-4.7.0/css/
font-awesome.min.css' %}">

< rel="stylesheet” type="text/css" href="{% 'fonts/Linearicons-Free-v1.0.0/
icon-font.min.css' %}">

< rel="stylesheet" type="text/css" href="{% static 'vendor/animate/animate.css' %}">
rel="stylesheet" type="text/css" href="{% static 'vendor/css-hamburgers/hamburgers.min.css' %}">
rel="stylesheet" type="text/css" href="{% static 'vendor/animsition/css/animsition.min.css"' %}">
rel="stylesheet" type="text/css" href="{% static 'vendor/select2/select2.min.css"' %}">

rel="stylesheet" type="text/css" href="{% static 'vendor/daterangepicker/daterangepicker.css"' %}

rel="stylesheet"” type="text/css" href="{% static 'css/util.css' %}">
rel="stylesheet" type="text/css" href="{% static 'css/main.css' %}">




Fig Static files are accessed by using special template language in href tag.
Logout: This app deals with the logout feature. User can end the session by clicking on logout

and then they are redirected to the home page. User can then login again with the same account
or different account. User also has the option to register a new account from homepage.

The views.py of the logout app deals woth the logout request.
For this we import auth module form Django.contrib.

Django user authentication system consists of:
e Users

e Permissions: Binary (yes/no) flags depicting whether a user can perform a certain task.

e A configurable password hashing system to save passwords.

e Forms and view tools for logging in users, or restricting content

e A backend system

The authentication system in Django aims to be very basic .
For features which Django do not provide are implemented in third-party packages:
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<) views.py

django.shortcuts render,redirect
django.contrib.auth.models auth

def logout_view(request):
auth. logout(request)

redirectg'/'ﬂ

Fig. 3.9 views.py of logout

The views.py consist of a single method called logout_view which helps user get logout of the
website.

The user is then redirected to the homepage of the website for further login or new user
registeration.

Home: This app deals with homepage of the website. From here a user have the option to login ,
logout if already logged in. User can also create a new accout.
The links to every page is maintained.

<) views.py

django.shortcuts render

def home_view(request):

render (request, 'home.html'j

Fig3.10 views.py of homepage
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The views.py of the homepage helps us to render out the home.html that is the html page of our
homepage.

<li><a class="active" href="/">Home</a></1i>

<1li><a href="/accounts/register”>New User Registeration</a></1i>
{% if user.is_authenticated %}
<li><a href="/logout">Logout</a></1i>
{%else%}
<li><a href="/login">Login</a></1i>
{%endif%}
>
{% if user.is_authenticated %}
<h3>Hello, {{user.username}}</h3>
{% else %}
<h3>Click on login to access</h3>
{%endif%}
< >
</ >

Fig.3.11 Body of home.html

In home.html simple if condition is used to check if the user is logged in or not.
This is done by is_authenticated attribute of user module.

Using class models.User , is_authenticated attribute is used.
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home.html

k! html>
<
<
<

>
{
List-style-type: none;
margin: ©;
padding: 0;
overflow: hidden;
background-color: #333;

{
float: left;

}

{
display: block;
color: white;
text-align: center;
padding: 14px 16px;
text-decoration: none;

thover {
background-color: #111;
}
</ >
</ >

Fig. 3.12 head of home.html

Simple style tag is used to add appearance to the home page of the website.

The style is applied to all the links allowed for the user.
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Templates: separate folder is maintained for the templates which are to be used to display
different pages of website. These are accessed by the views.py of their respective app.

o templates
<> home.html
<> login.html

<> register.html

For our app we have three pages for our website , so 3 templates are used for each function.

URL.PY : This python file manages all url redirecting and url addresses. The view.py of every
appp is mapped to this file.

django.contrib admin

django.urls path

login.views login_view

accounts.views register_view

home.views home_view

logout.views logout_view
urlpatterns [

path(‘'admin/', admin.site.urls),

path('login’, login_view),

path('accounts/register’, register_view),
path('logout’, logout_ view),
path('"', home_view)

Fig. Url.py in project directory
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3.5 Implementation Issues : There are various implementation issues in this which include:

1. The virtual environment should be always running while working on the project

only the the website can be run on the local server.

2. Database should be always connected to the framework so that new user can always

be registered and the login attempts are recorded as well as verified.

3. Even when new user are entering their details, the details are matched with the
database to check for similar data. So uninterrupted connection of database is must.

4. Web browsers should support all the template design and Django framework. The

template files should be loaded by the browser. It should support all technologies.
5. Url mapping , POST & GET request are to be carefully implemented.

6. The csrf token has to be used for the data for security purposes , otherwise the data

can’t be transferred from the forms

39



CHAPTER 4

PERFORMANCE ANALYSIS

4.1 Agile Methodology

Agile Methodology is basically a process in which we do constant iterations of production and
testing phase whole time during the software development life cycle and contains more advantages
over waterfall model. If we talk about waterfall model then it initially required to be fully designed
then it is made forward for doing testing but in agile model we could produce a few of product
commit it and then do parallel testing and finally verify it. It is pretty simple to make alters in the
program and deployment of product is also quick. I am following agile method in this user

management system.
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Feadback
AGILE =

4.2 Analytics

« In this project, we are to monitor what is going on in the backend of server. How data is being
processed and how GET & POST commands are working. For this we use cmd in terminal to

print out the details of flow of data for better understanding

« Also in Google Chrome we use Inspect element and console features to tweak the scripts and

template. This give us better understand of how the program is working.

+ Refresh command on browsers let user see quick changes in their templates.
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Terminal:  Local +

Microsoft Windows [Version 10.0.18363.592]
(c) 2019 Microsoft Corporation. A1l rights reserved.

(venv) C:\Users\SAHIL KAITH\PychaPmPPojects\FINAL>I

Fig. Terminal in Pycharm is used to run commands for the project

4.3 OUTPUTS :
Terminal:  Local ;
(venv) C:\Users\SAHIL KAITH\PycharmProjects\FINAL>cd mysite

(venv) C:\Users\SAHIL KAITH\PycharmProjects\FINAL\mysite>python manage.py runserver
Performing system checks...

System check identified no issues (0 silenced).
June 23, 2020 - 11:06:52

Django version 2.1.7, using settings 'mysite.settings'
Starting development server at / 0.1
Quit the server with CTRL-BREAK.
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Fig 4.3.1 The command to start server and the url of homepage.

[ o T

< 2> C ©® 127.0.0.1:8000

Home New User Registeration Login

Click on login to access

Fig 4.3.2 The homepage where user has option to login & create new accouont.

< > C ® 127.0.0.1:8000/accounts/register

Register

Please fill in this form to create an account.

Name

Enter Name

Email

Enter Email

Password

Enter Password

Repeat Password

Repeat Password

Already have an account? Login.
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Fig. 4.3.3 The registeration form incase user wishes to create a new account.

User can also redirect back to the login page if he/she already has an account.

€ > C O 127.0.0.1:8000/login

STUDENT LOGIN

USERNAME

PASSWORD

@

Remember me New Registeration ?

Fig 4.3.4 Login page where user can login with login credentials.
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STUDENT LOGIN

USERNAME

sahilkaith

PASSWORD

New Registeration ?

Fig. 4.3.5 Me signing in with my created account.
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Q@ Home X 4+

€ > C O 127.00.1:8000

Home New User Registeration Logout

Hello, sahilkaith

Fig. 4.3.6 The home page content changes as per the user who is signed in. We can create any

number of users.

User can logout when logged in. The login tab is replaced by logout.
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CHAPTER 5

CONCLUSIONS

5.1 CONCLUSION

So, this is the last chapter of report where there is whole conclusion of the report. We herby
conclude the importance of user management system in every website. How necessary they are for
better interaction with the users.

We learnt the importance of confidentiality of the user data. How website access should be
restricted to the members who have registered.

The marketing value of adding more users to the website and better interaction of user with the
website.

Every user has his/her own requirement , so content of the website should be according the user
who is logged in.

User management is such an integral part of a website which should not be neglected. No website
can flourish without user connectivity.

Employees are important part of every organization, similarly the users are important part of every
web application.

The scope of big companies like Facebook, Google, Twitter, youtube can not be imagined

without billions of users who are logged into it.

5.2 FUTURE SCOPE

If throwing some light on the future of this program, so this project has great scope in future. In
future we will include many features to this program.
We have countless amendments to make on this project from security & encryption of data to the

frontend work.
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« We can provide encryption algorithms to save user data.

« Password combinations can be made more secure by using combination of alpha numeric &

symbols.

« The front end interface of user to login and create new account can be made more appealing and

as the same time more secure and robust

« Email validation can be the most important step we need to make on this project. Veryfing email
IS major step every website make sure to do whenever a new user sign up. This helps to ensure

user is valid and there are less security thefts.

« The form validation can be made more secure by providing column for security question , otp
and pin.

« The user can be provided with option to change his/her details including username and password.

So there are some factors on which in future we can think on applying and making it more reliable.
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