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ABSTRACT 

Log analysis is the process of converting your raw or unstructured log files into structured 

data and then on that structured data making some intelligent decisions. In every field like 

software testing, the analysis of log files is designed to monitor and check the application 

performance and work. Also irrespective of just monitoring, logs help to fix some errors in 

application work. Logs are the unstructured form of text lines which contains systematic 

information regarding application work and many actions like as – IP Address, date, time, 

viewed sites, potential domains, status code, components, levels, nodes , the general info 

about query, loading-time, user-agent, port-number, etc. of various operations that occur in 

different situations or environments - application itself or the program that runs that 

application. Logs include the levels of several types of log files such as - INFO, WARNING, 

FATAL, SEVERE and ERROR. 

Logs has a lot of advantages like it helps us to specify who uses system or an application and 

how likely it is using that application. Moreover, in testing purpose, testers can define or 

detect whether the session was successful, and to detect errors or mismatches or mistakes an 

users of the application can face. 
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Chapter – 1 

INTRODUCTION 

Log analysis is a kind of process to make sense out of log files or audit trail records or the 

records generated form computer. The process of creating such records form computer or 

from application or from any system is called data logging. 

Logs are created by different network devices, operating system, various software and 

applications and all sort of programmable and intelligent device. The message flow from one 

device to another in chronological order consists of a log file. Logs can be sent to log files 

and stored on the hard drive or sent as a network flow to the logging memory on the server. 

Log messages must usually be interpreted with respect to the internal state of its source (e.g., 

application) and announce security-relevant or operations-relevant events (e.g., a user login, 

or a systems error). 

Log messages should normally be occurred according to the internal state of the source (e. 

g., an application) and should report security or business events (e.g system error). 

Software developers create logs to help debug the system or to understand how visitors 

interact with web applications, like as google engines. For example, user authentication for a 

system can be called as a login, a connection or a login event. Therefore, log analysis should 

decode messages in the context of the system, manufacturer, application to perform 

meaningful comparisons with interpret messages from some sources in the event log. The 

structure of log messages is not always fully documented. 

1.1 PROBLEM STATEMENT 

This is the project has its motivation from the log files which are cumbersome to read. Log 

Files contains huge amount of useful information about which must be taken care. This 

project was created to debug an application or to understand it as follows how users interact 

with the system. The general purpose of this study is to create and develop a model or 

application for processing of log files. 
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The key points to include in this project :  

• proper definition of a log file. 

• Define structure and syntax for a log file.  

• Define a language for efficient and simple protocol for analysis 

• Build basic REST API to facilitate the processing of protocols in the programming 

language. 

 

1.2 OBJECTIVE 

The essential goal of the venture is:  

a. To design a framework 

b. To extract the raw data and convert that data into useful or readable form. 

c. To analyze the data and perform certain actions like searching, sorting, etc. 

d. To visualize different parameters of the data to get some results. 

 

1.3 METHODOLOGY 

A diagram of our strategy is given in Figure 1. We first preprocess the raw data into some 

useful information. Utilizing this preprocessed information, we perform certain actions on 

that information like searching particular rows across the data, perform sorting among 

different parameters, also try to visualize the effect of different parameters. 
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Figure 1 : Overview of the methodology 
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Chapter – 2 

 

LITERATURE SURVEY 

There were various type of applications (analyzer for log files) which  process various log 

files from a particular vendor or facility and create easy-to-read summary reports. 

Doubtlessly these tools are useful, but use of these tools is limited to the log files of certain 

structure. However they have embedded questions and create integrated report, also 

provided with configuration option. The first reason for doing this work is the lack of a 

Cisco NetFlow Analyzer for monitoring and analyzing large computer networks such as the 

University of West Bohemia Capital Territory Network (WEBNET) or the Czech Academic 

Network Backbone (CESNET) with Cisco NetFlow data export. Since the volume of 

protocol data (each packet is recorded!), the evolution over time of the NetFlow log format 

and the wide range of monitoring tasks/questions, it is necessary to implement a new 

systematic, effective and open approach to protocol analysis. Also there is  a belief that it  

develop an open and highly flexible modular tool which can analyze virtually any log file 

and answer any question, even the most complex and it makes sense to explore the field of 

log analysis . This analyzer must be programmable, expandable, efficient (thanks to the large 

number of log files) and convenient for the end user. This cannot be limited only for the  

analysis of log files of a particular structure or type and should not be limited to the essence 

of the issue. 

2.1 Several other online event log file analyzers: 

Log MX  

This is an intuitive tool for analyzing log files. In addition to reading log files, MX Log also 

analyzes log events from any file or stream to provide a structured view of the logs. Log MX 

is a standalone application that weighs only about 6MB without the need to install a web 

server or update protocols. 

The disadvantage of this analyzer is that you can not analyze the log files for free, you need 

to open an account and buy this tool. 
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G suite 

This is another tool for analyzing online log files. The purpose is the same, but the 

disadvantage is that you can scan a limited number of log files. This is a domain to scan 

several much smaller log files. It can only process a certain number of log files like Chrome 

OS, GSSMO, GSMME, GSMME, GSMMO, GSMMO, GSMMO, GSMMO, GSMMO, 

GSMMO, GSMMO, GSMMO, GCDS, GSPS. 

 

2.2 What can we extract from the log files?  

 

This chapter provides an overview of the  software development of log files , also monitoring 

and testing of files. Useful information provided in the log files can divided into different 

classes.  

• General statistics (peak and average, median, mode, deviation...) 

Objective: to search and process the different elements of the report.  

Useful in: establishment of accounting field and various hardware requirements. 

 

• Software/warning and system failure (less memory and failure of power)  

Objective: to find all the events that occurred in the reports. 

Useful for: system maintenance 

 

• Safety instructions 

Purpose: To find all reported events in the report. 

 

• Approval of programme execution  

Purpose: Construction, testing and trials of government equipment. 

Useful for: software testing 

 

• Time-based functions 

Purpose: To calculate or guess the time intervals between various report events. 

• Useful for: profiles and software benchmarking. 
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2.4  Text Processing   

There are different text processing languages created for easy text processing. There mode of 

operation is based on Regex that is Regular Expression which make their usage and 

performance surprisingly batter and more efficient. The known representative text-

processing languages are (PYTHON) and (AWK). Analysis of log files (or least simple log 

files analysis) is a task of text processing, so it is obvious to examine these type of 

languages. So, in this project, we put more focus on PYTHON, because it have various 

applications in the field of text processing. The major functioning of AWK is to find and 

search text files for lines that have certain and specific patterns. AWK performs specified 

actions on that line, when a line matches one of its regular expression patterns.  AWK keeps 

the processing of input lines in , until the end of the input files are reached. AWK programs 

are data-driven, means  first you have to define the type of data you want to process, and  

when you find or get  that type of data then what to do with the data. Programs defined in 

AWK are different from programs given in other type of languages. Mostly other type of 

languages is procedural, i.e.  Firstly you have to describe the language; in complete detail 

means each step of the program that you have taken. It is usually much harder to clearly 

define the data your program will analyze and process. when working with these procedural 

languages, For such reason, AWK programs are often easy to both write and read. When 

AWK runs , you specify an AWK program that tells it what to do. The program consists of 

some series of rules. Each and every rule specifies one pattern to search for, and one action 

to perform when that pattern is found. 

2.5 Sample questions  

The main objective of this section is to give brief overview of Internet usage problems, web 

server protocols is not the main purpose of this paper.  

Whoever visits to your website? The basic point is to examine who are the  readers of your 

server and who they are,  from what countries and institutions, etc. and how they are used. 

Large number of servers also identifies second time visitors (returning visitors) and offers 

them with personalized pages for regular visitors.  

The navigation of website and paths for the visitor leads through various pages of your 

website. Visitors begin to read the server, how easy it is for them to move if they often don't 
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search and navigate the appropriate  hyperlink and then get return back. In short, the goal is to 

find paths, patterns and various trends. 

 

For how long time the visitors keep going on each page? This will help one to answer and 

conclude which pages are useful and which are not useful means confusing or boring. 

The end page displayed can be a logical place where the visitor ends his visit, or a place 

where he can escape.  

The success of users on your site. Purchases, completed download, displayed information, 

completed activities. These features will show that site is properly structured, maintained and 

organized and the products offered are well represented. 

 

2.6 Summary of the chapter 

Log analysis has many applications, such as location security. As part of search engine 

optimization, the server file is usually downloaded and imported into the analysis log file, 

where all information about each hit on the site (bot or person) can be analyzed to inform the 

SEO solution and learn about previously unknown problems. 

Analysis of log is a complex process which often leads to the identification of serious 

technical problems that otherwise cannot be found. Accurate data is contained by the log files 

which allows the brand to better understand how search engines navigate your site and what 

information they find. 

The log file data includes the requested URL/resource, the actions performed, time and date, 

the IP address of the computer from which it was created, such as the user/browser agent, and 

other information. 
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Chapter – 3 

SYSTEM REQUIREMENTS 

3.1 TOOLS & FRAMEWORKS 

3.1.1 Visual Studio Code 

Visual Studio Code is a one of code editor or platform which is developed by Microsoft for 

multiple platforms like for macOS, for Linux, and Windows. It supports many features like 

support for debug, support for Git, highlight the syntax, different code snippets, support for 

different code completion, and also support for refactoring of the code. The main feature of 

Visual Code Editor is it allows us to customize our code editor according to our needs that 

means we can change the theme of our code editor according to our requirements, keyboard 

shortcuts, and preferences as we like. 

VSC is build on framework named “Electron” that supports the deploy or implementation of 

Node.js. 

VSC is a that type of code editor which supports different types of programming languages 

and that allows users to work with their desired programming language. The another major 

feature of VSC is it allows users to open more than one files and folders at the same time 

and work simultaneously and, which can then be saved in their respective folders. 

Due to support of different variety of programming languages, VSC include all set of 

features for each different programing language that is different per language. It also allows 

or useful to remove files and folders that we want to exclude from our project and that can 

be achieved in settings. 

3.1.2 ANGULAR 

Angular is a framework for building web applications that is written fully in typescript. It is 

open source framework for web development developed or managed by Google and group 

of companies and by some group of individuals. Angular is a new version that is built by 

same team who have developed AngularJS. 
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Angular is a framework for web applications that allows us to create web applications over 

HTTP or Internet. Angular applications are mixture of variety of models, allows integration 

with other technologies, different end to end tools for building application and also support 

for dependency injections. Not this much but it allows developers to build web applications 

that not only run on web but also run on mobile like Android, different operating system like 

Windows, Linux or also run on different networks. 

Why Angular? 

- Angular introduces not only the tools, but also the design standards that make project 

maintenance easier. With the right Angular design, there is no confusion between classes 

and methods that are difficult to modify and even more difficult to test. The code is clearly 

structured and you don't have to spend a lot of time to understand what's going on. 

- This is JavaScript, but better. It allows additional features other than previous JS like it 

allows interfaces, decorators, namespaces, arrow functions, static typewriting, classes, and 

so on.  

- There is no need to reinvent the bike. Thanks to Angular, you already have a lot of tools to 

create applications immediately. You have instructions for the dynamic behavior of HTML 

elements. You can run forms by controlling the forms and entering various validation rules. 

Asynchronous HTTP requests of different types can be sent without problems. It is possible 

to set up the script without much effort. And there are many other delicacies that Angular 

can offer! 

- Elements are disabled. Angular force to remove the dense coupling between different parts 

of the application. NodeJS-style injection molding can be easily replaced with different 

components. 

- All manipulations with MOUs take place where they should be. When using Angular 

presentation technology, it is not associated with application logic, which greatly simplifies 

and simplifies the marking process. 

- We will focus on the test. The corner test is designed for thorough testing and supports 

both unit and comprehensive testing using tools such as jasmine and conveyor. 
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- Corner is mobile and compatible with desktops, which means it has a multi-platform 

structure. 

- It is actively supported and has a large community and ecosystem. You can find a lot of 

material about this framework, as well as many useful tools from other companies. 
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Dependency injection (DI) is that lets you keep your component classes lean and  

efficient. 

Figure 3 : Template, Data Binding 
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3.1.3 TYPESCRIPT 

TypeScript is an programming language which is open source that means one can use it for 

free and also contribute for its further development and it is developed and managed by 

Microsoft. It is a JavaScript advanced version or we can call superset that consists of 

additional functionality to that provided by the JavaScript language. 

TypeScript is designed primarily to develop large types of applications and then compile 

them into JavaScript. Since TypeScript is a JavaScript add-in, all existing JavaScript 

programs are as valid as TypeScript programs, which means that JavaScript programs can be 

compiled and executed with TypeScript. 

TypeScript allows you to write JavaScript programs as users wish. TypeScript is a set of 

higher-level JavaScript that compiles a TypeScript(.ts) file into a simple JavaScript. 

TypeScript is purely object-oriented (OOP) with statically printed classes, interfaces and C# 

or Java languages. Angular 2.0 is one of the most popular JavaScript frameworks written in 

TypeScript. Mastery of the TypeScript language can help programmers write object-oriented 

programs (OOPs), compile them into a JavaScript file, and use them for client-side and 

server-side execution (Node.js). 

 

3.1.4 PYTHON 

Python is very simple programming language. It is very easy to learn python. The concept of 

objects and classes can be used in the Python very easily so that’s why it is called object 

oriented programming language. Python source code is converted to byte code when we 

compile the source code. After that this byte code is executed by the interpreter. So this 

language is also known as the Interpreted language. Python has facility of in built high level 

data structures which makes this language very easy to learn. 

3.1.5 NODE JS 

Node.js provide, multi-platform JavaScript runtime environment and also  executes code for 

the JavaScript  exterior to the browser. For client-side scripts JavaScript is mainly used 
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,script is embedded within in HTML web page is written in JavaScript and compiled and 

executed  on the client-side in the user's web browser using javascript engine.  

Node.js permits the developers for using  JavaScript to write server-side scripts or command 

line commands by running server-side scripts for creating dynamic web page content before 

sending the page to the user's browser. As a result, Node.js represents the "JavaScript 

everywhere", combining the development of web applications around a single programming 

language rather than several scripting languages on the server and client side. 

 3.1.6 FLASK 

A flask is a microstructure written in Python. It does not have an abstract level of database, 

form checking or other components in which other libraries supports overall functionality.  

Flask is used as an integration to connect to any framework using REST API. There are 

extensions for support for form validation, support for mappers, data loading. Extensions are 

updated much more regularly. 

3.2 LIBRARIES 

3.2.1 NUMPY 

Numpy is a Library which provide the facility of easy manipulation of multi-dimensional 

array in Python. Without this library the facility of use of multidimensional array is little bit 

difficult. By importing this package, multidimensional array can be manipulated easily. 

Also, other high dimensional operation of mathematics can be used with the help of this 

package. 

3.2.2 PANDAS 

Data analysis can be done very easily with the help of Python. Python provides multiple 

packages and libraries which provides user to different type of facilities. Pandas is one of 

them. This library is used for data analysis. With the help of this library user can optimized 

performance. 
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Data can be analyzing in Pandas with: - series and data frames. Series means 1-D array in 

Pandas. With the help of Series user can store any datatype. DataFrames means rows and 

columns.so Data frame is 2-D array. 

 3.2.3 MATPLOTLIB 

Matplotlib is one of the most important library in Python. This library generally used by the 

user for creation of graphs. Data can be visualized very easily with the help of this library. 

This library supports users to create different type of graphs such as- Histogram, Power 

spectra, Error charts etc. 

3.3 LOG FILES FORMAT 

3.3.1 Android 

Format: ['Date', 'Time', 'Pid', 'Tid', 'Level', 'Component', 'Content']  
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3.3.2 Windows 

Format: ['Date', 'Time', 'Level', 'Component', 'Content']  

 

Figure 4 : Windows Log File 

3.3.3 Apache 

Format: ['Day', 'Month', 'Date', 'Time', 'Year', 'Level', 'Content'] 
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3.3.4 HDFS 

Format: ['Date', 'Time', 'Pid', 'Level', 'Component', 'Content'] 

 

3.3.5 BGL 

Format: ['Label', 'Timestamp', 'Date', 'Node', 'Time', 'Node Repeat', 'Type', 'Component', 

'Level', 'Content']  
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3.3.6 Hadoop 

Format: ['Date', 'Time', 'Level', 'Process', 'Component', 'Content'] 

 

 

3.3.7    HPC 

Format: ['Log Id', 'Node', 'Component', 'State', 'Time', 'Flag', 'Content'] 

 



17 

 

3.3.8     Linux 

Format: ['Month', 'Date', 'Time', 'Level', 'Component', 'PID', 'Content'] 

 

3.3.9 Mac 

Format: ['Month', 'Date', 'Time', 'User', 'Component', 'PID', 'Address', 'Content'] 
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3.3.10 OpenSSH 

Format: [ 'Date', 'Day', 'Time', 'Component', 'Pid', 'Content'] 

 

3.3.11 OpenStack 

Format: ['Log record', 'Date', 'Time', 'Pid', 'Level', 'Component', 'ADDR', 'Content'] 
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3.3.12 Proxifier 

Format: ['Time', 'Program', 'Content'] 

 

3.3.13 Spark 

Format: ['Date', 'Time', 'Level', 'Content'] 
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3.3.14 ThunderBird 

Format: ['Label', 'Timestamp', 'Date', 'User', 'Month', 'Day', 'Time', 'Location', 

'Component', 'Content'] 
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Chapter - 4 

System Design & Implementation  

4.1 Application Development 

The below is the step by step implementation of our web application that how our application 

works. 

1. Job Setup:  

This is the first page of our application that how our application is going to look like. In this 

page we provide an user interface in which user has to choose log file and also the format of 

that log file listed in dropdown format. 

 

Figure 5 : Job Setup 
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Figure 6 : Log Files 

 

2. Send Metadata ( Angular ):  

After selecting the file and the format of log file, the file content is processed or extracted in 

Angular and sent data to Server. For that purpose, we have created Rest API Service in 

Angular Client Side to send the data to the Backend Server that is Flask.  

 

 

3. Read Metadata ( Flask ) : 

After sending the metadata from Angular i.e from Client Side, now we have to fetch that data. 

So for that we integrate Angular Rest Services and Python Rest Services using Flask Web 

Framework.  

 

 

4. Filtering & Cleaning 

After receiving the raw data in Flask, we first have to preprocess it. That means we have to 

perform filtering and cleaning on it. So in this process, some of unwanted records are deleted 

and filtered out. 
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5. Data Analysis : 

After filtering and cleaning phase, now we have to analyze our structured data. For analysis, 

we are using Material Table to show the structured data in form of table. Below is the output 

of the log file shown : 

 

Figure 7 : Data Analyzing 

6. Processing of Results ( Visualization ) : 

After analysis the structured data in form of table, now we would like to visualize the data in 

form of charts. So, for that we are using ng2-charts in Angular framework. Ng2-charts can 

transform data into pie charts, bar graphs, line charts and doughnut charts. 
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Figure 8 : Data Visualization 

 

 

 

 

 

Figure 9 : Pie Chart Visualization 
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Figure 10 : Line Chart Visualization 

 

 

 

 

 

Figure 11 : Bar Chart Visualization 
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Figure 12 : Doughnut Chart Visualization 

 

 

 

Figure 13 : Different Columns Visualization 

 



27 

 

7. Searching : 

In this operation, client can search the queries to get result of particular fields. The Search 

operation is fully performed by the Backend Server i.e using Python REST API Service and 

the results are directly displayed on the Angular i.e on Client Side.  

 

Figure 14 : Search Operation 

 

 

Figure 15 : Search for ERROR of type Level Column 
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8. Sorting 

In this operation, client sort the data on the basis of columns fields. The Sort operation is 

fully performed by the Backend Server i.e using Python REST API Service and the results 

are directly displayed on the Angular i.e on Client Side. 

 

Figure 16 : Sorting on column Type 

 

Figure 17 : Sorting on Column Date 
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Chapter - 5 

TEST PLAN 

 

Table 3: Number of different tests to be performed 
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Chapter – 6 

RESULT ANALYSIS 

Output LOG FILES 

• Android Structured Log File 

 

• Apache Structured Log File 
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• BGL Structured Log File 

 

 

 

• Hadoop Structured Log File 
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• HDFS Structured Log File 

 

 

 

• HPC Structured Log File 
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• Linux Structured Log File 

 

 

 

• MAC Structured Log File 
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• OpenSSH Structured Log File 

 

 

 

• OpenStack Structured Log File 
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• Proxifier Structured Log File 

 

 

• Spark Structured Log File 
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• Thunder Bird Structured Log File 

 

 

 

• Windows Structured Log File 
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• ZooKeeper Structured Log File 
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