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ABSTRACT

Our project deve_:loping download manager is concerned with proper download of HTTP files with
variolus functionalities that enablés_ the user to exercise various options such as pause, resume,
download etc. T‘his:do_.wnload manager manages to resume the data from the byte it has -stopped
previously ra_ther than _downloadirig the whole data again. it belongs to the category of deskt(.)ph

application software. Various enhancements such as extending support to FTP, HTTPS (secured), bit-

torrent ﬁies is possible.




CHAPTER-1

OVERVIEW

The Download Manager uses a simple but effective GUI interface built in java's Swing libraries. The
Download Manager window is shown here. The use of Swing gives the interface a good, modern look

and feel.

The GUI méintains a list of downlosds that are currently Being managed. Each download_'in- .the list
reports its URL, size of the file in bytes, pro'grcss as a percentage towards complction current status.
The downloads. can each be in one of the following states: Downloadmg, Paused, Complcte Etror,

Cancclled The GUI also has controls for adding downloads to the list and for changlng the state of
each of the downloads in the list.. When a download in the list is selected, dcpcndmg on its cuuent

state, it can be paused resumed, cancelled or removed from the l1st altogether.

The download Managel is blokcn into a few classes for natural separation of funcllonal components.

These are the Download, l)ownloadsTabchanagcr, ProgressRenderer, and Download Manager
classes rcspectwcly The Download manager class is rcspon31blc for the GUI mtcrfacc and rndkes use
of the DownloadsT ableModcl and PlogressRenderer classes for dlspldymg the cunent hst of
downloads the Download class rcpresents a managed” download and is respons1blc for pcrformmg

the actual downloadmg, of a file. In the following sections, we will go thlough each of these c]asscs in

detail, h1ghl_1g3_htmg their inner workmgs and explaining how they relate to each other.




CHAPTER-2

WHY JAVA???

The two main reasons why we choice Java For developing this programming language are :
Sccurity
Portability.
Rich GUI’s

Security:-When ever you connect to internet there is always a chance that your computer getling
infected. A download manager should provide security that no virus gets downloaded along with the

original files.

Java has a rich Security API’s build into its JRE. Moreover Java answers all it’s the security

concerns by providing a “firewall” between a networked application and your computer.

And all the Java programs are runned in its JVM and java does not allow the programs to

access system resources by default and thus making your system secure.

Portability:-Many types of computers and operating systems are in use throughout the world — and
many are connected to the Internet. We wanted to develop a platform independent Download Manager
, so that our DM can be ported to very platform like Microsoft Windows , Linux , Unix , Solaris ,Mac

,BSD with very few changes to the code.

Rich GUI’S:-DM is a Desktop Application which is used by general computer users. So we want to
make our DM simple , casy-to-use , nice look. For this we have to use rich graphical user interfaces
Fortunately Java comes with two different graphical interface API'S .they are Swing and AWT. swing,

components are light weight components and AWT components are heavy weight components .both

parallely provide rich graphical user interfaces.




In Addition to these three there are many others areas in which Java is preferred. -
They are:-

Simple _
Object-oriented
Robust
Multithreaded
Architecture-neutral
Interpreted

High performance
Distributed
Dynamic
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CHAPTER-3

UNDERSTANDING INTERNET PROTOCOLS & DOWNLOADS

To Understand and appreciate the Download Manager we first need to have a close look at how

internet downloads work.

Internet downloads in their simplest form are merely client/server transactions. The client, your

browser, requests to download a file from a server on the Internet. The server then responds by sending

the requested file to your browser .In order for clients to communicate with servers, they must have an
established protocol for doing so. The most common protocols for downloading files are file transfer
protocol (FTP) and Hypertext Transfer Protocol (HTTP).FTP is generically associated with exchange

of files between the computers whereas the http is used is usually associated with transferring of 'web

pages and their related files .Overtime, as the world wide web has grown in popularity, http has become |

the dominant protocol for downloading files from the Internet. FTP is definitely not extinct though.

For brevity's sake the DM developed here will only support HTTP downloads. the difference between
these two forms of lies in the way files can be requested from servers. With the antiq'uated HTTP1.0

client can only request that a server send it a file, whereas with HT'TP1.1, a client can request that a

server send it a complete file or only a specific portion of a file. This is the feature the DM is built on.




CHAPTER-4

UNIFORM RESOURCE LOCATOR

A Uniform Resource Locator (URL) is a string of characters conforming to a standardized format,
which refers to a resource on the Internet (such as a document or an image), by its location. For

example, the URL of our University is http://www juit.ac.in.

An HTTP URL, commonly called a Web address, is usually shown in the address bar of a web browser.
Tim Berners-Lee created the URL in 1991 to allow the publishing of hyperlinks on the World Wide
Web, a fundamental innovation in the history of the Internet. Since 1994, the URL has been subsumed

into the more gcneral Uniform Resource Identifier (URI), but URL is still a widely used term.

The U in URL has always stood for Uniform, but it is sometimes described as Universal, perhaps

because URI did mean Universal Reéource Identifier before RFC 2396.

URIs and URLs

Every URL is a type of Uniform Resource Identifier (URI), or, more precisely, the set of URLs is a
proper subset of the set of URIs. A URI identifies a particular resource while a URL both identifies a
resource and indicates héw to locate ‘it. To illustrate the distinction consider the URT urn:ietf:rfc:1738
~which identifies IETF RFFC 1738 without indicating where to find the text of this RIFC. Now consider
i three URLs for three separate documents containing the text of this RI'C:
http://www.ietf. org/rfcll'fc 1738.1xt
http://www.w3.org/Addressing/rfc1738.txt
http:/rfe.sunsite.dk/rfe/rfc1738.html g : _ ; |

Each URL uniquely identifies each document and thus is a URI itself, but URL syhtax is such that the

identifier allows one to also locate each of these documents. Thus, a URL functions as the document's

address. -

Historically, the terms have been almost synonymous as almost all URIs have also been URLs. For this

,1




reason, many definitions in this article mention URISs instead of URLS; the discussion applies to both

URIs and URLs.

URL scheme

A URL is classified by its scheme, which typically indicates the network protocol used to retrieve a
representation of the identified resource over a computer network. A URL begins with the name of its

scheme, followed by a colon, followed by a scheme-specific part.

Some examples of URL schemes:
Http - HTTP resources
Https - HTTP over SSL.
Ftp - File Transfer Protocol
Mailto - E-mail address
1dap - Lightv\_}eigﬁt Directory Access Protocol lookups

File - resources available on the local computer or over a local file sharing network

News - Usenet n,ewsgroups - 1
Gopher - the Gopher protocol
Telnet - the TELNET protocol

Data - the Data: URL scheme for inserting small pieces of content in place

Some of the first URL schemes, such as the still-popular "mailto", "http", "ftp", and "file" schemes, -
along w.ith the general syntax of URLSs, were first detailed in 71994 in Reciuest for Comments I-{F_C
1630, superseded within a year by the more refined RFC 1738 and RFC 1808. Some of the schemes
deﬁned‘_in that document are still in effect, while others have fallen into disuse or have been redefined
by later Standards. Meanwhile, the definition of the geﬁeral syntax of URLs has forked into a scparatc i
line of URI speciﬁcations.: RFC 2396 (19.98) and RF_C 2732 ('1 999),'b0th of which afe obsolete but still
widely referenced by URI, scheme deﬁnitions; and the current standard, STD 66 / RFC 3986 (2005). .

Generic URL syntax i "




All URLS, regardless of scheme, must conform to a generic syntax. Each scheme can impart its own

- requirements for the syntax of the scheme-specific part, but the URL must still conform to the generic

syntax.

Using a limited subset of characters compatible with the printable subset of the ASCII repertoire, the
generic syntax allows a URL to represent a resource's address, regardless of the original format rof the: -

components of the address.
Schemes using typical connection-based protocols use common "generic URI" syntax, defined below:
scheme://authority/path?query#{ragment

The authority typically consists of the name or IP address of a server, optionally followed by a coldﬁ'

and a TCP port number. It may also contain a username and password for authenticating to the server.

The path is a specification of a location in some hierarchical structure, using a slash ("/") as delimiter

between components.

The query typically expresses parameters of a dynamic query to some database, program, or seript

-residing on the server.

The fragment identifies a portion of a resource, often a location in a document.

| : : Example: HTTP URLs

The URLs employed by HTTP, the protocol used to transmit web pages, are the most popular kind of

URI and can be used as an example to sc_heme://host':port/path?parameter:value#émchor

URI references

The term URI reference means a particular instance of a URI, or portion ther_eof, as used in, for

instance, an HTML document, in order to refer to a particular resource. A URI reference often looks




just like a URL or the tail end of a URL. URI references introduce two new concepts: the distinction

between absolute and relative references, and the concept of a fragment identifier. -

An absolute URL is a URI reference that is just like a URL defined above; it starts with a scheme 1
followed by a colon and then a scheme-specific part. A relative URL is a URI reference that comprises |
just the scheme-specific part of a URL, or some trailing component thereof. The scheme and :Ieadi.ng
components are inférr.ed from the context in which the URL reference appears: the base URI'(br base

URL) of the document containing the reference.

A URI reference can also be followed by_ a hash sign ("#") and a pointer to within the resource

referenced by the URI as a whole. This is not a part of the URI as such, but is intended for the. "user

agént" (b’rowSer)_tC interpret after a representation of the resource has been retrieved. Therefore, it is

not supposed to be sent to the server in HTTP requests.

Examples of absolute URLs:

http:// distrowatch.com/dwres.php?r_ersource=mai0f

http:// diSt'rowatch..com'/tablé.php?diStributi011itlb11ht11

Examples of relative_ _URLS:
// Iwiki/Train

P R

fwiki/ Train

Case-sensitivity

According to the current standard, the scheme and host components are case-insensitive, and when
normalized during processing, should be lowercase. Other components should be assumed to be case-
Sensitive; However, in practice case-sensitivity of the components other than the protocol and hostname

are up to the webserver and operating system of the system hosting the website.
URLs in everyday use

An HTTP URL combines into one simple address the four basic items of information necessary to

retrieve a resource from anywhere on the Internet:




the protocol to use to communicate,
the host (server) to communicate with,
the network port on the server to connect to,

the path to the resource on the server (for example, its file name).

A typical URL can look like:
http:// dis‘growatch.comz80/wiki/Special:Search?search:train&gO:Go

In the example aboVe:
Ht_tﬁ is the protocol,
distrowatch.com is the hoét
80 is the network port number on the server (as 80 is the default value for the HTTP plolocol this
portlon could have been omitted entlrely)
/wiki/Special:Search is the resource path, :

?search=train&go=Go is the query string; this part is optional.

Most web browsers do not require the user to enter "http://" to address a webpage, as HTTP is by far
the most common protocol used in web browsers. Likewise, since 80 is the default port for http it is not

usually spemﬁed One usually just enters a partial URL such as

http://distr owatch.com/dwres.th?lesourccﬁma;m To go to a homepage one usual]y just enters thc

host name, such as hitp://distrowatch.com/

Since the HTTP. protocoi_ allows a s'é_rver to respond to a request by redirecting the web browser (o a
different URL, 1r‘1any-servers additibnaliy allow users to omit certain parts of the URL, such as the
fwww." parf or the trailing slash if the' resource in question is a directory. (Note: Omitting 'www.' is a
feature of the DNS redirection, Wthh may be performed at a top-level server and not on the HTTP
server - but tlus distinction is transparent to an end-user). However, these omissions techmcally mdkc it
a different URL, so the web browser cannot make t_hese adjustments, and has to rely on the server to
respond with a rcdiré’ét, It is poSsible, but due to tradition rare, for a web server to serve tWo different

pages for URLs that differ only in a trailing slash.

Note that in htm://distrowatch.cbm/dwres.php?resource=maibr the hierarchical order of the five

elements is com (generic top-level domain) - distrowatch (second-level domain) - en (sub domain) -




dWres.pllp ; 1.e. before the first slash from right to left, then the rest from left to right.

For a more extensive discussion of HTTP URLs and their use, see above.

‘Thie big picture

The term URL is also used outside the context of the World Wide Web. Database servers spe_éif y URLs
as a parameter to make connections to it. Similarly any Client-Server application followihé a pérticular

protocol may specify a URL format as part of its communication process.

Example‘ of a database URL :

: jdbc:datadirect:or_eiclé;// myserver: 1 521 ;sid:_testdb

If a webpage is uniquely and more or less permanéntly defined by a URL it can be linked to (see also
permalink, deep linking). This is not always the case, e.g. a menu option may change the contents of a
frame within the p’age without this “new combination having its own URL. A webpage niay also depend

on temponarlly stored 1nf01mat10n If the webpage or frame has its own URL, this is not aIwayS 0bv10us

for someone who wants to link to it: the URL of a frame is not shown in the address bar of the browser, '

and a page w1thout address bar may have been produced. ‘The URL may be derivable from thc source

: code and/or propert;es of various components of the .page.

Apart from the purpose of linking to a page or page component, one may want to know the URL to
show the component alone, and/or to 'lift'res'trictio_ns such as a browser window without toolbars, and/or

of a small non-adjustable size.

Web servers also have the ability to redirect URLSs if the destination has changed, allowing sites to

chahgé their structure without affecting existing links. This proéess is known as URL _redi'rec't_.i_on.




" CHAPTER-5

PROXY SERVER

A proxy server is a computer that offers a computer network service to allow clients to make indirect
network connections to other network services. A client connects to the proxy server, then reqmsts a

connection, file, or other resource available on a different server. The proxy provides the resource

e1the1 by connectmg to the specified : server or by serving it from a cache. In some cases, the proxy may

alter the client's request or the server's response for various purposes.

A proxy server can also serve as a firewall.
Web proxies

A common proxy application is a caching Web proxy. This provides a nearby cache of Web pages and
files available on remot_e Web servers, allowing local network clients to access them more quickly or

reliably. -

When it receives a requelst fora Web'resource (specified by a URL), a caching proxy looks for the

resultmg URL in its local cache. If found, it returns the document 1mmed1ately Otherwise it fetches it

from the remote server, returns it to the requester and saves a copy in the cache. The cache usually uses

an expiry algorlthm to remove documents from the cache, according to their age, size, and access
hlstory Two s1mple cache algorithms are Least Recently Used (LRU) and Least Frequcntly Uscd

(LFU). LRU removes the documents that have been left the longest, while LFU removes the least

popular documents

Web proxies can also filter the content of Web pages served. Some censorware applications — which
attempt to block offenswe Web content — are 1mplemented as Web proxies. Other web prox1es :
reformat web pages for a specific purpose or audlence for example, Skweezer reformats web pages for

cell phones and PDAS Network operators can also deploy proxies to intercept computer v1ruses and

other hostile content served from remote Web pages.




A special case of web proxies are "CGI proxies." These are web sites which allow a user to access a
site through them. They generally use PHP or CGI to imblcmcnt the proxying ﬁinctionality. CGl

proxies are frequently used to gain access to web sites blocked by corporate or school proxies. Since i
they also hide the user's own IP address from the web sites they access through the proxy, they are

k- sometimes also used to gain a degree of anonymity.

Proxy Transparency

Many organizations — including corporations, schools, and families — use proxy servers to enforce
network use policies (see censorware) or provide security and caching services. Usually, the web proxy
is not transparent to the client application: it must be configured to use the proxy, manually or with a

configuration script. Thus, the user can evade the proxy by simply resetting the client confi guratidn,

except in the case where the proxy is used instead of a NAT router to share an internet connection or a ‘I
3 ;| |
LAN. Such proxies may be difficult to configure for applications requiring a large port range out going l
and may only be able to route inward to a single server for a given UDP or TCP port (sce Wingate 2.x !
|
versions). However such proxies may have more extensive logging or more customizable security than

a simple NAT router box.

A transparent proxy or transproxy (also known as a forced proxy) combines a proxy server with NAT i
so that connections are routed into the proxy without client-side configuration. However, RFC 3040

defines this type as intercepting proxy. Losd f.

Both NAT and transproxies are somewhat controversial in the Internet technical community, since both

violate the end-to-end principle upon which TCP/IP was designed.

The term pr OXY i is also used in a different sense in the Session Initiation Protocol (SIP) used in many

modern voices over IP systems. A SIP Proxy, unlike a Web proxy, does not handle the content of cllcnt

data.

Open proxies, abuse, and detection

An open proxy is a proxy server which will accept client connections from any IP address and make

connectlons to any Internet resource. Abuse of open proxies is currently implicated in a blgnlﬁ(,dm




portion of e-mail spam delivery. Spammers frequently install open proxies on unwitting end users'
Microsoft Windows computers by means of computer viruses designed for this purpose. Internet Relay

Chat (IRC) abusers also frequently use open proxies to cloak their identities.

Because proxies could be implicated in abuse, system administrators have developed a number of ways
to réfuse service to open proxies. IRC networks such as the Blitzed network automatically test client
systems for known types of open proxy [1]. Likewise, an email server may be configured to
automatically test e-mail senders for open proxies, using software such as Michael Tokarev's

proxycheck [2].

Groups of IRC and electronic mail operators run DNSBLs publishing lists of the IP addresses of known

open proxies, such as AHBL, CBL [3], NJABL [4], and SORBS.

The ethics of automatically testing clients for open proxies are controversial. Some experts, such as

Vernon Schryver, consider such testing to be equivalent to an attacker portscanning the client host. [5]

Others consider the client to have solicited the scan by connecting to a server whose terms of service

include testing, ; _ i . gﬁmma?\_
)

Reverse proxies RN

A reverse proxy is a proxy server that is installed in the neighborhood of one or more webservers. All

2

traffic coming from the Internet and with a destination of one of the webservers is going through the
proxy s'el;ver.-‘There are several reasons for installing reverse proxy servers:

Security: the proxy server is an additional layer of defense and therefore protects the webservers further
up the chain ' :

Encryption / _SSL acceleration: when secure websites are created, the SSL encryption is often not done
by the webserver itself, but by a reverse proxy that is equipped with SSL acceleration hardware. See
Secure Sockets Layer.

Load distribution: the reverse proxy can distribute the load to several webservers, eabh webserver
serving its own application area. In such a case, the reverse proxy may need to rewrite the URLSs in
each webpage (transléti'()n from externally known URLs to the internal locations) |
SerVe/cache static content: A reverse proxy can offload the webservers by caching static content like

pictures and other static graphical content (See Squid cache)




Compression: the proxy server can optimize and compress the content to speed up the load time.

Split proxies

A split proxy is essentially a pair of proxies installed across two computers. Since they are effectively
two parts of the same program, they can communicate with each other in a more efficient way than
they can communicate with a more standard resource or tool such as a website or browser. This is ideal
for compressing data over a slow link, such as a wireless or mobile data service and also for reducing
the issues regarding high latency links (such as satellite internet) where estabilishing a TCP connection
is time consuming. Taking the example of web browéing, the user's browser is pointed to a local proxy
which then communicates with its other half at sorﬁe remote location. This remote server fetches the
requisite data, repackages it and sehds it back to the user's local proxy, which unpacks the data and

presents it to the browser in the standard fashion .

~ Anonymous proxy risks

In using a proxy server (for example, anonymizing HTTP proxy), all data sent to the service being used

(for example, HTTP server in a website) must pass through the proxy server before being sent to the

service, mostly in unencrypted form. It is th'er_efdre possible, and has been demonstrated (see, for “
example, Sugarcane) for a malicious proxy server to record everything sent to the proxy: including ' l
unencrypted logins and passwords. - ' ; ' "

By chaining proxies W_hich do not re{real data about the original requestor, it is possible to obfuscate
activities from the eyes of the user's desti..nation. However, more traces will be left on the inlei‘med.ialc “
hops, which could be used or offered up to trace the user's activities. If the policie_s‘and administrators
of these other proxies are unknown, the .user may fall victim to a false sense of se'cu__rily just because

those details are out of sight and mind.

The bottom line of this is to be wary when using proxy servers, and only use proxy servers of known
integrity (e.g., the owner is known and trusted, has a clear privacy policy, etc.), and never use proxy

servers of unknown integrity. If there is no choice but to use unknown proxy servers, do not pass any

private information (unless it is properly encrypted) through the proxy.




CHAPTER-6
HYPERTEXT TRANSFER PROTOCOL

Hypertext Transfer Protocol (HTTP) is the method used to transfer or convey information on the World
Wide Web. It is a patented open internet protocol whose original purpose was to provide a way to

publish and receive HTML pages.

: De_velopmen{ of HTTP was coordinated by the World Wide Web Consortium and working groups of
the Internet Engineering Task Force, culminating in the publication of a series of RFCs, inost notably

RFC 2616, which defines HTTP/1.1, the version of HT'TP in common use today.

HTTP is a request/response protocol between clients and servers. The originating client, such as a web
browser, spider, or other end-user tool, is referred to as the user agent. The destination server, which
stores or creates resources such as HTML files and images, is called the origin server. In between the

user agent and origin server may be several intermediaries, such as proxies, gateways, and tunnels.

An HTTP client initiates a request by éstablishing a Transmission Control Protocol (TCP) connection
to a particular port on a remote host (port 80 by default; see a list of well-known ports). An HTTP

server listening on that port waits for the client to send a Request Message.

Upon receiving the request, the server sends béck a status line, such as "HTTP/1.1 200 OK", and a
message of its own, the body of which is perhaps the requested file, an error message, or some other

information.

Resources to be accessed by HTTP are identified using Uniform Resource Identifiers (URIS) (or, more :

sp'eciﬁéa]ly, URLSs) using the http: or https URI schemes.

- Request Message

The request message consists of the following:




Request lihe, such as GET /images/logo. gif HTTP/1.1, which requests the file logo.gif from the
/images directory | :

Headers,-such as Accept-Language: en

An empty line

l An optional mes.sage'body

The request line and headers must all end with CRLF (i.e. a carriage return followed by a line feed),

The empty line must consist of only CRLF and no other Whiiespace.
Some headers are optional, while others (such as Host) are required by the HT TP/1 .1 protocol.

Request methods

HTTP defines eight methods indicating the desired-action to be performed on the identified resource.
Requests a representation of the specified resource. By far the most common method used on the Web

today.

-

¢ HEAD _ ;
Asks for the response identical to the one that would correspond to a GET request, but without the
response body. This is useful for reirievillg meta-information written in response headers, without :

héving to transport the entire content.

POST . :

Submits usef data (e.g. froxln a HTML. form) to the édentiﬁed resource. The data is included in the body
of the request. ' ' .
PUT.

Uploads a representation of the specified resource.

DELETE

Deletes the specified resource (rarely implemented).

TRACE




Echoes back the received request, so that a client can see what intermediate servers are addlng or

changing in the quuest

OPTIONS
Returns the HTTP methods that the server supports. This can be used to check the functionality of a

web server.

CONNECT

For use with a proxy that can change to being an SSL tunnel.

Methods GET and HEAD are defined as safe, i.e. 1ntended only f01 mfornlatlon retueval Unsafe
methods (such as POST, PUI and DELE'I E) should be displayed to the user in a spemal way (e.g. as
buttons rather than hnks), making the user aware of possible side effect of their actions (e.g. financial

transaction). -

Methods GET HEAD PUT and DELhTE are defined to be idempotent, meaning that rnultlple
identical- requests should have the same effect as a single request. Also, the methods OPT IONS and

TRACE should not have side effects, and so are 1nherently_ 1dempotent.

Despite the specified idempotence of GET fequests in practice GET requests are often used to pass
HTML form values or other data to an HTTP server. These requests can cause: changes on the server,

through CGI execution, which may result in dIfferent effects for successwe identical 1equests 1401

- example, an HTML page may use a Ilnk to cause the deletion of a database record; melely GET- 1ng a

particular URL on a server will cause the CGI application on the server to delete a record, thus causmg '
a change of the server's state and p0351bly making 1dent1cal following requests to thls URL to f'nl on
account of the database record already bemg deleted. This behavior is technlcal]y dlscouraged (non-
idempotent actxons should ideally be initiated by a POST request) but is very common on the modern
World Wlde Web Such behavior can cause ptoblems because various schemes for cachmg web pages,
such as search engmes, which by de51gn GET pages before a user initiates a request, can cause

unintentional changes on a server,

HTTP se_rv_ers are stpposed to implement at least GET and HEAD methods and, whenever possible,

also OPTIO_NS method.




- HTTP versions

HTTP differs from other TCP-based protocols such as FTP, because HTTP has different protocol

versions:

0.9 _ ‘
Deprecated. Was never widely used. Only supports one command, GET. Does not support headers.

Since this version does not support POST the client can't pass much information to the server.

- HTTP/L.0 _
Still in' wide use, especially by proxy servers. All()ws péfsistent connections (alia's keep;alive
connectlons more than one request—response per TCP/IP connectlon) when explicitly negotlated

howevel this only works well when not usmg Proxy servers.

HTTP/I.1

Current version; persistent connections enabled by default and works well with proxies. Also supports :

= A0S

’ request pipelining, allowing multiple requests to be sent at the same time, allowing the server to

prepare for the workload and potehtially transfer the requested resources more quickly to the client.
Status codes

In HTTP/ 1.0 and smcc the first lme of the I-ITTP response is called the status line and includes a
numeric status code (such as. ”200”) and a textual reason phrase (such as "OK"). The way the user agent
handles the response primarily depends on the code and secondarily on the response ‘headers. Custom
status éodes can be used since if the USer'agent encounters a code it does not recogniie,' it_clran. use' the

first digit of the code to determine the géne_ral class of the response. [1]

Also, the standard reason phrases are only recommendations and can be replaccd with "local »
equivalents" at web developer's discretion. If the status code indicated a problem, the user agent might

- display the reason phrase to the user to provide further information about the nature of the problem.

The standard also aﬂdWs the user agent to attempt to interpret the reason phrase, though this 'might be
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- unwise since the standard expllcrtly specrﬁes that status codes are machine-readable and reason phrases

are human 1eadable
In practice, the reason phrase is unlikely to reach the user and is never interpreted. All modern web
browsers rely on the status code to determine the handling and the response body to inform the user.

‘ ‘However, the reason phrase may be logged and thus custom reason phrases mlght help in debuggmg

See list of HTTP status codes for a list of all widely known status codes and associated standard reason

phrases.

HTTP connection persistence

ln HTTP/0.9 and HT I'P/1.0, a cl1ent sends a request to the server, the server sends a 1esponse back to

' the client. After this, the connectlon is closed. HTTP/1.1, however, supports perSJStent eonneetlons

, Th1s enables the cl1ent to send a request and get a response and then send additional requests and get
add1t1onal responses The TCp connectlon is not released for the multiple add1t1ona] requests S0 the
relative overhead due to TCP is much less per request. The use of persistent colnnec_txon is often cal_led
keep alive.lt is also possihle,to send more than one (usually between two and five) request before .

’ ~ getting responses from previous requests. This is called pipelining.

There is a HTTP/1.0 extension for connle'ction persistence, but its utility is limited due to HTTP/1.0's
lack of unamblguous 1ulcs for del1m1t1ng messages This extens1on uses a header called Keep -Alive,
while the HTTP/ l 1 connectlon per51stence uses the Connection header. The1efore a HTTP/1.1 may

“choose to support e1ther just HTTP/ 1. 1 connection persmtence or both HTTP/1.0 and HTTP/1.1

have it disabled in the_.ir configuration

~HTTP connection closing

Both HTTP servers and cllents are allowed to close TCP/IP connect1ons at any tnne (1 e dependmg on

their settings, the1r load etc.). This feature makes HTTP ideal for the World Wide Web where pages

regularly link to many other pages on the same server of to external servers.

=

connection persistence. Some HTTP/1.1 clients and servers do not 1mplement connection persistence or

o




Cllosing an HTTP/1.1 connection can be a much longer operation (from 200 milliseconds up to sevcrel
seconds) than closing an HT'TP/1.0 connection, because the first usually needs a linger close while the
second can be immediately closed as soon as the entire first request has been read and the full 1;espo_1ise

has been sent.

HT'TP session state

https:.is a:URI sch_eme-syntaetieally ldentical to the http: scheme used for normal HTTP connections,
- but which signals the; browser to use an added eneryption layer of SSL/TLS to p_rotect the trafﬁe. SSL
is especially suited for HTTP since it can provide some protection even if only one side to the - _
communic.at'icsn ie _authentieated. In the case of PlTTP transactions over the Internet_,' t&pl_ieally only the
server side is authenticated; . i - “ A
Example : :

Below is a sample conversatlon between an HTTP client and an HTTP server runmng on

www.example.eom, port 80.

| : Cllent request (followed by a blank line, so that request ends w1th a double newline, each in the form of

a carriage return followed by a line feed)

GET /index.htm! HTTP/1.1

Host: www.example.com

The "Host" header distinguishes between various DNS names sharing a single IP addless, allowmg

name-based vntual hostmg Wlnle optlonal in HTTP/1.0, it is mandatory in HTTP/ 1.1,

Server. r_esponse_-(_followm by a blank line and text of the requested page): :

HTTP/I 1200 0K

" Date: Mon, 23 May 2005 22:38:34 GMT

Server: Apache/ 1.3.27 (Unix) (Red-Hat/Linux) l
Last-Modified: Wed, 08 Jan 2003 23:11:55 GMT
Etag: "3f80f-1b6-3¢1cb03b" '




Accept-Ranges: bytes
Content-Length: 438 -
Connection: close

Content-Type: text/html; charset=UT F-8 -

Sk | | ~ List of HTTP stafus codes
The following fs a list of HTTP responéé status codes and standard associated phrases, intended to give
a short textual descrlptlon of the status. These status codes are specified by RFFC 2616 along with .

) addltlonal unstandardlzed status codes sometimes used on Web.

The first digit of the status code Sbeciﬁes one of five classes of response.

Ixx Informational
- Request received, cdntinuing process.", :

100: Continue

101: Switching Protocols

2% Siiceess T e o ' ‘ | i "
( The action was Su_cbessfully recei\:/ed,-uriderstood, and accepted. ‘
200: OK - ' |
201: Created
202 Accepted
~ 203: Non-Authoritative _I'nformation :
204: No Content : -
205: Rését Content -
206: ‘ Pal'tiai Content

" 3xx Redirection '

Further action must be taken in order to complete the request

> 300: Multlple Ch01ces
301. Moved Permanently
302: Moved Temporarily (HTTP/1.0)




302: Found (HTTP/1.1)

303: See Other (HTTP/1.1)

304: Not Modified

305: Use Proxy _

Many HTTP clients (such as Mozilla and Internet Explorer) don't correctly handle responses with this
status code.

306: (no longer used, but reserved)

307: Temporary Redirect

4ir Client Error

The request contains bad syntax or cannot be fulfilled.
400: Bad Request

401: Unauthorized

See'ba_sic authen‘ticat.ion‘ scheme and digest access authentication.
402: Payment Requifed

403: Forbidden

404: Not Found

405: Method Not Allowed

406: Not Acceptable

407: Proxy Authentication Required

408: Request Timeout

- 409: Conflict

410: Gone

411: Length Required

412: Precondition Failed

413: Request Entity Too Large

414: Request-URI Too Long

415: Unsupported Media Type

416: Requested R.ange'Not Satisfiable

417: Expectation Failed

Sxx Server Error

The server failed to fulfill an apparently valid request.




500: Internal Server Error

501: Not Implemented

502: Bad Gateway

503: Service Unavailable

504: Gateway Timeout

f . 505: HTTP Version Not Supported
509: Bandwidth Limit Exceeded

This status code, while used by many servers, is not an official HTTP status code.

v -
s




CHAPTER-7

BASIC AUTHENTICATION SCHEME

Here is a typical transaction between an HTTP client and an HTTP server running on the local machine
(localhost). If is comprised of the fol-lowing steps; '

The client asks for a page thst requires authenticdtion but does not provide a user néme dnd password.
TyprcalIy this is because the user srmply entered the address or followed a link to the page.

The server responds w1th the 401 response code and provides the authentication realm

At thlS point, the client will present the authentication realm (typically a descrlpllon of the computer or

system belng accessed) to the user a.nd prompt for a user name and password. The user may decide to

~ cancel at this point.

Once a user name and bassword have been supplied, the client re-sends the same request but includes
the authentication header
In this example, the server accepts the authentlcatlon and the page is returned. If the user name is

1nva11d or the password 1ncor1ect thc server mlght return the 401 response code and the clrent would

- prompt the user again.

Note: A client may pre-emptively send the authentication header in its first request, with no user

interaction required.

Client request (no authentication) s

GET /private/index.html HTTP/1,0
Host: localhost . |

‘Server response:

HTTP/1.0 401 Unauthorised

Se.r_verz SokEvo/1.0 :

Date: Sat, 27 Nov 2004 10:18:15 GMT
WWW-Authenticate: Basw 1ea]m—~"SokEvo ‘
Content- Type: text/html :

Content-Length: 311

e =T A TN




<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"

"http://Www. w3, org/TR/ 1999/REC html401-19991224/loose.dtd">

<HTML>

<HEAD>

[ <IITLE>Bror</TITLE>

. <META HTTP- EQUIV“"Content Type" CONTENT="text/html; charset=ISO- 8859 1">
</HEAD> : '

<BODY><H1>401 Unauthonsed </H1></BODY> o

</HTML? il |

Chent request (user name "Aladdin", password "open sesame ")s
GET /prlvate/mdex html I-ITTP/ 1 0
Host: Iocalhost ! !

: Authorlzatlon Basw QthZGprJpchVuIHNICQFtZQ

Server response:

HTTP/1.0 200 OK i

Server; SokEvo/—l.O :

Date: Sat, 27 Nov 2004 10:19:07 GMT
Content TYpe: toximiml -
Content-Length: 10476

— ) —
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are generally dlstrlbuted w1th the 51gnlng certificates of major certificate author1t1es such as VenSlgn

Finally, for a smgle site, self—s1gned certrﬁcates can be the 1deal solut1on It is 1mportant to understand

' though that unless the certlﬁcate can be verified in some way (for example, phomng the certrﬁcate

CHAPTER-8
HTTPS

https is a URI scheme which is syntactlcally identical to the http scheme normally used for accessing .
resources using HTTP. Using an https URL indicates that HTTP is to be used, but with a different
default port and an addrtronal encryption/authentication layer between HTTP and TCP. This systcrn

was invented by Netscape Communications Corporation to provide authentication and encrypte_d

‘communication and is widely used on the Web for security-sensitive communication, such as payment

transactions.
How it works

Strlctly speakmg, https is not a separate protocol but refers to the combination of a normal HTTP
interaction over an encrypted secure socket layer (SSL) or transport layer securrty (TLS) transport :

mechanrsm ThlS ensures reasonable protectlon from eavesdroppers and man 1n the mrddle attacks.
£yl I ;

The default TCP port of an https URI is 443 (for unsecured HTTP the default is 80)

To prepare a web- scrver for acceptmg https connections the admlmstrator must create a pubhc key

ES, e B e s

cert1ﬁcate for the web-server. These certrﬁcates can be created: for Linux based servers wrth tools such
as OpenSSL's ssl ca [l] or SuSE‘s gensslcert. This certlﬁcate must be 31gned by a certrﬁcate authonty

of one form or another who certifies that the certiﬁcate holder is who they say they are. ‘Web browsers
so that they can verlfy cer tlﬁcates srgned by them.

Organrzatlons may also run thelr own certlﬁcate authorrty, partlcularly if they are responmble for

settmg up browsers to access thelr own 51tes (for example sites on a company mtranet), as they can. . -

tr1v1ally add their own 51gmng certlﬁeate to the defaults sh1pped w1th the browser
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owner to verify its checksum), there is a ri'sk of a man in the middle attack.

The system can also be used for chent authentication, in order to restrict access to a web-server to only

‘authorized users. For. thrs typrcally the site admrmstrator creates certrﬁcates for each user which are

loaded into their browser, although certificates signed by any certificate authorrty the server trusts

~ should work. These normally contam the name and e- mall of the authorized user, and are automatrcally

checked by the server on each reconnect to verrfy the user's 1dent1ty, potentrally wrthout ever entermg a

password.
Caveats.

The level of protectron depends on the cortectness of the 1mplementatron by the web br owser and the

server software and the actual cryptograph1c algorrthms supported. -

: CHp { ; bl
A common mtsconceptron among credrt card users on the Web is that https: fully protects therr car d
b

number from thleves In 1eal1ty, _an encrypted connectlon to the Web server only protects the credit card
number in transrt between the user s computer and the server itself. It doesn't guarantee that the server

1tself is secure, or even that it hasn't already been compromrsed by an attacker.

Attacks on the Web sites that store customer. data are both easier and more common than attempts to .

1ntercept data in transrt Merchant 51tes are supposed to 1mmed1ately forward i mcommg transacnons toa

ﬁnancral gateway and retam only a transact10n number, but they often save card numbers ina database .

It is that server and database that s usually attacked and compromrsed by unauthorrzed users.

BécaUse SSL‘l operatesbelow http ‘and has no knowledge of the higher level proto.col SSL seryei's can

only present one. certrﬁcate fora partrcular IP/port combmatron This means that i in most cases itis not

_feasrble to use name based V1rtual hostrng with https :

SR
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'CHAPTER-9

FILE TRANSFER PROTOCOL

FTP or file tran'sfer pr(')tocol'is.a 'cbmmonly used protocol for exchanging files over any network that
-supports the TCP/IP protocol (such as the Internet or an rntranet) There are two computers mvolved in
“an FTP transfer aserver and a chent The FTP server, runnmg FTP server software l1stens on the
network for connectton requests from other computers The client computer runnmg F 1R clrent
software 1n1t1ates a connectlon to the server. Once connected, the client can doa number of file -
mampulatlon operat10ns snch as uploadmg ﬁles 0 the server, download files from the server, rename
or delete files on the server and so on Any software company or 1nd1v1dual programmer is. able to-
create FTP server or chent software because the protocol is an open standard. Vtrtually every computer
platform supp01ts the FTP protocol This allows any computer connected to a TCP/IP based network to
: mantpulate ﬁles on another compllter on that network regardless of which operatmg systems are. :

1nvolved (rf the computers permrt FTP access) There are many existing F TP clrent and server

programs and many of these are free :

l '.Over‘view- :

FTP is commonly run on two ports, 20 and 21 and runs exclusrvely over TCP The Fl P server hstens
on port 21 for rncommg connect10n from FTP clients. A connection on this port forms the control
stream, on whtch commands are passed to the FTP server For the actual file transfer to take place a
d1fferent connectron 1s requtred Ilependmg on the transfer mode, the client (actrve mode) or the server
(passive mode) can listen for the i umcommg data connection. Before file transfer begms, the chent and
server also negottate thc port of the data connection. In case of active connectrons (where the server

: connects to the chent to transfer data) the server binds on port 20 before connectmg to the clrcnt For

'pass1ve connectlons there is no such restrtctron

While data is bemg transfer red via the data stream the control stream sits idle. This can cause problems

w1th large data transfers thtough ﬁrewalls Wthll time out sessrons after lengthy pertods of 1dleness
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While the ﬁle may well be: successfully transferred, the control session can be drsconnected by the ‘

& ﬁrewall causmg an error to be generated

 Objectives of EIP. . .

The objectiyes of FTP, as ouﬂined by its RFC, are:
To promote 'sh'arlng of .ﬁles (computer progranls and/or data).
To encourage indirect or implicit'use?'o‘f remote computers
To shleld a user from var iations in fi le storage systems among different hosts.
To transfer data relrably and efﬁcrently
: Crmcrsms of F T B

Passwords and file. contents are sent in clear text, whrch can be intercepted by eavesdroppers There are

'protocol enhancements that clrcumvent this. : _

Multrple TCP/IP connectlons are used one for the control connectron and one for each download
upload, or drrectory lastmg Frrewall soﬁware needs additional loglc to account for these connectlons
It is hard to ﬂlter actlve mode FTP trafﬁc on the client side by usrng a firewall, since. the chent must
open an arbltrary port in-order to recerve the connectlon This problem is largely resolved by usmg

: passrve mode. FTP. | l‘i ; '

Itis possmle to abuse the protocol's burlt-m proxy features to tell a server to send data to an arbltrary
port ofa th1rd computer see FXPl ' o

F TP is an extremely hlgh latency protocol due to the number of commands needed to 1n1t1ate a transfer

No mtegrrty check on the recelver srde If transfer is interrupted the receiver has no way to know 1f the

recelved ﬁle is complete or not. It Is necessary to manage this externally f01 example with MDS sums

'or cychc redundancy checkrng

i Security problems

. .Itll." |

FTP is an mherently insecure method of transferrmg ﬁles because there is no way for the orlglnal FTP

specrﬁcatron to transfer data in an! encrypted fashron What this means is that under most network
: conﬁguratrons user names passwords FTP commands and transferred files can be "smffed" or v1ewed

by someone else on the. same network usmg a protocol analyzer (or 'sniffer"). It should be noted that

thrs 1s a problem common t0 many Internet protocols written prror to the creatron of SSL such as

S g —
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HTTP SMTP and Telnet The common solutlon to this problem is to use SFTP (SSH File Transfer
Protocol) Wthh is based on SSH or F TPS (FTP over SSL), whlch adds SSL or TLS encryptron to

it
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o CFTP return codes .

See also: List of all FTP server return codes.

FTP server retum codes 1ndrcate therr status by the drglts wrthm them, Brlef explanatlons of various

drglts meamngs are given below ;
Iyz: Positive Prehmlnary reply The actlon requested is belng 1n1t1ated but there w111 be another reply

| Jons
e

,';i?i' }

before it begms

- 2yz Posrtrve Completlon reply The actron requested has been completed The cllent may now xssue a

-newcommand il ‘

itlEs o

. i _ _
3yz Posmve Intermediate reply The command was succesful, but a further command is requn ed

 before the server can act upon the request

}

' 4yz Transwnt Negatrve Completron rep]y The command was not successful but the cllent is free to

try the command agam as the falhlre rs only temporary.

5yz Permanent Negatlve Completlon reply The command was not successful and the chent should not"

attempt to repeat 1t agam

£y “""I" Ao

x0z: The failure was due to a syntax error.

{1 7[' _
xlz: This'-re'spons_e'i"s a reply to af.i‘equestl'-for information.
x2z: This response is a reply,rel‘atlin:‘g to connection information.
x3z This r response 1s a reply relatmg to accountmg and authorlsatlon.

—




x4z: Unspec’iﬁed. :

x5z: This response_is a reply relating to the file system. .

Anonymous FTP

Many sites that run FTP servers enable SO- called "anonymous ftp". Under thls arrangement users do
not need an account on the server The user name for anonymous access is typlcally anonymous or
'ftp Thzs account does not heed a a password Although users are commonly asked to. send their emali
addresses as the1r passwords for authentlcatron usually there is trivial or no verrﬁcatlon dcpendrng on
the FTP server and its conﬁguratron Internet Gopher has been. suggested as an alternatlve to

anonymous FTP

* Data format

While tr'ansfer'rihg data over the hetwork,two modes can be used
ASCII mode :‘ : " A |
Binary rnode, S |
T ; The two types drffer in the way they send the data When a file is sent using an ASCII type transfer the
o 1nd1v1dual letters numbers and échalracters are sent usmg their ASCII character codes The recelvmg
machme saves these in a text ﬁle m the approprlate format (for example, a Unix: machlne saves it 1n a
Un1x format a Macmtosh saves 1t m a Mac format). Hence 1f an ASCII transfer i is used it can.be =
assumed plam text is sent Wthh is stored by the recelvmg computer in its own format ‘ ;
| | | _;[J S _ |
Sendlng a ﬁle m blnary mode is drfferent The sendrng machme sends each file b1t for b1t and as. such

the re01p1ent stores the bltstream as 1t recelves it.

HL
ik
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By default most FTP cllents use ASCII mode. Some chents try to determme the requlred transfer-

'mode by mspectmg the ﬁle s name or contents

(k (U. s
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FTP and web browsers

Most recent web brdwsers and file managers can connect to FTP servers, although they may lack the
support for protocol extensions such as FTPS. This allows manipulation of remote files over F1P
through an interface similar to that used for local files, This is done via an FTP URL, which takes the
form ftp(s)://<ftpser ve1add1ess> (e.g., ftp://ftp.gimp.org/). A password can optionally be given in the
URL €.g.: ftp(s)://<login>: <password>@<ftpsel veraddress>:<port>. Most web-browsers require the

use of passive mode FTP, which not all FTP servers are capable of handling,

'FTP over SSH

The practice of tunneling a normal FTP session over an SSH connection. -

Since FTP (unusual for a TCP/IP plotocol that is still in use) uses multiple TCP connections, it is
parhcularly difficult to tunnel over SSH With many SSH clients, attempting to set up a tunnel for the
control channel (the initial client-to-server connection on port 21) will only protect that channel; when
data is tr ansferred the F TP software at either end will set up new TCP connections (data channels)

which w1ll bypass the SSH connection, and thus have no conﬁdennal]ty, integrity protection, etc.

If the FTP client is configured to use passive mode and to connect to a SOCKS server interface thdt
many SSH clients can present for tunnelmg, it is possible to run all the FTP channels over the SSH

COI‘]DECUOJ]

OtherWise it is né'cessary for the SSH client software to have specific knowledge of the FTP protocol,
and monitor and rewrite FTP control channel messages and autonomously open new for warding for
I'TP data channels. Version 3 of the SSH Communications Securlty Corp. soflware is an example of

software Supp01t1ng thls [1]

FTP over SSH is sometlmes referred to as secure F TP; this should not be confused wxlh other methods
of securing FTP, such as with SSI/TLS (FTPS). Other methods of transferring files using SSH which

are not related to FTP include SFTP or SCP; in both of these, the entire conversation (credentials and

data) is always protected by the SSH protocol.
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CHAPTER-10

DOWNLOAD MANAGER DESCRIPTION _

DOWNLOAD CLASS

The download class is the workhorse of the DM .Its primary purpose is to download a file and save the
files contents to the dlsk Each time a new download is added to the DM, a new download object is
instantiated to handle the download ; _

The DM has the ability to download. multlple files at.once. To achieve this, its necessary for each of the
51multaneous downloads to run independently. its also necessary for each individual download to
manage its own state so that it can be 1eﬂected in the GUI This is accomplished with the
DOWNLOAD class. i

.T-HE DOWNLOAD VARIABLES

Download beglns by declarmg several static final variables that specify the varlous constants used by

class Next fom instance Varlables are declared. The URL variable holds the internet URL for the file

being downloaded the size varlable holds the size of the download file in bytes; the downloaded :

variable holds the numbe1 of bytes that have been downloaded thus f; ar; and the status variable 1nd1cates

the downloads current status.

THE DOWNLOAD CONSTRUCTOR

Downloads constructor is passed a reference to the URL to download in the form of a url ob}ect Wthh

is assngned to the url instance Vanable It then sets the remaining instance variables to their initial states.

and calls the download() method, Notlce that the size is set to -1 to 1nd1cate there is no size yet

THE DOWNLOAD METHOD()

The download rnetliod creates a new thread object, passing it a reference to the invoking download

instance . As mentloned before, its necessary for each download to run 1ndependently In order for the '

download class to act alonc it must execute in its own thread.




THE RUN METHOD

When the run() method executes, the actual downloadmg gets under way. Because of its size and

1mportance we will examine 1t closely

First, run() sets up vauables for the network stream that the downloads contents will be read from and
sets up the ﬁ]e that the down load's contents will be written to. Next a connectmn to the download URL
w1ll be opened by calling url. openconncctlon() since we know that the download manage1 supports
only HTTP downloda, the connectlon is cast to the HttpURLConnection type. Castmg the connectlon
as an HttpURLConnectlon allows us to take the advantage of the http specific: connection features
such as responsecode() method Note that calImg url.openconnection() does not actually create a
connection to the URL server. It SImply creates a new url connection instance assoelated with the URL

that later will be used to connect to the server.

Se_tting request p_ropertie's allows extra request information to be sent to the server the download will be
comlng from In this case, the “Range property is set. This is critically 1mportant as the ‘range”
property specrﬁes the range of bytes that is bemg requested for download from the server. Normally all

of the files bytes are downloaded at once However ifa download has been interrupted or paused only

the down load's remammg bytes should be retr1eved Setting the “range” property s the foundat1on for

- the download managers operation
The “range” 'pr'op'e.rty: is defined 1n this form
Stmt—byte-end-byte. -

For example ”O 12345, However the end byte of the range is optlonal If the end byte is absent the

range ends at the end of the ﬁle The run() method never specifies the end byte because downloads

must run untll the en‘nre range is downloaded unless paused or interrupted.




The connectlon connect() method is called to make the actual connection to the download server, Next.
, the response code returned by the server is checked. The HTTP protocol has a list of response codes
that. mdrcate a server's response to a request ‘HTTP response codes are orgamzed into numerrc 1angesr
of 100, and the 200 range 1nd1cates success. The server's response code is validated for bemg in the 200
range by callmg conncctlon getResponsecode() and dividing by 100.If the value of this division is 2
then the connection was successful
Next, run() gets the content length by callmg connection. getContentLength() The content length
represents the number of bytes in the requested file. If the. content length is less than 1 the error()
method is called .The error() method updates the down load's status to. ERROR ,and then calls

statechanged()

5
As we can see, 1nstead of assrgmng the content length to the size varlable uncondrtronally, 1t only gets
assrgned if it hasnt already been glven a value. The reason for this i is because the content length reflectsl
how many bytes the server will be sendmg 1f anythmg other than a 0-based start range is specrﬁed the
content length will only represent a portlon of the files size. The SIZE varlable has to be st to the
complete size of] the down load's ﬁle
The__ next few lines of code shown here to create a new‘randomAccessFile'_usi-ng the filename'portion

of the down l_oad's URL that is retrieved with a call to the getFileName() me_tho:d.‘ :

. The RandomAccessFlle 1s opened in rw ’‘mode, whrch spe01ﬁes that the ﬁle can be wrrtten to and
read from. Once run() seeks to, the end of the file by callmg the file. seek() method passmg in the
downloaded varrable ‘This tells the ﬁle to posmon itself at the number of bytes that have been
downloaded 1n other w01ds at the end its necessary to position the file at the end i in case a download
has been resumed the newly downloaded bytes are appended to the ﬁle they dont overwrlte any
: prevrously downloaded bytes After preparmg the output file, a network stream handle to the open
server connectron 1s obtamed by callmg connectlon getInputStream(). The loop is set up to run until
the downloads status variable changes from DOWNLOADING Inside the loop, a byte buffer array is
created to hold the bytes that w1ll be downloaded The buffer is s1zed accordmg to how much of the
download is left to complete If there is more left to download than the MAX__ BUFFER SIZE, the
MAX BUFFER SIZE 1s used to srze the buffer Otherw1se the buffer is SJZed exactly at the number .

of bytes left to download Once the buffer is srzed approprxately, the downloadmg takes place w1th a




stream.read() call This call reads bytes from the server and places them mto the buffer retur mng the

count of how many bytes were actually read. If the number. of bytes read equals -1, then downloadmg

has completed and the loop is exrted Otherw1se downloadmg is not finished and the bytes that have

been read are wrltten to disk w1th a call’ to file.write().Then the downloaded variable is updated

;reflecting the number of bytes downloaded thus far. Finally, inside the loop, the stateChanged() :

method is 1nvoked

'If the downloads status is still downloadmg, this means that the loop exited because downloadmg has
been completed Otherwrse the loop was exited because the down load's status changed to somethmg
other than DOWNLOADING |

i |

The run() method wraps up w1th the catch and finally blocs shown '

If an exceptlon is thrown durmg the download process, the catch block captures the exceptmn and calls

the enor() method The ﬁnally block ensures that if the ﬁle and stream connectrons have been opened
they get closed whether an exceptmn has been thrown or not. ' | ;
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In order for the DM to drsplay up to date mformatwn on each of the downloads 1ts managing, it has to

know each time'a downloads mformatlon changes To. handle this, the Observer softwale design pattern :

is used The observer pattern analogous to an announcement's marhng l1st where several people reg1stc1

to receive announcements.

The download elass employs 'the‘ observer pattern by 'extending- java built in observable 'utility class
Extendmg the observable class allows classes ‘that 1mplement java’s observer 1nterface to regxste1

themselves wrth the download class to receive change notifications.

\ "
; ACTIONAND ACCESSOR METHODS

Ly

The download class has numerous actron and accessor methods for controllmg a doWnload and gettmg :

data from 1t Each of the pause(), resume(), and cancel() action methods s1mply does as lts name




1mpl1es pauses resumes or cancels the download, respectrvely Similarly, the error() method marks
the download as | havmg an error 'The getUrl(), getSrze() ,getProgress, and getStatus() accessor

methods each return the1r current respectrve values.

THE PROGRESS RENDERER CLASS

The progressrenderer class s a small utlllty class that is used to render the current progress of a
download hsted in the GUI ‘s ”Downloads” Jtable instance. Normally, a Jtable 1nstance renders each
cell data as text. However often 1t’s particularly useful to render a cell's data as something other than
text In the download manager case, we want to render each of the tables progress column cells s

; progress bars The progressrenderer class shown makes that poss1bIe

‘,l‘:J_ A
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The progressrenderer class takes the advantage of the fact that swings Jtable class has a rendermgj
system that can accept “plug 1ns” for renderrng table cells. To plug in to th1s renderrng System, ﬁrst the
progressrenderer class has to 1mplement swmgs tablecellrenderer mterface Qecond a progressrenderer
mstance has to be regtsteled w1th a Jtable 1nstance domg 50 mstructs the Jtable 1nstance as to which
cells should be rendered with “plug 1n o ' : |
: The gettablecellrenderetcomponent() method wraps up by returmng a 1eference to rts class Thrs works |

because the progressrenderer class is a subclass of JprogressBar whrch is a descendent of AWT

i

component class '
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THE DOWNLOADS TABLE MODEL CLASS

The downloadstablemodel class houses the DM l1st of downloads and is the backrng data source for the
iR : T :

GUI' “downloads _]table 1nstance B , _

The . downloadstablemodel class s shown here. NOt]CC that it extends abstactablemodel and

1mplements the observer 1nterface,f._; b

The a'ddbowntbad()fMemad g

The "ad_dDow_nlo:ad()l m_ethod ,shownadds a new download object to list of managed downloads anda

row to the table - |




e,

: T I:e downloadmanager varmbles

The cleardotvnlbad() method i

The.cleardownlcad() me_thod,‘ rerhbl'zes'a download from the list of managed downloads.

i R
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The getcolumnclass() meﬂwd

The getcolumnclass() method ,shown returns the class type for the data drsplayed in the specrﬁcd
column a0 . i :

The getvalueatb .rheﬂmd

The getvalueat method shown IS called to get the current value that should be dlsplayed for each of the .
table’s cells - ‘

'Thé upd(rte() method.:-- ‘

The update() method 154 shown here It fulﬁlls the observer 1nterface contract allowmg the i

: downloadstablemodel class to. recelve notrﬁcahons from download objects when they change ;

ks .él’ o
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THE DOWNLOADMANAGER CLASS

Now that the foundatron has been lald by explarmng each of the DM helper classes we can look
closely at the DM's class The DM class is respon51ble for creatrng and running’ the DM s GUI. This-
class has’ a maln() method declared SO on executron it wrll be 1nvoked ﬁrst The mam() method

mstantlates a new download manager class 1nstance and then calls its show() method wh1ch causes 1t
to: be d1splayed ) :

B
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Download manager starts off by declarmg several 1nstance varlables most of wh1ch hold references

t0 the GUI controls finally, clearmg instance varrable is Boolean flag that tracks whether or not a

download is. currently be1ng cleared from the downloads table

" The verify url() method.
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The veufy url() method is called by the actlon add method each tlme a download is added to' the
download manager The verlfy url() method first verifies that the URL entered is an HF TP url since

only HTTP is supported next the url belng verlﬁed is used to. construct a new url class mstance 1f the::

URL is that a ﬁle is actually speelﬁed in the: url
T4 he table selectlon clmnged method(}

= Thls method starts by seelng 1f there is already a row eurrently selected by checkmg if: the selected
download varlable rs null If the slelect download varlable is not null download manager removes 1tself
asan observer of the download so that 1t is no longer receives change notlﬁcatlons Next the clearmg

ﬂag is checked If the table i is not empty and the cleating ﬂag is false, then ﬁrst the select download

li
l't- )
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vanable is updated w1th the download correspondmg to his row selected

The upddtébuit‘otis()' (ketkod 4 -51-' T

The updatebuttons() method updates the state of all the buttons on the button panel based on the state of .

l i

the selected download

Handling action events

Ik

'Each of the DM GUI contr_ols I

For example if any button is! chcked an actlon event 1s generated and each of the button s registered

action llsteners is notlﬁed

= R e e i L ot
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eglsters an actlon l1stener that mvokes its respectlve act1on method ;




COMPILING AND RUN NING THE DOWNLOAD MANAGER

We have used J Creator3 5 as our ‘IDE for developmg thlS Download Manager Th1s IDF is compatrble

with J2SDK1 5 Wthh is the latest Vers1on of j Java. We used JCreator because 1t is very 11ght to use and

takes very fewer System resources

We used Exe4J3.0 for miaking a ;{ﬁindows executable file.

The J'ui't'Dowhload- Ménager 1; ‘ 1s fully funct:onal ‘with the ability to pause and resume downloads as
well as download multlple ﬁles at once however, there are several enhancements we would llke 10
make in our future releases like, proxy server support ETP, HTTPS support and drag and drop support
A part1cularly appealrng enhancement isa schedulmg feature that lets you schedule a download at a .

specific tlme perhaps in the m1ddle of the mght when system resources are p]entrful




'CONCLUSION

! Wi S _‘ :‘ We hereby conclude that download manager illustrated i is. dedlcated to all the

| students faculty, research assoc1‘ates and enthu31asts of our beloved institute JUIT ThlS download,
manager is the. free software 1nd1genous1y prepared by us espemally to eater the needs of students of
JUIT Hence we take pride i 1n dedlcatlng this download manager to JUIT. The platform used in this

case is. JAVA whlch is most versatlle adaptable and also portable way of 1mplement1ng software s in

user-frlendly way. -
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