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ABSTRACT

In this age of viruses and hackers, of electronic eavesdropping and electronic fraud,
security is paramount. As the disciplines of cryptography and network security have
matured, more practical, readily available applications to enforce network security have
developed. To protect files/messages transferred over a network or any other means like
removable disk, it should be encrypted. Various methods have been developed over
several years to encrypt data. Long before the computer was invented, people used
various methods to encrypt data. There are many traditional methods which have now
transformed into modern tec'hniques which are employed to protect data from unwanted
access. As the time lapses the modern algorithms become obsolete and new method are

invented for encryption.,




CHAPTER 1
INTRODUCTION

1.1 Project Aim

This project encrypts and decrypts various text, files and folders. Encryption and
Decryption is done using symmetric, asymmetric and hashing algorithms which are the
modern day standards. This project also aims at public distribution of secret key (session

key) using Key Distribution Center.

1.2 Project Scope

This project will focus on creating a file-system that a user can carry around with them.
Such a file-system provides several advantages. First, combined with strong encryption, it
provides a two-factor encryption and security mechanism for protecting the
confidentiality of data on disk. Second, it supports ubiquitous computing and user-aware
systems. Apart from this, project aims at KDC implementation for secure key exchange

between two partics.
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1.3 Cryptography & Related Terms

1.3.1 Cryptography

Security is the art of protecting access to information and other computing resources from

those whom we do not fully trust. Cryptography is the science of keeping secrets.

Cryptography is generally nothing more than hiding large secrets (which are themselves

awkward to hide) with small secrets (which are more convenient to hide).

1.3.2 Basic Cryptographic Terminology

A cipher is a system or an algorithm used to transform an arbitrary message into a form
that is intended to be unintelligible to anyone other than one or more desired recipients. A
cipher represents a transformation that maps each possible input message into a unique
encrypted output message, and an inverse transformation must exist which can reproduce

the original message.

A key is used by a cipher as an input that controls the encryption in a desirable manner. A

general assumption in cryptography is that the key we choose is critical secret, whereas

the details about the cipher design should not be assumed to be secret. A key space 1s the

set of all possible keys that can be used by a cipher to encrypt messages.

The original message is referred to as plaintext. The word plaintext is not meant to imply
that the data is necessarily human readable or that it is ASCII text. The plaintext can be

any data (text or binary) that is directly meaningful to someone or to some progran.

The encrypted message is referred to as ciphertext. Ciphertext makes it possible to

transmit sensitive information over an insecure channel or to store sensitive information

on an insecure storage medium.




The design and application of ciphers is known as cryptography, which is practiced by
cryptographers. The breaking of ciphers is known as cryptanalysis. Cryptology refers to
the combined mathematical foundation of cryptography and cryptanalysis. A
cryptanalytic attack is the application of specialized techniques that are used to discover

the key and/or plaintext originally used to produce a given ciphertext.

ciphartpxt
plointeset ! ameryplion 1  decsyplion b plaistext

® (2. ¢

i L
Y

Al
[\

sendar aitacker rocebar
Figure 1.1 Sender, receiver, and attacker

1.3.3 Cryptanalytic Attacks

There is an accepted terminology used to categorize the various possible types of
cryptanalytic attacks. The following types of attacks are listed in order from hardest to

easiest in terms of analytical difficulty

. Ciphertext-only attack: Attacker has only some randomly selected ciphertext.
* Known plaintext attack: Attacker has some randomly selected plaintext and
- corresponding ciphertext.

. Chosen plaintext attack: Attacker has some chosen plaintext and
corresponding ciphertext.

. Chosen ciphertext attack: Attacker has some chosen ciphertext and the

corresponding decrypted plaintext.

16




. Adaptive chosen plaintext attack: Attacker can determine the ciphertext of
chosen plaintexts in an iterative manner building on previous calculations. This type of

attack is also referred to as a differential cryptanalysis attack.

1.4 Cryptography and the NET Framework

The .NET Framework class library provides the System.Security.Cryptography
namespace, which supports the most important symmetric and asymmetric ciphers as

well as several secure hash algorithms and a cryptographic-quality random number

generator. This cryptography architecture is extensible, allowing third parties to provide
alternative implementations and additional algorithms, in the form of cryptographic
service providers. The System.Security.Cryptography XML namespace implements the
W3C standard for digitally signing XML objects, and the
System.Security.Cryptography. X509Certificates namespace provides some support for
working with public certificates. Here are the major standards implemented by the .NET

Framework class library.

. DES: Digital Encryption Standard (symmetric block cipher)
. 3DES: Triple DES (symmetric block cipher; stronger alternative to DES)
. Rijndael: AES (symmetric block cipher)

The U.S. government selected Rijndael as the AES (Advanced Encryption Standard) encryption standard in
October 2000, replacing the DES.

. RC2: Cipher design by Ronald Rivest (symmetric stream cipher)
. RSA: Cipher design by Rivest, Shamir, and Adleman (asymmetric algorithm for
both encryption and digital signatures)
. DSA: Digital Signature Algorithm (asymmetric algorithm only for digital
. signatures)
. MD5: Message digest (i.., a secure hash) algorithm developed by Rivest
° SHA-1, SHA-256, SHA-384, SHA-512: Standard secure hash algorithms '

developed by NIST (National Institute of Standards and Technology) along with the NSA
(for use with the Digital Signature Standard)

17
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. Pseudorandom Number Generator (PRNG)
. XML Signatures: Digital signatures for XML data
. X.509: Public certificates standard

The .NET Framework provides the following classes for working with several important

symmetric algorithms,

. System.Security.Cryptography. DES

. System. Security.Cryptography RC2

. System.Security.Cryptography Rijndael

. System.Security.Cryptography. TripleDES

The .NET Framework provides the following classes for working with various

asymmetric algorithms.

. System.Security, Cryptography. DSA
. System.Security.Cryptography. RSA

The following classes are provided by the .NET security framework library for secure

hash functionality.

. System.Security.Cryptography.KeyedHashAlgorithm
. System.Security.Cryptography. MDS5

. System.Security.Cryptography. SHA

. System.Security.Cryptography.SHA256

. System.Security.Cryptography. SHA384

. System.Security.Cryptography. SHA512

18




CHAPTER 2

PROJECT DESIGN

2.1 DED
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2.2 Class Diagram

10 Text.Encoding
MemoryStream UTFS8 ASCI
ToArray( ) GetBytes() GetChars( )
Close() GetChars( )
‘ StreamWriter
! write( ) System
: Close()
I Security.Cryptography
10
Text.E i
StreamReader ext.Encoding
ReadtoEnd( )
Close( )
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Security.Cryptography

Symmetric Algorithm RSACryptoServiceProvider DSACryptoServiceProvider
Key

v SignHash( ) SignHash( )

Mode ExportParameters( ) ExportParameters( )
Padding toXmlString( ) toXmlString( )
GenerateKey( ) Decrypt( ) ImportParameters( )
Generatel V() Encrypt( ) VerifyHash( )
CreateDecryptor( ) ImportParameters( )

CreateEncryptor( ) VerifyHash( )

AES SHAI CipherMode PaddingMode
Create( ) CryptoServiceProvider( ) ECB PKCS7

ComputeHash( ) CBC Zeros
DES CFC None
Create( ) CTS
e Des CryptoStreamMode

Rijndael C}rg)ati:( ()gs A Read()

Create( ) ryptoStream Write( )
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2.3 FElow Chart
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2.4 Event Diagram
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2.5 Modular Decomposition Of Project

Hashing Algorithms
RSA
DSA

File Encryption
System
l. 1
Text Encryption DES Cryptanalysis KDC
Mode

Symmetric Asymmetric

Algorithms Algorithms
DES RSA
RC2 DSA
TripleDES -
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2.6 Project Design and Methodology
METHODOLOGY & APPROACH

. GUI development

For GUI development we studied all the rules for GUI design and various similar kinds
of tools and observed how their GUI looked. From them we learnt our GUI like how
should be the interface look like and the best possible way to simplify the interface. From
all that we came to the conclusion that for such kind of tool like packet capturing tree

structure formation or hierarchical would be the best possible way, so we implemented it.

. Text Encryption

For the text encryption we had studied various encryption algorithms and modes of these
algorithms. After studying these algorithms we searched for a suitable platform which
supports the features of cryptography. We found out that .net was an apt platform to
implement these algorithms. Then we studied the classes for cryptography which was
present in .net. With the help of this knowledge we developed a multifunctional tool

which successfully implemented asymmetric, symmetric and digital signatures.

. Cryptanalysis

For cryptanalysis we have performed DES cryptanalysis. For DES we have used the brute
force technique, which is trying all possible key combinations and getting the original
plaintext by comparison. Since all key was not feasible we made the key domain

restricted to 0-99999999.

20




CHAPTER3
ALGORITHM SPECIFICATION

3.1 Symmetric Algorithms
A symmetric cipher is a cipher in which encryption and decryption use the same key or

keys that are mathematically related to one another in such a way that it is easy to
compute one key from knowledge of the other, which is effectively a single key. Since
the single key is the only secret to encryption and decryption, it is critical that this key be
kept strictly private.

Symmetric encryption and decryption are represented mathematically by the following,
where E is an encryption function, D is a decryption function, k is the single shared secret

key, M is a plaintext message, and C is the corresponding ciphertext message.

E. (M)
Dy (C)

Encryption: C

1l

Decryption: M
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Figure 3.1 Symmetric cryptography
3.1.1 DES (Data Encryption Standard)

The most widely used encryption scheme is based on the Data Encryption Standard
| (DES) adopted in 1977 by the National Bureau of Standards, now the National Institute
: of Standards and Technology (NIST), as Federal Information Processing Standard 46
* (FIPS PUB 46). The algorithm itself is referred to as the Data Encryption Algorithm
‘ (DEA). For DES, data are encrypted in 64-bit blocks using a 56-bit key. The algorithm

transforms 64-bit input in a series of steps into a 64-bit output. The same steps, with the

same key, are used to reverse the encryption.

The overall scheme for DES encryption is illustrated in Figure 3.2. There are two inputs

to the encryption function: the plaintext to be encrypted and the key. In this case, the
plaintext must be 64 bits in length and the key 1s 56 bits in length. Looking at the left-
4 hand side of the figure, we can see that the processing of the plaintext proceeds in three

phases. First, the 64-bit plaintext passes through an initial permutation (IP) that

28
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rearranges the bits to produce the permuted input. This is followed by a phase consisting
of 16 rounds of the same function, which involves both permutation and substitution
functions. The output of the last (sixteenth) round consists of 64 bits that are a function of
the input plaintext and the key. The left and right halves of the output are swapped to
produce the preoutput. Finally, the preoutput is passed through a permutation (IP-1) that
is the inverse of the initial permutation function, to produce the 64-bit ciphertext. The
right-hand portion of Figure 3.2 shows the way in which the 56-bit key is used. Initially,
the key is passed through a permutation function. Then, for each of the 16 rounds, a
subkey (Ki) is produced by the combination of a left circular shift and a permutation. The
permutation function is the same for each round, but a different subkey is produced

because of the repeated shifts of the key bits.
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Figure 3.2 General Depiction of DES Encryption Algorithm
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Initial Permutation

The initial permutation and s inverse are defined by tables, as shown in Tables 3.1a and

3.1b, respectively. The tables are to be interpreted as follows.

(a) Initial Permutation (IP) (¢) Expansion Permutation (E)

| [Tss]so]az|ssfac|s|ro] 2 1231415
| [0 |s2]ee]ssjas|20}12) 4 21516 7(8]9
; —32—5446383022146 gloltoji1jiz]i3
ir oa 15648 40(32]24]16] 8 2l 3lia|1s|16]17

57 |49l41[33]25(17] 9 1 16117181 19120]21

59 |s1143(35(27]19111 3 20121(22123124)25

61 1531a5]37129]21|13 5 24125126127(128129

63 |55]a7]39(31]23]15 7 28129130(31 (32} 1

(b) Inverse Initial Permutation (IPI) (d) Permutation Function (P)

a0 | 8 |agl16]56]24(64 32 161 7 120121 ]29|12(28] 17

19 | 7 |47]|15155]23]63 31 1 11sl23f26] 5 | 18]31]10

38 | 6 |46]14]154]22 62|30 21 g 124]14]32(27)3 9

37 | 5 [as5|13]53]21|61|29 19113]30] 6 [22]11] 4 |25

36 | 4 [44l12]52[20]60]28

35 | 3 {43 ]11]51{19]59|27

34 | 2 [42110]50( 18158126

Eﬁ 1 1419 [49)17]57(25




TABLE 3.1 Permutation Tables for DES

The input to a table consists of 64 bits numbered from 1 to 64. The 64 entries in the
permutation table contain a permutation of the numbers from 1 to 64. Each entry in the
permutation table indicates the position of a numbered input bit in the output, which also

consists of 64 bits.
Details of Single Round

Figure 3.3 shows the internal structure of a single round. Again, begin by focusing on the
left-hand side of the diagram. The left and right halves of each 64-bit intermediate value
are treated as separate 32-bit quantities, labeled L (left) and R (right). As in any classic

Feistel cipher, the overall processing at each round can be summarized in the following

formulas:
Li=Riy
Ri= Liy x F(Ri-ls Ki)

The round key K is 48 bits. The R input is 32 bits. This R input is first expanded to 48
bits by using a table that defines a permutation plus an expansion that involves
duplication of 16 of the R bits.(Table 3.1c). The resulting 48 bits are XORed with K.
This 48-bit result passes through a substitution function that produces a 32-bit output,

which is permuted as defined by Table 3.1d.
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Figure 3.3 Single Round of DES Algorithm

The role of the S-boxes in the function F is illustrated in Figure 3.4. The substitution
consists of a set of eight S-boxes, each of which accepts 6 bits as input and produces 4

bits as output, These transformations are defined in Table 3.2, which is interpreted as

follows: The first and last bits of the input to box §; form a 2-bit binary number to select
one of four substitutions defined by the four rows in the table for S;. The middle four bits
select one of the sixteen columns. The decimal value in the cell selected by the row and
column is then converted to its 4-bit representation to produce the output. For example, in
Sy for input 011001, the row is 01 (row 1) and the column is 1100 (column 12). The value

inrow 1, column 12 is 9, so the output is {001.
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Figure 3.4 Calculation of F(R, K)
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Table 3.2 Definition of DES S-Boxes

35

[ R R oW W g He 3 Wy e vy Era B S PR IR B AU e WYy G e
o ren v oy L e i o P o e
e owy et W ey owey W B wp W W 73 o~ wy e e R W W 4% O~ C
PR R e B N Wy e EWT By Gpp ATE A e B L s e B G PR O B A ol SR o
e PS4 Rl o [Longpehs e
@y Lt e A WR PO R e PR ey et SR A e W I B v B “ff e L B
s - s oy i — e pe S e pas
P i S S oS 04 EaT o A v B g o e - e A PR e
v gt o, - sooe -4 - o= - LN o - -
FrA R (o g R B g W g 7T B e 63 W ey a R B EUE e TS T ey g BET
P ) e i o o P
F o FLE e e, A em M2 e P oww W e e W FrEII v e W Wy Y O < B
sl PR ks e el s st v St jas
LA s Bl e g e e W, B o Wy W e s RO B R~
= s - ooy pots b s g e o
N i ey e 0 @ oEm TP o e A A A oW o B R S
e Wl ot oo e i s PR ks
P TG EER - T w R Sy R e B P R A i WS By e T BE e e REW
PO o iy ¥ Ppette PNt jeet e —
gy T w4 P e E R I el fu w0 7Y e B A e g N W o we iR
iy e, . ; s . e - e o PGy
F I L T Woee W W PR g WEGE e g T T A sgn W e W
oo . - g e — ho
sy W P9 R g TR G s W T W P i s g wh 0¥ g 2 3T -
- s o - P e o o
g Few MO e owk o e M P ey e AR g Ay e M gm ek W 0E g e EED I A
e e Ay R e e N . - o, s oy e~ e o
g G, e P o @A w O R W FRORE i S o P A P v e E I
s Wk TR W o, W gl 4T T g ey S 0 A I ~p 3T B W P T T P N
jS ey helly o o we JOC- = s e e -
e gy e L a & e 5
“h o e W & W W s
E cmmy v S——— -
e S S s e




Key Generation

Returning to Figures 3.2 and 3.52, we sec that a 64-bit key is used as input to the
algorithm. The bits of the key are numbered from 1 through 64; every eighth bit is
ignored, as indicated by the lack of shading in Table 3.1a. The key is first subjected to a
permutation governed by a table labeled Permuted Choice One (Table 3.b). The resulting
56-bit key is then treated as two 28-bit quantities, labeled Cy and Do. At each round, i
and Dy are separately subjected to a circular left shift, or rotation, of 1 or 2 bits, as
governed by Table 3.3d. These shifted values serve as input to the next round. They also
serve as input to Permuted Choice Two (Table 3.3c), which produces a 48-bit output that

serves as input to the function F (Ri., Kj).
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{a) Input Key

L 2 3 4 g 6 7 )
g 10 11 12 13 14 15 16
17 18 19 0 21 22 23 74
25 26 27 28 29 0 21 32
33 34 2% 36 37 38 39 40
a1 47 4 M 45 16 a7 48 i
49 56 51 52 53 54 55 56 Bﬁ
57 58 50 50 51 62 a3 54 i

{b} permuted choice One {PT-1}

57 43 41 23 25 17 2
1 5% 56 a2 34 26 18 lﬁﬁ
10 2 59 51 42 35 37
19 11 3 B0 G2 44 36
53 55 47 39 31 23 15
7 62 54 46 33 30 7
14 6 51 53 45 37 30
71 13 5 28 20 12 4

() permuted Cholce Two {(PC-2)

14 17 11 24 1 5 3 28
15 & 21 1G 23 19 12 4 .
| 26 8 16 7 27 70 13 2
i A1 52 31 37 47 55 30 40
: 51 45 32 45 44 49 39 56
34 53 4 42 50 36 29 32
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3.1.2 Rijndael (AES)

Many experts now feel that DES is near the end of its useful life. In the late 1970s, a 56-
bit key would have been viewed by many as sufficient for securtng most sensitive
commercial data, given the cost and speed of computers available at that time.
Unfortunately, this is no longer quite so true, since computers are now much cheaper and
faster. In general, you should always use encryption technology that will incur sufficient
cost or time for potential attackers to consider it not worthwhile mounting an attack. With
the doubling of digital circuit-switching speeds every 18 months, progress made in
cryptanalysis research, along with the advent of inexpensive, customizable gate-array
hardware and the massive distributed computing model made possible by the Internet,
times have certainly changed. Triple DES was a very capable alternative, but it was only
intended to be a temporary fix. A replacement for DES has recently gone through an
international competition, and the official DES replacement, formerly referred to as AES
(Advanced Encryption Standard), is the Rijndael algorithm. The Rijndael specification
can be found in FIPS-197, and, like its predecessor, it is intended for use by U.S.
government organizations to protect unclassified sensitive information. It is expected
that, over time, the Rijndael algorithm will have a huge impact on commercial software

security, especially in financial applications.

Unlike the DES algorithm, which uses a fixed 56-bit key size, the Rijndacl algorithm is
more flexible in that it is able to use key sizes of 128, 192, or 256 bits (referred to as
AES-128, AES-192, and AES-256, respectively). Whereas the data block size of DES
was fixed at 64 bits, Rijndael can work with 128, 192, or 256 bit data blocks. Rijndael
was originally designed to accommodate other key and block sizes, but the AES standard
ignores these alternatives. The number of rounds in Rijndael depends on the block and
key size. Nine rounds are used if the block and the key sizes are both 128 bits. Eleven
rounds are used if either the block or the key size is greater than 128 bits but neither is

greater than 192 bits. Thirteen rounds are used if either the block or key size is 256 bits.
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An additional modified final round is added to the end of the algorithm, so 10, 12, or 14

rounds are actually performed.

The Rijndael algorithm is much more complex than DES, which was originally designed
for simple and efficient digital-circuit hardware implementations. Rijndael involves
advanced mathematical concepts, such as algebra on polynomials with coefficients in the
Galois field GF (2%), where the familiar concepts of addition and multiplication take on
bizarre new meanings. These details are beyond the scope of this book; however, you are
encouraged to read the FIPS-197 document for these details. Fortunately, you do not need
to understand these gruesome details to use the Rijndael algorithm in your own .NET

programs, since the NET Framework hides the tough stuff quite nicely!

The input to the AES encryption and decryption algorithms is a single 128-bit block,
depicted in FIPS PUB 197, as a square matrix of bytes . This block is copied into the State
array, which is modified at each stage of encryption or decryption. After the final stage,

State is copied to an output.

The key is expanded into 44/52/60 lots of 32-bit words (see later), with 4 used in each

round.

The data computation then consists of an “add round key” step, then 9/11/13 rounds with
all 4 steps, and a final 10%/12"™/14" step of byte subs + mix cols + add round key. This
can be viewed as alternating XOR key & scramble data bytes operations. All of the steps

are easily reversed, and can be efficiently implemented using XOR’s & table lookups.
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AES Parameters

Rey size ordshytes i

Plantest blok sze (wordsbyteshi

Numther of rounds
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Expanded key ize (wordslhyts

* §

Table 3.3 AES Parameters
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AES Data Structure
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Figure 3.6 AES data structure
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Byte Substitution

The Substitute bytes stage uses an S-box to perform a byte-by-byte substitution of the
block. There is a single 8-bit wide S-box used on every byte. This S-box is a permutation
of all 256 8-bit values, constructed using a transformation which treats the values as
polynomials in GF(2%) — however it is fixed, so really only need to know the table when
implementing. Decryption requires the inverse of the table, These tables are given in !
Stallings Table 4.5.

The table was designed to be resistant to known cryptanalytic attacks. Specifically, the
Rijndael developers sought a design that has a low correlation between input b1ts and
output bits, with the property that the output cannot be described as a simple

mathematical function of the input, with no fixed points and no “opposite fixed points”,

S-box

Figure 3.7 Byte Substitution

43




Shift Rows

| The ShiftRows stage provides a simple “permutation” of the data, whereas the other steps
involve substitutions. Further, since the state is treated as a block of columns, it is this
step which provides for diffusion of values between columns. It performs a circular rotate
on each row of 0, 1, 2 & 3 places for respective rows. When decrypting it performs the
circular shifts in the opposite direction for each row. This row shift moves an individual
byte from one column to another, which is a linear distance of a multiple of 4 bytes, and

ensures that the 4 bytes of one column are spread out to four different columns.

Fig 3.8 Shift Row
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Mix Column

The MixColumns stage is a substitution that makes use of arithmetic over GF(2/8). Each
byte of a column is mapped into a new value that is a function of all four bytes in that
column. Tt 1s designed as a matrix multiplication where each byte is treated as a
polynomial in GF(2%). The inverse used for decryption involves a different set of
constants.

The constants used are based on a linear code with maximal distance between code words
— this gives good mixing of the bytes within each column. Combined with the “shift
rows” step provides good avalanche, so that within a few rounds, all output bits depend

on all input bits.

2311
1231 ||
123l |F
Mla112

Y

Figure 3.9 Mix Coulmn
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Add Round Key

Lastly is the Add Round Key stage which is a simple bitwise XOR of the current block |
with a portion of the expanded key. Note this is the only step which makes use of the key I
and obscures the result, hence MUST be used at start and end of each round, since :
otherwise could undo effect of other steps. But the other steps provide
confusion/diffusion/non-linearity. That us you can look at the cipher as a series of XOR |

with key then scramble/permute block repeated. This is efficient and highly secure it is

believed.

W (Wi Wiga Vg

Ll

Figure 3.10 Add Round Key
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AES Key Expansion

The AES key expansion algorithm takes as input a 4-word (16-byte) key and produces a
linear array of words, providing a 4-word round key for the initial AddRoundKey stage
and each of the 10/12/14 rounds of the cipher. It involves copying the key into the first
group of 4 words, and then constructing subsequent groups of 4 based on the values of
the previous & 4th back words. The first word in each group of 4 gets “special treatment”
with rotate + S-box + XOR constant on the previous word before XOR’ing the one from
4 back. In the 256-bit key/14 round version, there’s also an extra step on the middle

word.

Fig 3.11 key Expantion
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AES Decryption

The AES decryption cipher is not identical to the encryption cipher. The sequence of
transformations for decryption differs from that for encryption, although the form of the
key schedules for encryption and decryption is the same. This has the disadvantage that
two separate software or firmware modules are needed for applications that require both
encryption and decryption. There is, however, an equivalent version of the decryption
algorithm that has the same structure as the encryption algorithm, with the same sequence
of transformations as the encryption algorithm (with transformations replaced by their
inverses). To achieve this equivalence, a change in key schedule is needed.

By constructing an equivalent inverse cipher with steps in same order as for encryption,
we can derive a more efficient implementation. Clearly swapping the byte substitutions
and shift rows has no effect, since work just on bytes. Swapping the mix columus and add
round key steps requires the inverse mix columns step be applied to the round keys first —
this makes the decryption key schedule a httle more complex with this construction, but

allows the use of same h/w or s/w for the data en/decrypt computation.
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3.1.3 Triple -DES (3-DES)

The banking industry has adopted the ANSI X9.52 standard, also known as Triple DES,
TDES, or 3DES. Triple DES was used as a more powerful interim alternative to DES.
Triple DES is based directly on the basic design of DES and is quite backward-
compatible with the original DES design and modes. The improvement comes from the
fact that each 64-bit block of plaintext is encrypted three times, using the DES algorithm
in which three distinct keys are used. Triple DES encrypts each block with the first key, |
then decrypts the result using the second key, and finally encrypts again using the third
key. Triple DES increases the effective key size of DES, but the algorithm takes

approximately three times as much time to compute compared to DES.

Triple DES encryption

— -y m—

C = Ex 3(Dx 2(Ex (M }))

Triple DES decryption

M = Dy 1(Ex 2(Dy 3(C ))),

where k 1, k 2, k 3 are the three 56-bit keys.
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3.1.4 RC2

RC2 is a registered trademark of RSA Data Security, Incorporated. The RC2 algorithm is
a symmetric block cipher designed by Ronald Rivest in 1987, using a 64-bit input data
block size. It was designed to be a drop-in replacement for DES, with improved
performance, and a variable key size (from one byte up to 128 bytes) that allows for fine-
tuning of its cryptographic strength. Effectively, RC2 can be made more or less secure
than DES simply by choosing an appropriate key size. One of the strengths of RC2 is that
it is designed to be about twice as fast as DES in typical software implementations.
According to the folks at RSA Security, RC stands for either Ron's Code or Rivest's
Cipher; however, it does not seem all that clear that they have settled the official story on

this!

RC2 is licensed for use in several commercial Internet software packages, including
Lotus Notes, Microsoft Internet Explorer, Outlook Express, and Netscape Communicator.
S/MIME (Secure/Multipurpose Internet Mail Extensions) allows for the choice of using
RC2 (along with DES and Triple DES) to provide interoperable, secure email. The
security services supported by RC2 in these applications are authentication via digital

signatures and privacy via encryption.

RC2 has been submitted to the IETF organization as a Request For Comment. For the
detailed RC2 specification, see the RFC 2268 at http://www.ictforg/rfc/rfc2268.txt.
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3.2 Asymmetric Algorithms

There are several asymmetric algorithms in existence today, including RSA, DSA,
ElGamal, and ECC. Currently, the most popular is RSA, which stands for Rivest, Shamir,
and Adelman, the names of its inventors. RSA is based on the problem of tactoring large
composite numbers into prime factors. RSA can be used for confidentiality or symmetric
key exchange as well as for digital signatures. DSA, which was proposed by NIST in
1991, stands for Digital Signature Algorithm. DSA is somewhat less flexible, since it can
be used for digital signatures but not for confidentiality or symmetric key exchange. The
ElGamal algorithm, which was invented by Taher ElGamal, is based on the problem of
calculating the discrete logarithm in a finite field. EEC stands for Elliptic Curve
Cryptography, which was independently proposed in 1985 by Neal Koblitz and V. S,
Miller. EEC is not actually an algorithm, but an alternate algebraic system for
implementing algorithms, such as DSA, using peculiar mathematical objects known as
elliptic curves over finite fields. ElGamal and ECC are not currently supported by .NET
out of the box; however, the .NET Framework has been designed to be extensible,

making it possible for you or other vendors to provide implementations.

Some asymmetric algorithms, such as RSA and ElGamal, can be used for both encryption
and digital signatures. Other asymmetric algorithms, such as DSA, are useful only for
implementing digital signatures. It is also generally true that asymmetric algorithms tend
to be much slower and less secure than symmetric algorithms for a comparable key size.
To be effective, asymmetric algorithms should be used with a larger key size, and, to
achieve acceptable performance, they are most applicable to small data sizes. Therefore,
asymmetric algorithms are usually used to encrypt hash values and symmetric session

keys, both of which tend to be rather small in size compared to typical plaintext data.
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3.2.1 RSA

The most common asymmetric cipher currently in use is RSA, which is fully supported
by the NET Security Framework. Ron Rivest, Adi Shamir, and Leonard Adleman
invented the RSA cipher in 1978 in response to the ideas proposed by Hellman, Diffie,
and Merkel. Later in this chapter, we shall sce how to use the high-level implementation
of RSA provided by the .NET Security Framework. But first, let's look at how RSA

works at a conceptual level,

Here is how RSA works. First, we randomly generate a public and private key pair. As is
always the case in cryptography, it is very important to generate keys in the most random
and therefore, unpredictable manner possible. Then, we encrypt the data with the public
key, using the RSA algorithm. Finally, we decrypt the encrypted data with the private key
and verify that it worked by comparing the result with the original data. Note that we are
encrypting with the public key and decrypting with the private key. This achieves
confidentiality. In the next chapter, we look at the flip side of this approach, encrypting
with the private key and decrypting with the public key, to achieve authentication and

integrity checking.
Here are the steps for generating the public and private key pair.

1. Randomly select two prime numbers p and q. For the algebra to work properly,
these two primes must not be equal. To make the cipher strong, these prime numbers
should be large, and they should be in the form of arbitrary precision integers with a size
of at least 1024 bits.

2, Calculate the product: n=p - q.

3. Calculate the Euler totient for these two primes, which is represented by the

Greek letter ¢. This is easily computed with the formula ¢=(p— 1) - (q - 1).
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4. Now that we have the values n and ¢, the values p and g will no longer be useful
to us. However, we must ensure that nobody else will ever be able to discover these
values. Destroy them, leaving no trace behind so that they cannot be used against us in
the tuture. Otherwise, it will be very easy for an attacker to reconstruct our key pair and
decipher our ciphertext.

5. Randomly select a number e (the letter e is used because we will use this value
during encryption) that is greater than 1, less than ¢, and relatively prime to ¢. Two
numbers are said to be relatively prime if they have no prime factors in common. Note
that e does not necessarily have to be prime. The value of e is used along with the value n
to represent the public key used for encryption.

6. Calculate the unique value d (to be used during decryption) that satisfies the
requirement that, if d - e is divided by ¢, then the remainder of the division is 1. The
mathematical notation for this is d - ¢ = 1(mod ¢). In mathematical jargon, we say that d
is the multiplicative inverse of e modulo ¢. The value of d is to be kept secret. If you
know the value of ¢, the value of d can be easily obtained from ¢ using a technique
known as the Euclidean algorithm. If you know n (which is public), but not p or q (which
have been destroyed), then the value of ¢ is very hard to determine. The secret value of d

together with the value n represents the private key.

Once we have generated a public/private key pair, we can encrypt a message with the

public key with the following steps.

L. Take a positive integer m to represent a piece of plaintext message. In order for
the algebra to work properly, the value of m must be less than the modulus n, which was
originally computed as p - q. Long messages must therefore be broken into small enough
pieces that each piece can be uniquely represented by an integer of this bit size, and each
piece is then individually encrypted.

2. Caiculate the ciphertext ¢ using the public key containing € and n. This is

calculated using the equation ¢ = m® (mod n).

Finally, we can perform the decryption procedure with the private key using the

foliowing steps.
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1.

containing d and n, This is calculated using the equation m = ¢® (mod n).

Calculate the original plaintext message from the ciphertext using the private key

2. Compare this value of m with the original m, and you should see that they are

equal, since decryption is the inverse operation to encryption.

RS E
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3.2.2 DSA4

DSA is a NIST federal standard, used along with the Secure Hash Standard, to attach
digital signatures to data. NIST published the first version of the DSA algorithm as part
of the DSS (Digital Signature Standard, FIPS 186) in May 1994. DSA is based on the

discrete logarithm problem, which is described in the next two sections.

This description 1s intended only as an outline of the scheme, which can be used as a
basis for an actual DSA implementation. From these details, you can see that the
implementation of DSA is not trivial, and we are rather fortunate that cryptographic

libraries, such as the NET Framework, provide this implementation for us.

GENERATING THE KEY

1. Choose a prime p with a bit size of 512, 576, 640, 704, 768, 832, 896, 960, or
1024,

Choose a 160-bit prime q that evenly divides p — 1.

Choose numbers g and h such that g=h™(p - 1)/q) modp>tand I <h<p -1,
Randomly choose a private key x in the range 0 < x < gq.

Calculate y = g™x mod p.

The resulting public key is the set of numbers (p,q,g,¥).

T B o

The resulting private key is the number x.

SIGNING THE MESSAGE

1. Obtain the plaintext message m to be signed.

2. Choose a random value s such that [ <s<q.

3. Calculate 1 = (gs mod p) mod q.

4. Caleulate s = (H (m) —r * x)s “~1 mod q, where H (m) is the SHA-1 algorithm.
3. The resulting signature is the set of numbers (r,s).
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VERIFYING THE SIGNATURE

Calculate w = (s)"~I{mod q).
Calculate ul = H (m) * w (mod q).

Calculate u2 =r * w (mod q).

Calculate v=(g*ul * y*y 2 mod p) mod q.

The signature is valid if and only if v =r,
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CHAPTER -4

PEER TO PEER COMMUNICATION

4.1 INTRODUCTION - COMPUTER NETWORK

What is a socket?

A socket is an object that represents a low-level access point to the IP stack.This socket
can be open or closed or one of a set number of intermediate states. A socket can send
and receive data down this connection, Data is generally sent in blocks of a few kilobytes
at a time for efficiency; each of these blocks is called a packet,

All packets that travel on the Internet must use the Internet protocol. This means that the
source IP address, destination address must be included in the packet, Most packets also
contain a port number. A port is simply a number between 1 and 65,535 that is used to
differentiate higher protocols, such as email or FTP (Table 3.1). Ports are important when
it comes to programming your own network applications because no two applications can
use the same port. It is recommended that experimental programs use port numbers above
1024,

Packets that contain port numbers come in two flavors: UDP and TCP/IP., UDP has lower
latency than TCP/IP, especially on startup. Where data integrity is not of the utmost
concern, UDP can prove easier to use than TCP, but it should never be used where data
integrity is more important than performance; however, data sent via UDP can sometimes
arrive in the wrong order and be effectively useless to the receiver. TCP/IP is more
complex than UDP and has generally longer latencies, but it does guarantee that data
does not become corrupted when traveling over the Internet. TCP is ideal for file transfer,
where a corrupt file is more unacceptable than a slow download; however, it is unsuited
to Internet radio, where the odd sound out of place is more acceptable than long gaps of

silence.
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Using TCP/IP to transfer files

Most networked applications use TCP/IP because there is no risk of data becoming
corrupted while traveling over the Internet. It is said to be connection ortented; that is,
both client and server after a setup phase treat a set of IP packets as being sent along a
virtual channel, allowing for data that 1s too large to fit into a single IP packet to be sent
and for retransmission to occur when packets are lost.

This sample application will allow you to send any file from one computer to another.
Again, it is client/server based, so you will need either two computers or to run both the

client and server on the same computer.

Socket-level networking in NET

It is often necessary to understand network code written by other developers in order to
debug it or adapt it to your own application. After all, no program is ever written without
referring to some existing code. This book will consistently use the most concise code
possible, but it is important to realize that there are many techniques to implement
networked applications in .NET. It is equally important to be able to under-stand and
recognize these techniques when they are used in code written by other developers.

The most important class in .NET networking is the Socket class. This can be used for
either TCP/IP or UDP as either a client or server; however, it requires the help of the Dns
class to resolve IP addresses and is quite diffi-cult to use. Three other classes exist, which
are simpler to use, but less flexible: TepListener, TepClient, and UdpClient. To illustrate
the ditferences between the two techniques, listed below is code that demonstrates how a
socket can be made to listen for incoming connections on port 8080 and display any
received data on screen,

Socket-level programming is the foundation of all network programming. This chapter
should provide enough information to assist you in implementing any TCP- or UDP-
based protocol, proprietary or otherwise. Not all network protocols need to be coded at
the socket level; extensive support for HTTP is provided through classes provided by the
NET framework. Leveraging this ready-made functionality can cut down on the

development time required for socket-level implementation.
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Network Hardware

It is now time to turn our attention from the applications and social aspects of networking
(the fun stuff) to the technical issues involved in network design (the work stuff). There is
no generally accepted taxonomy into which all computer networks fit, but two
dimensions stand out as important: transmission technology and scale. We will now
examine each of these in turn.

Broadly speaking, there are two types of transmission technology that are in widespread

usc. They are as follows:

1. Broadcast links.

2. Point-to-point links.

Broadcast networks have a smgle communication channel that is shared by all the
machines on the network. Short messages, called packets in certain contexts, sent by any
machine are received by all the others. An address field within the packet specifies the
intended recipient. Upon receiving a packet, a machine checks the address field. If the
‘packet is intended for the receiving machine, that machine processes the packet; if the

packet is intended for some other machine, it is just ignored.

As an analogy, consider someone standing at the end of a corridor with many rooms off it
and shouting "Watson, come here. 1 want you." Although the packet may actually. be
i 1 received (heard) by many people, only Watson responds. The others just ignore it.
Another analogy is an airport announcement asking all flight 644 passengers to report to

gate 12 for immediate boarding.
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Broadcast systems generally also allow the possibility of addressing a packet to all
destinations by using a special code in the address field. When a packet with this code is

transmitted, it 1s received and processed by every machine on the network. This mode of

operation is called broadcasting. Some broadcast systems also support transmission to a -

subset of the machines, something known as multicasting. One possible scheme is to
reserve one bit to indicate multicasting. The remaining n - 1 address bits can hold a group
number. Each machine can "subscribe" to any or all of the groups. When a packet is sent

to a certain group, it 1s delivered to all machines subscribing to that group.

In contrast, point-to-point networks consist of many connections between individual pairs
of machines. To go from the source to the destination, a packet on this type of network
may have to first visit one or more intermediate machines. Often multiple routes, of
different lengths, are possible, so finding good ones is important in point-to-point
networks. As a general rule (although there are many exceptions), smaller, geographically
localized networks tend to use broadcasting, whereas larger networks usually are point-
to-point. Point-to-point transmission with one sender and one receiver is sometimes

called unicasting.

An alternative criterion for classifying networks is their scale. At the top are the personal
arca networks, networks that are meant for one person. For example, a wireless network
connecting a computer with its mouse, keyboard, and printer is a personal area network.
Also, a PDA that controls the user's hearing aid or pacemaker fits in this category.
Beyond the personal area networks come longer-range networks. These can be divided
into local, metropolitan, and wide area networks. Finally, the connection of two or more
networks is called an internctwork. The worldwide Internet is a well-known example of
an internetwork. Distance is important as a classification metric because different

techniques are used at different scales. In this book we will be concerned with networks

at all these scales. Below we give a brief introduction to network hardware.
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L.ocal Area Networks

Local area networks, generally called LANs, are privately-owned networks within a
single building or campus of up to a few kilometers in size. They are widely used to
connect personal computers and workstations in company offices and factories to share
resources (e.g., printers) and exchange information, LANs are distinguished from other
kinds of networks by three characteristics: (1) their size, (2) their transmission

technology, and (3) their topology.

LANs are restricted in size, which means that the worst-case iransmission time is
bounded and known in advance. Knowing this bound makes it possible to use certain

kinds of designs that would not otherwise be possible. Tt also simplifies network

management.

LANs may use a transmission technology consisting of a cable to which all the machines
are attached, like the telephone company party lines once used in rural areas. Traditional
LANs run at speeds of 10 Mbps to 100 Mbps, have low delay (microseconds or
nanoseconds), and make very few errors. Newer LANs operate at up to 10 Gbps. In this
book, we will adhere to tradition and measure line speeds in megabits/sec (1 Mbps is

1,000,000 bits/sec) and gigabits/sec (1 Gbps is 1,000,000,000 bits/sec).

Various topologies are possible for broadcast LANs. In a bus (ic., a linear cable)
network, at any instant at most one machine is the master and is allowed to transmit. All
other machines are required to refrain from sending. An arbitration mechanism is needed
to resolve conflicts when two or more machines want to transmit simultaneously. The
arbitration mechanism may be centralized or distributed. IEEE 802.3, popularly called
Ethernet, for example, is a bus-based broadcast network with decentralized control,
usually operating at 10 Mbps to 10 Gbps. Computers on an Ethernet can transmit
whenever they want to; if two or more packets collide, each computer just waits a random

time and tries again later.

A second type of broadcast system is the ring. In a ring, each bit propagates around on its

own, not waiting for the rest of the packet to which it belongs. Typically, each bit
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circumnavigates the entire ring in the time it takes to transmit a few bits, often before the
complete packet has even been transmitted. As with all other broadcast systems, some
rule is needed for arbitrating simultaneous accesses to the ring. Various methods, such as
having the machines take turns, are in use. IEEE 802.5 (the IBM token ring), is a ring-

based LAN operating at 4 and 16 Mbps. FDDI is another example of a ring network.

Broadcast networks can be further divided into static and dynamic, depending on how the
channel is allocated. A typical static allocation would be to divide time into discrete
intervals and use a round-robin algorithm, allowing each machine to broadcast only when
its time slot comes up. Static allocation wastes channel capacity when a machine has
nothing to say during its allocated slot, so most systems attempt to allocate the channel

dynamically (i.e., on demand).

Dynamic allocation methods for a common channel are either centralized or
decentralized. In the centralized channel allocation method, there is a single entity, for
example, a bus arbitration unit, which determines who goes next. It might do this by
accepting requests and making a decision according to some internal algorithm. In the
decentralized channel allocation method, there i1s no central entity; each machine must
decide for itself whether to transmit. You might think that this always leads to chaos, but
it does not. Later we will study many algorithms designed to bring order out of the

potential chaos.

Metropolitan Area Networks

A metropolitan area network, or MAN, covers a city. The best-known example of a MAN
is the cable television network available in many cities. This system grew from carlier
community antenna systems used in areas with poor over-the-air television reception. In
these early systems, a large antenna was placed on top of a nearby hill and signal was

then piped to the subscribers' houses.

At first, these were locally-designed, ad hoc systems. Then companies began jumping
into the business, getting contracts from city governments to wire up an entire city. The

next step was television programming and even entire channels designed for cable only.
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Often these channels were highly specialized, such as all news, all sports, all cooking, all
gardening, and so on. But from their inception until the late 1990s, they were intended for

television reception only.

Starting when the Internet attracted a mass audience, the cable TV network operators
began to realize that with some changes to the system, they could provide two-way
Internet service in unused parts of the spectrum. At that point, the cable TV system began
to morph from a way to distribute television to a metropolitan area network. In this figure
we see both television signals and Internet being fed into the centralized head end for

subsequent distribution to people's homes.

Wide Area Networks

A wide area network, or WAN, spans a large geographical area, often a country or
continent. It contains a collection of machines intended for running user (i.e., application)
programs. We will follow traditional usage and call these machines hosts. The hosts are
connected by a communication subnet, or just subnet for short. The hosts are owned by
the customers (e.g., people's personal computers), whereas the communication subnet is
typically owned and operated by a telephone company or Internet service provider. The
job of the subnet is to carry messages from host to host, just as the telephone system
carries words from speaker to listener. Separation of the pure communication aspects of
the network (the subnet) from the application aspects (the hosts), greatly simplifies the

complete network design.

In most wide area networks, the subnet consists of two distinct components: transmission
lines and switching elements. Transmission lines move bits between machines. They can
be made of copper wire, optical fiber, or even radio links. Switching elements are
specialized computers that connect three or more transmission lines. When data arrive on
an incoming line, the switching element must choose an outgoing line on which to
forward them. These switching computers have been called by various names in the past;
the name router is now most commonly used. Unfortunately, some people pronounce it

"rooter" and others have it rhyme with "doubter." Determining the correct pronunciation
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will be left as an exercise for the reader. (Note: the perceived correct answer may depend

on where you live.)

In this model each host is frequently connected to a LAN on which a router is present,
although in some cases a host can be connected directly to a router. The collection of

communication lines and routers (but not the hosts) form the subnet.

A short comment about the term "subnet" is in order here. Originally, its only meaning
was the collection of routers and communication lines that moved packets from the
source host to the destination host. However, some years later, it also acquired a second
meaning in conjunction with network addressing. Unfortunately, no widely-used
alternative exists for its initial meaning, so with some hesitation we will use it in both

senses. From the context, it will always be clear which is meant.

In most WANSs, the network contains numerous transmission lines, each one connecting a
pair of routers. If two routers that do not share a transmission line wish to communicate,
they must do this indirectly, via other routers. When a packet is sent from one router to
another via one or more intermediate routers, the packet is received at each intermediate
router in its entirety, stored there until the required output line i1s free, and then
forwarded. A subnet organized according to this principle is called a store-and-forward or
packet-switched subnet. Nearly all wide area networks (except those using satellites)
have store-and-forward subnets. When the packets are small and all the same size, they

are often called cells.

The principle of a packet-switched WAN is so important that it 1s worth devoting a few
more words to it. Generally, when a process on some host has a message to be sent to a
process on some other host, the sending host first cuts the message into packets, each one
bearing its number in the sequence. These packets are then injected into the network one
at a time in quick succession. The packets are transported individually over the network

and deposited at the receiving host, where they are reassembled into the original message

and delivered to the receiving process.




Routing decisions are made locally. When a packet arrives at router A,itis up to A to
decide if this packet should be sent on the line to B or the line to C. How A makes that
decision is called the routing algorithm. Many of them exist. Not all WANs are packet
switched. A second possibility for a WAN is a satellite system. Each router has an
antenna through which it can send and receive. All routers can hear the output from the
satellite, and in some cases they can also hear the upward transmissions of their fellow
routers to the satellite as well. Sometimes the routers are connected to a substantial point-
to-point subnet, with only some of them having a satellite antenna. Satellite networks are

inherently broadcast and are most useful when the broadcast property is important.

Wireless Networks

Digital wireless communication is not a new idea. As early as 1901, the Italian physicist
Glielmo Marconi demonstrated a ship-to-shore wireless telegraph, using Morse Code
(dots and dashes are binary, after all). Modern digital wireless systems have better

performance, but the basic idea is the same.
To a first approximation, wireless networks can be divided into three main categories:

1. System interconnection. |
2. Wireless LANs.
3. Wireless WANS,

System interconnection is all about interconnecting the components of a computer using
short-range radio. Almost every computer has a monitor, keyboard, mouse, and printer
connected to the main unit by cables. So many new users have a hard time plugging all
the cables into the right little holes (even though they are usually color coded) that most
computer vendors offer the option of sending a technician to the user's home to do it.
Consequently, some companies got together to design a short-range wireless network
called Bluetooth to connect these components without wires. Bluetooth also allows
digital cameras, headsets, scanners, and other devices to connect to a computer by merely
being brought within range. No cables, no driver installation, just put them down, turn

them on, and they work. For many people, this ease of operation is a big plus.
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In the simplest form, system interconnection networks use the master-slave paradigm.
The system unit is normally the master, talking to the mouse, keyboard, etc., as slaves.
The master tells the slaves what addresses to use, when they can broadcast, how long

they can transmit, what frequencies they can use, and so on.

The next step up in wireless networking is the wireless LANs. These are systems in
which every computer has a radio modem and antenna with which it can communicate
with other systems. Often there is an antenna on the ceiling that the machines talk to.
However, if the systems are close enough, they can communicate directly with one
another in a peer-to-peer configuration, Wireless LANs are becoming increasingly
common in small offices and homes, where installing Ethernet is considered too much
trouble, as well as in older office buildings, company cafeterias, conference rooms, and
other places. There is a standard for wireless LANSs, called IEEE 802.11, which most
systems implement and which is becoming very widespread. The third kind of wireless
network is used in wide area systems. The radio network used for cellular telephones is
an example of a low-bandwidth wireless system. This system has already gone through
three generations. The first generation was analog and for voice only. The second
generation was digital and for voice only. The third generation is digital and is for both
voice and data. In a certain sense, cellular wireless networks are like wireless LANS,
except that the distances involved are much greater and the bit rates much lower.
Wireless LANs can operate at rates up to about 50 Mbps over distances of tens of meters.
Cellular systems operate below 1 Mbps, but the distance between the base station and the

computer or telephone is measured in kilometers rather than in meters.

In addition to these low-speed networks, high-bandwidth wide area wireless networks are
also being developed. The initial focus is high-speed wireless Internet access from homes
and businesses, bypassing the telephone system. This service is often called local
multipoint distribution service. We will study it later in the book. A standard for it, called
[EEE 802.16, has also been developed. Almost all wireless networks hook up to the
wired network at some point to provide access to files, databases, and the Internet. There
are many ways these connections can be realized, depending on the circumstances. For

example, we depict an airplane with a number of people using modems and seat-back
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telephones to call the office. Each call is independent of the other ones. Here each seat
comes equipped with an Ethernet connector into which passengers can plug their
computers. A single router on the aircraft maintains a radio link with some router on the
ground, changing routers as it flies along. This configuration is just a traditional LAN,
except that its connection to the outside world happens to be a radio link instead of a

hardwired line.

Home Networks

Home networking is on the horizon. The fundamental idea is that in the future most
homes will be set up for networking. Every device in the home will be capable of
communicating with every other device, and all of them will be accessible over the
Internet. This is one of those visionary concepts that nobody asked for (like TV remote
controls or mobile phones), but once they arrived nobody can imagine how they lived

without them.

Many devices are capable of being networked. Some of the more obvious categories

(with examples) are as follows:

1. Computers (desktop PC, notebook PC, PDA, shared peripherals).
Entertainment (TV, DVD, VCR, camcorder, camera, stereo, MP3).
Telecommunications (telephone, mobile telephone, intercom, fax).

Appliances (microwave, refrigerator, clock, furnace, airco, lights).

v e

Telemetry (utility meter, smoke/burglar alarm, thermostat, babycam).

Home computer networking is already here in a limited way. Many homes already have a
device to connect multiple computers to a fast Internet connection. Networked
entertainment is not quite here, but as more and more music and movies can be
downloaded from the Internet, there will be a demand to connect stercos and televisions
to it. Also, people will want to share their own videos with friends and family, so the
connection will need to go both ways. Telecommunications gear is already connected to
the outside world, but soon it will be digital and go over the Internet. The average home

probably has a dozen clocks (e.g., in appliances), all of which have to be reset twice a

68




year when daylight saving time (summer time) comes and goes. If all the clocks were on
the Internet, that resetting could be done automatically. Finally, remote monitoring of the
home and its contents 1s a likely winner. Probably many parents would be willing to
spend some money to monitor their sleeping babies on their PDAs when they are eating
out, even with a rented teenager in the house. While one can imagine a separate network

for each application area, integrating all of them into a single network is probably a better

idea.

Home networking has some fundamentally different properties than other network types.

First, the network and devices have to be easy to install. The author has installed
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numerous pieces of hardware and software on various computers over the years, with
mixed results. A series of phone calls to the vendor's helpdesk typically resulted in
answers like (1) Read the manual, (2) Reboot the computer, (3) Remove all hardware and
software except ours and try again, {(4) Download the newest driver from our Web site,
and if all else fails, (5} Reformat the hard disk and then reinstall Windows from the CD-
ROM. Telling the purchaser of an Internet refrigerator to download and install a new
version of the refrigerator's operating system is not going to lead to happy customers, i
Computer users are accustomed to putting up with products that do not work; the car-,
television-, and refrigerator-buying public is far less tolerant. They expect products to

work for 100% from the word go.

Second, the network and devices have to be foolproof in operation. Air conditioners used
to have one knob with four settings: OFF, LOW, MEDIUM, and HIGH. Now they have
30-page manuals. Once they are networked, expect the chapter on security alone to be 30

pages. This will be beyond the comprehension of virtually all the users.

Third, low price is essential for success. People will not pay a $50 premium for an
Internet thermostat because few people regard monitoring their home temperature from

work that important. For $5 extra, 1t might sell, though.

Fourth, the main application is likely to mvolve nwltimedia, so the network needs

sufficient capacity. There is no market for Internet-connected televisions that show shaky
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movies at 320 x 240 pixel resolution and 10 frames/sec. Fast Ethernet, the workhorse in
most offices, is not good enough for multimedia. Consequently, home networks will need
better performance than that of existing office networks and at lower prices before they

become mass market items.

Fifth, it must be possible to start out with one or two devices and expand the reach of the
network gradually. This means no format wars. Telling consumers to buy peripherals
with [EEE 1394 (FireWire) interfaces and a few years later retracting that and saying
USB 2.0 is the interface-of-the-month is going to make consumers skittish. The network
interface will have to remain stable for many years; the wiring (if any) will have to

remain stable for decades.

Sixth, security and reliability will be very important. Losing a few files to an e-mail virus
is one thing; having a burglar disarm your security system from his PDA and then

plunder your house is something quite different.

An interesting question is whether home networks will be wired or wireless. Most homes
already have six networks installed: electricity, telephone, cable television, water, gas,
and sewer. Adding a seventh one during construction is not difficult, but retrofitting
existing houses is expensive. Cost favors wireless networking, but security favors wired
networking. The problem with wireless is that the radio waves they use are quite good at
going through fences. Not everyone is overjoyed at the thought of having the neighbors
piggybacking on their Internet connection and reading their e-mail on its way to the
printer. We will study how encryption can be used to provide security, but in the context
of a home network, security has to be foolproof, even with inexperienced users. This is

easier said than done, even with highly sophisticated users.

In short, home networking offers many opportunities and challenges. Most of them relate
to the need to be easy to manage, dependable, and secure, especially in the hands of

nontechnical users, while at the same time delivering high performance at low cost.

70




Internetworks

Many networks exist in the world, often with different hardware and software. People
connected to one network often want to communicate with people attached to a different
one. The fulfillment of this desire requires that different, and frequently incompatible
networks, be connected, sometimes by means of machines called gateways to make the
connection and provide the necessary translation, both in terms of hardware and software.
A collection of interconnected networks is called an internetwork or internet. These terms
will be used in a generic sense, in contrast to the worldwide Internet (which is one

specific internet), which we will always capitalize.

A common form of internet is a collection of LANs connected by a WAN. In fact, if we
were to replace the label "subnet" by "WAN," nothing else in the figure would have to
change. The only real technical distinction between a subnet and a WAN in this case is
whether hosts are present. If the system within the gray area contains only routers, it is a
subnet; if it contains both routers and hosts, it is a WAN. The real differences relate to

ownership and use.

Subnets, networks, and internetworks are often confused. Subnet makes the most sense in
the context of a wide area network, where it refers to the collection of routers and
communication lines owned by the network operator. As an analogy, the telephone
system consists of telephone switching offices connected to one another by high-speed
lines, and to houses and businesses by low-speed lines. These lines and equipment,
owned and managed by the telephone company, form the subnet of the telephone system.
The telephones themselves (the hosts in this analogy) are not part of the subnet. The
combination of a subnet and its hosts forms a network. In the case of a LLAN, the cable

and the hosts form the network. There really is no subnet.

An internetwork is formed when distinct networks are interconnected. In our view,
connecting a LAN and a WAN or connecting two LANs forms an internetwork, but there
is little agreement in the industry over terminology in this area. One rule of thumb is that

if different organizations paid to construct different parts of the network and each
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maintains its part, we have an internetwork rather than a single network. Also, if the
underlying technology is different in different parts (e.g., broadcast versus point-to-

point), we probably have two networks.

Protocol Hierarchies

To reduce their design complexity, most networks are organized as a stack of layers or
levels, each one built upon the one below it. The number of layers, the name of each
layer, the contents of each layer, and the function of each layer differ from network to
network. The purpose of each layer is to offer certain services to the higher layers,
shielding those layers from the details of how the offered services are actually
implemented. In a sense, each layer is a kind of virtual machine, offering certain services

to the layer above it.

This concept is actually a familiar one and used throughout computer science, where it is
variously known as information hiding, abstract data types, data encapsulation, and
object-oriented programming. The fundamental idea is that a particular piece of software
(or hardware) provides a service to its users but keeps the details of its internal state and

algorithms hidden from them.

Layer n on one machine carries on a conversation with layer n on another machine. The
rules and conventions used in this conversation are collectively known as the layer n
protocol. Basically, a protocol is an agreement between the communicating parties on
how communication is to proceed. As an analogy, when a woman is introduced to a man,
she may choose to stick out her hand. He, in turn, may decide either to shake it or kiss it,
depending, for example, on whether she is an American lawyer at a business meeting or a
European princess at a formal ball. Violating the protocol will make communication

more difficult, if not completely impossible.

The entities comprising the corresponding layers on different machines are called peers.
The peers may be processes, hardware devices, or even human beings. In other words, it

is the peers that communicate by using the protocol.
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In reality, no data are directly transferred from layer n on one machine to layer n on
another machine. Instead, each layer passes data and control information to the layer
immediately below it, until the lowest layer is reached. Below layer | is the physical
medium through which actual communication occurs. Virtual communication is shown

by dotted lines and physical conumunication by solid lines.

Between each pair of adjacent layers is an interface. The interface defines which
primitive operations and services the lower layer makes available to the upper one. When
network designers decide how many layers to include in a network and what each one
should do, one of the most important considerations is defining clean interfaces between
the layers. Doing so, in turn, requires that each layer perform a specific collection of
well-understood functions. In addition to minimizing the amount of information that must
be passed between layers, clear-cut interfaces also make it simpler to replace the
implementation of one layer with a completely different implementation (e.g., all the
telephone lines are replaced by satellite channels) because all that is required of the new
implementation is that it offer exactly the same set of services to its upstairs neighbor as
the old implementation did. In fact, it is common that different hosts use different

implementations,

A set of layers and protocols is called a network architecture. The specification of an
architecture must contain enough information to allow an implementer to write the
program or build the hardware for each layer so that it will correctly obey the appropriate
protocol. Neither the details of the implementation nor the specification of the interfaces
is part of the architecture because these are hidden away inside the machines and not
visible from the outside. It is not even necessary that the interfaces on all machines in a
network be the same, provided that each machine can correctly use all the protocols. A
list of protocols used by a certain system, one protocol per layer, is called a protocol
stack. The subjects of network architectures, protocol stacks, and the protocols

themselves are the principal topics of this book.

An analogy may help explain the idea of multilayer communication. Imagine two

philosophers (peer processes in layer 3), one of whom speaks Urdu and English and one
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of whom speaks Chinese and French. Since they have no common language, they each
engage a translator (peer processes at layer 2), cach of whom in turn contacts a secretary
(peet processes in layer 1). Philosopher 1 wishes to convey his affection for oryctolagus
cuniculus to his peer, The translators have agreed on a neutral language known to both of
them, Dutch, so the message is converted to "Tk vind konijnen leuk." The choice of

language is the layer 2 protocol and is up to the layer 2 peer processes.

Design Issues for the Lavyers

Some of the key design issues that occur in computer networks are present in several
layers. Below, we will briefly mention some of the more important ones. Every layer
needs a mechanism for identifying senders and receivers. Since a network normally has
many computers, some of which have multiple processes, a means is needed for a process
on one machine to specify with whom it wants to talk. As a consequence of having
multiple destinations, some form of addressing is needed in order to specify a specific

destination.

Another set of design decisions concerns the rules for data transfer. In some systems, data
only travel in one direction; in others, data can go both ways. The protocol must also
determine how many logical channels the connection corresponds to and what their
priorities are. Many networks provide at least two logical channels per connection, one

for normal data and one for urgent data.

Error control is an important issue because physical communication circuits are not
perfect. Many error-detecting and error-cotrecting codes are known, but both ends of the
connection must agree on which one is being used. In addition, the receiver must have
some way of telling the senders which messages have been correctly received and which

have not.

Not all communication channels preserve the order of messages sent on them. To deal
with a possible loss of sequencing, the protocol must make explicit provision for the

receiver to allow the pieces to be reassembled properly. An obvious solution 1s to number
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the pieces, but this solution still leaves open the question of what should be done with

pieces that arrive out of order.

An issue that occurs at every level is how to keep a fast sender from swamping a slow
receiver with data. Various solutions have been proposed and will be discussed later.
Some of them involve some kind of feedback from the receiver to the sender, either
'directly or indirectly, about the receiver's current situation. Others limit the sender to an

agreed-on transmission rate. This subject is called flow control.

Another problem that must be solved at several levels is the inability of all processes to
accept arbitrarily long messages. This property leads to mechanisms for disassembling,
transmitting, and then reassembling messages. A related issue is the problem of what to
do when processes insist on transmitting data in units that are so small that sending each
one separately is inefficient. Here the solution is to gather several small messages
heading toward a common destination into a single large message and dismember the

large message at the other side.

When 1t 1s inconvenient or expensive to set up a separate connection for each pair of
communicating processes, the underlying layer may decide to use the same connection
for multiple, unrelated conversations. As long as this multiplexing and demultiplexing is
done transparently, it can be used by any layer. Multiplexing is needed in the physical
layer, for example, where all the tratfic for all connections has to be sent over at most a

few physical circuits.

When there are multiple paths between source and destination, a route must be chosen.
Sometimes this decision must be split over two or more layers. For example, to send data
from London to Rome, a high-level decision might have to be made to transit France or
Germany based on their respective privacy laws. Then a low-level decision might have to
make to select one of the available circuits based on the current traffic load. This topic is

called routing.
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Connection-Oriented and Connectionless Services

Layers can offer two different types of service to the layers above them: connection-
ortented and connectionless. In this section we will look at these two types and exaniine

the differences between them.

Connéction—oriented service is modeled after the telephone system. To talk to someone,
you pick up the phone, dial the number, talk, and then hang up. Similarly, to use a
connection-oriented network service, the service user first establishes a connection, uses
the connection, and then releases the connection. The essential aspect of a connection is
that it acts like a tube: the sender pushes objects (bits) in at one end, and the receiver
takes them out at the other end. In most cases the order is preserved so that the bits arrive

in the order they were sent,

In some cases when a connection is established, the sender, receiver, and subnet conduct
a negotiation about parameters to be used, such as maximum message size, quality of
service required, and other issues. Typically, one side makes a proposal and the other side

can accept it, reject it, or make a counterproposal.

In contrast, connectionless service is modeled after the postal system. Each message
(letter) carries the full destination address, and each one is routed through the system
independent of all the others. Normaily, when two messages are sent to the same
destination, the first one sent will be the first one to arrive. However, it is possible that

the first one sent can be delayed so that the second one arrives first,

Each service can be characterized by a quality of service. Some services are reliable in
the sense that they never lose data. Usually, a reliable service is implemented by having
the receiver acknowledge the receipt of each message so the sender is sure that it arrived.
The acknowledgement process introduces overhead and delays, which are often worth it

but are sometimes undesirable.

A typical situation in which a reliable connection-oriented service is appropriate is file

transfer. The owner of the file wants to be sure that all the bits arrive correctly and in the
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same order they were sent. Very few file transfer customers would prefer a service that

occasionally scrambles or loses a few bits, even if it is much faster.

Reliable connection-oriented service has two minor variations: message sequences and
byte streams. In the former variant, the message boundaries are preserved. When two
1024-byte messages are sent, they arrive as two distinct 1024-byte messages, never as
one 2048-byte message. In the latter, the connection is simply a stream of bytes, with no
message boundaries. When 2048 bytes arrive at the receiver, there is no way to tell if they
were sent as one 2048-byte message, two 1024-byte messages, or 2048 1-byte messages.
If the pages of a book are sent over a network to a phototypesetter as separate messages,
it might be important to preserve the message boundaries. On the other hand, when a user
logs into a remote server, a byte stream from the user's computer to the server is all that is

needed. Message boundaries are not relevant.

As mentioned above, for some applications, the transit delays introduced by
acknowledgements are unacceptabie. One such application is digitized voice traffic. It is
preferable for telephone users to hear a bit of noise on the line from time to time than to
experience a delay waiting for acknowledgements. Similarly, when transmitting a video
conference, having a few pixels wrong is no problem, but having the image jerk along as

the flow stops to correct errors is irritating.

Not all applications require connections. For example, as electronic mail becomes more
common, electronic junk is becoming more common too. The electronic junk-mail sender
probably does not want to go to the trouble of setting up and later tearing down a
connection just to send one item. Nor is 100 percent reliable delivery essential, especially
if it costs more. All that is needed is a way to send a single message that has a high
probability of arrival, but no guarantee. Unreliable (meaning not acknowledged)
connectionless service is often called datagram service, in analogy with telegram service,

which also does not return an acknowledgement to the sender.

In other situations, the convenience of not having to establish a connection to send one

short message is desired, but reliability is essential. The acknowledged datagram service
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can be provided for these applications. It is like sending a registered letter and requesting
a return receipt. When the receipt comes back, the sender is absolutely sure that the letter

was delivered to the intended party and not lost along the way.

Still another service is the request-reply service. In this service the sender transmits a
single datagram containing a request; the reply contains the answer. For example, a query
to the local library asking where Uighur is spoken falls into this category. Request-reply
is commonly used to implement communication in the client-server model: the client

issues a request and the server responds to it.

Service Primitives

A service is formally specified by a set of primitives (operations) available to a user
process to access the service. These primitives tell the service to perform some action or
report on an action taken by a peer entity. If the protocol stack is located in the operating
system, as it often is, the primitives are normally system calls. These calls cause a trap to
kernel mode, which then turns control of the machine over to the operating system to

send the necessary packets.

The set of primitives available depends on the nature of the service being provided. The
primitives for connection-oriented service are different from those of connectionless
service. As a minimal example of the service primitives that might be provided to

implement a reliable byte stream in a client-server environment,

These primitives might be used as follows. F irst, the server executes LISTEN to indicate
that it is prepared to accept Incoming connections. A common way to implement LISTEN
is to make it a blocking system call. After executing the primitive, the server process is

blocked until a request for connection appears.

Next, the client process executes CONNECT to establish a connection with the server,
The CONNECT call needs to specify who to connect to, so it might have a parameter
giving the server's address. The operating system then typically sends a packet to the peer

asking it to connect, as shown by (1). The client process is suspended until there is a
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response. When the packet arrives at the server, it is processed by the operating system
there. When the system sees that the packet is requesting a connection, it checks to see if
there 1s a listener. If so, it does two things: unblocks the listener and sends back an
acknowledgement (2). The arrival of this acknowledgement then releases the client. At
this point the client and server are both running and they have a connection established. It
is important to note that the acknowledgement (2) is generated by the protocol code itself,
not in response to a user-level primitive. If a connection request arrives and there is no
listener, the result is undefined. In some systems the packet may be queued for a short

time in anticipation of a LISTEN.

The obvious analogy between this protocol and real life is a customer (client) calling a
company's customer service manager. The service manager starts out by being near the
telephone in case it rings. Then the client places the call. When the manager picks up the

phone, the connection is established.

The next step is for the server to execute RECEIVE to prepare to accept the first request.
Normally, the server does this immediately upon being released from the LISTEN, before

the acknowledgement can get back to the client. The RECEIVE call blocks the server.

Then the client executes SEND to transmit its request (3) followed by the execution of

RECEIVE to get the reply.

The arrival of the request packet at the server machine unblocks the server process so it
can process the request. After it has done the work, it uses SEND to return the answer to
the client (4). The arrival of this packet unblocks the client, which can now inspect the
answer. If the client has additional requests, it can make them now. If it is done, it can use
DISCONNECT to terminate the connection. Usually, an initial DISCONNECT is a
blocking call, suspending the client and sending a packet to the server saying that the
connection is no longer needed (5). When the server gets the packet, it also issues a
DISCONNECT of its own, acknowledging the client and releasing the connection. When

the server's packet (6) gets back to the client machine, the client process is released and
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the connection is broken. In a nutshell, this is how connection-oriented communication

works.

Of course, life is not so simple. Many things can go wrong here. The timing can be wrong
(e.g., the CONNECT is done before the LISTEN), packets can get lost, and much more.
We will look at these issues in great detail later, but for the moment, briefly summarizes

how client-server communication might work over a connection-oriented network,

Given that six packets are required to complete this protocol, one might wonder why a
connectionless protocol is not used instead. The answer is that in a perfect world it could
be, in which case only two packets would be needed: one for the request and one for the
reply. However, in the face of large messages m direction (e.g., a megabyte file),
transmission errors, and lost packets, the situation changes. If the reply consisted of
hundreds of packets, some of which could be lost during transmission, how would the
client know if some pieces were missing? How would the client know whether the last
packet actually received was really the last packet sent? Suppose that the client wanted a
second file. How could it tell packet 1 from the second file from a lost packet 1 from the
first file that suddenly found its way to the client? In short, in the real world, a simple
request-reply protocol over an unreliable network is often inadequate. We will study a
variety of protocols in detail that overcome these and other problems. For the moment,
suffice it to say that having a reliable, ordered byte stream between processes is

sometimes very convenient,

The Relationship of Services to Protocols

Services and protocols are distinct concepts, although they are frequently confused. This
distinction is so important, however, that we emphasize it again here. A service is a set of
primitives (operations) that a layer provides to the layer above it. The service defines
what operations the layer is prepared to perform on behalf of its users, but it says nothing
at all about how these operations are implemented. A service relates to an interface
between two layers, with the lower layer being the service provider and the upper layer

being the service user.
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A protocol, in contrast, is a set of rules governing the format and meaning of the packets,
or messages that are exchanged by the peer entities within a layer. Entities use protocols
to implement their service definitions. They are free to change their protocols at will,
provided they do not change the service visible to their users. In this way, the service and

the protocol are completely decoupled.

In other words, services relate to the interfaces between layers. In contrast, protocols
relate to the packets sent between peer entities on different machines. It is important not

to confuse the two concepts.

An analogy with programming languages is worth making. A service is like an abstract
data type or an object in an object-oriented language. It defines operations that can be
performed on an object but does not specify how these operations are implemented. A
protocol relates to the implementation of the service and as such is not visible to the user

of the service,

Many older protocols did not distinguish the service from the protocol. In effect, a typical
layer might have had a service primitive SEND PACKET with the user providing a
pointer to a fully assembled packet. This arrangement meant that all changes to the
protocol were immediately visible to the users. Most network designers now regard such

a design as a serious blunder,

Reference Models

Now that we have discussed layered networks in the abstract, it is time to look at some
examples. In the next two sections we will discuss two important network architectures,
the OSI reference model and the TCP/IP reference model. Although the protocols
associated with the OSI model are rarely used any more, the model itself is actually quite
general and still valid, and the features discussed at each layer are still very important.
The TCP/IP model has the opposite properties: the model itself is not of much use but the
protocols are widely used. For this reason we will look at both of them in detail. Also,

sometimes you can learn more from failures than from successes.
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The OSI Reference Model

This model is based on a proposal developed by the International Standards Organization
(ISO) as a first step toward international standardization of the protocols used in the
various layers (Day and Zimmermann, 1983). It was revised in 1995 (Day, 1995). The
model is called the ISO OSI (Open Systems Interconmection) Reference Model because it
deals with connecting open systems—that is, systems that are open for communication

with other systems. We will just call it the OSI model for short,

The OSI model has seven layers. The principles that were applied to arrive at the seven

layers can be briefly summarized as follows:

I. Alayer should be created where a different abstraction is needed,

2. Each layer should perform a well-defined function,

3. The function of each layer should be chosen with an eye toward defining
internationally standardized protocols.

4. The layer boundaries should be chosen to minimize the information flow across the
interfaces. |

5. The number of layers should be large enough that distinct functions need not be

thrown together in the same layer out of necessity and small enough that the architecture

does not become unwieldy.

Below we will discuss each layer of the mode] in turn, starting at the bottom layer. Note
that the OSI model itself is not a network architecture because it does not specify the
exact services and protocols to be used in each layer. It Just tells what each layer should
do. However, ISO has also produced standards for all the layers, although these are not

part of the reference model itself. Each one has been published as a separate international

standard.
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The Physical Layer

The physical layer is concerned with transmitting raw bits over a communication
channel. The design issues have to do with making sure that when one side sends a | bit,
it is received by the other side as a | bit, not as a 0 bit. Typical questions here are how
many volts should be used to represent a 1 and how many for a 0, how many
nanoseconds a bit lasts, whether transmission may proceed simultaneously in both
directions, how the initial connection is established and how it is torn down when both
sides are finished, and how many pins the network connector has and what each pin is
used for. The design issues here largely deal with mechanical, electrical, and timing

interfaces, and the physical transmission medium, which lies below the physical layer.

The Data Link Laver

The main task of the data link layer is to transform a raw transmission facility into a line
that appears free of undetected transmission errors to the network layer. It accomplishes
this task by having the sender break up the input data into data frames (typically a few
hundred or a few thousand bytes) and transmit the frames sequentially. If the service is
reliable, the receiver confirms correct receipt of each frame by sending back an

acknowledgement frame.

Another issue that arises in the data link layer (and most of the higher layers as well) is
how to keep a fast transmitter from drowning a slow receiver in data. Some traffic
regulation mechanism is often needed to let the transmitter know how much buffer space
the receiver has at the moment. Frequently, this flow regulation and the error handling are

integrated.

Broadcast networks have an additional issue in the data link layer: how to control access
to the shared channel. A special sublayer of the data link layer, the medium access

control sublayer, deals with this problem.
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The Network Lavyer

The network layer controls the operation of the subnet. A key design issue is determining
how packets are routed from source to destination. Routes can be based on static tables
that are "wired into” the network and rarely changed. They can also be determined at the
start of each conversation, for example, a terminal session (e.g., a login to a remote
machine). Finally, they can be highly dynamic, being determined anew for each packet,

to reflect the current network load.

If too many packets are present in the subnet at the same time, they will get in one
another's way, forming bottlenecks. The control of such congestion also belongs to the
network layer. More generally, the quality of service provided (delay, transit time, jitter,

etc.) is also a network layer issue.

When a packet has to travel from one network to another to get to its destination, many
problems can arise. The addressing used by the second network may be different from the
first one. The second one may not accept the packet at all because it is too large. The
protocols may differ, and so on. It is up to the network layer to overcome all these

problems to allow heterogeneous networks to be interconnected.

In broadcast networks, the routing problem is simple, so the network layer is often thin or

even nonexistent.

The Transport Laver

The basic function of the transport layer is to accept data from above, split it up into
smaller units if need be, pass these to the network layer, and ensure that the pieces all
arrtve correctly at the other end. Furthermore, all this must be done efficiently and in a
way that isolates the upper layers from the inevitable changes in the hardware

technology.

The transport layer also determines what type of service to provide to the session layer,

and, ultimately, to the users of the network. The most popular type of transport
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connection is an error-free point-to-point channel that delivers messages or bytes in the
order in which they were sent. However, other possible kinds of transport service are the
transporting of isolated messages, with no guarantee about the order of delivery, and the
broadcasting of messages to multiple destinations. The type of service is determined
when the connection 1$ established. (As an aside, an error-free channel is impossible to
achieve; what people really mean by this term is that the error rate is low enough to

ignore in practice,)

The transport layer is a true end-to-end layer, all the way from the source to the
destination. In other words, a program on the source machine carries on a conversation
with a similar program on the destination machine, using the message headers and control
messages. In the lower layers, the protocols are between each machine and its immediate
neighbors, and not between the ultimate source and destination machines, which may be
separated by many routers. The difference between layers 1 through 3, which are chained,

and layers 4 through 7, which are end-to-end.

The Session Laver

The session layer allows users on different machines to establish sessions between them.
Sessions offer various services, including dialog control (keeping track of whose turn it is
to transmit), token management (preventing two parties from attempting the same critical
operation at the same time), and synchronization (checkpointing long transmissions to

allow them to continue from where they were after a crash).

The Presentation Laver

Unlke lower layers, which are mostly concerned with moving bits around, the
presentation layer is concerned with the syntax and semantics of the information
transmitted. In order to make it possible for computers with different data representations
to communicate, the data structures to be exchanged can be defined in an abstract way,

along with a standard encoding to be used "on the wire." The presentation layer manages
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these abstract data structures and allows higher-level data structures (c.g., banking

records), to be defined and exchanged.

The Application Layer

The application layer contains a variety of protocols that are commonly needed by users.
One widely-used application protocol is HTTP (HyperText Transfer Protocol), which is
the basis for the World Wide Web. When a browser wants a Web page, it sends the name
of the page it wants to the server using HTTP. The server then sends the page back. Other

application protocols are used for file transfer, electronic mail, and network news.

The TCP/IP Reference Model

Let us now turn from the OSI reference model to the reference model used in the
grandparent of all wide area computer networks, the ARPANET, and its successor, the
worldwide Internet. Although we will give a brief history of the ARPANET later, it is
useful to mention a few key aspects of it now. The ARPANET was a research network
sponsored by the DoD (U.S. Department of Defense). It eventually connected hundreds
of universities and government installations, using leased telephone lines. When satellite
and radio networks were added later, the existing protocols had trouble interworking with
them, so a new reference architecture was needed. Thus, the ability to connect multiple
networks in a seamless way was one of the major design goals from the very beginning.
This architecture later became known as the TCP/IP Reference Model, after its two
primary protocols. It was first defined in (Cerf and Kahn, 1974). A later perspective is
given in (Leiner et al., 1985). The design philosophy behind the model is discussed in
(Clark, 1988).

Given the DoD's worry that some of its precious hosts, routers, and internetwork
gateways might get blown to pieces at a moment's notice, another major goal was that the
network be able to survive loss of subnet hardware, with existing conversations not being
broken off. In other words, DoD wanted connections to remain intact as long as the

source and destination machines were functioning, even if some of the machines or

86




transmission lines in between were suddenly put out of operation. Furthermore, a flexible
architecture was needed since applications with divergent requirements were envisioned,

ranging from transferring files to real-time speech transmission.

The Internet Laver

connectionless internetwork layer. This layer, called the internet layer, is the linchpin that
holds the whole architecture together. Its job is to permit hosts to inject packets into any .
network and have them travel independently to the destination (potentially on a different ‘
network). They may even arrive in a different order than they were sent, in which case it
is the job of higher layers to rearrange them, if in-order delivery is desired. Note that

"internet" is used here in a generic sense, even though this layer is present in the Internet.

The analogy here is with the (snail) mail system. A person can drop a sequence of “

international letters into a mail box in one country, and with a little luck, most of them b
will be delivered to the correct address in the destination country. Probably the letters

will travel through one or more international mail gateways along the way, but this is

All these requirements led to the choice of a packet-switching network based on a .
i
i
)Hli
_ '{15!
transparent to the users. Furthermore, that each country (i.e., each network) has its own /! "”]
1
|

stamps, preferred envelope sizes, and delivery rules is hidden from the users.
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The internet layer defines an official packet format and protocol called IP (Internet E |

Protocol). The job of the internet layer is to deliver IP packets where they are supposed to

go. Packet routing is clearly the major issue here, as is avoiding congestion. For these
reasons, it is reasonable to say that the TCP/IP internet layer is similar in functionality to

the OSI network layer.

87 i




The Transport Layer

The layer above the internet layer in the TCP/IP model is now usually called the transport
layer. It is designed to allow peer entities on the source and destination hosts to carry on a
conversation, just as in the OSI transport layer. Two end-to-end transport protocols have
been defined here. The first one, TCP (Transmission Control Protocol), is a reliable
connection-oriented protocol that allows a byte stream ori ginating on one machine to be
delivered without error on any other machine in the internet. It fragments the incoming
byte stream into discrete messages and passes each one on to the internet layer. At the
destination, the receiving TCP process reassembles the received messages into the output
stream. TCP also handles flow control to make sure a fast sender cannot swamp a slow

receiver with more messages than it can handle.

The second protocol in this layer, UDP (User Datagram Protocol), is an unreliable,
connectionless protocol for applications that do not want TCP's sequencing or flow
control and wish to provide their own. It is also widely used for one-shot, client-server-
type request-reply queries and applications in which prompt delivery is more important
than accurate delivery, such as transmitting speech or video. Since the model was

developed, IP has been implemented on many other networks.

The Application Lavyer

The TCP/IP model does not have session or presentation layers. No need for them was
perceived, so they were not included. Experience with the OSI model has proven this

view correct: they are of little use to most applications.

On top of the transport layer is the application layer. It contains all the higher-level
protocols. The early ones included virtual terminal (TELNET), file transfer (FTP), and
electronic mail (SMTP). The virtual terminal protocol allows a user on one machine to
log onto a distant machine and work there. The file transfer protocol provides a way to
move data efficiently from one machine to another. Electronic mail was originally just a

kind of file transfer, but later a specialized protocol (SMTP) was developed for it. Many
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other protocols have been added to these over the years: the Domain Name System
(DNS) for mapping host names onto their network addresses, NNTP, the protocol for
moving USENET news articles around, and HTTP, the protocol for fetching pages on the

World Wide Web, and many others.

The Host-to-Network Layer

Below the internet layer is a great void. The TCP/IP reference model does not really say
much about what happens here, except to point out that the host has to connect to the
network using some protocol so it can send IP packets to it. This protocol is not defined
and varies from host to host and network to network. Books and papers about the TCP/IP

model rarely discuss it.

A Comparison of the OSI and TCP/IP Reference Models

The OSI and TCP/IP reference models have much in common. Both are based on the
concept of a stack of independent protocols. Also, the functionality of the layers is
roughly similar. For example, in both models the layers up through and including the
transport layer are there to provide an end-to-end, network-independent transport service
to processes wishing to communicate. These layers form the transport provider. Again in
both models, the layers above transport are application-oriented users of the transport

service.

Despite these fundamental similarities, the two models also have many differences. In
this section we will focus on the key differences between the two reference models. It is
important to note that we are comparing the reference models here, not the corresponding
protocol stacks. The protocols themselves will be discussed later. For an entire book

comparing and contrasting TCP/IP and OSI, see (Piscitello and Chapin, 1993).
Three concepts are central to the OSI model:

1. Services.

2, Interfaces.
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3. Protocols.

Probably the biggest contribution of the OSI model is to make the distinction between
these three concepts explicit. Each layer performs some services for the layer above it.
The service definition tells what the layer does, not how entities above it access it or how

the layer works. It defines the layer's semantics.

A layer's interface tells the processes above it how to access it. It specifies what the
y p P

parameters are and what results to expect. It, too, says nothing about how the layer works

inside.

Finally, the peer protocols used in a layer are the layer's own business. It can use any
protocols it wants to, as long as it gets the job done (i.c., provides the offered services). It

can also change them at will without affecting software in higher layers.

These ideas fit very nicely with modern ideas about object-oriented programming. An
object, like a layer, has a set of methods (operations) that processes outside the object can
invoke. The semantics of these methods define the set of services that the object offers.
The methods' parameters and results form the object's interface. The code internal to the

object is its protocol and is not visible or of any concern outside the object.

The TCP/IP model did not originally clearly distinguish between service, interface, and
protocol, although people have tried to retrofit it after the fact to make it more OSl-like.

For example, the only real services offered by the internet layer are SEND IP PACKET
and RECEIVE IP PACKET.

As a consequence, the protocols in the OSI model are better hidden than in the TCP/IP
model and can be replaced relatively casily as the technology changes. Being able to

make such changes is one of the main purposes of having layered protocols in the first

place.

The OSI reference model was devised before the corresponding protocols were invented.,

This ordering means that the model was not biased toward one particular set of protocols,
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a fact that made it quite general. The downside of this ordering is that the designers did il

functionality to put in which layer, i

|
i
|
not have much experience with the subject and did not have a good idea of which i {

For example, the data link layer originally dealt only with point-to-point networks. When it

broadcast networks came around, a new sublayer had to be hacked into the model. When

I
|
|
people started to build real networks using the OSI model and existing protocols, it was | I il E
discovered that these networks did not match the required service specifications (wonder J
of wonders), so convergence sublayers had to be grafted onto the model to provide a “
place for papering over the differences. Finally, the committee originally expected that ;
each country would have one network, run by the government and using the OSI

protocols, so no thought was given to internetworking. To make a long story short, things

did not turn out that way.

With TCP/IP the reverse was true: the protocols came first, and the model was really just

i |
e
a description of the existing protocols. There was no problem with the protocols fitting ‘ . :

protocol stacks. Consequently, it was not especially useful for describing other, non-

the model. They fit perfectly. The only trouble was that the model did not fit any other ﬁ‘ iR
TCP/IP networks. 1

Turning from philosophical matters to more specific ones, an obvious difference between 111 l 5
the two models is the number of layers: the OSI model has seven layers and the TCP/IP ;dl

has four layers. Both have (inter)network, transport, and application layers, but the other 1:1 (14
layers are different.

1 |
Another difference is in the area of connectionless versus connection-oriented W
communication. The OSI model supports both connectionless and connection-oriented i I

communication in the network layer, but only connection-oriented communication in the |

| transport layer, where it counts (because the transport service is visible to the users). The

modes in the transport layer, giving the users a choice. This choice is especially important

|
|
for simple request-response protocols. ;
|
|

TCP/IP model has only one mode in the network layer (connectionless) but supports both it |
J
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Ethernet

Both the Internet and ATM were designed for wide area networking. However, many
companies, universities, and other organizations have large numbers of computers that
must be connected. This need gave rise to the local area network. In this section we will

say a little bit about the most popular LAN, Ethernet.

The story starts out in pristine Hawaii in the early 1970s. In this case, "pristine" can be
interpreted as "not having a working telephone system." While not being interrupted by
the phone all day long makes life more pleasant for vacationers, it did not make life more
pleasant for researcher Norman Abramson and his colleagues at the University of Hawaii
who were trying to connect users on remote islands to the main computer in Honolulu.
Stringing their own cables under the Pacific Ocean was not in the cards, so they looked

for a different solution.

The one they found was short-range radios. Each user terminal was equipped with a small
radio having two frequencies: upstream (to the central computer) and downstream (from
the central computer). When the user wanted to contact the computer, it just transmitted a
packet containing the data in the upstream channel. If no one else was transmitting at that
instant, the packet probably got through and was acknowledged on the downstream
channel. If there was contention for the upstream channel, the terminal noticed the lack of
acknowledgement and tried again. Since there was only one sender on the downstream
channel (the central computer), there were never collisions there. This system, called
ALOHANET, worked fairly well under conditions of low traffic but bogged down badly

when the upstream traffic was heavy.

About the same time, a student named Bob Metcalfe got his bachelor's degree at M.1.T.
and then moved up the river to get his Ph.D. at Harvard. During his studies, he was
exposed to Abramson's work. He became so interested in it that after graduating from
Harvard, he decided to spend the summer in Hawaii working with Abramson before
starting work at Xerox PARC (Palo Alto Research Center). When he got to PARC, he

saw that the researchers there had designed and built what would later be called personal
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computers. But the machines were isolated. Using his knowledge of Abramson's work,

he, together with his colleague David Boggs, designed and implemented the first local

area network (Metcalfe and Boggs, 1976).

They called the system Ethernet after the Iuminiferous ether, through which
electromagnetic radiation was once thought to propagate. (When the 19th century British
physicist James Clerk Maxwell discovered that electromagnetic radiation could be
described by a wave equation, scientists assumed that space must be filled with some
ethereal medium in which the radiation was propagating. Only after the famous
Michelson-Morley experiment in 1887 did physicists discover that electromagnetic

radiation could propagate in a vacuum.)

The transmission medium here was not a vacuum, but a thick coaxial cable (the ether) up
to 2.5 km long (with repeaters every 500 meters). Up to 256 machines could be attached
to the system via transceivers screwed onto the cable. A cable with multiple machines
attached to it in parallel is called a multidrop cable. The system ran at 2.94 Mbps.
Ethernet had a major improvement over ALOHANET: before transmitting, a computer
first listened to the cable to see if someone else was already transmitting. If so, the
computer held back until the current transmission finished. Doing so avoided interfering
with existing transmissions, giving a much higher efficiency. ALOHANET did not work
like this because it was impossible for a terminal on one island to sense the transmission

of a terminal on a distant island. With a single cable, this problem does not exist.

Despite the computer listening before transmitting, a problem still arises: what happens if
two or more computers all wait until the current transmission completes and then all start
at once? The solution is to have each computer listen during its own transmission and if it
detects interference, jam the ether to alert all senders. Then back off and wait a random
time before retrying. If a second collision happens, the random waiting time is doubled,

and so on, to spread out the competing transmissions and give one of them a chance to go

first,
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The Xerox Ethernet was so successful that DEC, Intel, and Xerox drew up a standard in
1978 for a 10-Mbps Ethernet, called the DIX standard. With two minor changes, the DIX
standard became the IEEE 802.3 standard in 1983.

Unfortunately for Xerox, it already had a history of making seminal inventions (such as
the personal computer) and then failing to commercialize on them, a story told in
Fumbling the Future (Smith and Alexander, 1988). When Xerox showed little interest in
doing anything with Ethernet other than helping standardize it, Metcalfe formed his own

company, 3Com, to sell Ethernet adapters for PCs. It has sold over 100 million of them.

Ethernet continued to develop and is still developing. New versions at 100 Mbps, 1000
Mbps, and still higher have come out. Also the cabling has improved, and switching and
other features have been added. In passing, it is worth mentioning that Ethernet (IEEE
802.3) is not the only LAN standard. The committee also standardized a token bus
(802.4) and a token ring (802.5). The need for three more-or-less incompatible standards
has little to do with technology and everything to do with politics. At the time of
standardization, General Motors was pushing a LAN in which the topology was the same
as Ethernet (a linear cable) but computers took turns in transmitting by passing a short
packet called a token from computer to computer. A computer could only send if it
possessed the token, thus avoiding collisions. General Motors announced that this scheme
was essential for manufacturing cars and was not prepared to budge from this position.

This announcement notwithstanding, 802.4 has basically vanished from sight.

Similarly, IBM had its own favorite: its proprietary token ring. The token was passed
around the ring and whichever computer held the token was allowed to transmit before
putting the token back on the ring. Unlike 802.4, this scheme, standardized as 802.5, is
still in use at some IBM sites, but virtually nowhere outside of IBM sites. However, work
is progressing on a gigabit version (802.5v), but it seems unlikely that it will ever catch
up with Ethernet. In short, there was a war between Ethernet, token bus, and token ring,

and Ethernet won, mostly because it was there first and the challengers were not as good.
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Wireless LANs: 802.11

Almost as soon as notebook computers appeared, many people had a dream of walking .

into an office and magically having their notebook computer be connected to the Internet.

Consequently, various groups began working on ways to accomplish this goal. The most I
i

practical approach is to equip both the office and the notebook computers with short-

led to wireless LANs being marketed by a variety of companies.

i
The trouble was that no two of them were compatible. This proliferation of standards it

meant that a computer equipped with a brand X radio would not work in a room equipped I |

!
.
I
U ]
range radio transmitters and receivers to allow them to communicate. This work rapidly i ‘ 5
with a brand Y base station. Finally, the industry decided that a wireless [LAN standard

might be a good idea, so the IEEE committee that standardized the wired LANs was

given the task of drawing up a wireless LAN standard. The standard it came up with was

deserves respect, so we will call it by its proper name, 802.11.

named 802.11. A common slang name for it is WiFi. It is an important standard and _‘}| I i1
)

The proposed standard had to work in two modes:

15 In the presence of a base station.

2, In the absence of a base station.

In the former case, all communication was to go through the base station, called an access
point in 802.11 terminology. In the latter case, the computers would just send to one
another directly. This mode is now sometimes called ad hoc networking. A typical

example is two or more people sitting down together in a room not equipped with a

wireless LAN and having their computers just communicate directly.

In particular, some of the many challenges that had to be met were: finding a suitable

frequency band that was available, preferably worldwide; dealing with the fact that radio
signals have a finite range; ensuring that users' privacy was maintained; taking limited

battery life into account; worrying about human safety (do radio waves cause cancer?);
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understanding the implications of computer mobility; and finally, building a system with

enough bandwidth to be economically viable.

At the time the standardization process started (mid-1990s), Ethernet had already come to
dominate local area networking, so the committee decided to make 802.11 compatible
with Ethernet above the data link layer. In particular, it should be possible to send an IP
packet over the wireless LAN the same way a wired computer sent an IP packet over
Ethernet. Nevertheless, in the physical and data link layers, several inherent differences

with Ethernet exist and had to be dealt with by the standard.

First, a computer on Ethernet always listens to the ether before transmitting. Only if the
ether is idle does the computer begin transmitting. With wireless LANSs, that idea does
not work so well. Suppose that computer A is transmitting to computer B, but the radio
range of A's transmitter is too short to reach computer C. If C wants to transmit to B it
can listen to the ether before starting, but the fact that it does not hear anything does not

mean that its transmission will succeed. The 802.11 standard had to solve this problem.

The second problem that had to be solved is that a radio signal can be reflected off solid
objects, so it may be received multiple times (along multiple paths). This interference

results in what is called multipath fading.

The third problem is that a great deal of software is not aware of mobility. For example,
many word processors have a list of printers that users can choose from to print a file.
When the computer on which the word processor runs is taken into a new environment,

the built-in list of printers becomes invalid.

The fourth problem is that if a notebook computer is moved away from the ceiling-
mounted base station it is using and into the range of a different base station, some way
of handing it off is needed. Although this problem occurs with cellular telephones, it does
not occur with Ethernet and needed to be solved. In particular, the network envisioned

consists of multiple cells, each with its own base station, but with the base stations

connected by Ethernet. From the outside, the entire system should look like a single
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Ethernet. The connection between the 802.11 system and the outside world is called a

portal.

After some work, the committee came up with a standard in 1997 that addressed these
and other concerns. The wireless LAN it described ran at either 1 Mbps or 2 Mbps.
Almost immediately, people complained that it was too slow, so work began on faster
standards. A split developed within the committee, resulting in two new standards in
1999. The 802.11a standard uses a wider frequency band and runs at speeds up to 54
Mbps. The 802.11b standard uses the same frequency band as 802.11, but uses a different
modulation technique to achieve 11 Mbps. Some people see this as psychologically

important since 11 Mbps is faster than the original wired Ethernet.

4.2 PEER — TO -PEER COMMUNICATION

The Evolution of Peer-to-Peer

Peer-to-peer is an almost magical term that's often used, rarely explained, and frequently
misunderstood. In the popular media, peer-to-peer is often described as a copyright-
violating technology that underlies song-swapping and file-sharing systems such as
Napster and Gnutella. In the world of high-tech business, peer-to-peer networking is a
revolution that promises to harness the combined computing power of ordinary personal
computers and revolutionize the way we communicate. And to Internet pioneers, peer-to-
peer is as much a philosophy as it is a model of development, one that contains the keys
needed to defeat censorship and create global communities. All of these descriptions
contain part of the answer, but none will help you build your own peer-to-peer systems,

or explain why you should.

Brief History of Programming

The easiest way to understand peer-to-peer applications is by comparing them to other
models of programming architecture. To understand peer-to-peer programming, you need

to realize that it's part revolution, part evolution. On the one hand, peer-to-peer
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programming is the latest in a long line of schisms that have shaken up the programming
world. Like them, it promises to change the face of software development forever. On the
other hand, peer-to-peer programming borrows heavily from the past. It's likely that peer-
to-peer concepts may end up enhancing existing systems, rather than replacing them.

The Birth of Client-Server

In a traditional business environment, software is centralized around a server. In the not-
so-distant past, this role was played by a mainframe. The mainframe performed all the
work, processing information, accessing data stores, and so on. The clients were
marginalized and computationally unimportant: "dumb terminals." They were nothing
more than an interface to the mainframe. As Windows development gained in popularity,
servers replaced the mainframe, and dumb terminals were upgraded to low-cost Windows
stations that assumed a more important role. This was the start of the era of client-server

development.
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Fig 2.2.1:Client-Server Model

Distributed Computing

In a distributed system, the client doesn't need to directly process the business and data-
access logic or connect directly to the database. Instead, the client interacts with a set of

components running on a server computer, which in turn communicates with a data store
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or another set of components. Thus, unlike a client-server system, a significant part of the

business code executes on the server computer.

By dividing an application into multiple layers, it becomes possible for several computers

to contribute in the processing of a single request. This distribution of logic typically
slows down individual client requests (because of the additional overhead required for
network communication), but it improves the overall throughput for the entire system.
Thus, distributed systems are much more scalable than client-server systems and can
handle larger client loads.

Here are some of the key innovations associated with distributed computing: If more
computing power is needed, you can simply move components to additional servers
instead of providing a costly server upgrade.

If good stateless programming practices are followed, you can replace individual servers
with a clustered group of servers, thereby improving scalability.

The server-side components have the ability to use limited resources much more
effectively by pooling database connections and multiplexing a large number of requests
to a finite number of objects. This guarantees that the system won't collapse under its
own weight. Instead, it will simply refuse clients when it reaches its absolute processing

limit.
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Fig 2.2,2;: Distributed Computing
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The dependency on a central set of servers isn't necessarily a problem. In fact, in some
environments it's unavoidable. The reliability, availability, and manageability of a

distributed system such as the one shown in are hard to beat. In all honesty, you aren't

likely to use peer-to-peer technology to build a transaction-processing backbone for an e- |‘
commerce website. However, there are other situations that a server-based system can't
deal with nearly as well. You'll see some of these examples at the end of this section.

Peer-to-peer technology aims to free applications of their dependence on a central server
or group of servers, and it gives them the ability to create global communities, harness :5 (|

wasted CPU cycles, share isolated resources, and operate independently from central

|
Peer-to-Peer Appears i

Instead of a sharp distinction between servers that provide resources and clients that

|
A
authorities. In peer-to-peer design, computers communicate directly with each other. H' l
“J
1
1

consume them, every computer becomes an equal peer that can exhibit clientlike

|
behavior (making a request) and server-like behavior (filling a request). This increases “I ! 2!
the value of each computer on the network. No longer is it restricted to being a passive I ”!a

client consumer—a peer-to-peer node can participate in shared work or provide resources i

to other peers. }
Peer-to-peer is most often defined as a technology that takes advantage of resources "at flt |
the edges of the network" because it bypasses the central server for direct interaction. As il
you can see in the following figure, this approach actually complicates the overall !“
I

system.
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Evaluating the Peer-to-Peer Model

The inevitable question is this: Can a peer-to-peer application perform better than a
client-server application? Unfortunately, this question is not easily answered. It not only
depends on the type of application, but on the type of peer-to-peer design, the number of
users, and the overall traffic patterns. The most honest answer is probably this: There are
some development niches in which peer-to-peer applications will perform better and
require fewer resources. However, a peer-to-peer application can easily introduce new
headaches and scalability challenges, which can't be dismissed easily. In order to create a
successful peer-to-peer application, you must understand both the advantages and

drawbacks of a peer-to-peer design.
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Benefits and Challenges

Peer-to-peer applications hold a great deal of promise. Some of the unique properties of a
peer-to-peer system are as follows:

A large network of peers will almost always have more computing resources at hand than
a powerful central server.

A completely decentralized peer-to-peer application should have improved reliability
because the server won't be a single point of failure for the system.

A peer-to-peer application should also have improved performance because there is no
central server to act as a bottleneck.

Enterprise programmers have met some of these challenges by introducing server farms
and clustering technologies. However, these solutions are expensive, and minor server-
side problems can still derail an entire enterprise application.

On the other hand, the advantages of peer-to-peer applications are qualified by a few
significant drawbacks:

As a peer-to-peer design becomes more decentralized, the code becomes more complex
and the required network bandwidth to manage the peer discovery process increases. This
might not be a problem if the bandwidth is spread out equitably over the network, but it
often does become a problem in an intranet where the network must also be used for a
critical client-server business application.

Although peer-to-peer systems don't rely on a central server, they do rely on the
cooperation of multiple peers. This cooperating can be damaged by the variable
connectivity of the Internet, where peers might abruptly disappear, even in the middle of
serving a request. Similarly, in fully decentralized peer-to-peer systems, low-bandwidth
clients can become "mini-bottlenecks" for their part of the network.

Peer-to-peer programming introduces significant challenges with network addressing due
to the way the Internet works with dynamic IP addresses, proxy servers, network address
translation (NAT), and firewalls.

It's also difficult to predict how a decentralized peer-to-peer solution will scale as the user
community grows. Like all complex systems, a peer-to-peer network can display a

dramatically different behavior at a certain "critical mass" of peers. Gnutella, a peer-to-
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peer protocol used for popular file-sharing applications, is in some respects an enormous
in-progress experiment. As the network has grown wildly beyond what was originally
expected, connectivity has suffered—frequently. At times, entire islands of peers have
broken off from the main pool, able to communicate within their community, but unable
to access other parts of the Gnutella network.

Ingenious techniques such as smart caching and optimized routing have been developed
to meet the challenges of large peer-to-peer networks. However, it's still hard to predict
how these solutions will play out on a large scale over a loosely connected network that
might include hundreds of thousands of peers. These emergent behaviors are impossible
to plan for. The only way to solve them is with an iterative process of development that
involves frequent testing and updates. Ultimately, a peer-to-peer system may become
more robust and perform better than a classic enterprise application, but it will take

ongoing development work.

Peer-to-Peer and Security

Security is a concern with any type of application, and peer-to-peer systems are no
exception. The key difference is that with server-based programming, the server is in
complete control. If the server adopts rigorous privacy standards and security safeguards,
your information is safe, and you're in a "benevolent dictator" situation. However, if the
server falls short of its commitment in any way, you'll have no protection.

In a decentralized peer-to-peer application, peers lack the protection of the server. On the
one hand, they're also free from monitoring and have control of their private information.
It's difficult to track an individual peer's actions, which remain publicly exposed, but lost
in a sea of information. Nevertheless, malicious peers can connect directly to other peers
to steal information or cause other types of problems.

Doing away with a central authority is both liberating and dangerous. For example, a
malicious user can easily place a virus in a file-swapping peer-to-peer application
disguised as another popular type of application and infect countless users, without being

subject to any type of punishment or even being removed from the system. In addition,
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the decentralized nature of peer discovery makes it difficult for an organization to enforce
any kind of access control (short of blocking Internet access on certain ports). For these
reasons, peer-to-peer application programmers need to consider security from the initial
design stage. Some peer-to-peer applications handle security issues by allowing users to
assign different levels of trust to certain peers. Other peer-to-peer systems rely on

encryption to mask communication and certificates to validate peer identities.

Systems with Which Clients Need to Interact

The server-based model emphasizes one-way communication from the client to the
server. That means that the client must initiate every interaction. This poses difficulty if
you want to create a collaborative application such as a real-time chat, a multiplayer
game, or a groupware application. With the introduction of a little peer-to-peer code, the

problem becomes much more manageable.

Systems with Which Clients Need to Share Content

In the server-based system, everything needs to be routed through the central server. This
taxes the computing power and network bandwidth of a small section of the overall
network. Thus, you'll need a disproportionately powerful server to handle a relatively
small volume of requests. If, however, the central server is used simply to locate other
peers, it can become a "jumping off" point for a true peer-to-peer interaction, which is
much more efficient. This is the infamous Napster model.

In some cases, you might use the file-sharing abilities of a peer-to-peer application to

support other features.

Systems for Which a Central Server Would Be a Liability

This is generally the case if an application operated outside the bounds of local law (or in
an area that could be subjected to future prosecution). For example, Napster, despite

being partly peer-to-peer, required a central server for content lookup and for resolving
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peer addresses, and was thus subjected to legal intervention. Gnutella, a more radically
"pure" peer-to-peer application, isn't vulnerable in the same way. Similarly, consider the
case of the legendary remailer anon.penet.ti, which was forced to close in 1996 because
the anonymity of users could not be guaranteed against court orders that might have
forced it to reveal account identities. Pure peer-to-peer systems, because they have no

central server, are impervious to censorship and other forms of control.

Systems That Would Otherwise Be Prohibitively Expensive

You could build many peer-to-peer applications as server-based applications, but you'd
require a significant hardware investment and ongoing work from a network support team
to manage them. Depending on the type of application, this might not be realistic. For
example, SETI@Home could not afford a supercomputer to chew through astronomical
data in its search for unusual signals. However, by harnessing individual chunks of CPU
time on a large network of peers, the same task could be completed in a sustainable,
affordable way. Another example is a virtual file system that can provide terabytes of
storage by combining small portions of an individual peer hard drive. In many ways,
these applications represent the ideal peer-to-peer niche.

Thus, peer-to-peer applications don't always provide new features, but sometimes provide
a more economical way to perform the same tasks as other application types. They allow
specialized applications to flourish where the support would otherwise not exist. This
includes every type of peer-to-peer application, from those that promote collaboration

and content sharing, to those that work together to complete CPU-intensive tasks.

4.3 Peer-to-Peer Technologies in .NET

The .NET class library provides multiple technologies for communicating between
computers. Some of these are layered on top of one another. You choose a high-level or
low-level technology based on how much control you need and how much simplicity you

would like.
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Some of these technologies include-

The low-level networking classes in the System.Net.Sockets namespace, which wrap the
windows Sockets (Winsock) interface and allow you to create and access TCP channels
directly. These classes are the heart of most peer-to-peer applications.

The networking classes in the System.Net namespace, which allow you to use a request
or response access pattern with a URI over (HTTP).

The higher-level Remoting infrastructure, which allows you to interact with (or create)
objects in other application domains using pluggable channels including TCP and HTTP
and formats including binary encoding or SOAP. These classes can also be used in a
peer-to-peer application, with some adaptation.The higher-level web services
infrastructure, which provides fixed services as static class methods. This model is not
suited for peer-to-peer communication, but is useful when creating a discovery service. In
addition, there are several .NET technologies that you'll need to use and understand as
part of any peer-to-peer application that isn't trivially simple. This includes threading,
serialization, code access security, and encryption. You'll get a taste of all of these in this
book.Finally, it's worth mentioning a few third-party tools that you'll see later in the
report.

Windows Messenger is Microsoft's instant-messaging product. There is some published
information available on the Windows Messenger protocol, and even a .NET library that
allows you to harness it in your own software.

Groove is a platform for collaborative applications that manages the synchronization of a
shared space. It's not free, but it's powerful, and shows how it can help your
applications.Intel provides a free NET Peer-to-Peer Accelerator Kit, which extends
NET's Remoting infrastructure with support for security, discovery, and limited firewall
traversal. It's still an early product, but it promises to eliminate some of the connectivity
headaches with peer-to-peer on the Web.

Peer-to-peer applications represent a fundamental shift from most other types of
cnterprise development and a return to some of the concepts that shaped the early
Internet. They provide the key to collaboration and distributed computing, but require a
new programming model that offers additional complexity and isn't yet built into

development platforms such as .NET.
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Peer-to-Peer Characteristics

One characteristic you won't find in the peer-to-peer world is consistency. The more you
learn about different peer-to-peer applications, the more you'll see the same problems
solved in different ways. This is typical of any relatively new programming model in
which different ideas and techniques will compete in the field. In the future, peer-to-peer
applications will probably settle on more common approaches. But even today, most of
these techniques incorporate a few core ingredients, which are discussed in the following
sections.

Peer Identity

In a peer-to-peer system, a peer's identity is separated into two pieces: a unique identifier,
and a set of information specifying how to contact the peer. This separation is
important—it allows users in a chat application to communicate based on user names, not
IP addresses, and it allows peers to be tracked for a long period of time, even as their
connection information changes. The connectivity information that you need depends on
the way you are connecting with the peer, although it typically includes information such
as a port number and IP address. The peer 1D is a little trickier. How can you guarantee
that each peer's identifier is unique on a large network that changes frequently?

There are actually two answers. One approach is to create a central component that stores
a master list of user information. This is the model that chat applications such as
Windows Messenger use. In this case, the central database needs to store authentication
information as well, in order to ensure that peers are who they claim to be. It's an
effective compromise, but a departure from pure peer-to-peer programming.

A more flexible approach is to let the application create a peer identifier dynamically.
The best choice is to use a globally unique identifier (GUID). GUIDs are 128-bit integers
that are represented in hexadecimal notation (for example, 382¢74¢3-721d-4134-80e5-
57657b6¢be27). The range of GUID values is such that a dynamically generated GUID is
statistically unique—in other words, the chance of two randomly generated GUIDs
having the same value is so astonishingly small that it can be ignored entirely.

In NET, you can create GUIDs using the System.Guid structure. A peer can be

associated with a new GUID every time it joins the network, or a GUID value can be
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generated once and stored on the peer's local hard drive if you need a more permanent
identity. Best of all, GUIDs aren't limited to identifying peers. They can also track tasks
in a distributed-computing application or files in a file-sharing application GUIDs can
also be used to uniquely identify messages as they are routed around a decentralized peer-
to-peer network, thereby ensuring that duplicate copies of the same message are ignored.

Regardless of the approach you take, creating a peer-to-peer application involves creating
a virtual namespace that maps peers to some type of peer identifier. Before you begin to
code, you need to determine the type of peer identifier and the required peer connection

information.

Peer Discovery

Another challenge in peer-to-peer programming is determining how peers find each other
on a network. Because the community of peers always changes, joining the network is
not as straightforward as connecting to a well-known server to launch a client-server

application.

The most common method of peer discovery in .NET applications is to use a central
discovery server, which will provide a list of peers that are currently online. In order for
this approach to work, peers must contact the discovery server regularly and update their
connectivity information. If no communication is received from a peer within a set
amount of time, the peer is considered to be no longer active, and the peer record is
removed from the server.

When a peer wants to communicate with another peer, it first contacts the discovery
server to learn about other active peers. It might ask for a list of nearby peers, or supply a
peer identifier and request the corresponding connectivity information it needs to connect
to the peer. The peer-to-peer examples presented in the second and third part of this book
all use some form of centralized server.

The discovery-server approach is the easiest way to quickly implement are liable peer-to-
peer network, but it isn't suitable for all scenarios. In some cases, there is no fixed server
or group of servers that can play the discovery role. In this case, peers need to use another

form of discovery. Some options include Sending a network broadcast message to find
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any nearby peers. This technique is limited because broadcast messages cannot cross T

routers from one network to another.Sending a multicast broadcast message to find I !

nearby peers. This technique can cross networks, but it only works if the network ’

supports multicasting.Reading a list of super-peers from some location (typically a text

file or a web page), and trying to contact them directly. This requires a fixed location to

post the peer information. |
|

The last approach is not perfect, but it's the one most commonly used in decentralized ‘u

peer-to-peer applications such as Gnutella. il

The Server-Mode/Client-Mode Model

Peer to peer applications often play two roles, and act both as a client and server. For
example, in a file-sharing application every interaction is really a client-server interaction ‘ |
in which a client requests a file and a server provides it. The difference with peer-to-peer | 1 it
applications is every peer can play both roles, usually with the help of threading code that ’

performs each task simultaneously. This is known as the server-mode/client-mode J ‘3
(SM/CM) model. J“ ji'

) o
Peer-to-Peer Topology “ R

Peer-to-peer applications don't necessarily abolish the central server completely. In fact, i ﬁ

: ; . Tna
there are a variety of peer-to-peer designs. Some are considered "pure" peer-to-peer, and ﬂs )
|
don't include any central components, while others are hybrid designs. |

Peer-to-Peer with a Discovery Server |

One of the most common peer-to-peer compromises involves a discovery server, which is

a repository that lists all the connected peers. Often, a discovery server maps user names

to peer connectivity information such as an IP address. When users start the application,

}

i

!

I
they're logged in and added to the registry. After this point, they must periodically i
contact the discovery server to confirm that they're logged in and that their connection | 1

information hasn't changed.

There is more than one way for peers to use the information in a discovery server. In a
simple application, peers may simply download a list of nearby users and contact them

directly with future requests. However, it's also possible that the peer will need to
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communicate with a specific user (for example, in the case of a chat application). In this
scenario, the discovery server can be structured to allow peer lookups by name, e-mail

address, or some other fixed unique identifier. The peer interaction works like this:

1. The peer contacts the discovery server with a request to find the contact information
for a specific user (for example, someone@somewhere.com).

2. The discovery server returns the uset's IP address and port information.

3. The peer contacts the desired user directly.

This approach is also known as brokered or mediated peer-to-peer because the discovery

server plays a central role in facilitating user interaction.

Peer-to-Peer with a Coordination Server

Some peer-to-peer applications benefit from a little more help on the server side. These
applications combine peer-to-peer interaction with a central component that not only
contains peer lookup information, but also includes some application-specific logic.

One example is Napster, which uses a central discovery and lookup server. In this
system, peers register their available resources at periodic intervals. If a user needs to find
a specific resource, the user queries the lookup server, which will then return a list of
peers that have the desired resource. This helps to reduce network traffic and ensures that
the peers don't waste time communicating if they have nothing to offer each other. The
file-transfer itself is still peer-to-peer. This blend of peer-to-peer and traditional
application design can greatly improve performance. By using a centralized server
intelligently for a few critical tasks, network traffic can be reduced dramatically.

One question that arises with this sort of design is exactly how much responsibility the
central server should assume. For example, you might create a messaging application in
which communication is routed through the centralized server so that it can be analyzed
or-even-logged. Similarly, you might design a content-sharing application that caches
files on the server. These designs will add simplicity, but they can also lead to massive

server bottlenecks for large peer-to-peer systems. As you'll discover in this book, a key
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part of the art of peer-to-peer programming with .NET is choosing the right blend

between pure peer-to-peer design and more traditional enterprise programming.
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Fig 2.2.4:Pure Peer to Peer.

Peer-to-Peer with a Discovery Server

Networking Essentials

So far, we've used the Remoting infrastructure to communicate between applications.
However, peer-to-peer applications often need to work at a lower level and take
networking, sockets, and broadcasts into their own hands. \

In this chapter, we'll cover the essentials of network programming with NET. We'll start

by reviewing the basics of physical networks and network protocols such as the Internet
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Protocol (IP), Transmission Control Protocol (TCP), and User Datagram Protocol (UDP),
and then consider the support that's built into the System.Net namespace. We'll also
present sample applications that demonstrate how you can stream data across a network
with a TCP or UDP connection. All of this is in preparation for the peer-to-peer file-

sharing application we'll develop over the next two chapters.

IP Addresses

One less obvious fact about IP is that the [P address itself reveals some information about
the device. Every IP address is made up of two pieces: a portion that identifies the
network (and possibly the subnet of the network), and a portion that identifies the device
in the network. The number of bytes allocated to each part depends on the type of
network that's being used. Here's how it works:

e [fthe first value in the IP address is from 1126, it's a class A network address.
o I[f the first value in the IP address is from 128-191, it's a class B network address.
e [fthe first value in the IP address is from 192-223, it's a class C network address.

The difference between these types of networks is the number of nodes they can
accommodate. Class A addresses are used for extremely large networks that can
accommodate over 16 million nodes. With a class A network, the first byte in the IP
address is used to define the network and the remaining three bytes identify the host. It's
only possible to have 126 class A networks worldwide, so only extremely large
companies such as AT&T, IBM, and HP have class A networks. Thus, in the IP address
120.24.0.10, the number 120 identifies the network and the remaining values identify the
device.

Class B addresses use the first two bytes to describe the network. There can be about
16,000 class B networks worldwide, each with a maximum of 65,534 devices. Thus, in
the IP address 150.24.0.10, the value 150.24 identifies the network, and the 0.10
identifies the device.

Finally, class C networks use the first three bytes to describe a network. That leaves only

one byte to identity the device. As a result, class C networks can hold only 254 devices.
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Most companies that request an IP address will be assigned a class C IP address. If more
devices are required, multiple class C networks can be used.

Note that this list leaves out some valid IP addresses because they have special meanings.
Here's a summary of special IP addresses:

e 127.0.0.0 is a loopback address that always refers to the local network.

e 127.0.0.1 is a loopback address that refers to the current device.

o [P addresses that start with a number from 224-239 are used for multicasting.
e [P addresses that start with 240-255 are reserved for testing purposes.

In fact, there are already more devices connected to the Internet than there are available
IP addresses. To compensate for this problem, devices that aren't connected to the
Internet (or access the Internet through a gateway computer) can be given private IP
addresses. Private 1P addresses aren't globally unique. They're just unique within a
network. All classes of networks reserve some values for private IP addresses, as follows:

¢ Inaclass A network, any address beginning with 10 is private.
* Ina class B network, any address beginning with 172.16-172.31 is private.
e Inaclass C network, any address beginning with 192.168.0-192.168.255 is private.

Of course, a computer that's sheltered from the Internet doesn't need to use a private IP
address—just about any IP address would do. Unfortunately, computers without an IP
address can be difficult or impossible to contact from another network. This is one of the
headaches of peer-to-peer programming.

Transmission Control Protocol and User Datagram Protocol

Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) are two
higher-level protocols that depend on IP. When you program an application, you won't
create [P datagrams directly. Instead, you'll send information using TCP or UDP.

TCP is a connection-oriented protocol that has built-in flow control, error correction, and
sequencing. Thanks to these features, you won't need to worry about resending

information if a data collision occurs. You also won't have to worry about resolving any
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one of the numerous possible network problems that could occur as information is
segmented into packets and then transported and reassembled in its proper sequence at
another computer. As a result, TCP is a fairly complex protocol with a certain amount of
overhead built-in. However, it's also the favorite of most network programmers, and it's
the protocol we'll use to transfer files with the application developed in the next two
chapters.

UDP is a connectionless protocol for transferring data. It doesn't guarantee that messages
will be received in sequence, that messages won't be lost, or that only one copy of a given
message will be received. As a result, UDP is quite fast, but it requires a significant
amount of work from the application programmer if you need to send important data.
One reason UDP might be used in a peer-to-peer application is to support peer discovery.
This is because UDP allows you to send messages to multiple nodes on the network at
once, without necessarily knowing their [P address. This is possible through broadcasting

and multicasting, two technologies introduced later in this chapter.

Ports

Both TCP and UDP introduce the concept of ports. Port numbers don't correspond to
anything physical—they're simply a method for differentiating different application
endpoints on the same computer. For example, if you're running a web server, your
computer will respond to requests on port 80. Another application might use port 8000.
Ports map connections to applications.

Port numbers are divided into three categories:

* Ports from 0-1023 are well-known system ports. They should only be used by a
privileged system process (for example, part of the Windows operating system), not your

application code.

® Ports from 1024-49151 are registered user ports. Your server applications can use
one of these ports, although you may want to check that your choice doesn't conflict with

a registered port number for an application that could be used on your server.
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o Ports from 49152-65525 are dynamic ports. They're often used for ports that are
allocated at runtime (for example, a local port a client might use when contacting a

server).

Remember, every transmission over TCP or UDP involves two port numbers: one at the
server end and one at the client end. The server port is generally the more important one.
It's fixed in advance, and the server usually listens to it continuously. The client port is
used to receive data sent from the server, and it can be chosen dynamically when the
connection is initiated. A combination of port number and IP address makes an endpoint,

or socket.

4.4 Networking In .NET

The .NET Framework includes two namespaces designed for network programming:
System.Net and System.Net.Sockets. The System.Net namespace includes several classes
that won't interest peer-to-peer programmers, including abstract base classes and types
used to set Windows authentication credentials. However, there are also several
noteworthy types:

¢ [PAddress represents a numeric IP address.

e [PEndPoint represents a combination of an IPAddress and port number. Taken

together, these constitute a socket endpoint.

® Dns provides shared helper methods that allow you to resolve domain names (for

example, you can convert a domain name into a number IP address, and vice versa).

¢ [PHostEntry associates a DNS host name with an array of [PAddress objects. Usually,
you'll only be interested in retrieving the first IP address (in fact, in most cases there will

only be one associated IP address).
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o The FileWebRequest and FileWebResponse classes are useful when downloading a
file from a URI (such as file://ComputerName/ShareName/FileName). However, we

won't use these classes in this book.

The System.Net.Sockets class includes the types you'll need for socket programming with
TCP or UDP. This namespace holds the most important functionality for the peer-to-peer
programmer, including the following class types:

e TcpListener is used on the server side to listen for connections.

e TcpClient is used on the server and client side to transfer information over a TCP
connection. Usually, you'll transmit data by reading and writing to the stream returned

from TepClient.GetStream().

e UdpClient is used on the server and client to transfer information over a UDP

connection, using methods such as Send() and Receive().

e Socket represents the Berkeley socket used by both TCP and UDP. You can
communicate using this socket directly, but it's usually easier to use the higher-level

TepClient and UdpClient classes.

* SocketException represents any error that occurs at the operating system level when

attempting to establish a socket connection or send a message.

® NetworkStream is used with TCP connections. It allows you to send and receive data

using a convention .NET stream, which is quite handy.

Network Streams

In NET, you can send data over a TCP connection using the NetworkStream class, which
follows the standard .NET streaming model. That means that you can write data to a
NetworkStream in the same way that you would write bytes to a file. (It also means you
can chain a CryptoStream onto your network stream for automatic encryption.)

The NetworkStream class differs slightly from other .NET streams because it represents a
buffer of data that's just about to be sent or has just been received. On the sender's side,

the buffer is emptied as data is sent across the network. On the recipient's side, the buffer
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is emptied as data is read into the application. Because of this behavior, the
NetworkStream class is not seekable, which means you cannot use the Seek() method or
access the Length or Position properties.

In addition, the NetworkStream class adds a few useful properties:

e Writeable and Readable indicate whether the NetworkStream supports write and read

operations, respectively.

e Socket contains a reference to the underlying socket that's being used for data

transmission.

e DataAvailable is a Boolean flag that's set to True when there's incoming data in the

stream that you have not yet read.

The Write() and Read() methods allow you to copy byte arrays to and from the
NetworkStream, but to simplify life you'll probably use the BinaryWriter and
BinaryReader classes that are defined in the System.IO namespace. These classes can
wrap any stream, and automatically convert common NET types (such as strings,
integers, and dates) into an array of bytes.

One good rule of thumb is to use the same approach for writing to a file as you do when
reading it. For example, if you use the BinaryWriter to write data, use the BinaryReader
to retrieve it, instead of the NetworkStream.Read() methods. This prevents you from
introducing problems if you don't decode data the same way you encode it. For example,
by default the BinaryWriter encodes data to binary using UTF-8 encoding. If you use

Unicode to decode it, a problem could occur.

Communicating with TCP

TCP connections require a three-stage handshaking mechanism:
I. First, the server must enter listening mode by performing a passive open. At this

point, the server will be idle, waiting for an incoming request.

2. Aclient can then use the IP address and port number to perform an active open. The
server will respond with an acknowledgment message in a predetermined format that

incorporates the client sequence number.
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3. Finally, the client will respond to the acknowledgment. At this point, the connection

is ready to transmit data in either direction.

In .NET, you perform the passive open with the server by using the TcpListener.Start()
method. This method initializes the port, sets up the underlying socket, and begins
listening, although it doesn't block your code. After this point, you can call the Pending()
method to determine if any connection requests have been received. Pending() examines
the underlying socket and returns True if there's a connection request. You can also call
AcceptTepClient() at any point to retrieve the connection request, or block the

application until a connection request is received.

Communicating with UDP

In UDP, no connection needs to be created. As a result, there's no differentiation between
client and server, and no listener class. Data can be sent immediately once the UdpClient
object is created. However, you cannot use the NetworkStream to send messages with
UDP. Instead, you must write binary data directly using the Send() and Receive()
methods of the UdpClient class. Every time you use the Send() method, you specify three
parameters: a byte array, the length of the byte array, and the IPEndPoint for the remote

computer where the message will be sent.

The Discovery Service

A discovery service has one key task: to map peer identifiers to peer connectivity
information. The peer identifier might be a unique user name or a dynamically generated
identifier such as a globally unique identifier (GUID). The connectivity information
includes all the details needed for another peer to create a direct connection. Typically,
this includes an IP address and port number, although this information could be wrapped
up in a higher-level construct. For example, the coordination server that we used in the
Remoting chat application stores a proxy (technically, that encapsulates the IP address

and port number as well as other details such as the remote class type and version.
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Chapter 5
Key distribution Center

5.1 Introduction

This chapter considers key management techniques for controlling the distribution, use,
and update of cryptographic keys. Here the focus is on communications models for key
establishment and use, classification and control of keys based on their intended use,
techniques for the distribution of public keys, architectures supporting automated key
updates in distributed systems, and the roles of trusted third parties. Systems providing
cryptographic services require techniques for initialization and key distribution as well as
protocols to support on-line update of keying material, key backup/recovery, revocation,
and for managing certificates in certificate-based systems. This chapter examines

techniques related to these issues.

5.2 Background and basic concepts

A keying relationship is the state wherein communicating entities share common data
(keying material) to facilitate cryptographic techniques. This data may include public or
secret keys, initialization values, and additional non-secret parameters.

Key management is the set of techniques and procedures supporting the establishment
and maintenance of keying relationships between authorized parties.

Key management encompasses techniques and procedures supporting:

1. Initialization of system users within a domain;

2. Generation, distribution, and installation of keying material;

3. Controlling the use of keying material;

4. Update, revocation, and destruction of keying material; and

5. Storage, backup/recovery, and archival of keying material.
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5.2.1 Classifying keys by algorithm type and intended use

The terminology of Table 5.1 is used in reference to keying material. A symmetric
cryptographic system is a system involving two transformations — one for the originator
and one for the recipient — both of which make use of either the same secret key
(symmetric key) or two keys ecasily computed from each other. An asymmetric
cryptographic system is a system involving two related transformations — one defined by
a public key (the public transformation), and another defined by a private key (the private
transformation) — with the property that it is computationally infeasible to determine the

private transformation from the public transformation.

Meaning

| Term

private key, public key | paired keys in an asymmetric cryptographic system

symmetric key key in a symmetric (single-key) cryptographic system
secret adjective used to describe private or symmeiric key

Table 5.1: Private, public, symmetric, and secret keys.
Table 5.2 indicates various types of algorithms commonly used to achieve the specified
cryptographic objectives. Keys associated with these algorithms may be correspondingly
classified, for the purpose of controlling key usage. The classification given requires
specification of both the type of algorithm (e.g., encryption vs. signature) and the

intended use (e.g., confidentiality vs. entity authentication).

5.2.2 Key management objectives, threats, and policy

Key management plays a fundamental role in cryptography as the basis for securing
cryptographic techniques providing confidentiality, entity authentication, data origin
authentication, data integrity, and digital signatures. The goal of a good cryptographic
design is to reduce more complex problems to the proper management and safe-keeping
of a small number of cryptographic keys, ultimately secured through trust in hardware or
software by physical isolation or procedural controls. Reliance on physical and

procedural security (e.g., secured rooms with isolated equipment), tamper-resistant
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hardware, and trust in a large number of individuals is minimized by concentrating trust 1
in a small number of easily monitored, controlled, and trustworthy elements.
Keying relationships in a communications environment involve at least two parties (a i I

sender and a receiver) in real-time. In a storage environment, there may be only a single

party, which stores and retrieves data at distinct points in time.

The objective of key management is to maintain keying relationships and keying material i

in a manner which counters relevant threats, such as:

1. compromise of confidentiality of secret keys.

2. compromise of authenticity of secret or public keys. Authenticity requirements include

knowledge or verifiability of the true identity of the party a key is shared or associated

3. unauthorized use of secret or public keys. Examples include using a key which is no
longer valid, or for other than an intended purpose.

In practice, an additional objective is conformance to a relevant security policy. |

Security policy and key management

Key management is usually provided within the context of a specific security policy. A
security policy explicitly or implicitly defines the threats a system is intended to address. !ll!!}w )

The policy may affect the stringency of cryptographic requirements, depending on the

|
susceptibility of the environment in question to various types of attack. Security policies ‘ }
typicall also specify: it !
I. practices and procedures to be followed in carrying out technical and administrative i “ i
aspects of key management, both automated and manual; |
2. the responsibilities and accountability of each party involved; and il |
3. the types of records (audit trail information) to be kept, to support subsequent reports ‘i

|

or reviews of security-related events. i L
4

|

I
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5.2.3 Simple key establishment models

The following key distribution problem motivates more efficient key establishment

models.

The n’ key distribution problem

In a system with n users involving symmetric-key techniques, if each pair of users may
potentially need to communicate securely, then each pair must share a distinct secret key.
In this case, each party must have n — 1 secret keys; the overall number of keys in the
system, which may need to be centrally backed up, is then n(n — 1)/2, or approximately
n’. As the size of a system increases, this number becomes unacceptably large.

In systems based on symmetric-key techniques, the solution is to use centralized key
servers: a star-like or spoked-wheel network is set up, with a trusted third party at the
center or hub of communications (see Remark 5.3). This addresses the n2 key distribution
problem, at the cost of the requirement of an on-line trusted server, and additional
communications with it. Public-key techniques offer an alternate solution.

Point-to-point and centralized key management

Point-to-point communications and centralized key management, using key distribution
centers or key ftranslation centers, are examples of simple key distribution
(communications) models relevant to symmetric-key systems. Here “simple” implies
involving at most one third party. These are illustrated in Figure 5.1 and described below,

where KXY denotes a symmetric key shared by X and Y.
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Figure 5.1: Simple key distribution models (symmetric-key).

I. point-to-point mechanisms. These involve two parties communicating directly.

2. key distribution centers (KDCs). KDCs are used to distribute keys between users

which share distinct keys with the KDC, but not with each other. A basic KDC protocol

proceeds as follows. Upon request from A to share a key with B, the KDC T generates or

otherwise acquires a key K, then sends it encrypted under Ky to A, along with a copy of

K (for B) encrypted under KBT . Alternatively, T may communicate K (secured under

Kgr) to B directly.
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3. key translation centers (KTCs). The assumptions and objectives of KTCs are as for

KDCs above, but here one of the parties (e.g., A) supplies the session key rather than the ’ ,

trusted center. A basic KTC protocol proceeds as follows. Asends a key K to theKTC T it

encrypted under Kyt . The KTC deciphers and re-enciphers K under Kpr , then returns ‘ i

this to A (to relay to B)or sends it to B directly. il

KDCs provide centralized key generation, while KTCs allow distributed key generation. ;I . .1;1

Both are centralized techniques in that they involve an on-line trusted server.

5.2.4 Roles of third parties e

Below, trusted third parties (TTPs) are first classified based on their real-time interactions i

with other entities. Key management functions provided by third parties are then : |
discussed. il

(i) In-line, on-line, and off-line third parties

From a communications viewpoint, three categories of third parties T can be LI

distinguished based on relative location to and interaction with the communicating parties 1

Aand B : iiﬂ
. . . . : . . ' ; e
l. in-line: T is an intermediary, serving as the real-time means of communication o
N
between A and B. m }

2. on-line: T is involved in real-time during each protocol instance (communicating with mh

. ! |
A or B or both), but A and B communicate directly rather than through T .
3. off-line: T is not involved in the protocol in real-time, but prepares information a Lt

priori, which is available to A or B or both and used during protocol execution.
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Figure 5.2: In-line, on-line, and off-line third parties.
In-line third parties are of particular interest when A and B belong to different security
domains or cannot otherwise interact directly due to non-interoperable security
mechanisms. Examples of an in-line third party include a KDC or KTC which provides
the communications path between A and B, as in Figure 5.1(b)(ii) or (c)(ii). Parts (b)(i)
and (c)(i) illustrate examples of on-line third parties which are not in-line. An example of
an off-line third party is a certification authority producing public-key certificates and
placing them in a public directory; here, the directory may be an on-line third party, but

the certification authority is not.
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(ii) Third party functions related to public-key certificates

potential roles played by third parties within a key management system involving public-
key certificates are listed below. Their relationship is illustrated in Figure 5.3.

1 cerfification authority (CA) - responsible for establishing and
vouching for the authenticity of public keys. In certificafe-based systems
(x5.4.2), this includes binding public keys to distinguished names through
signed certificates, managing certificate serial numbers, and cerfificate
revocation.

£ name server - responsible for managing a name space of unique

user names (e.g.,unique relative to a CA).

3. registration authority — responsible for authorizing entities, distinguished by unique
names, as members of a security domain. User registration usually involves associating
keying material with the entity.

4. key generator — creates public/private key pairs (and symmetric keys or passwords).
This may be part of the user entity, part of the CA, or an independent trusted system
component.

5. certificate directory — a certificate database or server accessible for read-access by
users. The CA may supply certificates to (and maintain) the database, or users may

manage their own database entries (under appropriate access control).
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Figure 5.3: Third party services related to public-key certification.

(iii) Other basic third party functions

Additional basic functions a trusted third party may provide include:

1. key server (authentication server) — facilitates key establishment between other parties,
including for entity authentication. Examples include KDCs and KTCs.

2. key management facility — provides a number of services including storage and
archival of keys, audit collection and reporting tools, and (in conjunction with a

certification authority or CA) enforcement of life cycle requirements including updating

and revoking keys. The associated key server or certification authority may provide a

record (audit trail) of all events related to key generation and update, certificate

generation and revocation, etc.

(iv) Advanced third party functions

Advanced service roles which may be provided by trusted third parties, include:
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I. timestamp agent — used to assert the existence of a specified document at a certain
point in time, or affix a trusted date to a transaction or digital message.

2. notary agent — used to verify digital signatures at a given point in time to support non-
repudiation, or more generally establish the truth of any statement (which it is trusted on
or granted jurisdiction over) at a given point in time.

3. key escrow agent — used to provide third-party access to users’ secret keys under
special circumstances. Here distinction is usually made between key types; for example,

encryption private keys may need to be escrowed but not signature private keys.

5.2.5 Tradeoffs among key establishment protocols

A vast number of key establishment protocols are available. To choose from among these
for a particular application, many factors aside from cryptographic security may be
relevant. In selected key management applications, hybrid protocols involving both
symmetric and asymmetric techniques offer the best alternative. More generally, the
optimal use of available techniques generally involves combining symmetric techniques
for bulk encryption and data integrity with public-key techniques for signatures and key

management.

Public-key vs. symmetric-key techniques (in key management)

Primary advantages offered by public-key (vs. symmetric-key) techniques for
applications related to key management include:

I. simplified key management. To encrypt data for another party, only the encryption
public key of that party need be obtained. This simplifies key management as only
authenticity of public keys is required, not their secrecy. Table 5.3 illustrates the case for
encryption keys. The situation is analogous for other types of public-key pairs, e.g.,
signature key pairs.

2. on-line trusted server not required. Public-key techniques allow a trusted on-line server
to be replaced by a trusted off-line server plus any means for delivering authentic public
keys (e.g., public-key certificates and a public database provided by an untrusted on-line
server). Ior applications where an on-line trusted server is not mandatory, this may make

the system more amenable to scaling, to support very large numbers of users.
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3. enhanced functionality. Public-key cryptography offers functionality which typically .

cannot be provided cost-effectively by symmetric techniques (without additional on-line it

trusted third parties or customized secure hardware). The most notable such features are

non-repudiation of digital signatures, and true (single-source) data origin authentication. M

Symmetric keys Asymmetric keys i

secrecy | authenticity | secrecy | authenticity ‘ I

encryptionkey | vyes yes no yes i
decryptionkey | ves yes ves yes

Table 5.3: Key protection requirements: symmetric-key vs. public-key systems. [t I
Figure 5.4 compares key management for symmetric-key and public-key encryption. The fil it

pairwise secure channel in Figure 5.4(a) is often a trusted serverwith which each party h

communicates. The pairwise authentic channel in Figure 5.4(b)may be replaced by a

public directory through which public keys are available via certificates; the public key in

this case is typically used to encrypt a symmetric data key .

5.3 Techniques for distributing confidential keys
Various techniques and protocols are available to distribute cryptographic keys whose
confidentiality must be preserved (both private keys and symmetric keys). These include

the use of key layering and symmetric-key certificates.

5.3.1 Key layering and cryptoperiods

Table 5.2 may be used to classify keys based on usage. The class “confidentiality” may

be sub-classified on the nature of the information being protected: user data vs keying
material. This suggests a natural key layering as follows:

Ik master keys - keys at the highest level in the hierarchy, in that they
themselves are not cryptographically protected. They are distributed
manually or inifially installed and protected by procedural controls and
physical or electronic isolation. i
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Figure 5.4: Key management: symmetric-key vs, public-key encryption,

2. key-encrypting keys - symmetric keys or encryption public keys used for

key transport or storage of other keys. These may dlso be called key-

transport keys, and may themselves be secured under other keys.

3. data keys - used to provide cryptographic operations on user data
(e.g.. encryption, authenfication). These are generdlly short-
fermsymmetric keys; however, asymmetric signature private keys may dlso

be considered data keys, and these are usually longer-term keys.
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The keys at one layer are used to protect items at a lower level. This
constraint is intended to make attacks more difficult, and to limit exposure

resulting from compromise of a specific key, as discussed below.,

Cryptoperiods, long-term keys, and short-term keys

The cryptoperiod of a key is the time period over which it is valid for use by legitimate
parties.

Cryptoperiods may serve to:

1. limit the information (related to a specific key) available for cryptanalysis;

2. limit exposure in the case of compromise of a single key;

3. limit the use of a particular technology to its estimated effective lifetime; and

4. limit the time available for computationally intensive cryptanalytic attacks (in
applications where long-term key protection is not required).

In addition to the key layering hierarchy above, keys may be classified based on temporal
considerations as follows.

L. long-termkeys. These includemaster keys, often key-encrypting keys, and keys used to
facilitate key agreement.

2. short-term keys. These include keys established by key transport or key agreement, and
often used as data keys or session keys for a single communications session.

In general, communications applications involve short-term keys, while data storage
applications require longer-term keys. Long-term keys typically protect short-term keys.
Diffie-Hellman keys are an exception in some cases. Cryptoperiods limit the use of keys

to fixed periods, after which they must be replaced.

5.3.2 Key translation centers and symmetric-key certificates

Further to centralized key management discussed in x5.2.3, this section considers
techniques involving key translation centers, including use of symmetric-key certificates.
(1) Key translation centers

A key translation center (KTC) T is a trusted server which allows two parties A and B,

which do not directly share keying material, to establish secure communications through
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use of long-term keys KAT and KBT they respectively share with T . A may send a
confidential message M to B using Protocol .If M is a key K, this provides a key transfer
protocoL; thus, KTCs provide translation of keys or messages.

Protocol Message translation protocol using a KTC

SUMMARY: A interacts with a trusted server (KTC) T and party B.

RESULT: A transfers a secret messageM (or session key) to B. See Note 5.5,

1. Notation. E is a symmetric encryption algorithm. M may be a session key K.

2. One-time setup. A and T share key KAT . Similarly B and T share KBT .

3. Protocol messages.

A= Tt A B B MY 1)
AT Ef’t’g*r— {ﬂf A) {2}

4. Protocol actions.

(a) A encryptsM (along with the identifier of the intended recipient) under Kar , and
sends this to T with its own identifier (to allow T to look up Kar ).

(b) Upon decrypting the message, T determines it is intended for B, looks up the key
(Kg) of the indicated recipient, and re-encryptsM for B.

(¢) T returns the translated message for A to send to (or post in a public site for) B;
alternatively, T may send the response to B directly.

Only one of A and B need communicate with T . As an alternative to the protocol as
given, A may send the first message to B directly, which B would then relay to T for
translation, with T responding directly to B.

(i1) Symmetric-key certificates

Symmetric-key certificates provide a means for a KTC to avoid the requirement of either
maintaining a secure database of user secrets (or duplicating such a database for multiple
servers), or retrieving such keys from a database upon translation requests. |

g As before, associated with each party B is a key Kpr shared with T , which is now
embedded in a symmetric-key certificate Exr (Kgr ,B) encrypted under a symmetric
master key KT known only to T . (A lifetime parameter L could also be included in the

certificate as a validity period.) The certificate serves as a memo fromT to itself (who
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alone can open it), and is given to B so that B may subsequently present it back to T

precisely when required to access B’s symmetric key KBT for message translation.
Rather than storing all user keys, T now need securely store only Ky .

Symmetric-key certificates may be used in Protocol 5.12 by changing only the first
message as below, where SCerty = Egr (Kar ,A), SCertg = Exr (Kgr,B):

A — T : SCertA,EKAT (B,M), SCertB (1)

A public database may be established with an entry specifying the name of each user and
its corresponding symmetric-key certificate. To construct message (1), A retrieves B’s
symmetric-key certificate and includes this along with its own. T carries out the
translation as before, retrieving Kar and Kgr from these certificates, but now also verifies

that A’s intended recipient B as specified in Exar (B,M) matches the identifier in the

supplied certificate SCertg.

5.4 Key life cycle issues

Key management is simplest when all cryptographic keys are fixed for all time.
Cryptoperiods necessitate the update of keys. This imposes additional requirements, e.g.,
on certification authorities which maintain and update user keys. The set of stages
through which a key progresses during its existence, referred to as the life cycle of keys,
is discussed in this section,

5.4.1 Lifetime protection requirements

Controls are necessary to protect keys both during usage and storage. Regarding long-
term storage of keys, the duration of protection required depends on the cryptographic
function (e.g., encryption, signature, data origin authentication/integrity) and the time-

sensitivity of the data in question.

Security impact of dependencies in key updates
Keying material should be updated prior to cryptoperiod expiry. Update involves use of

existing keying material to establish new keying material, through appropriate key

establishment protocols and key layering.
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To limit exposure in case of compromise of either long term secret keys or past session

keys, dependencies among keying material should be avoided. For example, securing a

new session key by encrypting it under the old session key is not recommended (since
compromise of the old key compromises the new). See x12.2.3 regarding perfect forward

secrecy and known-key attacks.

Lifetime storage requirements for various types of keys

Stored secret keys must be secured so as to provide both confidentiality and authenticity.
Stored public keysmust be secured such that their authenticity is verifiable.
Confidentiality and authenticity guarantees, respectively countering the threats of
disclosure and modification, may be provided by cryptographic techniques, procedural
(trust-based) techniques, or physical protection (tamper-resistant hardware). Signature
verification public keys may require archival to allow signature verification at future
points in time, including possibly after the private key ceases to be used. Some
applications may require that signature private keys neither be backed up nor archived:
such keys revealed to any party other than the owner potentially invalidates the property
of non repudiation. Note here that loss (without compromise) of a signature private key
may be addressed by creation of a newkey, and is non-critical as such a private key is not
needed for access to past transactions; similarly, public encryption keys need not be
archived. On the other hand, decryption private keys may require archival, since past
information encrypted thereunder might otherwise be lost.

Keys used for entity authentication need not be backed up or archived. All secret keys
used for encryption or data origin authentication should remain secret for as long as the
data secured thereunder requires continued protection (the protection lifetime), and
backup or archival is required to prevent loss of this data or verifiability should the key be

lost.

5.4.2 Key management life cycle
Except in simple systems where secret keys remain fixed for all time, cryptoperiods
associated with keys require that keys be updated periodically. Key update necessitates

additional procedures and protocols, often including communications with third parties in
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public-key systems. The sequence of states which keyingmaterial progresses through
over its lifetime is called the key management life cycle. Life cycle stages, as illustrated,
may include:

1. user registration - an entity becomes an authorized member of a
security domain. This involves acquisition, or creation and exchange, of
initial keyingmaterial such as shared passwords or PINs by a secure, one-

fime technique (e.g., personal exchange, registered maill, trusted courier).

z user registraiion

4
! KEY STATE
e ke o Lsar v user key S e R R iy
‘ —w pritialization | generation ; key establishment !
: L i protocol 3 e
: existing user e cperational
8 recovered key initial key >
3
e Y 48 i
! i kay key _newkey | Koy newkey | key
: rrecovery instaltation "~ 1 update backup
: R R SR g
: /s i
; s e S e e e B et gl
. y ol e ] -
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Jroti e T normal LUSE g 2 direcgnry !
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Figure 5.5: Key management life cycle.
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2. user initialization — an entity initializes its cryptographic application (e.g., installs and
initializes software or hardware), involving use or installation of initial keying material

obtained during user registration.

3. key generation — generation of cryptographic keys should include measures to ensure
appropriate properties for the intended application or algorithm and randomness in the
sense of being predictable (to adversaries) with negligible probability. An entity may
generate its own keys, or acquire keys from a trusted system component.

4. key installation — keying material is installed for operational use within an entity’s
software or hardware, by a variety of techniques including one or more of the following:
manual entry of a password or PIN, transfer of a disk, read-only-memory device,
chipcard or other hardware token or device (e.g., key-loader). The initial keying material
may serve to establish a secure on-line session throughwhich working keys are
established. During subsequent updates, new keying material is installed to replace that in
use, ideally through a secure on-line update technique.

5. key registration — in association with key installation, keying material may be officially
recorded (by a registration authority) as associated with a unique name which
distinguishes an entity. For public keys, public-key certificates may be created by a
certification authority (which serves as guarantor of this association), andmade available
to others through a public directory or other means.

6. normal use — the objective of the life cycle is to facilitate operational availability of
keying material for standard cryptographic purposes (cf. x5.5 regarding control of keys
during usage). Under normal circumstances, this state continues until cryptoperiod
expiry; it may also be subdivided — e.g., for encryption public-key pairs, a point may
exist at which the public key is no longer deemed valid for encryption, but the private key
remains in (normal) use for decryption.

7. key backup — backup of keying material in independent, secure storage media provides
a data source for key recovery (point 11 below). Backup refers to short-term storage
during operational use.

8. key update — prior to cryptoperiod expiry, operational keying material is replaced by
new material. This may involve some combination of key generation, key derivation,

execution of two-party key establishment protocols, or communications with a trusted
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third party. For public keys, update and registration of new keys typically involves secure

9. archival — keying material no longer in normal use may be archived to provide a source

|

|

|

communications protocols with certification authorities, |
1

1

|

ﬁ for key retrieval under special circumstances (e.g., settling disputes involving (A

repudiation). Archival refers to off-line long-term storage of post-operational keys. HiH

value of a key or maintaining its association with an entity, the key is de-registered ‘

(removed from all official records of existing keys), and all copies of the key are

10. key de-registration and destruction — once there are no further requirements for the ' I

destroyed. In the case of secret keys, all traces are securely erased. il |

I'l. key recovery — if keying material is lost in a manner free of compromise (e.g., due to

|
equipment failure or forgotten passwords), it may be possible to restore the material from Hidd
a secure backup copy. i

12. key revocation — it may be necessary to remove keys from operational use prior to

|
i!
their originally scheduled expiry, for reasons including key compromise. For public keys g | !

distributed by certificates, this involves revoking certificates, ‘ i
Of the above stages, all are regularly scheduled, except key recovery and key revocation P

which arise under special situations. fil
Key states within life cycle | ”:]
The typical events involving keying material over the lifetime of the key define stages of
the life cycle. These may be grouped to define a smaller set of states for cryptographic | ,
keys, related to their availability for use. One classification of key states is as follows T‘
I. pre-operational. The key is not yet available for normal cryptographic operations. il

2. operational. The key is available, and in normal use. J{:.

{L
3. post-operational. The key is no longer in normal use, but off-line access to it is 0l il *

possible for special purposes. P Eij
4. obsolete. The key is no longer available. All records of the key value are deleted. |

System initialization and key installation i h,
Key management systems require an initial keying relationship to provide an initial il
secure channel and optionally support the establishment of subsequent working keys i i ‘
(long-term and short-term) by automated techniques. The initialization process typically | [;Lfé

involves non-cryptographic one-time procedures such as transfer of keying material in
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il
person, by trusted courier, or over other trusted channels. The security of a properly i j
architected system is reduced to the security of keying material, and ultimately to the 5
security of initial key installation. For this reason, initial key installation may involve it
dual or split control, requiring co-operation of two or more independent trustworthy ; il '
[
parties.
5.5 KDC - The Implementation 1 ] I
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Figure 5. Key Distribution Center.

139




KDC Data-Base t

{1
i !‘ i !,Iw
2 it lt?ij
:
Figure 5. Key Distribution Data Base. I il
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o

it m It

5.6 KDC — Short Comings P*J |

There were few short comings which could not be implemented by us as compared to | ‘{ l

ideal Key Distribution Center. , | i

12 Nonce was not appended in the steps. f.
2. KDC does not digitally sign the message it sends. : IJ}
A ;}1;
iiN C{:\
{1
il i
i i
::i =-i ;
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Chapter 6

Source Code

6.1 Main Screen Coding

Main Screen Code :

using System;
ing System.Collections.Generic;

3 System.ComponentModel ;

g System.Data;
using System.Drawing;
using System.Text;
using System.Windows.Forms;

using System.IO;

namespace TestApp

InitializeComponent () ;

private veid buttonl Click(obiject

System.Diagnostics.

wERIEA)
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Start ("TextEnorvption\\estw




System.Diagnostics.

private void button27Click(ﬁhjL:

.Start ("DESAr

LExit ()

sender,

private void button37Click(cbjeck sender,

{

System.Diagnostics.

System.Diagnostics.

LExit ()

e Exit ()

LExdit ()

rivate void button6_Click(nh%p-

a = n

1)

a.Show() ;
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6.2 Server Setting Code :

using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;

using System.Drawing;

using System.Text;

using System.Windows.Forms;

using System.IO;

nanespace TestApp
{
public partial class
(
public ServerSettings ()
{

InitializeComponent()

’

private void buttonl_Click(chbject sender,

{
string server = servername.Text;
o e re (I’I ¥y s
.Create, #iile Mrite);
Oop = ris (d)r
op.WritelLine (server);
op.Close () ;
a.Close();
this.Close();
}
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6.3 Text Encryption Coding

using System;

System.
using System.
using System.
using System.
using System.
using System.
using System.

using System.

Collections.Generic;
ComponentModel;
Data;

Drawing;

Text;

Windows. Forms;
Security.Cryptograph
I0;

namespace TextEncryption

{

public partial class Tey

{

byte[]
byte[]

pytal]

publiic

{

rsaparams;

dsaparams;
rsacipherbyte;
rsasignaturebytes;

dsasignaturebytes;

mode ;
‘& padding;
key;
IV;

cipherbytes;

TextEncrypt ()

InitializeComponent () :

private void RijndaelButtonﬁCheckedChanged(ohj@w?

Foari s e)

Yi
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1 £ (RijndaelButton.Checked == Erus

ZerosButton.Enabled = false;

NoneButton.Enabled = false;
PKCS7Button.Checked = trye:

r

ZerosButtoeon.Enabled =

KeyTextBox.Text = "";
Encryptbutton.Enabled = true;

PlainTextBox.Text = "";

CipherTextBoxl.Text
DecryptTextBox.Text = ""
Decryptbutton.Enabled = false

private void EstablishMode ()

if (ECBButton.Checked == true)
mode = t +ECB;

if (CBCButton.Checked == b rue)
mode = pherMods . CBC;

if (CFBButton.Checked == CLrue)
mode = (ipheriode,CFB;

if (CTSButton.Checked == true)
mode = TipherModsz,CTS;

private void EstablishPadding{()
{
if {PKCS7Button.Checked == trus=)
padding = pod g ~PECS T3

if (ZerosButton.Checke

o
Il
Il

padding = o1 .Z2eros;
if (NoneButton.Checked == true)
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vold TextEncrypt*Load(mb]@ut sender,

CreateSymmetricAlgorithm()

if (DESButton.Checked == true)

return 44 .Create();

’

if (RijndaelButton.Checked == true)

Create();
if (RC2Button.Checked == true)

return “V . Create () ;

if

(TDESButton.Checked == true)

return Trin] . Create();

return null;

private void Keybutton7Click(ob}auL
{

sender, e)

Encryptbutton.Enabled = true:

’

3f (DESButton.Checked == trua)
{

string t =« ‘.ToString(KeyTextBox.Text)

if (t.Length == g)

’

key =

‘.UTFB.GetBytes(KeyTextBox.Text)

7

Kewy

Chars) ) ;

ikl

£ (TDESBUtton. Checked == true)
{

string t =

.ToString(KeyTextBox.Text);
if (t.Length == 24)
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ft
.UTF8.GetBytes(KeyTextBox.Text);

~eShow{"Piesgs Eprar s nigee

,
-~
-
T
=
T ey

o
if (RijndaelButton.Checked —— Trae) |

sarrivg L o= .ToString(KeyTextBox.Text)

¢

if (t.Length == 32) ;
key = Ce ;.UTFS.GetByteS{KeyTextBox.Text); f i
cWShow ("Fleass wnre s AL R4
Chiars: "y ;
}
if (RCZButton.Checked == True)

{

string to= oo '.ToString(KeyTextBox.TextJ

if (t.Length == 1g)

’

key = ..UTFS.GetBytes(KeyTextBox.Text)

SShow ("Plcass Bnter V0o n RN 3
Chursi™);
}
}
private void Encryptbutton_Click(nhie:f sender, e)
{

CipherTextBox1l,Text = "n.

’

EstablishMode () ;

EstablishPadding();

Sa = CreateSymmetricAlgorithm();

’

sa.GeneratelV () ;

1f (KeyTextBox,Text == ")
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Sa.GenerateKey () ;

sa.Key = key;

key = sa.Key;
IV = sa.1v;

sa.Mode = mode;

sa.Padding = padding;

ms = new e ()
Cs = naw (7 (ms,

sa.CreateEnCryptor(), v b ol i Write);

bytael] plaintext =

=.UTF8.GetBytes(PlainTextBox.Text);
cs.erte(plaintext, o, plaintext‘Length);

cs.Close();

Cipherbytes = ms.ToArray () ;

ms.Close () ;

CipherTextBoxl,Text = - 3 .ToBaseG4String(cipherbytes);

Decryptbutton.Enabled = true;
button2.Enabled = true;

1
private void Decryptbutton_Click(ubjﬁfr sender, e)
{
DecryptTextBox.Text = hH
EstablishMode () ;
EstablishPadding();
o 3 IRRET sa = CreateSymmetricAlqorithm();

sa.Key = key; |
H
sa.IV = IV; i
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sa.Mode = mode;

sa.Padding = padding;
ms = now 4 (cipherbytes);
Cs = rew (ms,
sa.CreateDecryptor (), i B .Read) ;

byte(] plainbyte = new » [cipherbytes.Length];
cs.Read(plainbyte, 0, cipherbytes.Length) ;
cs.Close();

ms.Close () ;

char([] a = e u.UTFB.GetChars(piainbyte);
for {int @ = 0j g < a.Length; g++)

DecryptTextBox.Text += .ToString{alq]);
t
private void KeyTextBox_TextChanged(mhjech sender; i e)
{
if (KeyTextBox.Text != )
Encryptbutten.Enabled = false;
else
Encryptbutton.Enabled = true;
}
private void TDESButton_CheckedChanged (ob et sender,
e)
{
KeyTextBox.Text = "";
Encryptbutton.Enabled = trye;
PlainTextBox.Text = "";
CipherTextBoxl.Text = "";:
DecryptTextBox.Text = ",
Decryptbutton.Enabled = false;
= 1
private void RC2Button_CheckedChanged(abjﬁct sender,
)
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i
i
{ |
A
KeyTextBox,.Text = ey ‘
Encryptbutton.Enabled = trae; . F
FlainTextBox.Text = R '
CipherTextBoxl.Text = e
DecryptTextBox. Text = .
Decryptbutton.Enabled = Talac;
H
private veid DESButton_CheckedChanqed(ijﬁgt sender,
|
{ |
KeyTextBox.Text = . y
Encryptbutton.Enabled = sy ?
PlainTextBox.Text = ""; il
CipherTextBoxl,Text — e |
DecryptTextBox.Text = nr;: ]
Decryptbutton.Enabled = ; :
} |
i
private void newparameters Click(ohjes: sender, . .. o) :%&
{ i
RSACiphertextbox.Text = ", &'ﬂ
RSAPlaintextbox.Text = " fél
RSADecrypttextbox.Text = "y é?
linkLabell.LinkVisited = (aiga; i
;
‘s rsa = naw :
‘ ()i
i
writer = new
Lr (MestEnarvpn Lonig fgbrivgtuﬁey.xm!”); i
slring publicPrivateKeyXML = rsa.ToXmlString (true); Tf
writer.Write(publicPrivateKeyXML); :ﬁ
3 writer.Close({};
!
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writer = new

T e di P Wyt 1 v N N Dysla T 2 L
Py TR s A\ A Dyab .
("TextEnors \WPubklicOnl

[

- DVDTL 1O

string publicOnlyKeyXML

writer.Write(publicOnlyKeyXML)

writer.Close() ;

‘

yRey.xml") ;

= rsa.ToXmlString (ralse);

’

pvaluebox.Text = publicPrivateKeyxXML;

private void RSAEncryptbuttonﬁClick(okjedt sender,

RSADecrypttextbox.Text = "";

()
reader = nao
("Tes cryption\\Public¢

string publicOnlyKeyXML = reader.ReadToEnd ()
rsa.FromelString(publicOnlyKeyXML)

reader.Close () ;

rread pl ’

byte[] plainbytes =

rsacipherbyte = rsa.Encrypt (plainbytes, false);

RSACiphertextbox.Text =
.ToBase64String(rsacipherbyte)

RSADecryptButton,.Enabled

buttond.Enabled = true;

-i]"1.UTFB.GetBytes{RSAPlaintextbox.Text)

’

’

’

’

’

Crue;

private void RSADecryptButtonﬁClick(oijct sender,
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{ T
RSADecrypttextbox.Text = "», LI
R il
d
reader = ney -&L
("TexiEnarvr eRsy . am] ') g |
string publicPrivateKeyxXML = reader.ReadToEnd () ;
rsa.FromelString(public?rivateKeyXML);
reader.Close();
byte[] plaintext = rsa.Decrypt (rsacipherbyte, falae);
ir[] a = -UTF8.GetChars (plaintext) ;
for (int q = 0; g < a.Length; qt+)
RSADecrypttextbox.Text += .ToString(alq]);
}
private void linkLabell_LinkClicked[ihj@;? sender,
e) oy
{ uf 1
linkLabell.LinkVisited = true; I i
i
i
[
System.Diagnostics. o .Start(”?:xLH~;ryv;iaa\\?utiEusf:va‘cﬁﬂa.?mi" Iuﬂj 1
)i i '
} i l
it
private void RSASignButton Click (chiject sender, e)
{
= byte[] messagebytes =
:.UTFB.GetBytes(RSAMessageBox.Text);
b
s 152 :




shal = new : ();
byte[] hashbytes = shal.ComputeHash(messagebytes)

’

r'sa = new
k) 3

rsasignaturebytes = rsa.SignHash (hashbytes,

£ Fu2 2B 2

rsaparams = rsa.ExportParameters(:&;Fc);
W:."
: (”EEf{tEﬁEC:WSD*ifﬂL\\iH*ﬂ;Eﬁﬁﬁii[}.zﬁ;‘”J;

string wval = rsa.ToXmlString(crus);

w.Write(val);

w.Close () ;

ohitained cocdes

char(] a = i ..u':».UTF8.GetChars(hashbytes)'

’

for (int g = 0; g < a.Length; qg++)

char([] b = ; .UTFS.GetCharS(rsasignaturebytes);
for (int g = 0; g < b.Length; g++)
RSAEncryptedMessageDigest.Text Fe=

Conver .ToString(b[q]);

RSAVerifyButton.Enabled = true:

7

private void RSAVerifyButton_Click(cbjcct sender,
{
byte[] messagebytes =

w.UTFS.GetBytes(RSAMeSSageBox.Text)

’

shal = new ‘ : ()¢

byte[] hashbytes = shal.ComputeHaSh(messagebytes)'

’

RSAHashMessageDigest. Text += it .ToString(a[q]

).




| 1|;
5 1
|
A
(LA
sa, = g 111
M
() I
(il |
rsa.ImportParameters(rsaparams); i }
i
o i
il |
kool match = rsa.VerifyHash (hashbytes, "1.3.14.3.2,28", Jq. i
1 I
rsasignaturebytes) ; Il |
|
if (match == trus)
-Show("RSA Digital Signature Ues fiad");
else
-Show ("ksA f ‘ 1Yy g
}
privale void linkLabe12_LinkClicked(fn]ncf sender,
i e)
{
linkLabel?2.LinkVisited = true;
System.Diagnostics. neEna L Btart ("TextEncrypt ion\\RSADet a3 chd ) g
}
private void DSASignButton“Click(ubj~ct sender, e)

{

byte[] messagebytes =

q.UTFB.GetByteS(DSAMessageBox.Text)

’

shal = new &/ PR £ swidar () ;

byte[] hashbytes = shal.ComputeHash(messagebytes)'

’

dsa = row

[

dsasignaturebytes = dsa.SignHash (hashbytes,
"1.3.14.3.2.26m);

dsaparams = dsa.ExportParameters(:aaﬁn);
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» ("TextEnoryption\\DSADetai is.xml™);
string val = dsa.ToXmlString(truﬁ);

Ww.Write(val);

w.Close () ;

.UTFB.GetChars(hashbytes);
for (int g = 0; g < a.Length; qg++)
DSAHashMessageDigest . Text += -ToString(a[q));
far(] b= ~.UTF8.GetChars(dsasignaturebytes);
for (int g = 0; g < b.Length; g++)
DSAEncryptedMessageDigest.Text +=
vert.ToString(b(q]);

DSAVerifyButton.Enabled = truc:

Wiy

private void DSAVerifyButton7Click(objacr sender, { e)
{
pyte[] messagebytes =

-,.UTFS.GetBytes(DSAMessageBox.Textj

7

shal = new SHAL»y 1 ()

byte (] hashbytes = shal.ComputeHash(messagebytes)

¥

dsa = new
CryvptoServiceProvider();

dsa.ImportParameters(dsaparams};

boeol match = dsa.VerifyHash (hashbytes, 18 14, 3.8 .28

dsasignaturebytes);
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if (match == rue)

private void linkLabelB_LinkClicked(nhﬁeﬁt sender,

el)

linkLabel3.LinkVisited = Lrue;

=]

System.Diagnostics, . Start ("TextEncryption\)

}

private void TextEncrypt_FormClosed(uijwt sender,

mClosadivent Reo e)

System.Diagnostics. - ~-.u.Start(”TuxtAyp.cxv”);

private void buttonl_Click(ﬁbﬁect sender, ; ooe) |
{
openfile = new i (s
openfile.RestoreDirectory = true;
result = openfile.ShowDialog(J;
if ( result == : .Cancel )
return;
string filename = openfile.FileName;
Bl
a = new ' rec(filename, r§ H
t}
Mode . OpenOrCreate, Filiescosss., Read) ; (
| i |
= . [ Sl
int len = (int)a.Length; 1] -

byte(] r = new byte[len];
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private veid butt@ﬂS_CliCk(cbject sender,

{

a.Read(r, 0, len);

char(] t = = :'-~.UTF8.GetChars(r);

PlainTextBox.Text = Wikt

for (int q = 0; q < t.Length; g++)
PlainTextBox.Text += .ToString(t[qJ);

a.Close () ;

private void button2_Click(obj:ui sender,

“d savefile = new Zpvapilal el ()
savefile.RestoreDirectory = true;
result = savefile.ShowDialog()

’

if (result == DialogResul .Cancel)

string filename = savefile.FileName;

a = new i"ile i (filename, ! .Truncate,
.Write);
Op = new 5 reaniiy “lal);
op.WriteLine(CipherTextBoxl.Text);
op.Close();

a.Close();

i openfile = new wa: () ;
openfile.RestoreDirectory = Lrue;
result = openfile.ShowDialog()

’

if (result == s .Cancel)

retcurn;

string filename = openfile.FileName;
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-xn.OpenOrCreate, . .Read) ;
int len = (int)a.Length;

bytel[] r = new byte[len);

a.Read(r, 0, len);

char([] t = i 48 ~.UTF8.GetCharS(r)

RSAPlaintextbox.Text = .
or (int g = 0; g < t.Length;
RSAPlaintextbox.Text +=

a.Close();

private veid button4ﬁClick(objeut sender,

{

savefile = naw

“(filename,

’

g++)
.ToString(t[q])i

&)

savefile.RestoreDirectory = true;

result = savefile.ShowDialog()

il (result ==

LLer Op = new 8t roamis

op.WriteLine(RSACiphertéxtbox.Text)

op.Close () ;

a.Close();
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6.4 DES Crypta —Analysis Coding

using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;

using System.Drawing;

using System. Text;
using System.Windows. Forms;
using System.Security.Cryptography;

using System.IQ;

namespace DESAnalysis

{

byte[] IV;

byte[] key;

byvtel[] cipherbytes;

const int MAXVAL = 50000;

public DESAnalysis()

{
InitializeComponent();
}
private void Encryptbuttonﬁclick(ﬁbjech sender, e AraE e)
{
string t = Conw .ToString(KeyTextBox.Text);
if (t.Length == )
| {
bytel[] key = trood ‘.UTFS.GetBytes(KeyTextBox.Text);
CipherTextBox.Text = e
= 159
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1 |

'f '.

{1

Il il

I I
|
mode = ¢ ' ~GCEB; iL W
padding = “Zeroyg; 5' Jﬂ
| I
gt
sa = .Create () ; Li :}“
it
sa.GeneratelV(); i m
IV = sa.IV; i l[?
i |
sa.Key = key; M% ;h
sa.Mode = mode; ;H iw
sa.Padding = padding; | IFF
i ‘\’
ms = r ; b
0 . Jii "1‘-1
k TYpLodtrean os = new it : (ms, fﬁ' il
sa.CreateEncryptor (), Write); iH *PH
byrte[] plaintext = i}y
~u=fw.UTF8.GetByteS(PlainTextBox.Text); \ﬁ ! hﬂ
[ I
cs.Write(plaintext, 0, plaintext.Length) ; j%f ﬁk'
cs.Close(); E-ir“
|1 e
*'l-lg | }“'
cipherbytes = ms.ToArray () ; IPN hw
i Al
ms.Close () ; i }

!
CipherTextBox.Text = ”“ay
et
venvart . ToBase64String (cipherbytes) ; j‘]’{

SuppliedCiphertextBox.Text = CipherTextBox, Text

wedox . Show ("Please

Enter \"64\" Bit Key (8

private void CryptaButtoniclick(wbject sender,

{ |

int g = 0; t)wﬁ

il
EEEL LA
HE
progressBarl.Value = 0; ’lm
progressBarl.Maximum = MAXVAL: L
progressBarl.Minimum = 0; A
)




°r (g = 0; g <= MAXVAL; g++)

progressBarl. Increment (1) :

string temp = .ToString(q);

int len = temp.Length;

string tl1 = un;

for (int w = 0; w < (8 = len);: w++)
t'L += Fl:f“‘ ll;

tl += temp;

| key = 1. UTF8.GetBytes (t1);

b

: int res = decrypt (t1);

(res == 1)
reak;
1
}
private int decrypt (string value)
{
sa = L. Create();
mode = 7lipbes 2, CER;
padding = .Zeros;
sa.Key = key;
sa.IV = 1V;
sa.Mode = mode;
sa.Padding = padding;
ms = naes “(cipherbytes) ;
i Cs = ne;t i (ms,
Sa.CreateDecryptor (), .Read) ;

j bylel[] plainbyte = new [cipherbytes.Length];
int ptl = cs.Read(plainbyte, 0, Cipherbytes.Length);
byte[] plntxt = rew byte([ptl];
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|

il

il il

i Hi

String recoveredtext = "n; i :1

il

har (] original = PlainTextBox.Text.ToCharArray(); J H
]

char[] a = -ASCII.GetChars (plntxt, 0, |

PlainTextBox.Text.Lenqth); !

I
| ”“
©v.Copy(plainbyte, 0, plntxt, 0, ptl); it ’
|
|

It
for (i.rit q = 0; q < a_Length'— q++) i

recoveredtext +=

-ToString(alq]);

i r
Tt Ll = recoveredtext.Length;

] int 12 = original.Length;

(it
int counter = (;

| [ il
E i
for (int e = 0; e < 12; e++) }:%'i?
[ il
if (recoveredtext[e] &= original[e]) 'FI ! f
counter = 1; | “JW
(i
; 1=“i|3
if (counter == 0) (I
iy ”h i
( i
RecoveredPlaintextRox. Text = recoveredtext; 3#‘“NJ
'1. I }

ObtainedKeyTextBox.Text = value; ﬂxﬁ

i"‘

return 1; %*u

w‘[‘hg
} |

private void DESAnalySisiFormClosed(nhjuct sender,

%
- I

System.Diagnostics, "y s .Start ("TestApp
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6.5 File Encryption Coding

using System;

using System.Collections.Generic;
using System.ComponentModel ;
using System,.Data;

using System.Drawing;

using System.Text;

using System.Windows.Forms;

using System.IO;

using System.Security.Cryptography;

namespace FileEncryption
{
public partial eclass
{
string filenamel;
string filename?2;
string filename3;

string filenamed;

byte[] cipherbytes;
byte[] key:
bytel] r;

bytel] ril;
public Forml ()

InitializeComponent ()

’

private veoid buttonl_Click(nbﬁcgt sender,

{

od = new
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{

* !
‘ |
i
t?r
b ;
void checkkeyl ()

od.RestoreDirectory =

true;

i
od.ShowDialog();

filenamel = od.FileName:

origianlfilebox.Text =

iL (DESButton.Checked == Lrue)

i
filenamel; ‘ 5,U
i
‘ il
St ey B L en . H : : ; ﬁf W
filename? += filenamel + "oena®; "1
it
i
encryptionfilebox.Text = filename2; 1 |
fiti 1
il
fii
i
CreateSymmetricAlgorithm() f
fj i
| A

retii

return DES, Create () ;

=g

ﬁ=.
return = wize !  Create () ; i

|
|
fgf-
if (RijndaelButton.Checked =— true) *14”

1
11 LA
il
if (RC2Button.Checked == Erue) 7‘{
1.' 4
return RUJ2.Create(); |

il
if (TDESButton.Checked == true) (1

!
. il ;
1
.Create() ; ]

EEeTIrn

1
if (DESButton.Checked == true)

{ ‘!

string t =

i
-ToString (KeyTextBox. Text) ; (A1t
1f (t.Length == §)

key = :.UTFB.GetBytes(KeyTextBox.Text); | éﬂw

1l
alse !

if (TDESButton.Checked == true)

{
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string t = ) ! .ToStrinq(KeyTextBox.Text);
if (t.Length == 24)

key = in i ..UTFB.GetBytes(KeyTextBox.Text)

’

+Show ("Please Enter \"igzyn Bit Key

A1l LR er A

(RijndaelButton.Checked == Erue)

¢ P o e [ G e .ToString(KeyTextBox.Text);
if (t.Length == 32)
i key = J.UTFS.GetBytes(KeyTextBox.Text);
else
“.Show("Please Enter \"256\" R K, 37
Chars)");
}
if (RC2Button.Checked == true)
{
string t = { f .ToString(KeyTextBox.Text);
if (t.Length == 16)
key = .UTFS.GetBytes(KeyTextBox.Text);
»v.Show ("Please Ent "128\" Bit Key {16

Chars)");

private void Encryptbutton Click(obiject sender,

{

if (KeyTextBox.Text == ALY ;

wi.Show ("Please Enter Fassword Fer Encryption ‘§ I

bl

Of Filem); :

checkkeyl () ;
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al = new (filenamel,

«.0pen, 7 “.ReadWrite);
int len = (int)al.Length;
r = new Lytg[len];
al.Read(r, 0, len);

al.Close();

sa = CreateSymmetricAlgorithm()
sa.Key = key;
sa.Mode = '~ e «ECBi
sa.Padding = ig s «PKES7;
ms = new (),

CS = rew (ms,

sa.CreateEncryptor(), Write);

cs.Write(r, 0, r.Length) ;

cs.Close();
cipherbytes = ms.ToArray () ;

ms.Close();

az = new (filename?2,

i.OpenOrCreate, | diois  ReadWrite)
aZ.Write(cipherbytes, 0 cipherbytes.Length)-

’

az2.Close () ;

L\
fs

:y.'ll} ;

oo LUl

void checkkey? ()

{
i ¢ (DESButton?.Checked == true)
{

string £ = .ToString(decryptpassbox.Text)

’

i (t.Length == )

key = -.UTFS.GetBytes(decryptpassbox.Text)
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.Show("Picase Ente; VITE4N Y

if (TDESButton2.Checked == Lrue)
{

st¥ing t = ¢ ..ToStrinq(decryptpassbox.Text)

if (t.Length == 24)

key = .UTFS.GetByteS(decryptpassbox.Text)

.Show("Fizase Ente: Ve

Chars)");

if (RijndaelButton?.Checked == truea)
{

string t = .ToString(decryptpassbox.Text)

if (t.Length == 32)

’

key = '.UTFB.GetByteS(decryptpassbox.Text)

“.Show("Pleasa FEnlter NIFZEENY Bdg

if (RC2Button2.Checked == true)
{

skring t = .ToString{decryptpassbox.TextJ

1f (t.Length == 16)

H

key = .UTFS.GetBytes(decryptpassbox.Text);

‘. Show ("Please Fnter N e

private void butt0n5‘CliCk(Ob]hPL sender,

{
o = new (
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il

o

od.RestoreDirectory = Crus; F' | m
od.ShowDialog () ; ﬂ‘ [r
filename3 = od.FileName; ;‘. J
decryptencryptedbox. Text = filename3; E, “L
i

filenameqd = "r;

(i
int len = filename3.Length; i

f

for Y =0/ vy < (len - 4); y++) -! #
i

filenamed += filename3[y]; (e “

! [

decryptoriginalbox.Text = filenamed; i r€f
} il i
i

i

il

1

f
dhitn
private void button37Click(rh?vri sender, e) 1if f

oic.Show ("Please Enter Password

|
feszageio : : o assworda For Encryvpbtion f it

Ii |
(AN
Of Filamy . A
Of File"); I
. il |
slse u {

M 1
checkkey?2 () ; I '

ﬁ“

LT (decryptpassbox.Text == mn) '1?
|
|

ral = new | ! (filename3, E
de.Open, iiefoo: . ReadWrite); :ﬁ

il
fill) |
rl = new bytelal.Length); I ‘1r

al.Seek (0, rin.Begin) ;
al.Read(rl, 0, rl.Length);

i
al.Close(); = f'

- sa = CreateSymmetricAlgorithm(); ‘]
[4dRE
sa.Key = key; !

sa.Mode = "ipherMods, ECB; ‘

Al

|

sa.Padding = ‘i dvler, PRCST ; o 'M
1




ms = new

Cs = rew
sa.CreateDecryptor(),

Byte[] plainbyte = pew [rl.Length];

cs.Read(plainbyte, 0, rl.Length); fiil
1ids
cs.Close();

|

{

i

i

|

it

ms.Close () ; ' [
|

-Vfw~.0penOrCreate, <3 Aatess, ReadWrite) ; |

a2.Write(plainbyte,

a2 = new i toear(filenamed, ' i

0, plainbyte.Length); (V I
111
az2.Close(); 'L

o

e

‘. Show ("File Decryoted ﬁwcneaﬁfuiiv“); ',EJ H!

I il ':1
teh ) f

o Show ("Decryption Failed 1tmy; il

il
private void FormliFormClosed(obj@ct sender, ﬁ

e)

j i ;ith
System.Dlagnostlcs. .Start(“Teﬁtépp.@xe”); ‘

PR
[ 1] H R
} i | li[
| ‘ "_;_
) i
) i
! s" ‘:!
3 iil
filk

i
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il
0.6 KDC Server Side Coding : l

| j'!.
6.6.1 Login Page Code : ] f

i
using System; I ;

using System.Collections.Generic; ﬁ i i“
I
using System.ComponentModel ; ‘}‘ “L
using System.Data; :H __}M
\ using System.Drawing; ‘? Ly
using System.Text; ‘i" |w
using System.Windows.Forms; kw‘ ;1
using system.Security.Cryptography; 124
using System.I0; ﬂi

namespace KDC Server

i

il

public partial class " Ei

N i

K !
{ |
string servername; [ t

it

i

et
public Forml () { :l {

iR 101
( ‘

InitializeComponent()

’

(Il
{ il

String username = loginidbox. Text;

i

byte[] mesg .UTFB.GetByteS(passwordbox.Text); | ¢

{
shal = new 100 pLoSsy o Y

byte ) hash = shal.ComputeHash(mesg); ' ‘“Mf

’I
gl
T
private void loginbutton_Click(mhiﬁ:? sender, Y |1 lixe |
é

KDCDataSetTableAdapters. a = new H
KDC‘Server.KDCDataSetTableAdapters. rinadminTablebdaptay () : m£ﬁ1
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cue. OpenOrCreate,

counter =

.1]\
||
ini (iu;)a.VerifyLogin(loginidbox.T@xt, hash) ; ii
if (counter == ) \.I
( l
al = (this, username) ;
|

al.Show() ;

this.Hide();

.Show(”ﬁzcn; sl

sender,
e)

S a = new Staned g PR ()

a.Show () ;

bl € L ")f 1
} ; |
I
private void linkLabell_LinkClicked(Qhﬁect
this.Hide();

l;
bid Forml»FormClosing(ob?qui sender, %*{j”
e) ' (

:’

. ExLE () ; !

g it b |
System.Environmen .Exit (System. eonment . ExitCods) ; ' |

}
private void Forml Load(object

- sender, by £ e)
{

L a = new Slrezmn("settd

.Read) ;

int len = (int)a.Length;

I
bytel[]l r = naw byta(len)]; 'I

a.Read(r, 0, len);

char([] t = & < ‘.UTFS.GetChars(r); il

for (int g = 0; 9 < t.Length; g++)
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KDC_Server.Properties. o .Default{”ﬂﬁ?:a*hwntfwjxrrfmr =

oUree=" + servername + ":Initia? Catalog=Kn; User

o WOrd=asag

it
Bt
servername += - “rt.ToString(t(q]); ‘Itglg
a.Clese () ;

3
i
fiy )
6.6.2 Main Page Code : i

L
using System;

i |
using System.Collections.Generic; f{;
using System.ComponentModel ;

using System.Data;

|
Using System.Drawing; i {
i
using System. Text: i
i}

using System.Windows.Forms;

| |
i |
LR
E L e i
Namespace KDC Server ;uhﬂi;y‘
= ehii ) \
{ It
public partial class i o :

{ .;wil$,
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login;

"ing loginname;

public Mainpage ([ ay string
{

InitializeComponent();
login = a;
toolStripMenultem?. Text - name;

loginname = name;

private

1ite void MainpageiFormClosinq(ubf

el

login. Show() ;

private wvoid exitToolStripMenuItem7Click(

e)

this.Close();
n.Exit () ;

System, ‘. Exit (System.!

private void newUserToolStripMenuIteml_Cllck(
e)

a.MdiParent = this;

a.Show () ;

’

private void newUserToolStripMenuItem_Click(owjn;t

~

a.MdiParent = thig

173
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sender,

sender,

.ExitCode);

sender,

sender,




a.Show() ;

vate void runServerToolStripMenuItemiClick(ﬁb*x?i sender,

a.WindowState = ' st i Maximized;

a.Show();

private void changeKeyPairsToolStripMenuItemﬁClick(ahject

sender, Eventn, e)

‘(loginname) ;
a.MdiParent = this

a.Show () ;

private void requestSToolStripMenuItem_Click(ubEeut sender,

15oe)

dateKevs a = new 3 Revs() g
a.MdiParent = thiss

a.Show() ;

174




6.6.3 Change Key Pairs Code :

iing System;

using System.Collections.Generic;
using System.ComponentMode] ;
using System.Data;

using System.Drawing;

using System.Text;

using System.Windows.Forms;

using System,

Security.Cryptography;
using System.IOQ;
namespace KDC Server
{

public p

{

arti

rsa;
string loginname;
publiic ChangeKeyPairs (string legin)

InitializeComponent ()

’

loginname = login;

private veid buttonl Click(ckiject sender,
{

rsa

new

)ik

string publicOnlyKeyXMI, = rsa.ToXmiString(falsc

parameterdeatils.Text

publicPrivateKeyXML;
button2.Enabled = true:

175

string publicPrivateKeyXML = rsa.ToXmlString (true);

i |
b [[
i
il |
i

7




private voi

>id button2_Click(objec: sender,
{

®

writer = new ("KDCNAKDY

il
Sorver\\&ﬁcscrverfuni;c?r'vaﬁeﬁev.xmi”);

{114
string publicPrivateKeyXMI, = rsa.ToXmlString (Lruc) ; i

7

writer.Write(publicPrivateKeyXML)

writer.Close(); ‘ﬁ
Hii
gl
1 [
writer = new o mriter ("KDC\\KDC

|
SR TFAr N MG e e T b T Y ] sl ety e ] T i
Lerver \\KDCServe: rupilicinlyKey.,xml") ;

string publicOnlyKeyXMI, = rsa.ToXmlString(laise),;
writer.Write(publicOnlyKeyXML);

writer.Close () ;

’

i g

P te ; o
KDCDataSetTableAdapters. ) : of S B ¥

KDC_Server.KDCDataSetTableAdapters. i ; ; i
I
byte[] data =

-:.UTF8.GetBytes(publicOnlyKeyXML);

i
bytel[] data2 = ineed; ;.UTFB.GetBytes(publicPrivateKeyXML); HHTHE

Lt
a.InsertData (loginname, data, dataz, .o -Today) ; '

.Show ("lpdata Registered");

(g
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6.6.4 Change Password Code y

using System;

using System.

using System.

15ing System.

using System.

using Systemn.

using System.

ing System.

Collections.Generic;
ComponentModel ;
Data;

Drawing;

Test;

Windows.Forms;

Security.Cryptography;

namespace KDC Server

{

InitializeComponent()

private

ChangePassword ()

1

(loginnamebox.Text ==

.Show ("Please

1f (oldpassbox.Text == )

.Show("Please

177
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11 |
i |
L |
i
i |
i i
oy
.
;

if (passboxl.Text != passbox2.Text) il

|
(i \
“.Show("Please Confirm Th Fntaered i i

(radioButtonl.Checked ==

al |
KDC_Server.KDCDataSetTableAdapters. < i ' Pt : (it

byte[] pass = fﬁy
i1y

-;.UTFB.GetByteS(oldpassbox.Text)

; LI |
i

|
|
|

{ | '

KDCDataSetTableAdapters. | BRI T : i .ry.l
i

|

|

:

shal = new ‘ﬁ
il
(¥ {it

byte[] hash = shal.ComputeHash(pass)

’

int count =

(int)al.VerifyLogin(1oginnamebox.Text, hash) ; 3: '91
|
{
|

pass = f ! ;
I't] i |
‘::u.UTFB.GetBytes(passboxl.Text); 1 J

hash = Shal.ComputeHash(pass)

7

al.ChangePassword(hash,
loginnamebox.Text);

‘.“I_ }
“.Show ("Paszword Changed™) ; {1

'Password");

else if (radioButton?2.Checked == true) 7 :.j
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KDCDataSetTableAdapters.'

i = T al =
KDCﬁServer.KDCDataSetTableAd

apters.

bytel) pass =
4.UTF8.GetBytes(oldpassbox.Text);
shal = new
()

byte[]
int count =
-t)al.VerifyLoqin(loginnamebox.Text, hash) ;

(count

pass
.ju“.UTFS.GetBytes(passboxl.Text)

hash

loginnamebox. Text) ;

oEd!") ¢

’

Shal.ComputeHash(pass)
al.ChangePassword(hash,

= 1)

*.Show ("Fassword

«Show ("Hrong

hash = shal.ComputeHash(

pass) ;

’

¥ ‘,\'u) W
=i § ’




| i
6.6.6 New User Code : L 4‘

|
using System; |
using System.Collections.Generic: j
\
using System.ComponentModel ; |

using System.Data;

using System.Drawing;

using System.Text;
using System.Windows.Forms:

using System.Security.Cryptography;

| 1AL RTE
nancspace KDC Server il

{
vublic NewUser ()

{

i i
InitializeComponent () ; e

-~ P e
private

| E
{ i |

public partial class wew) Il T 1
l
i
|
void buttonl Click(cbject sender, ;
I

5 . _ b iv'“ l
.Show ("Flease Enter Username"): ik
alse ' il E.
{ i
if (loginnamebox.Text == "")

{!

i, Show("Please Enter Login ID™); ! ,
\

\

|

{ |
pgitll
if (usernamebox.Text == ") i |

it
l\l
if (passboxl.Text != passbox2.Text) | i

tvShow ("Please Confirm The Pa ssword(s)

if (radioButtonl.Checked == trus)

{ i
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KDCDataSetTableAdapters.

KDCiserver.KDCDataSetTableAdapters.

byte[] pass =
¢.UTF8.GetByteS(passboxl.Text)

’

shal = new

()
byte[] hash = shal.ComputeHash(pass);
int count =
(inL)a.CheckLogin(loginnamebox.Text);
if (count == 0)
{
a.InsertAdmin(loginnamebox.Text, hash,
usernamebox. Text) ;
.Show ("Useor Craeated");
}
2o Show ("Login Name ke,
Enter Again");
1
else if (radioButton2.Checked == true)
{
KDCDataSetTableAdapters. b =
KDCﬁServer.KDCDataSetTableAdapters. ()
byte[] pass =
?-m.UTFS.GetBytes(passboxl.Text);
shal = new
SHALCryptoSsrviceProvider() ;
byte[] hash = shal.ComputeHash(pass);
= int count =
(int)b.CheckLogin(loginnamebox.Text);
if (count == () j
[ ; N;7
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b.InsertClient(loginnamebox.Text, hash,
usernamebox.Text) ;

Show({"tgsy Treated")

. Show ("Login

Enter Again'");

private wvoid linkLabell_LinkClicked(wcjevt sender,

e)

F.

if (radioButtonl.Checked == true)

KDCDataSetTableAdapters.
KDCMServer.KDCDataSetTableAdapters..

int count = (int)a.CheckLogin(loginnamebox.Text)

2

if (count == ()

.Show ("Login Name Taken");
else if (radioButton?.Checked == 8 =)

KDCDataSetTableAdapters.
KDCkServer.KDCDataSetTableAdapters.'w“i

int count = (int)b.CheckLogin(loginnamebox.Text)

’

if (count == ()

.Show("Login Name Availakple"):
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-Show ("Login Name Faken");

|
6.6.7 Update Key Code : ! l‘

using System;

using System.Collections.Generic;
using System.ComponentModel ;
using System.Data;

using System.Drawing;

ng System.Text;

using System.Windows.Forms;

namespace KDC Server

{

public partial class

{

public UpdateKeys ()
{

InitializeComponent(}'

’

privat

e void UpdateKeySmLoad(objecL sender,

this.updateRequestsTableAdapter.Fill(thi:.kDCDataSet.UpdateRequests)

7
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{
i
} |
ﬁ
private void buttonl_Click(cbjewr sender, e) .j}J.H
{ ff? fi
int counter = 0; f? ||
‘
for (int g = 0; g < dataGridViewI.Rows.Count; qt++) | i
{ 1 ;-‘
(dataGridViewl.Rows[qJ.Cells[OJ.Value '= nuil) -?P “i
{ | i
string temp = ig‘:f
dataGridViewl.Rows[q].Cells[O}.Value.ToString(); :_ii
if (temp == "True™) ?;
| i |
KDCDataSetTableAdapters.- Y a = 1 tﬁ
KDC_Server.KDCDataSetTableAdapters.: (); j;i
string login = W” fl
dataGridViewl.Rows{q].Cells[l].Value.ToString(); \H‘J,
count = (in')a.CheckLogin(iogin); Er;# i
G
if (count == 1) il ﬁ
{ h 1&
I
i
a.UpdateKeyPairs((byie[])dataGridViewl.Rows[q].Cells[2].Value, ; ||¢
(byte[])dataGridViewl.Rows[q].Cells[B].Value,( v )dataGridvViewl.Ro ?-w
ws[q].Cells[4}.Value, login); {
1 f:ﬁq!
else if (count == 0) ';ﬂ_:
| i
b
a.InsertUser(login, -u!'
= fbytc[])dathzidViewl.Rows[q].Cells[Z].Value, M!
(byta[])dataGridViewl.Rows[q].Cells{B].Value, |
(Daz .1")dataGridViewl.Rows[ql.Cells[4].Value); ‘VHJ
) Al
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counter = 1;

KDCDataSetTableAdapters.

KDC“Server.KDCDataSetTableAdapters.

b.DeleteValue(login);

this.updateRequestSTableAdapter.Fill(thi
1

4y

LN

Lhi:.updateRequestsTableAdapter.Fill(ﬂu’:

}

cateh (System. fwcontion ex)

System.Windows.Forms. ¢

private wvoid fillToolStripButtoanlick(abjécﬁ

s.kDCDataSet.UpdateRequests)

sender,

:.kDCDataSeL.UpdateRequests)

~‘:.Show(ex.Message);

‘

’




AT
R L
it |
;t
6.7 KDC Server Code : fit
sing System; i
using System.Collections.Generic;
System.ComponentModel ;
using System.Data;
using System.Drawing;
15 System. Text;
using System.Windows.Forms;
using System.Threading;
using System.IOQ;
using System.Net;
using System.Net.Sockets; |
namespace KDC Server
{
public partial class
{
string ipadd; 'iw-'
int counterv = 0; rWGL{;
d!*:'rh Ni‘]
N i
public KDCServer () 'ﬁrﬂ
{ '.;" '
InitializeComponent () ; it il
2ol 8, e fit
HosyEntry =
i.GetHostEntry (( “ii.GetHostName () ) ) ;
il (HosyEntry.AddressList.Length > 0)
{
foreach (IPAddress ip in HosyEntry.AddressList)
{
ipadd = ip.ToString(); i
}
1
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private connection;

private "2 readThread;

i
socketStream:; ;

L
. F i
ivate : , ' reader; i

writer;

listener;

privata void KDCServer Load(ohijeat sender, e) [N

readThread = rnew (rew (RunServer));

’

readThread. Start ()

’

private void KDCServer_FormClosingLMg

sender,
&)

closeconnections () ;

private delegate void : (string message);

private void DisplayMessage(etriau message) hﬂw

{

&

{

(displayTextBox.InvokeRequired)

Invoke (new (DisplayMessage), rnew

o
5
@

ct[] { message });

displayTextBox.Text += message;
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c (bool value) ;

roid DisableTnput (bool value)

if (inputTextBox.InvokeRequired)

Invoke (new (Disablelnput), new f«iT
object[] { value }); @% ;
else il
inputTextBox.ReadOnly = value; i
{1
11148 |
H LT
it
RELEL )
private void inputTextBox_KeyDown(;g‘eq? sender, : p{
e) |
{ ‘:

[

¥ (e.KeyCode == .Enter && inputTextBox.ReadOnly == i _I

Lf (inputTextBox.Text == "TEPMINATE")

connection.Close();

inputTextBox.Clear();

displayTextBox.Text += "\nkError




rublic void getkey(string theReply)

KDCDataSetTableAdapters. a = now
KDCﬁServer.KDCDataSetTableAdapters. : 0);

byte[] publickey = (byﬁa[]Ja.GetPublicKey(theReply);

char[] temp = Erood :~.UTF8.GetChars(publickey);

string key = ",

Fot— (3= 9 < temp.Length; g++)
key += temp[q];

writer.Write(key);

displayTextBox.Text t= "\r\nSERVER»>> Pyukiic Rev OF 7 4

theReply + " Send 1« Client";

public void RunServer ()

int counter = Jkn

local = bz .Parse (ipadd) ;

listener = ney : & (local, 50000);

S =0}

listener.Start();

DisplayMessage("Waitjnq for connection\r\n");
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connection = listener.AcceptSocket () ;
counterv = 1;
socketStream = new ; (connection);
writer = new -, i ‘(socketStream) ;

4 reader = new Plrurykesder (socketStream) ;

DisplayMessage ("Connection " + counter + "

received. \r\n")

DisableInput (faise):

string theReply = "";

theReply = reader.ReadString();

KDCDataSetTableAdapters. <

KDC_Server.KDCDataSetTableAdapters. v 3 slapieidanier();

int count = (int)a.CheckLogin (theReply) ;

1f (count == 1)
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getkey (theReply) ; | .J

| i m
1f (theReply != "TERMINATE") (1
{

taga i
Enter Correct Usernama") ;

displayTextBox.Text 4=

"

\FA\NSERVER> »> Invalid User ..Enter Correcot Username":

’

I
writer.Write("Irvaldq Jser Pleéase ii;
1
|

} while (theReply != "TERMINATE" 'q%
o
connection.Connected) ; i F

}
DisplayMessage(”\r\nUsw: Cerminated 1

connection\ri\n");

reader.Close () ;

socketStream.Close(J

7

m
connection.Close() ; :

‘[ti\'
listener.Stop();

Disablelnput(trua)'

’

|

|

|

|

d

’ ‘ |
writer.Close(); | |
" counter++;
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catch ( L error)

.Show{error.ToString(J)

’

private wvoid closeconnections ()

. il
11 (counterv == 19

|
*HL
writer.Close(); |

reader.Close(); j

socketStream.Close(); Hf'
P

connection.Close () ; ”Jé

listener.Stop()

’

l
listener.Stop();
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R |
I
6.8 KDC Stand Alone Server Code : 'l fl
ﬁ:!
i rr*

using System;

using System.Collections.Generic; i

using System.Data;

using System.Drawing;

using System. Text ;

| |
using System.ComponentModel; :  *rw
!
using System.Windows.Forms;
using System.Threading;
using System.IO;
using System, Net;

using System.Net.Sockets;

namespace KDC Server

{

1

public partial Cclass
{
String ipadd;
. | Gdrat
rubiic StandAloneServer()
{

InitializeComponent(J; ‘V” 1l

il il
. s | i
WITR YE & naan

ins.GetHostEntry((Hn-.GetHostName(j))-

7

|
|
J
|
- HosyEntry = it ij

if (HosyEntry.AddressList.Length > 0) 1 *i!
{

foreach ( FITE ip in HosyEntry.AddressList)
{

‘.ri
. o . il
ipadd = 1p.ToString(); i ;




1
private connection; /,/ fooles b pEisg i

private “etl readThread;

i
Private Neluwel rEs E o

socketStream;

—

private reader;

private writer;

Sy e
abject

void StandAloneServer‘Load( sender,

readThread = new rezti(n

D

E(RunServer))-

’

readThread.Start()

’

private void

StandAloneServer_FormClosing(objouf sender,

e)

System, frer i JExit (System.

Lon.Exit () ;

-ExitCode) ;

e(string message) ;
private void DisplayMessage(siriwq

] message)

if (displayTextBox.InvokeRequired)

Soerd = Y e e Tl
L4 el — i — =48 e 0 B

Invoke (naw -H'P(DisplayMessage), new

{ message });

displayTextBox, Text += message;
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O T
A ‘—,\;J:‘.l't,k':

o
T

vrivate void DisableTnput {(baol value)

it (inputTextBox.InvokeRequired)
{

Invoke (new

je::'?'_ [} { value }) h

inputTextBox.ReadOnly = value;
P e ww%x¢1"ﬁhm;-q.f~=

try

i1 (e.KeyCcode ==

talse)

private void inputTextBoxiKeyDown(ob}eg:

(DisableInput),

sender,

if {inputTextBox.Text == PTERMINATET)
connection.Close();
inputTextBox.Clear () ; G '
} ; ¢
- b i .
cateh | }
{
displayTextBox.Text += "rnfrrar wrivd G ettt
195

Vi

.Enter && inputTextBox.ReadOnly ==




LRI io voidg getkey(shring theReply)
{
KDCDataSetTableaAdapters. -
KDCﬁServer.KDCDataSetTableAdapters.V

I

|
char[] temp = szuu'-;.UTFB.GetChars(publickey); f?:;.
string key = "»; RS

i
= 0; g < temp.Length; q+t) 1t

-
"
r
o
-
fie]

key += temp(q]; wi i

writer.Write (key); 1.,

E ]
E : {): |
Lyte[] publickey = (byLv[])a.GetPublicKey(theReply) \‘_ i
displayTextBox.Text += "\r\paesyvisas. ‘

theReply + " dend To Tliontr, :
;

.
7
c
=
W
b
o

Lo woid RunServer ()

—_—

listener; : :l

by
int counter = 1; %

local = iy s.Parse{ipadd); ‘ |

listener = new it s v {loeal, 50000);

1 i
F el [ .- e s e J; |

ST ER O R BRSO WS . i o [ g t

listener.Start (}; _.;:

oy !!
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DisplayMessage(”wsitir1

connection = listener.AcceptSocket()

;

socketStream = new o “(connection) ; i

writer = now s (socketStream) ;

reader = new {socketStream);

DisplayMessage {("Icnne-rion " 4 counter + " il

|
received. vrvn') ;

g ‘_
f t " ¥ i ‘:r ’
i ‘
;‘wi'
Disablelnput (falsc); ol

1
e oA
;:si
BT
string theReply = "7, B

i
theReply = reader.ReadString(); .

KDCDataSetTableAdapters.:r,W]r :
KDC_Server.KDCDataSetTableAdapters.k*,t‘r: Pl B : :
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int. count = (inL)a.CheckLogin(theReply);

getkey(theReply) ;

PF (theReply != "opiiiosinn) |
{

1
writer . Write ("irnwaiid ooy Flonae 5!4“
Enter Unrrect Ussrname") ; |

displayTextBox.Text +=
"NEARSERVER»>»> Invalid Usor

Entor Corroot Userrane';

]

@

ot

o

N
Tl

n-““., ot
R
S

boos e ﬂ"“l
} while (theReply != "TREEIMATE" &§ - ‘

i}f
1
connection,Connected) ;

DisplayMessage {"\r\nlizer i:

TR AT e

connoctioniein™y;

writer.Close();
reader.Close () ;
socketStream,Close () ;
connection.Close () ;

Disablelnput (tru=);

’

counter-++; e
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catoh (. S error}

>hwx.Show(error.ToString());

6.9 KDC Client Side Coding :

6.9.1 Login Page Code :

using System;
using System.Collections.Generic;
using System.ComponentMode] ;

using System.Data;

using System.Drawing;
using System. Text:
using System.Windows, Forms;

using System.Security.Cryptography;

using System. I0;

namespace KDC Client
{

public partial class

gtring servername;

public Forml ()
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il

UERRES "i]
i i
1
| ;
{ IR |
‘ al
InitializeComponent(); ’-W
LI
: HH
; it
orivate void loginbutton_Click(objuct sender, : ') P :é%
string username = loginidbox. Text; ﬂ' i
L i
Lyia[l mesg = sl ..UTFS.GetByteS(passwordbox.Text); =i
dil
shal = noew 00 : e () ikl
153 HE
Bvto[] hash = shal.ComputeHash(mesg); ,?iﬁl
gt
KDCDataSetTableAdapters. a = f WP
i 1K
KDC_Client.KDCDataSetTableAdapters. () L '
it counter = (ini)a.VerifyLogin(loginidbox.Text, hash}; ji' Mf
Y I:

il

i1 (counter == 1) fq?‘

{ diti

- b
KDCDataSetTableAdapters. . - .. - .. . Co L = f 5

New KDC¥Client.KDCDataSetTableAdapters.f (y: §
iy :
i
int count = (int)b.CheckUser(username); iﬁ ‘ t
if (count == 1} it
{ {ly
bytel] datal = (byte[])b.GetUserKey(username); ‘W
bytel] data? = (byce[J)b.GetPrivateKey(username); ‘“
1§|
char([] keytemp = i - zj.UTFS.GetChars(datal); 'i“
string keyxml = wn, F
for (int y = 0; y < Kevtemp. Length; y++) j
t
keyxml += .'-.::.ToString(keytemp{y]); f~L h
it
-3 . . !]; |
writer = now o S B N , *!
HE !
ClLEent ANEROPOb H mOn i v Koy, an) "y i
stzing publicOnlyKeyXML = keyxml; ’ﬁ
A

writer.Write(publicOnlyKeyXML); #

1]
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writer.Close()

r

char [ keytempl =

c.UTFS.GetChars{data2)

z

string keyxmll = "y

For (int oyl = 0; yl < keytempl.Length; yl++) A

keyxmil += JPoString{keytempl[yl])

7

writerl = rew

Client \\KUOPORIdioEr) vatoloy., xml ™y ;

string publicOnlyKeyXML]l = keyxmll; |

Dlyilay i, S .Create,

publiconlykeyfile.Close()

4

Hat |
writerl.Write(publicOnlyKeyXMLl); SHHL I
I

writerl.Close(); i ﬁ

S q\
} I
RN |‘ '
{ o {
B |
b el L

| | gk

publiconlykeyfile = n i I
. |
(MRRONAKDO CLlieni W KDUBapt i conl o ey " I

: publicprivatekeyfile = new
S e (TEDUN N KD Clicnt\\KDC?ubii;?rivataﬁaJ.xml ‘ - . i .Create,
S Write)

publicprivatekeyfile.Close(); ﬂhr

~al = new 4L o=

r Username) ;  ' ]
al.Show();

this,Hide () | \H
} T J
elze i'ih
Show ("wWrong iz E ; ‘ 'hi
{!
il
bl CUPRRTINS £ I 'l‘ )
N ‘ ‘L
!
|i:

el
201 it




KDC_Client.Properties..:..

=
)

303

=bharasi

4

privatc voig FormlﬁFormClosing(;mj;ot sender,

©e)

LExit () ;

System. -Exit(System.

..... sender,

{

-(”seﬁtings.txt”,

-CpenQrlreate, e, Read)

int len = (int)a.Length;

bytel]l r = new byta[len)

a.Read{r, 0, len);
char[] &t = ‘.UTFS.GetCharS(r)

r

for (int g = 0; 9 < t.Length; q++)

servername += .- .ToString(t{q]);

a.Close();

GiLDefault ["KRNOCAnA

sclionSieingm)
+ servername +

T e 4T ek T e s N [ Tan e e
sAniTial Catalog=KDO; Uanoy

123;PaSnword=asi";
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. il
6.9.2 Main Page Code : y

i

|

il
dsing System; I } !
using System.Collections.Generic: 1‘ ]
13ing System.ComponentModel ; ;?If

uzing System.Data;

using System.Drawing;

i
nsing System. Text; ?5 |
nsinyg System.Windows.Ferms; Bl

|
namespace KDC Client ;ﬁ-a
! i
putlic partial oiass : S :';“

{ gL

loging;

string loginname;

public Mainpage (. o a, suring name) ;ﬂ
{ i

InitializeComponent {);

login = a;

toolStripMenultem?, Text = name;

loginname = name;

private veld Mainpage FormClosing(obijoot sender,

e)

login.Show () ; I
private void chaToolStripMenultem Click(~hieot sender, ﬂ
e) g

a.MdiParent = tliis;

a.Show();
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private void changeKeyPairsToolStripMenuItemﬁClick(objew»

|

sender, sy @)

a = rnew ’ LRSI {loginname) ;

a.MdiParent = this;

a.Show!);

mrivale voin exitToolStripMenuItem7Click(ohjenL sender,

this.Close{);
Cion ExRLIE ()

System, - . s VExit (System. . o UExitCode) )

orivate void runClientToolStripMenuItemelick(obﬁe;t sender,

e

a.MdiParent = this=;

a.Show(};

private void ClientServerToolStripMenuItem_Click(ab sender,

Huesosegn e

Ta = new Uil e (thisy
a.MdiParent = ihis;

a.Showl);

wrivate void clientConfigurationToolStripMenuItem_Click(hbfﬁct

sender, “von oo e)
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a.MdiParent = -,

a.Show() ;

6.9.3 Change Key Pairs Code :

using System; J
using System.Collections.Generic;

using System.ComponentModel; i
using System.Data; 'ZH
uEing System.Drawing; :L
using System. Text; \

B ing System.Windows.Forms;

[t
using System.Security.Cryptography; i

|
nsing System.I0; :

name&space KDC Client

{

public partial =lass .
{

o . |
s S S TR  rsa;

. - { I‘I
3tring leginname;

publiis ChanqueyPairs(sfrjng login)
{

InitializeComponent()

’
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i

d)

q

i

I

4
loginname = login; '



crivate woidg buttonl_Click(obf;:i sender,
{

rsa = rigw

()

2rring publicPrivateKeyXML = rsa.ToXmlString(rrin);

¢

PR

siring publicOnlyKeyXML = rsa.ToXmlString(faisa);

parameterdeatils.Text = publicPrivateKeyXML;

buttonZ.Enabled = trige;

sender, .- e)

{

writer = rpew ... MR R

CJE@nt\\KDTPUbéjc?rivaﬂeKey.xmi”);

string publicPrivateKeyXML = rsa.ToXmlString(tryue);

’

writer.Write(publicPrivateKeyXML)
writer.Close();

’

Writer = now oo Co (KON AR

Cli@ﬁi\\KDCPubiicﬂn1WWe"

Viey . xml"y;

STrirng puklicCnlyKeyxXMI, = rsa.ToXmlString(fuiuu);
writer.Write(publicOnlyKeyXML)

writer.Close();

r

KDCDataSetTableAdapters.*pm
KDCﬁClient.KDCDataSetTableAdapters.-w“h'-b
Byiel)]

data = S L UTFB . GetBytes

(publicOnlyKeyXML);
byta(] dataz =

v'.UTFB.GetBytes(publicPrivateKeyXML)

a.InsertData(loginname, data, dataZz, . Teday);
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6.9.4 Change Password Code ;

Using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;

using System.Drawing;

using System, Text;

usdrg System.Windows.Forms;

using System.Security.Cryptography;

namespace KDC Client
{
public cariial cjass oo .
{
public ChangePassword()
{

InitializeComponent();

brivate void buttonl Click{miicer
{

if (loginnamebox,Text =- woy

207
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if (oldpassbox.Text == ny

CLShow (" mnlor

if {passboxl.Text 1= passbox?. Text)

Show("Flaaas Tonfion T

CLse

KDCDataSetTableAdapters.L
al = new KDCﬁClient.KDCDataSetTableAdapters.

bytel] pass =
Jvuunéug.UTFS.GetBytes(oldpassbox.Text)

’

() ;

bvte [l hash = shal.ComputeHash(pass)

7

int count =

(inL)al.VerifyLogin(loginnamebox.Text, hash);

pass =
,jnu.UTFS.GetBytes(passboxl.Text);

hash = shal.ComputeHash(pass);

al.ChangePassword(hash, loginnamebox.Text)

L Show ["Pas e Changadny;

2




6.9.5 Session Key Connect Code :

using System;

US NG System.Collections.Generic;

NSing System.ComponentModel;

Using System.Data;
Using System.Drawing;

UFing System.Text;

using System.Windows.Forms;

using System.Threading;

1sing System. I0;
sing System.Net;

uging System.Net.Sockets;

Namespace KDC Client

{

pubiic partial claas

private
private

private

nrivale

rrivate

. 8tring ipadd;

private siring

string path;

35 ng System.Security.Cryptography;

client;
cutput;
T writer;

reader;

readThread;

message = ",

parent;

byte(] key;
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E
{

ovle (] datal;
t2{] dataz;

string datatosend;

Cosay

wabiic ClientConneat (.
{
parent = mainpage;

InitializeComponent()

r

wrivate void ClientConnect Load (s

{

private

e}

RN A SO P R LR S PRy

closeconenctions();

wblico void RunClient ()

bad

client = new -

client.Connect(ipadd,

P

void ClientConnecthormClosing(

C mainpage)

Joot sender, o oe)

oliiect sender,

)

50001 ;

output = client.GetStream();
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writer

I

(output) ;
reader

{output) ;

message = reader.ReadString()

7

10 (message == “"ronneor o

SION Suceannroim)
groupBox2.Enabled = tyye

2lgo

oo Show ("Ne Sorvoy Fonrdty

} white (message != PITERMNAT R

Catoh oo WL Lt error)

f.Show{error.ToString(), "ronncol ]

LiOn Errer”,
e QK s oL Error);
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} i
i ‘i‘
bl
B
crivate veid closeconenctions() .

{

writer.Close();
reader.Close ()

’

output.Close();

client.Close();

private void Configureclient‘Click(cbgect sender, ER ey
{

ipadd = textBoxl. Text;

readThread = now

(now © (RunClient)); BRI 11
readThread. Start () ; ‘ng'
groupBox3.Enabled = i rie; Hii

_— L : . o
privats void connecttokdc_Cllck(Gm;uut sender, T ey

C i
{

i

]
a = new sdelil e () b [
() i |
a.MdiParent = parent; !
a.Show();

groupBexl.Fnabled =

TErae;

I 4
INRL 3
1
l‘
) i
H
¥ i
[}

il
i
CreateSymmetricAlqorithm()

T

ol

Il (DESButton.Checked == tyi.) i
return “.Create(); ‘

i (RijndaelButton.Checked == Uirre) *

refurn i i Create() ;

if (RC2Button.Checked == frue)

"
roturn G Create () ;

.
~~ {TDESButton.Checked =— Crue)

relburn - .Create{);

rerurn nell;
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Drivateo void GenerateIViclick(mbjeﬁt sender,
{

sa = CreateSymmetricAlgorithm();

Sa.Mede = 1. L. RCR;

sa.Padding = .o . PKCS37;

sa.GenerateKey () ;
key = sa.Key;

string keyval = -

datatosend = "Datasendpy: ",
datatosend += parent.toolStripMenuItemZ.Text;

datatosend += " Algorithm: ";

14 {DESButton.Checked === HESSISY)
datatosend += NG

L (RijndaelButton.Checked =- [REEES
datatosend += "Ridndaciv;

if (RC2Button.Checked == Trie)
datatosend += "poov,

if (TDESButton.Checked == Trye)

datatosend += "Triplenms”;

datatosend += " Key: ",
for {int ql = 0; gl < keyval.Length; ql++)

datatosend += -;

datal = . . - ., ~.UTF8.GetBytes(datatosend);
groupBex5.Enabled = rrue;

-TeBase64String (key, O

~r'.ToString(keyval[q1])

key.Length} ;

private void EncrythsingPrivate_Click(ohjech sender,
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groupBex6.Enabled = ryye;

’

private veid EncryptUsingPublic Click (o]

b

reader = naw 0 T B FL ORI

Cliznt\\SavoedPubl ionl yihoy.iml"y g

string publicOnlyKeyXML = reader .ReadToEnd () ;
rsa.FromelString(publicOnlyKeyXML};

reader.Close () ;

D P . P
T H . HIS

data?2 = rsa.Encrypt (datal, falsc);

EncryptUsingPrivate.Enabled = ')ue

privale vold button3 Click(chiac! sender,

String senddata = "";
for {int g = 0; g < dataZ.Length; g++)
{
char © = & .. ToChar (data2[q]);
senddata += s L ToString(t);

writer.Write (senddata);

¢ Wr = client.GetStream() :

’

wr.Write{dataz, 0, dataZ.Length);
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IESE
‘-‘
TR
i
kY
s
i
i .
H. i
shal = new v oo 0 () i ?ﬁ”
Bytoe(]l msg = @ - u-.UTFS.GetBytes(datatosend); 1]
bytel] hashbytes = shal.ComputeHash(msg);
v rsa = nov
()
reader = riun CUR
Clie&i\\ﬁDCPubiic?:ivatGKcy.me”);
sliring publicPrivateKeyxM], = reader.ReadToEnd() ;
rsa.FromelString(publicPrivateKeyXML);

bryvta[] rsasignaturebytes = rsa.SignHash(hashbytes,
"13014.3.02 06y

b

wr.Write(rsasignaturebytes, 0, rsasignaturebytes.Length)

!

A TR T P S

int algoval = (;

LI (DESButton.Checked == Trite)
algoval = 1;

if (RijndaelButten. Chacked =- mrige)
algoval = 2;

if (RCZButton.Checked == Tirue )
algoval = 3;

if {TDESButton.Checked == Lrae)

algoval = 4;

IS UUAY U vy gkg = pew ?¢.u3'.ﬂhfﬂ-fv.'(algoval;
sa.Key);

ﬂ
Sks.Show();

R sks.MdiParent = parent; ' .¥
Lhis.Close(); ol _{‘_
} it} r
| b ;n"
v tw
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]

6.9.6 Session Key Server Code :

using System;

using System.Collections.Generic;
s ing System.ComponentModel ;
using System,Data;

using System, Drawing;

using System. Text;

using System.Windows. Forms;

using System.Threading;

using System. IO;

1sing System.Net;

wEing System.Net. Sockets;

using System.Security.Cryptography;

namespace KDC Client
{
oublic partiagl

{

© parent;
string ipadd;
public string ipaddz;

int counterv = 0;

bublic ClientServer (. ... ... temp)}
{

InitializeComponent();

Fa Lol ”.E E L B L2

parent = temp;

HosyEntry =
v GetHostEntry ( (- -GetHostName ()) ) ;
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i (HosyEntry.AddressList.Length > Q)

ip in HosyEntry.AddressList)

ipadd =

crivate

Drivate

private

nrivatre
private
orivais
string data="";

bytel] databyte
datahash

ip.ToString(};

listener; -
connection;

readThread;

socketStream;
reader;

Wwriter;

= new byt=[1281;
= new byto[128];
rd;

1 1§
private void ClientServer‘Load(object sender, v gl i‘ '
{

readThread = new Phrea naw e i

‘ (RunServer)} ;
readThread. Start () ;

privace veid ClientServer_FormClosing(cbj

et

[

,

|

\

sender, ] filh

1

b

e) |

. L _ . -
private delegate void STEEL L e {string message) ; SR i

Drivate void DisplayMessage(strinq message)

{
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i

{

(displayTextBox.InvokeRequired)

Invoke (rew
obiect (] { message });
boos

clase o7 o

Lo

displayTextBox.Text += message;

pubslic veid RunServer ()
{
int. counter = 1;

irt count = 0;

Ly

iocal = -Parse (ipadd) ;

listener = row w1 (leocal, 50001 ;

listener.Start()

’

kR4 Pryecenen

connection = listener.AcceptSocket();

counterv = 1;

count = Q;
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I
i
socketStream = new ‘0 .o .. " {cennection) ; :

writer = now ‘(socketStream);

reader = new -(socketStream);

b
1
|
|
:HH*'[
rd = socketStream; ' |
;

DisplayMessage ("Connec: ion »

+ counter + v il

Sclalo R I T
recoived. Nrin™)

ke
Tt ey oo | e [ e o v

writer.Write(”Ccngﬁctiun SUCT

: |
string theReply = mr.

|
!
4
1T (count == ) f j

S S R |
theRepiy = reader.ReadString() ;
displayTextBox.Text += theReply; Cod

i

data = theReply; i
|

rd.Read(databyte, 0, 128): N
|

count++;

Lo
Glze LF (count == 1) f

rd.Read(datahash, 0, 128);

count++;
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4
rateh (. }
!
break;
}
bowhile {theReply != "ivissos.

connection.Connected)

r

DisplayMessage{”\r\nﬁs;z Tovminarogd

onmastian’ o r\n™y
writer.Close();
reader.Close(};
socketStream.Close() ;
connection.Close();
listener.Stop();
counter++;
b e it i

}

catoh i error)

{

w.Show(error.ToString())
;
}
" {

private void CIOSeconnections()
{
if
{

{counterv == 1)

writer.Close();
reader.Close () ;

socketStream.Close(J

connection.Close ()

;

listener.Stop();
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clao

listener.Stop();

private vaoid ExtractDataButton_Click(?hjeﬂi sender, : RS g |

textBoxl.Text = data;

private veid DecryptButtonkClick(obiuct sender,

cheuder reader = mew oo e ML KD
e

:i\\KDCFub]ic?r{uahﬁKey.xml”J;

string publicPrivateKeyxML = reader.ReadToEnd{) ;

rsa.FromelString(publicPrivateKeyXML)

reader.Close () ;

?

byte[] plaintext

Irsa.lecrypt (databyte,

=m.UTFB.GetChars(plaintext)

r

for {inl g = 0; 9 < a.lLength; g++)

textBox2.Text += . '+ o +ToString(alq]);

H
String usexr = ",

i
int counter = 12;
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atord

ey temp = textBox2. Text;

I

whiije (temp[counter] =1 1y

char x = temp[counter};

user += x;

counter++;

KDCDataSetTableAdapters.~
KDCkClient.KDCDataSetTableAdapters.

.,

byrel] key = (byte[])b.GetUserKey(user)

I

shar]) keytemp = :.UTFS.GetChars(keyj

shring keyxml = mn.
bor oty = 0; vy < keytemp.Length; yi+}

keyxml += rcw'i.ToString(keytemp[y]);

writer = pnow

DUSignPablico

yloy.,xml");

shring publicOnlyKeyXML = keyxml;

writer.Write(publicOnlyKeyXML)

writer.Close();

r

shal = new oo ()
GyLte[]l msghsh =

byte(] hashbytes = shal.ComputeHash(msghsh);

readerl = now -
?\\ﬁDCSLgnPubliGCniyKey.xml”);
string publicPrivateKeyXMLl =

rsal.FromelString(publicPrivateKeyXMLl)

’
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= readerl.ReadToEnd()

BT N

r

..UTFB.GetByteS(textBon.Text)

U
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ool match = rsal.VerifyHash(hashbytes, BRI I BT
datahash) ; 1

shring obtaineddata = textBoxZ . Text;
string(] ary = obtaineddata.Split(‘ Y1
string algo = ary[3}.ToString();

siring key = ary[5] . ToString();

int algoval = 0;

L1 (algo=="nra")
algoval = 1;

el=e if(algo=:"Rijndael")
algoval = 2;

else if(algo=="prom:
algoval = 3;

alsa if(algo=:"friple i

algoval = 4;

bytel]l keyval = ... .FromBase64String(key);

©ip = new Sl {this, parent,algoval, keyval);
ip.MdiParent = parent;
ip.Show();

Lhis.Close();




0.9.7 Get IP Code :

using System;

usirng System.Collections.Generic;
s ing System.ComponentModel;
asing System.Data;

uging System.Drawing;

Usineg System. Text;

using System.Windows.Forms;

tanespace KDC Client
{
public paroisg:
{
Larent;
pl;
int algoval;

pytel] keyval;

public GetIpir, Liiliser g
{
InitializeComponent(j;
parent = g;
pl = b;
algoval = algo;
keyval = keyv;

orivate void buttonl_Click(mthFi
{
Parent.ipadd2? = CextBoxl. Text;
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il
skc = naw o et '(textBoxl.Text,
algoval, keyval);
skc.Show () ; i
skc.MdiParent = pi; F i

Liis,Close();

6.9.8 KDC Client Code :

using System;

using System.Collections.Generic;

Ul System.ComponentModel;

u2ing System.Data;

EERET System.Drawing;

15ing System. Text;

using System.Windows.Forms:

281y System.Threading;

using System. 10;
using System.Net;

using System.Net.Scckets;

using System.Security.Cryptography;

hamespace KDC Client

{

pubrlic partial olass
{
string ipadd;

pubzlic KDCClient ()
{

InitializeComponent();

i R Cain
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a = new . MEDT L

. P ‘o .OpenOrCreate, . ; " .Read);
int len = (int)a.Length;

bytel] r = new byﬁe[len];

a.Read(r, 0, len):

char{] t = ..o . UTFE.GetChars (1)

r

tor (int g = 0; 9 < t.Length; q++) 5;

ipadd += c -ToString(t[ql);

orivate oo roclient;

private oo o output; S, e o,

private iy writer;

i
. [E
private iri.our ol reader; SRE i
|
! LEY
e Nl

private “: readThread;

1

|

gic

K
Lrivate scring message = ""; !

privato void KDCClient‘Load(abj:ui sender, e)

readThread = naw - Gnew o {RunClient)

readThread. Start () ;

i
private void KDCClient_FormClosing(object sender,

e) i

writer.Write(“TERHINATV");

closeconenctions();

N ;r‘.'

private delegate void o 0 . o {string message) ; deo




wrivate wvaid DisplayMessage(string message)
{

if (displayTextBox.InvokeRequired)
{

Invoke (naw (DisplayMessage), riey
ochijecu] | message }});

1

else oW e e o

displayTextBox, Text += message;

private deiegate wvoid B N d =TeTel value) ;

orivate void DisableInput (hoo) value)

{

il (inputTextBox.InvokeRequired)

{

Invoke (new ~(Disablelnput), row

’ Lt

sivjesi (1 { value Y
booos e
clae

inputTextBox.ReadOnly = value;
Pood emdd meer oed Dant tas

privarte void inputTextBox_KeyDown(ohjc:t sender,

f_
.
~

—-—

1f (e.KeyCode == Enter &6 inputTextBox.ReadOnly

false)
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writer.Write(inputTextBox.Text)

. i
; :

L N "
[ A A L R i

inputTextBox.Clear () ; Sl

displayTextBox,Clear () ;

cateh (L ) < J
{ i
displayTextBox.Text += R O wWriling ohiien s, 'ﬂig
L&l
! il
i
:lj A
b

public void RunClient () i._,\
- bty
{ L ;

B
client = new 10 () !

client.Connect (ipadd, 50000): P |

R S

output = client,GetStream!(); ‘ |

R R S SN LA TR

3 writer = rnew . .. st (output) ; i
i
L

reader = new oo ~{output}; .;;4

T B T PN E I : RN L. . . o
4 i - R R B S R A e ST . P e e
S R S FREINDTE S i o H HE

/ I ¥ i H : A B IR




i
message =

Yoy Y
w1t

DisplayMessage (" :

catian {vonon o)

W s T e
TERMINATINY ;

i H

(message !=

S O R RE TE TR EOR R N

closeconenctions () ;

. Berror)

.OK,

Fya

id closeconenctions ()

DOIVGLe VO

writer.Close!);

reader.Close ()

reader.ReadString();

+ message) ;




output.Close () ;

client.Close () ;

)y

writer = now o : e TR

DTN e
LI VY ‘\i‘l"_

Tl iant Yy

e LT 1

Sorsrpa 3kt 4 iy 1 P ey M .
o avedbun J_J_a,.O.TEJ_} Ny oEmity g

shring publicOnlyKeyXML = displayTextBox.Text;
writer.Write(publicOnlyKeyXML);

writer.Close({);

o Bhow (TFL i Bave iy,

6.9.9 Session Key Chat Server Code :

usiﬁg System;
(AR RITS System.CollecLions.Generic;
using System.ComponentModei;
bsing System.Data;

using System.Drawing;
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[EERRSTS System.Windows.Forms;

]

using System. Text; !f;ﬂ
{

I

§

using System.Threading; i

using System. T0;

W System.Net

using System,.Net . Sockets; Iﬂ'
e System.Security.Cryptography; j

-

namesgace KDC Client
i public parvcial class .- - D . I RN L |

byte[] key;

int nk;

int algo;

Cosay i ;é
\ 1
int counterv = (; SRl
string ipadd; NI y
int mins; Ririi]
SR L
int secs; - ;
I |
fl
publiic SessionKeyServer (int algoval, byets[)] kayl) ‘H‘.
. ”\ ’u L
{ S
TnitializeComponent () ; ;!%i
il

" HosyEntry = o i_
.GelHostEntry ({1 -.GetHostName()}) ; HRE L

ir (HosyEntry.AddressList.Length > 0}

(7 ip in HosyEntry.AddressList)

ipadd = ip.ToString(); ‘
}
}
vt {algoval == 1) L
sa = o Create(); g i

alge if {algoval == 2,
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elac

» 1f ({algoval == 3)

sa = < .. ' .Create():

sa = ~.Create();

also 1f (algoval == 4)

sa = ..t o Create()

sa.Mode = R . JECB;

sa.Padding =

sa.Key = keyl;

key = keyl;

algo

private

private o

private

privale

privatao

private

= algoval;

listener;
' connection;

readThread;

timer;
socketStream;

reader;

pirrs b T writer;

byte[] databyte = new byt [128];

privale

cnord;

.PRCS7;

private void SessionKeyServer Load(obhiect sender,

{

readThread = rew - . (new

readThread,. Start () ;

{RunServer));

private void SessionKeyServer FormClosing{ok:ict sender,

e)

e)




obhject[]

¥

vrivate delegate void (string message) ;

priviate void DisplayMessage (st

{

rifig message}

if

{

(EncryptedlncommingMesSageBox.InvokeRequired)

Invoke (new {DisplayMessage), riow
{ message }};
Yoo e
elze Los ol e

EncryptedlncommingMessageBox.Text += message;

PooS el metnied Dl et e
pubiic void countdown ()
{
a = naw ' CTRDT R

~i..OpenOrCreate, s ‘Read) ;
{(int)a.Length;

byvtel[l r = rew bvie[len];

a.Read{r, 0, len};

char[] ¢t o= a;wuﬁ'rO.UTFS.GetChars(r);

string tempval = ™,
Fer {int g = 0; g < t.Length; q++)

tempval 4= " . ToString(t{q]);
a.Close();

stringl[] s = tempval.Split(' '},
mins = = . . ToIntle{s[0}):

r

secs = oo L TelIntl6(s{1]);
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|
Al
R
)
f
I
Hyhi
L
PregressBarl.Maximum = (mins * 60) + secs 4 1; i
progressBarl . vValue = progressBarl.Maximum;
future = - + - . Now;
future = future.AddMinutes(mins);
future = future.AddSeconds(secs);
int counter = 0; It
diff; iy
int prev = Q;

“hiile (counter == 03
{ Sl
diff = future - Peite e Now;
label5.Text = - . w='.ToString(diff.Minutes LR s
diff.Seconds) ; :w’hT
1f (prev != diff.SecondS) -1?
progressBarl.Increment(—1); 1?
if (diff.Minutes == 0 && diff.Seconds == ) ]
Counter = 1;
brev = diff.Seconds;
}

Bubyiio vedo RunServer()

int counter = 1;

int count = 0;

fr ‘\/’
{
local = ;.. ... .Parse({ipadd) ;
listener = ;o . : {local, 50002y ;
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listener.Start ({);

connection = listener.AcceptSocket();
counterv = ]1;

count = 0;

timer = new - - o (new “{countdown) ) ;

timer.Start () ;

socketStream = new {connection) ;

reader = new e s {socketStrean);

writer = new i (socketStrean) ;
rd = socketStream;

itring theReply = "o,

nk = 0;

theReply = reader.ReadString{);

1f (theReply == "iay Kay™)
{
nk = 1;

count = Q;

OutgoingMessageBox.ReadOnly = Urug

PR ek A S




Giae 1 (theReply == "f.

- Show ("5

ety

EncryptedIncommingMessageBox.Text

+= theReply;

EncryptedIncommingMessageBox.Text

= U\ e,
+= \f\u H

databyte =
‘.FromBase64String(theReply)

’

decryptincommingmessage(databyte)

if {count == 0)

{

OutgoingMessageBox.ReadOnly

count++;

olse 1f (nk == 1)

databyte =
'ww'“:.FromBase64String(theReply)

’

decryptincommingmessage(databyte)

nk = 0;

count = 0;
timer.Abort () ;
timer = new

L {countdown) ) ;

I

timer.Start () ;
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Py,

b

t while (theReply != "

connection.ConnectedJ

’

counter++;

this.Cleose();

(Lo Do error)

'g“-x.Show(error.ToString())

private vaicd closeconnections()

{
1f (counterv == 1)
{

socketStream.Close()

’

reader.Close(};

SShow (" Ha i

’




writer.Close{);

ﬁ“l ]
connection.Close () ; TV ER

; Bk

; listener.Stop(); !‘??

k } :'
[ERCT

listener.Stop();

IH

’ } It
}
4 privale void encryptoutgoinmessage (siring message) 1

{

bytel] r = st UTFE . GetBytes (message) ; i!’”
MS = new Sorie oo e ) LRl
Cs = now o, e o {ms,

sa.CreateEncryptor (), - - it o oo L Write);

cs.Write{r, O, r.Length);
cs.Cleose();
byta[] cipherbytes = ms.ToArray();

ms.Close();

E S S A VI i

slring temp = % o .ToBase6dString{cipherbytes);

writer . Write(temp);

[ S ST R A S S ET I P

EncryptedOutgoingMessageBox.Text = temp;

orivate void decryptincommingmessage (byi=[] rl) g i
{ IS

TR M = onew uocce oo e (rl) ;g TJ

CS = nuw ot (ms, w

i
sa.CreateDecryptor{), :.. -7 .5 .. Read);

. pyte(] plainbyte = new coro[rll.Length); r
¢s.Read(plainbyte, 0, rl.Length); Eq 'F
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cs.Close(};
ms.Close () ;

char[] plaintext = - .. 7 .UTF8.GetChars(plainbyte) :
string val = ",

or (Int w o= 0; w < plaintext.Length; Wt +)

val += z"-f'.ToString(plaintext[w])-

2

L8 {nk == 0)

DecryptedIncommingMessageBox.Text += val;

+ ?

DecryptedIncommingMessageBox.Text = TN Tg

string tl = "w,

{algo == 1)

for (inl g = 0; q < 8; gt++)
tl += val[q}.ToString():

else if (alge == 23

for (int g = 0; g < 32: g++)
tl += val[q].ToStrinq();

olse 4 f {algo == 3)

oro(inlo g o= 0; g < 16; q++}

tl 4= val[q].ToString(J;

clse i {algo == )

tor {int g = 0; g < 24; qt+)
tl += val[q].ToString(J;
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bytel] ty = new byte[tl.Length];
for {int z = 0; z < tl.Length; z++)
tylz] = o o L ToByte(tl[2z2]);

key = ty;
sa.Key = key;

orivale void OutgoingMessageBox KeyDown (oh =, sender,

Ty
if (e.KeyCode == ¥ .- Enter &&
OutgoingMessageBox.ReadOnly == false)

{

encryptoutgoinmessage(OutgoingMessageBox.Text)

OutgoingMessageBox.Clear{}; .~ P R

catceh (Cr 1 i error)

wisioe, Show{error. ToString !y ) ;

240

’




P
6.9.10 Session Key Chat Client Code : .
using System; ;,
using System.Collections,Generic: i :
using System.ComponentModel; ;LJ
using System.Data; ';,P .
using System.Drawing; 1t
using System. Text; ¥
using System,Windows.Forms; i ?3
uging System.Threading; i

using System. I0; hﬁ_
using System.Net; {i;-
using System.Net,Scckets;

1S 10 System.Security.Cryptography;

namespate KDC Client

{

public partial olass Soouvioame
{
string ipadd;

byte[] key;

byto[] tempkey;

bylel]l databyte = naw byie{128);

int newkeyparam;
boeol conti;
bool val;

int mins;

int secs;

int resettimer = 0;

srivate ool client;

ey

privale oo ean outpub) S nora e e e

orivate o wWriter;
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crivate oo reader;
orivave oo, readThread;

private . . fimer;

private siring message = "7,

rublic SessionKeyClient(strinq ip,

{

int algoval, myte(] keyl)

InitializeComponent()

’

ipadd = ip;

if {algoval == 1)
sa = -...Create():;
#loc if {algoval == )
S84 = B vhuec! Create()
alse if (algoval == )
sa = 1V . Create();
else 1f {algoval == 4)

sa = ‘i ¢ Create ()

sa.Mode = - i. o -+ JECB;
sa.Padding = « 001y . PKCS7;
sa.kKey = keyl;

key = keyl;

private void SessionKeyClient_Load(objeat sender,

{
readThread = now Trerendi (now -n:‘.wﬂé.rr(RunClient));
readThread. Start ()

’

private void SessionKeyClientiFormClosing(ch}:ri sender,

e)
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}

pabli

{
TlizniNvtime

Wwriter.Write (" "fr dessiany;

closeconenctions(};

1o void countdown ()

{
el UL i
a = pew [ MR
eV R NN F A - .OpenOrCreate, .Read) ;
int len = (int)a.Length;
byte[] r = new byta[len]:
a.Read(r, 0, len);
charf]l ¢ = © UTE8 . GetChars (r) ;
string tempval = "r;
for (int g = 0; g < t.Length; g++)
tempval += “LToString(t[ql);
a.Close{};
string(] s = tempval .Split{' '};
mins = LToIntlé6({s[0]);
secs = fnnver (Tolntlé(s[1]);
progressBarl.Maximum = {(mins * 60) + secs + 1;

progressBarl.Value = progressBarl.Maximum;

future =

Coonn, Now;g

future

future

future.AddMinutes(mins);

future.AddSeconds(sech;

int counter = 0;

diff;
inl. prev = 0;
while {counter == )

{

3l
i i
iy
! L
I
P

1l
Mk

A

.
Vi

gt

i

i »

I

I

N

' i

b i

A H

[REHE

it

ERLE

:'%
¥

At

il
1i
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diff = future -

labels. Text =
+ diff.Seconds);

if {prev != diff.

progressBarl.

it (diff.Minutes

counter = 1;

. Now;

LToString(diff.Minutes

Seconds)

Increment (-1);

== 0 && diff.Seconds == 0)

prev = diff.Seconds;

}

centi = false;

res =

Press OK fo gob now Session Kov el

’ "

.OKCancel) ;

if (res ==

{

writer . Write ("liow X
Sa.GenerateKey();

tempkey = sa.Key;

sa.Key = key;

val = falseg;

newkeyparam = 1;

encryptkeyandsend () ;

sa.Key = tempkey;
key = tempkey;
conti = irua;

resettimer = 7;

resettimer = 0;

message =

. Cancel)

+

n




this.Close () ;
}

}ownile (resettimer == 1), 3

Drivates oo checktimeout ()

Y {conti == frie)

pebiic void RunClient ()

i
ALETII L ettt e I R

client = new 70 (),

client.Connect(ipadd, 50002) ;

£

output = client.GetStream()

12

conti = Lrue;

timer = new . e (countdown)y;

timer.Start {);

Wwriter new “'a::g”rf'-;(output);

reader

1
hl
[

© . {outputy);

newkeyparam = 0; ’

s

.. 3
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nessage;

:ua::.FromBase64String(message)

do

val = checktimeout (j;

(val == :a5ize)

message = reader.ReadStringi)

?

EncryptedIncommingMessageBox.Text =

EncryptedIncommingMessageBox.Text +=

databyte =

decryptincommingmessage(databyte)

’

catoh (Feoa )

this.Close();
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catah (o - error)

.Show(error.ToString(), "enne oo

.OK, - JErrory;

private void c¢loseconenctions ()

{

writer.Close(); ;

Wih
reader.Close() ; (RN

output.Close (};

client.Close(); !

' ‘F“

i

RN

privare void encryptoutgoinmessage(strinq message) !
{ P i
Lyeol] r o= a.~"ﬁ":.UTFS.GetBytes{message); wﬂi

TSV M8 = om@w T sl ()

e R o7 new <lryibost oo (ms,

sa.CreateEncryptor (), YL et Write)

cs.Write(r, 0, r.Length); -
[
cs.Close(); -

bEyiel[) cipherbytes = ms.ToArray () ;

J ms.Close () ;

TS

) SLring temp = :'=-'.ToBase64String(cipherbytes);
1 writer.Write(temp);

if (newkeyparam == 0)
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B s e e e

i kb

L

EncryptedOutgoingMessageBox.Text = temp;

1
o lae
newkeyparam = Q:
1
ravale weid encryptkeyandsend ()
{
slring temp = "r
Tor (int w = 0; w < tempkey.Length; w++)
{
chiar rl = . - -ToChar (tempkey [wi) ;
temp += : - ... - .ToString(rl);
}
encryptoutgoinmessage(temp};
1

private woiddl decryptincommingmessage(byfﬁ[] rl)
{

ms = new oo L o {rly;

C8 = new ruio. -0 (s,

sa.CreateDecryptor(), .. . .. - ‘i Read)

bytal]l plainbyte = now

{rl.Length];
cs.Read(plainbyte, 0, rl.Length);
cs.Close () ;

ms.Close();

char[] plaintext = w:;i»:.UTF8.GetChar5(plainbyte);
for (int w = 0; w < plaintext.Length; w++)
LecryptedincommingMessageBox, Text +=

+ToString (plaintext [w]);

2

DecryptedlncommingMessageBox.Text = M rhign

2438
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orivane wol OutgoionessageBoxiKeyDown(qblwu: sender

.

it {e.KeyCode == .. “L.Enter &&

‘ OutgoingMessageBox.ReadOnly == False) ﬂf‘r
| {
encryptoutgoinmessage(OutgoingMessageBox.Text);

OutgoingMessageBox.Clear(); S SR T SR L

cataob (o T error)

.Show(error.ToString())

z

6.9.11 Settings Code :

|
nsing System; !{J
Luaing System.Collections.Generic; ?i
using System.ComponentModel ; ;3:4
using System.Data; %?
using System.Drawing; i

using System, Text;

using System.Windows.Forms;

using System.T0;

P
L
P
namespace KDC Client o
3
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public vartis:

{

public Settings()
{

InitializeComponent(J

i j
|
private void buttonl_Click(objoct sender, e)
{
; shrimgg ipadd = textBoxl. Text;
i
| a = ney (" SNNKEDE
Cliers\\oon Mg, ten, “.Create, Write);
Oop = no (a)r
op.Writeline (ipadd) ;
op.Close ()
a.Close();
}
1 orivate void button2kClick(object sender, e)
{
string timeoutmin = textBox2, Text;
string timeoutsec = textBox3.Text;

gtring temp = timeoutmin + " * 4 timeoutsec;

Clieﬁt\\timemat.txt",

] op.WriteLine (temp);
; op.Close () ;

a.Close();

——
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Chapter 7
Installation And testing

7.1 Setup Guide:

1. First check for the minimum requirements is met:

Minimum Hardware Requirement:
128MB RAM

Plll processor

Mintmum Software Requirement:
windows 98, XP

2. Insert the CD
3. Open the CD-ROM Dirive location

cringtfe

Bate Modified: Teday, May 09,
2008, 453 P

4. Double click the file names “setup”

5. The following window will appear
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b

|

:r

] 6. Press “Next” button

7. The following window appears
] Cancél :
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hill
[
8. Enter the path of the folder where you want install the software. ‘ I l
Default path is “<windows drive letter>:\Program Files\Juit\ProSetup\” J| i
9. Select the user for which the software will be installed. I. :
Everyone —installs the software for all users
Just me- install the software for the current user i | _
10. After enter the path and the user, Press “Next” ‘ ‘
['1. Confirmation window appears ;
It
i
H
3t
i
: -‘
o
“ | i
12. Press “Next” to confirm or “Back”™ to change previous settings. O
13. When “Next” is pressed the installation completes itself automatically. i_‘: !
I
N
: i
.
N
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Installation Complete

: {'Praslelup has]

Click:"Elose’ 1o ext

14. Press “Close” to finish installation.

15. Browse to the folder where software is installed.

=

e o Edit o View o Faverites ! Tocls  Help

Folders

KLC

A

3 setlies
i

Wy Pbaverk Plaes

Czzd

16. Double click the “TestApp” file.

17. This brings to the main screen of the software,

T i eld

FileEnaryption

Texitnoyphon
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Tenit Encnypticn & '{'ﬂé'{:rﬁmon

oo

DES Crypia-Aralyss

Figure Software Main Screen

Source Code Compilation
i Browse to the “<cd-rom drive>:/code/TestApp/

ii. Open the TestApp.sin/TestApp.veproj file in visual studio
2005.

iii.  Go build menu, and press “Build” to compile the code. L
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7.2 User Guide
The Main Screen
1. Text and File encryption
. Text Encryption/Decryption
Il.  File Encryption/Decryption
1. DES Cryptanalysis
2. Key Distribution Center
[, KDC Client
II.  KDC Server
lll.  Server Settings

Tez{ _E:ncr}'.&ﬁm;:f_ Dacrhption

CES Crmta-Aralysis

KDC Ciest

. Serenr Seltings
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Text Encryption using Symmetric Algorithm
1‘ i & Rk “4‘\"&'}'&&’\’{\’\’}’} i
£ Symmetic Algothms
Bemeaite Moot o Bhuda T -
TiECER £ 0B Y OFR T oFs © i om PRCST € T ‘
& DES { B O (s - F - @Kes? O Zerc-s s o | i
3 Tiple DES 7 It
1 i
£ Rindasl Use .l__.fser Yey ! % ) 3
{3 RCZ Flease Lagve The Space Blank To Generate A Random ey ’ L
1l
[
; |1
i I
: }-I : 1
; i
| Pl
H
: e o Shing - ‘ : !
H .
. g "
: i
nE
e
i , , i
1 « Fecoesrad Plaiited T ST e e e oy e
_ b
i Dg;r_;e&g}i : 3 1 Il
| i ll
| e

i. Select any of the given symmetric algorithms. |
7 I Enter mode of operation, ' ,
i Enter padding type. ;o

iV, Enter Key. ¥

3 Enter PlainText o

Vi, Press “Encrypt” button. o

RTINS S ———
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Text Encryption using Asymmetric Algorithms

{ B Parameters

o Parmratery Detals e

“RSAKeYalue =<Madulusy :

P T AW eLaCa«lyiihg BHntbu To+o DF PvEEs EZS0b2CHF NEBM Uy Mido San 7P Jewvw Yy HSBBev v

CH PG s 32 2AuCg 1 7all Bédk Hp Frobes £

XgdcY anEq THFSOK LB TEG 3 Y PGINR DV 2 Fime Bybg Mok 30 Y Wawne =</ Modufus >« Bponent >4 AR

</Brponent><Ps+hEBSza MEbwVHER A R +MSca ipd

sk ROmNII TS 26 5E S 5650 UZ Tp A PUCK: 1 54Y0Q 7gaZ UBe Mngene Vi ==</Po <>

HHC PHlen Y 2k D 72 5 Bobw+izfaMWpy LUZEC 3085vo T3 1ra STRUIK RRPIHLAMAND D Y4F 1490k Dan Va0

==/ Q<P :

mhpy B USsRAG YVedo Wi S Mg Moy MCun M D 5465 3Dt B R 8aza 2pdRBOega 4 1ade T UPYM

RS Zrasw==2/0P > D0 -000 SHy 2wg B lowLABM Lus+

150G PG O BB SMAT R Uasdnnil DEs JARLALIA SV Iy R PL B T MEG == < DQ o <drwverse@>
View The XML Fils

o Pt s e :

Open File

wphed estans

E Al i et EFA Dt

Press "New Parameters” button to generate new parameters.
Enter Plaintext

Press “"Encrypt” button

Press "Save Encrypted Message” to save the encrypted message.
Press "Decrypt” button to decrypt.
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Digital Signature

Message

Hashed Message

Oigi

g ISR

- Meszage

Tigha) Signaturs

i. Enter the message to be signed.
i, Press "Sign” button.
li. The Hashed message and Digital Signature will be displayed.
v, Press “Verify” button to verify the message.
V. Press "RSA Parameter Details” or "DSA Parameter Details” to view the

parameters saved in a xml file which can be cpened in Internet Explorer.
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File Ecryption o

s EAS

Dacrypt Fle:

Trooss Syametis Algoress -

i Rl Sl ianl

3 DES £ Trple DES s Rindael 9 RC2

-~ . -~ . . !
~Erdey Drwyntinn Faaswiyd I O : [

Yion Password ;|

i Choose the algorithm by selecting the radio button.
i, Enter the key. o
i Choose the file by pressing the “Browse” button.
iV, Enter the destination location to save the encrypted file.

V. Press "Encrypt File” button to encrypt the file.

P

| S
i i
I
7 I\ V|
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File Decryption J

i —aiee -

&5 DES £ Tiple DES = g , |

- Erder Enureption Paspeo

| 2 Ertter The Em*yp’cmn Pagawond |

L bkl LT e e i T  Ralha AT e w K. s 2R e

et W sEE i e T

i

i. Choose the algorithm by selecting the radio button. :
i, Enter the key. i
i Choose the file by pressing the “Browse” button. |
iv, Enter the source location of the encrypted file. i
\7 Press "Decrypt File” button to decrypt the file.
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DES Cryptanalysis _
P
. o
' e,
ok
.
! i
i
]
i
|
Sl
1
]
LI
.
oo
i. Enter Key (only numeric should be entered).
. Enter the Plain Text }
ii. Press “Encrypt” button to encrypt the plain text.
v, Cipher Text as Text String will be displayed. E
V. Press "Start Crypta-Analysis” button to begin the crypta-analysis.
B
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KDC Server Settings
vt Sl Fils B
Fis %’;ﬁicn / Desa‘;g:\{s_;;s ’
|
I
e
i i
i, Enter the server (instance name)
i, Press “Save and Use” button.
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KDC Client- Login Screen

i. Enter the Login ID |

i, Enter the password Bl

i, Press “Login”
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KDC Clhent- Main Window

Run

Change Password

Contains Option

i Change Password
i, Session Key Exchange
ii. Change Key Pairs

v, Settings

v, Client Server
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Enter Login ID

Enter Old Password
Enter New Password
Enter Confirm Password

Press "Change Password”

266
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Vi,
- vii,

viil.

KDC Client ~Session Key Exchange

Press "Connect To KDC To GET Key Of Client” to connsct to KDC
Enter the “IP Address Of Client”

Press "Connect” button

Choose the type of algorithm

Press "Generate IV and Key”

Press “Encrypt Data Using Client Public Key”
Press “Encrypt Data Using Client Own Private Key”
Press “Send Data To Client And Exchange Message”

towg

pp e
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KDC Client — Change Key Pairs

i, Press "Generate New Key Pairs”
fi. New key pairs are generated and displayed.
il. Press “Update Key Pdirs” to send the updates key pairs to KDC.
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KDC Client- Settings

? ~-Run " Settings
. Enter the Ip address of KDC server. '
i, Press "Save And Use” button.
il Enter the Timeout period of session key
v, Press “Save And Use” button.
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KDC Client — Client Server

i When connection is received

i, Press "Extract Session Key” button to extract the session key.
i, Press "Decrypt Data” to decrypt the data.
iV, Press "Exchange Message”
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7.3 Test Data ]
1 -
l Text Encryption
SYMETTRIC ALGORITHM
ALGO | MODE | KEY PLAINTEXT CIPHERTEXT RECOVEREDTEXT
DES ECB defanlt bharat HIXGHvwVHw= bharat
default sairaju IMb8Zs3Nfuc= sairaju
12345678 | sairaju gsA2xpvbAUk= sairaju
CBC default sairaju gmFaH7kulMc= sairaju
12345678 | sairaju hxpKI68Z9Dk= sairaju !
CFB default sairaju FZu+rdxriNRs= sairaju
ECB default SAMPLE INPUT.TXT | aS491A7yzVaVP9wd4 | Thisis atestinput.
Mx8bqFEghygh.J 1nOC !
a1
ALGO MODE | KEY PLAINTEXT CIPHERTEXT RECOVEREDTEXT I
TripleDES | ECB default sairaju iuslr8vFoil= sairaju Ly
]
defavlt sairaju OHTz7wFRCu4= sairaju
1223333444444 | sairaju 5dWWul9tFcw= sairaju ;
44444111111
CBC default sairaju 3+7EwaB00a4= sairaju ) !
1223333444444 | sairaju KMjhwnNQ/Fw= sairaju :
44444111111 ! ;
CFB default sairaju ISiYmDwZzKk= sairaju 1 I
;
- ECB defauit SAMPLE INPUT. TXT | +OUNIO2W4/Hxalfec | Thisis atest input. 1
3
JBSKMdHGVKIX+m
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ALGO MOD KEY PLAINTEX CIPHERTEXT RECOVEREDTEX
E T T
1_ RUNDAE | ECB | default sairaju +ha8xjF +qQhQH]ONVdBHOIO== sairaju g
: L
default sairaju Uxdol kgywMNDGJBD7qU8bA== sairaju
123456788012345 | sairaju fDMAOk8p7Ib6WCJIRLZz0pOA== safraju
6
123456789012345
6
CBC default sairaju IhSJYzhOlzsfzv TNJE+Baws== sairaju
123456789012345 | sairaju b8 libdmdeE/Ym8PManA+5Q== sairaju
6
123456789012345
]
CFB default sairaju EQiscNWXB+DfaAcd 2F tig== sairaju
-
123456785012345 | sairaju YapkZy§73J+m4BulscudZQ== sairaju
6
123456789012345
6
ECB default SAMPLE u+KiQ+GkFWOJCQOxr8rpLDWHIWDHFQ | This is a test _
INPUT.TXT | zY input. !
: i
1 3
ALGO | MODE | KEY PLAINTEXT CIPHERTEXT RECOVEREDTEXT \I 4
3
RC2 ECB default sairaju 2FOpXIhUitQ= sairaju ;1
default sairaju 9epQdesvliM= sairaju ;
12345678 | sairaju §7Vq2zkS1Iy= sairaju '
12345678
CBC default sairaju K+DnH7bgZv0= sairaju
12345678 | sairaju 3c617hKRnxs= sairaju :
12345678 I
CFB default sairaju bmiKmQOiwass= sairaju
12345678 | sairaju XANAZIRXB/w= sairaju
12345678
ECB | default SAMPLE INPUT.TXT | Mzwx4YiUfdD4eJcBTpCInGFHE4GTTRPIG | This is a test inpul, )
| -
1
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ASYMMETRIC ALGORITHM
PARAMETERS PLAIN CIPHERTEXT RECOVERED
TEXT TEXT
<P sairaju YOC1pxPKQJFXoEW2Te/s6M1KYBEQh | sairaju ' ]
<P>91XhNpKsM2Zxz0Md0O6UFsCZiY s

/ ygNdy5SxnPSzubjrxSWAU+mx
y1igTZsmBKXcxEhuNGyO7yPRSPSDQ fDESagNAjOnNr1xCsorBSbljv406La
L uMuHaOkWHy0+FZFIzZjWFsWxD 17

dp1laYh4aPD3Rul9G2YH+ILzuQQITKX
kQrGKER+QRIqW5gZRUI9VHTMBsO i

CnwGExj45ZUeS6Pweu2YPLnSXwEw=
NZQ==</P>
<Q>46AsZITfzl65n05 3dwoxFUAhXSHXM
VtzxoZ . 3
BYjlwComuWQxKvTuXfdfCrEfMED ZvW2 : i
BhxK J 3
IUYddLk3PV30r6GQ==</Q> i
<P>+inoPGEIjrYAgIAATALRpaUF8FV | sairaju bypXQZpf1gMOT8/3wkEFsndtrakSxMUz | sairaju
D/5ikdb7mImOopTp8yTruljF+aBOU E+yJWECIzbg8peoNHOIM9hvW3alxvga :
MVyX23RTuKj6dwA30tnd761ZVQIw [O+hyZemxiWSnYHyxVErmAjrO5kBEh
Mw==</P> H6z8NcbARXA3czO3ygGSTulxQ135H0 -l

9QvBoLQSWZGARGX7/x/bQY9gent8Gk i‘l
Q>60D9ntoHZVTUgXVEyyHZBh2 +xH3n8 WGz TnBwewbFsTI= “'
GYIHZdPTiDh8NxgUISQHwavDirSpWXNd _
qH6fmgzaGIROKEhw7q0xg4sEQ==</Q> ‘I

I

P>+mzjZYEIFKFXV36nSCGWV+FhA | sairaju LvzclV6qvplabwGxCgWjZBxXKvPNByX | sairaju K
FpDGWIilpgEIGgdARTid50sCcNLdu3k 9hy1/Aov+3QBLNdhoudRr9eEYCkMUol '%
NPpNFsS4nkwhetU69Gw4aeIXUIFpYj T+ffciNbnvaV7AyzRkPyAQGLgicO08R9z !
GQ==</P> q10CqjZWLKKA31Q4s IMOUbplUwduQD
<Q>4j45cmII+1hGPAW3CciMjygfw Ra/mkYxyloTIMQIKLWHWNu7ZjncuH.J
54fOVSMcBKWXOPSjQWUM3z+2tUG BAEXULI0LxqsbinZE=
IDYGrClqKYVItnnobCIIGNsyluckos
DBMQ==</> ?
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DIGITAL SIGNATURE i
ALGORITHM | MESSAGE HASHED DIGITAL i
USED MESSAGE SIGNATURE
manishkumar | JOb3k%!0000 0O ADD1;U7DVD[JqD#DUhDDV[JDD_D[]LJDDD O$0»>00ENOO_FODF
1 Pr:g0?COR__
2g1_j0%00X00=MP:ILIOFOGDeYmMOOLOOg 0y
KUMAR JOb3k%!000D0_No ADO1_O70v0OqD#00h00vVOO0_00oo0oo 0$0>0D0E0NCD_FODF
SAURAV OOOVIOOQLI22thOT | POgD?00R__0(
ot 2gr_jI%ai00X00=MPOLIOFOGDeVMOOLOOgOygl)_00. 200Uy
O)_|O#0{8HOD_'o0O0
40_i ROO00ynO8C{) <qui#1*_KO'd>_0¥_[nqoP EfT.
|
KUMAR NOVIOOqOJ220hoT oL _i1000(0)2_090@0/000_NQRYO"Gi_#L,.U_hn_0 ; -
SAURAV R
i?
:
manishkumar | OOVIOOqOJ220h0T -J000T{0}2_D90@u/000_NARYD"0I_#L,1_hn_0Ox_mO+N{(7'0} 5
D0JIb3k%I0NCo_00 _OAmOs_:DcO0'Ta0eHO_gQoo|no_ '
O

;
1
:
i
3
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DES CRYPTA-ANALYSIS

KEY PLAINTEXT | CIPHERTEXT AS TEXT SUPPLIED CIPHERTEXT RECOVERED | RECOVERED

STRING PLAINTEXT KEY
asdfghjk sairaju n0Q6votdiAg= n0Q6votd1Ag= sairaju asdfghik
12345678 | MANISH OuMm3RzgoJo= OuMm3RzgoJo= MANISH 12345678
22442244 | KUMAR VACXKHAK[PE= VOCXKHdKPE= KUMAR 22442244
33663366 | BHARAT FWogLKIB/4Q= FWogLKIB/4Q= BHARAT 33663366
10000000 | THISIS +HRx7ABKTnVXvaLM1D1Q== +HRXTABKINVXvBLM1D1Q=="| THIS IS TEXT 10000000

TEXT
275

SR | R



FILE ENCRYPTION

ALGORITHM KEY ORIGINAL ENCRYPTED FILE DECRYPTED FILE
FI1LE

DES 12341234 Sai.txt Sai.txt.enc Sai.txt
22442244 Bharat.txt Bharat.txt.enc Blarat.txt

TRIPLE DES 123456789012 Manish. txt Manish.1xt.enc Manish.txt
123456789012
2222223333333 Saurav.txt Saurav.txt.enc Saurav.txt
2222223333333

RINDAEL 1234567812345678 Sai.txt Sai.txtene Sai.txt
1234567812345678
1234567812345678 Bharat.txt Bharnat.txt.enc Bharat.txt
1234567812345678

RC2 1234567R812345678 Manish.ixt Manish.txt.enc Manish.txt
1234567812345678
1234567812345678 Saurav.txt Saurav.ixt.enc Saurav.txt
123456781 2345678
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Chapter 8

Conclusion And Future Work

This project aims at creating a tool that encrypt/decrypt text using various algorithms.
Along with encryption/decryption we also implemented digital signature. Encryption and
Decryption is done using symmetric, asymmetric and hashing algorithms which are the
modern day standards. We successfully implemented various algorithms like DES,
3DES, Rijndacl, RC2, RSA, DSA, SHA-1. We also performed crypta-analysis of DES
with certain conditions like key restrictions. We were also able to successfully implement
public key distribution of secret key using Key Distribution Center with the help of P-2-P

communication. The GUI provide user friendly environment.

The whole coding is done in NET Framework. NET Framework is cohesive and

logically consistent language which enables the development of secure, high performance
and highly robust applications. It also supports multithreading at the language level.

Many inbuilt functions are available which makes the coding easy.

Since, the KDC implementation was not ideal, more work can be done to enhance it.
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