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SUMMARY

‘Increasing Robustness through Multiple Layers in Audio Steganography’ is a project relating to
cryptography that uses multiple cryptographic methods under a project. The multiple
cryptographic method ensures the complexity of decryption. This cryptographic method also uses
multiple layers for each cryptographic method. The system uses three blocks for encryption
namely cipher-text, text steganography and audio steganography. The first two blocks can further
be into number of layers. The decryption is also achieved through the same reverse process. Further
details of multiple layers will be discussed in the rest of the paper. In this project, we wxplore the
potential of steganography in increase of robustness by introducing multiple cryptographic
techniques in an encryption of text file so that it becomes difficult to decrypt it. We use two

algorithms for the encryption, they are LSB and MSB embedding technique.
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1. OBJECTIVE

The present project titled ‘Increasing Robustness through Multiple Layers in Audio
Steganography’ is an attempt to implement more than one cryptographic algorithm to increase the
complexity. The project uses the LSB as well as embedding algorithm and substitution cypher text on
the MATLAB Version 7.1.0.246 (R14) Service Pack 3.

2. STEGANOGRAPHY

Steganography is an art of concealing a message (usually, text or audio or image file) into another
file like text or audio or image. Steganography is derived from the Greek words ‘steganos’ meaning
‘covered or protected’ and ‘graphei’ meaning ‘writing’. The difference between the steganography and
cryptography lies in the fact that in Steganography it doesn’t draw the attention that message is concealed.
The fact that message is concealed is not known to the public, since the very thing that it is encrypted is
concealed, while on the other hand in cryptography it exposes the fact that it is encrypted because

cryptography is entirely in the different platform.

Let us take an example of an image steganography, the following two images fig 1 and fig 2
shows the contrast between the original and encrypted image. The first image is the original image and
the second image is the encrypted image. As we can see, one can hardly point out the difference between

the original and watermarked image.

Figure 1 Original Image



Figure 2 Encrypted Image

Similarly the example can be extended to the audio files too where we are going to embed a text
file, which is the core part of the present project. The fig 3 and 4 shows the audio steganography using
LSB technique.

3. AUDIO STEGANOGRAPHY

In audio steganography, a secret message in the form of text or image or audio is embedded into
the audio file. Here, in this project | am using a .wav file to embed the text file into the audio file. The
algorithms used in audio steganography are as follows:

3.1 Least Significant Bit (LSB) coding: In this method of coding, the information to be embedded
is converted into binary and also the cover image (in this case audio), is also converted into binary, and
the algorithm of LSB is applied. Usually, one bit of the cover image is XORed with each bit of the secret

message.

3.2 Parity Coding [8]: Instead of breaking a signal down into individual samples, the parity coding
method breaks a signal down into separate regions of samples and encodes each bit from the secret
message in a sample region’'s parity bit. If the parity bit of a selected region does not match the secret bit
to be encoded, the process flips the LSB of one of the samples in the region. Advantage: The sender has
more of a choice in encoding the secret bit, and the signal can be changed in a more unobtrusive manner.

Disadvantage is that this method like LSB coding is not robust in nature.



Amplitude

| 1 1 1

0.5 1 15 2 25 3 35 4
Seconds

Figure 3 Original Audio

3.3 Phase Coding [9]: Phase coding relies on the fact that the phase components of sound are not
as perceptible to the human ear as noise is. It “works by substituting the phase of an initial audio segment
with a reference phase that represents the data. The phase of subsequent segments is then adjusted in

order to preserve the relative phase between segments”. Disadvantage: It is a complex method and has

low data transmission rate.
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Figure 4 Encryted Audio

4. MULTIPLE LAYERS
The multiple layer is analogy to a locked black box where a secret message is safe. It is similar
to placing an important object into a box, which in turn is put into another box and so on, here the different

layers on different levels are implemented. The layers that has been used in this project work are as

follows:

e Cipher-texting
e Text Steganography
e Audio Steganography

Multiple layers ensures the data to be safe and increases the complexity of the decryption. The
advantage of multiple layers over the normal cryptographic method is that, instead of increasing the

mathematical complexity of a single cryptographic method, it is better to induce different cryptographic

method on a single secret message and repeat it over and over again.
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TEXT CIPHER
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CIPHER AUDIO SECRET DATA
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TEXT AUDIO
ENCRYPTION ENCRYPTION

Figure 5 Block Diagram of Multiple Layer Audio Steganography

Figure 5 is the flowchart of the current project, where each block represents specific cryptography
technique. The diagram starts with secret data block and then the first block represents cipher
substitution. The cipher substitution is the most classical cipher encryption method, where cipher key is
used to encrypt the data that is called plain text. After the encryption the text file becomes cipher text
which is not readable to the general public. To decipher the cipher text there is a need of cipher key that
is shared only by the sender and receiver. The technique of choosing the right cipher key determines the
complexity of encryption. Here, in this project | made use of multiple layers, that is similar to multiple
black box. For an instance, a very important object is kept inside a black box, and then the black box is
again kept in another black box, and again this is kept inside another black box. The main advantage of
this method is that the cracker does not have any idea how many black boxes are present. This is the
main crux, firstly, it is very difficult procure the cipher key and then to guess the number of layers.

The next block is text encryption block that is text steganography. It is a very unique
cryptographic method where message is concealed in such a way that only the ones sharing the message
knows about it. In text steganography is achieved using MSB embedding technique. In this we require a
text file that is larger than the ciphered text from the first block (roughly 8 times), and using the MSB
algorithm we embed the ciphered text into the larger text resulting in the encrypted text. This block too

can be used to create multiple layers by encrypting the encrypted text into another text file and so on.

For the fourth block i.e. audio steganography, the resulting encrypted text from block 3 is then
embedded in the audio using the LSB technique. The message is securely retrieved by the recipient with

his cipher key, audio and text file.

For the decryption part, the fifth block represents the audio retrieving, where a text file is retrieved
from the audio file. This text file is text steganographed file, which is retrieved using the LSB technique

and the original audio file.



The sixth block i.e. a text file is decrypted using MSB technique and the original text file. After
decryption the text file that is retrieved will be the ciphered text file, which needs to be deciphered using
the cipher-key.

The text file in the seventh block can only be decrypted by using the cipher-key and a number of
layers that was used to encrypt it, without it, it would be impossible to decipher it. There are many
methods to decipher a ciphered text file using the character frequency model but the lack of knowledge
of number of layers can prove it impossible to decipher it. It is also due to the brief message that is being
communicated it is not possible to decipher it.

5. CIPHER ENCRYPTION

Cipher Encryption is a cryptographic method in which a plaintext (the secret message to be
delivered) is encrypted using a secret word called cipher, the encrypted plain text is then called cipher-
text. There are many types of cipher, the cipher which we are going to use will be the substitution cipher.
In substitution cipher each alphabet is replaced by another alphabet, so each letter in the original text file

is replaced by another letter according to the table.



Alphabets Substitution Alphabets Substitution
A T B E
C S D L
E A F B
G C H D
I F J G
K H L I
M J N K
O M P N
Q o) R P
S Q T R
U ) V V

W X X
Y Y Z Z

Table 1 Substitution Cipher

Suppose we have a message as “this is an audio steganography project”, then this will be ciphered
as “rdfq fq tk tulfm gractkmcptndy npmgasr”. This can further be ciphered by using the same cipher as
“plbo bo rh ruibj optsrhjsnrkly knjctgp”, which is called the second layer, and so on. The main advantage
of using multiple layers is that it will be very difficult to decipher it, as it has to be deciphered multiple
times. In this project we can use more 1000 layers for cipher itself. We can see that after ciphering the

above message 1000 times the message becomes “aklc Ic ep euhlq cabjepgjterky rtgmbga”.



6. TEXT STEGANOGRAPHY

Steganography are of many kinds it can be text, video, audio and image, depending upon the kind
of the cover we are using. In text steganography the text acts as a cover where the message is embedded.
The message can be text or audio or even an image. There are many algorithms for text steganography
that can be used. In this project, the main focus is on the MSB embedding of the text file. The algorithm

is theoretically explained below.

The prerequisite of the text steganography is that we need a text file for covering and a secret
message. The secret text file is embedded into another text file that is the cover file. It is done through a
algorithm called MSB embedding. Both the text file is first converted into the ASCII format. ASCII
stands for American Standard Code for Information Interchange. It assigns an integer value to the each

alphabet, these integers in turn can be converted into 8-bit binary number.
6.1 MSB Embedding Technique

The secret message to be embedded into the text file is shown in the following table:

Text File ASCII Letter to be Embedded Resulting ASCII
00001101 0 00001101
00110011 1 10110011
11001010 0 11001010
00011010 1 10011010
10101010 1 00101010
01011101 1 11011101
11100010 0 11100010
01010111 1 11010111

Table 2 XORing the MSB of a text file

The table 2 shows the embedding, and to retrieve the ASCII binary number we make use of the

original text file as a key to decrypt the message.



The table 3 shows the decryption mechanism of retrieving ASCII from the embedded text.

Embedded Text Original Text ASCII
00001101 00001101 0
10110011 00110011 1
11001010 11001010 0
10011010 00011010 1
00101010 10101010 1
11011101 01011101 1
11100010 11100010 0
11010111 01010111 1

Table 3 XORing the MSB of a text file




7. AUDIO STEGANOGRAPHY

The present project makes use of Audio in order to embed the final text file that has been ciphered
and text embedded into the audio file. Here, we use a random .wav file. The algorithm used to embed the
text file into the audio file is the LSB embedding. We make use of multiple bit LSB embedding. Multiple
bit LSB embedding is much more developed version than the normal LSB embedding since it makes use
of 2-LSB bits to embed the text. Here, in this case, we read the audio file in two formats, mainly 8-bits
for 1-bit LSB embedding and 16-bits for 2-bits LSB embedding. There is hardly any difference between

the original and encrypted audio file.
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Figure 6 Original Audio Figure 7 Encrypted Audio

The fig. 6 and fig. 7 shows the amplitude vs time graph of both original and encrypted audio file.
It is observed that there is hardly any difference between the two. This is quite expected from the LSB
embedding technique, the reason lies in the fact that, since only the LSB part is altered, i.e., 0to 1 or 1

to 0, and sometimes there is no bit alteration due the fact that we apply XOR function.
7.1 LSB EMBEDDING TECHNIQUE

The following table will depict the LSB embedding technique that is used to encrypt an audio file

with a text file.

10



Text File ASCII Letter to be Embedded Resulting ASCII
00001101 0 00001101
00110011 1 00110010
11001010 0 11001010
00011010 1 00011011
10101010 1 10101011
01011101 1 01011100
11100010 0 11100010
01010111 1 01010110

Table 4 XORing the LSB of an audio file

The table 4 shows the embedding, and to retrieve the ASCII binary number we make use of the

original audio file as a key to decrypt the message.

11



The table 5 shows the decryption mechanism of retrieving ASCII from the embedded text.

Embedded Text Original Text ASCII
00001101 00001101 0
00110010 00110011 1
11001010 11001010 0
00011011 00011010 1
10101011 10101010 1
01011100 01011101 1
11100010 11100010 0
01010110 01010111 1

Table 5 XORing the LSB of an audio file

12



8. GUI IMPLEMENTATION

MATLAB GUI is implemented in this project to make it user-friendly. GUI is implemented by
using the GUI simulation found under file icon in the MATLAB taskbar. The GUI implemented is shown
the following figure 6

— Encryption

SELECT AUDIO FILE

PLAY ORIGINAL AUDIO

— Encryption Cypher

tesla

Enter cypher text for Encryption

12

Mumber of Layers in cypher Encryption

— Decryption Cypher

tesla

Enter cypher text for Decryption

12|

Number of Layers in cypher Decryption

— Decrypi

SELECT SECRET TEXT FILE

PLAY ENCRPTED AUDIO

CIPHER THE TEXT FILE DECIPHER THE TEXT FILE |

RETRIEYE FROM TEXT

— MULTIPLE BIT LSB

Text Steganography

8-BIT AUDIO EMBEDDING

ENCRYPT ON TEXT SELECT TEXT FILE

8-BIT AUDIO RETRIEVING

Figure 8 GUI Implementation

8.1 OPERATIONS OF GUI WINDOW:

I.  SELECT AUDIO FILE:
A .wav audio file is selected as a cover to the secret message. The audio file selected
should be no less than 6 seconds.
II. PLAY ORIGINAL AUDIO:
It plays the audio file that we have selected.
I1l.  SELECT SECRET MESSAGE:
A secret message text file is selected from the PC to be encrypted on the audio file.
IV. CIPHER THE TEXT FILE:
The secret message selected is ciphered via cipher key that has to be entered in the text
edit box. The cipher-key must be such that no letters in the word is repeated, for example,

‘yeshua’, ‘mother’ and so on.
13



VI.

VII.

VIII.

XI.

SELECT TEXT FILE:
A text file is select for text steganography. The text file selected must be roughly 8 times
the original text file, since we make use of MSB embedding technique.

ENCRYPT ON TEXT:
The ciphered text is encrypted on the larger text file selected. The algorithm applied is
MSB embedding.

8-BIT AUDIO EMBEDDING:
Finally, the text steganographed text is encrypted in the audio file with the help of LSB
embedding technique.

PLAY ENCRYPTED AUDIO:
This push button plays the audio that has been encrypted with the text.

8-BIT AUDIO RETRIEVEING:
The first step in the decryption process is the 8-bit audio retrieving. It uses LSB algorithm
to retrieve the text file.

RETRIEVE FROM TEXT:
This push button will help to retrieve the ciphered text from the text file. It does it with
the help of original text file present.

DECIPHER THE TEXT FILE:
The cipher key entered in the edit text box and the number of layers entered in the edit

text box will help to decipher the encrypted text.

14



9. FLOWCHART

9.1 ENCRYPTION

CONVERT AUDIO FILE INTO 8-BIT
BINARY MATRIX

INPUT
TEXT
FILE

CONVERT TEXT FILE INTO ASCII
BINARY CODE
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9.2 DECRYPTION

START

A\ 4

AUDIO
FILE IS
READ

AUDIO FILES ARE ORIGINAL

COMPARED AUDIO
FILE

v

LSB ALGORITHM TO
RETRIEVE TEXT FILE
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COMPARED WITH — TEXT FILE
ORIGINAL TEXT FILE

MSB ALGORITHM
APPLIED TO RETRIEVE
CIPHERED TEXT
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Flowchart 6 Multiple Layer Decryption
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10. ALGORITHM

The steps involved in the implementation of ‘Multiple Layer Audio Steganography’ on MATLAB are as

follows:

10.1 ENCRYPTION

Step 1 The audio file is read in the MATLAB using wavread function.

Step 2 The values returned by the wavread function is between -1 to +1.

Step 3 The matrix is then multiplied by 255, since it has to be converted into 8-bit binary number.

Step 4 The absolute of the matrix is taken, in order to have all the positive values.

Step 5 The matrix is converted into 8-bit binary by using a function de2bi.

Step 6 The matrix is stored in yfewb

Step 7 Now, the text file is read by using a function text read.

Step 8 We define a user-defined function text2ascii and ascii2text on order to convert text into
ASCII and ASCII to text.

Step 9 We apply substitution cipher on the text file.

Step 10  We replace each letter with a corresponding cipher letter in the text file and save it as
cipheredtext.txt.

Step 11  We read another long text file for the cipheredtext.txt to be embedded into it using Text
steganography.

Step 12 The ciphered text is embedded using MSB embedding in order to differentiate it from
ciphered text.

Step 13 The final text file is then saved as texthide.txt.

Step 14 Now, the texthide.txt is ready to be embedded into the audio file by using LSB embedding.

Step 15 The resulting texthide.txt is converted into ASCII code using the text2ascii function.

Step 16  Each binary digit of the text file is XORed with the 8" or LSB of each element of the
audio file.

Step 17 Hence, a new set of numbers is then available and it is then compared with the original
audio file.

Step 18  The negative 1 is multiplied to this resulting matrix where there is a negative value in the
original audio file.

Step 19  The matrix is then divided by 255.

Step 20 A function wavwrite is then used to save the encrypted audio file.

20



10.2 DECRYPTION

Step21  The encrypted audio file is read using wavread function and the resulting matrix is
multiplied by 255.

Step 22 The matrix is then converted to all the positive values by applying a MATLAB inbuilt
function abs.

Step 23 The keys here in this case are the original audio file and the text file that should be present
with the receiver in order to decode the message, but the presence of both the original files does
not ensure the safe recovery of the message, since there is another cipher key needed and the
value of the layers to be decoded to be known.

Step 24  The audio matrix is compared with the original audio matrix and 8" bit is XORed or 15"
and 16" bit is XORed in order to retrieve the text embedded file.

Step 25  The text embedded file is then decoded by using the MSB algorithm.

Step 26  The decoded text is then deciphered by using the cipher key word and the number of
layers to be decoded.

Step 27  The secret message is then decrypted.

21



11. RESULTS

We take text file named ‘Secret Message.txt’, with the data as ‘the final audio steganography
project’. This message will then be ciphered with a cipher key. The ciphered text will again be ciphered
as many times as we need the number of layers. Then the ciphered text file will be encrypted in a text
file (cover text), which is called the text steganography. Later, the text encrypted file will be encrypted

into the audio file which is called audio steganography.

For the decryption the process just reverses and we will be needing the cipher key, value of

number of layers used, original text file (cover text) and the original audio file.

After encrypting ‘the final audio steganography project’ with the cipher key as ‘inure’ and
number of layers as 124. We get the ciphered text file as ‘Ise rmnpt pojmu hlegpnugfpasy afudeql’. The
cover text which we will be taking in this case will be ‘many years ago i napoleon hill had an abiding
interest in higher education and post secondary education in general, throughput his adult life, and he
was associated with a variety of teaching institutions. His constant theme was that educatiton should not
simply focus on "imparting knowledge," but on texhing students how to organize knowledge and apply it

to accomplish specific objectives.’

After the text steganography the above cover text file becomes ‘maili Udad6 aci i napoiaon hili
haa ai abédélg éntdoasd in hicéar eaudadion and post 6adoiaaoy adudadiii én ceiaral~ 6edoughpud his
4doit léae- aid he +ao assidiated +éth 4 vaoiatl iz taadhiic i16tiodtions® Ei6 conddaid tedie wad 6at
edudatéton éeouia nid 6iipiu focds i ¢iipaodiig kii+ledcd,¢ b’. This file will be encrypted in the audio
file.

22
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Figure 9 Original Audio File
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Amplitude

Seconds

Figure 10 Encrypted Audio File

The fig. 9 shows the amplitude vs time graph of the original audio .wav file used. The text
steganographed file is then embedded into the above audio file and the resulting graph obtained is shown
in the fig.10. As we can notice there is hardly any difference between the fig.9 and fig.10, therefore the

text file has been successfully implemented without much change in the audio file.
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