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Abstract

In this manuscript, we have considered the number of security concerns at different aspects
of network communication in hybrid (centralized or distributed) cognitive radio network
cell environment by distributing it into inter-domain and intra-domain. We have identified
and resolved the routing and handoff process threats in both the domains by proposing a
secure communication framework. The intra-domain security threats include routing and
handoff CU attacks that are firmed by a Trust Analyzer which computes the TV/TF of
each transmitting node or CU. Further, the inter-domain security mechanism efficiently
recognized the malicious behavior of the handoff CU during real time communication by
proposing a ticket based mechanism. For this, an authentication server is liable for gen-
erating and distributing the tickets to all the handoff users by verifying their authenticity.
The proposed framework is validated against conventional security mechanism over certain
networking parameters such as network throughput, packet delivery ratio, packet loss ratio,
falsification attack, average authentication, maximum authentication and probabilistic sce-
narios of authentication mechanism for both the domains.
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1 Introduction

The continuous declination in communication cost has leaded the business tasks organiza-
tions to be heavily dependent on the wireless networking technologies in order to stake the
information in an effective and creative manner. Further, the expansion in wireless technol-
ogies has endorsed the societies to use the network not only to stake the resources but also
to accumulate large pool of data for scrutiny [1]. However, the emergence and advance-
ment of new wireless deployments has resulted in increased demand for spectrum avail-
ability [2]. Because of increased spectrum requirements, the spectrum usage measurements
in various countries have revealed the issue of spectrum scarcity. However, in order to
overcome this issue, Cognitive Radio (CR) technique has been introduced to allow the sec-
ondary/Cognitive Users (CUs) to use the idle channels of Primary Users (PUs) as depicted
in Fig. 1. The spectrum sensing, decision, sharing (access) and handoff or mobility are the
following phases performed by CR technology using cognitive engines to occupy the idle
spectrum band released by the PU transmitter [3]. In the first three phases of CR cycle, the
CU sanities the environment to distinguish the idle channel and choose the most opera-
tive unused band amongst all channels. Further, it inaugurates the communication on the
selected channel via suitable retrieving strategy in order to avoid meddling between the
PU and several CUs [4]. However in the last function of CR engine, the CU desires to
switch its current transmission on another accessible channel with the emergence of PU
during data transmission. Further, the continuous advancements in wireless technologies
pose a big challenge to the security of organizations’ resources [5]. The risk of threats
increases as the communication between the CU’s (within a range known as intra-domain
or outside the range of a particular base station where it needs to connect to another base
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Fig. 1 Cognitive radio network environment
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station known as inter-domain) is processed. During the handoft process within (intra) or
between (inter) the domains, the mobile CU leaves the range of its current base station
and connects with a Foreign Base Station (FBS) in another network’s domain to endure
its networking services. In order to access the services, the handoff cognitive user (HCU)
desires to authenticate itself with the FBS [6]. However, during the communication process
in both the domains, there is a possibility to encounter a Malicious User (MU) which may
try to communicate with the FBS by forging the identity (id) of legitimate HCU or imitat-
ing itself as a trusted HCU [7, 8]. Further, from the security perspective, it is possible even
within a domain (intra-domain) where a MU imitate the legitimate HCU, new cognitive
user (NCU) and Transmitting Nodes (TNs) through which data is communicated among
the CU’s can be compromised with the intention to degrade the overall network perfor-
mance. In practice, the CUs can be compromised by the intruders to introduce malicious
threats in the cognitive radio network cell (CRNC) environment [9] and the compromised
CU behaves as a MU. Further, NCU may encounter as a MU that remains silent in network
for long period of time and then after recognizing other nodes pattern may try never allow
the legitimate CU to access the channel by repeatedly behaving as a trusted HCU to further
significantly affect the network security [10]. Thus, the potential challenge of HCU is to get
distinguished from the MU in order to establish a trusted handoff mechanism.

Moreover, as the possibility of threats exists at almost each layer of the communication
process such as from the channel allocation process to the handoff and message transmis-
sion phenomenon, there is a need to establish a secure communication mechanism in the
network. In this manuscript, we have discussed a number of security threats at two differ-
ent aspects which are (1) attack on message TNs, HCUs during intra-domain communica-
tion and (2) attack on HCU during inter-domain communication. In former, where CU’s
accesses their network services through TN, there may be a possibility where either TN
acts maliciously or CU’s are compromised to behave maliciously with the aim of degrading
the network metrics [11-13]. Further, upon emergence of PU, the current communicat-
ing CU needs to vacate the channel and handoff to another ideal channel. Now, during
the handoff, a MU behaves as a legitimate HCU or a New User (NU) may encountered
as MU in order stop accessing the network services of ideal HCU [14, 15]. In latter, dur-
ing the handoff of CU that accesses the services in real time scenarios, the MU may trace
the moving pattern of legitimate HCU or simply forge their ID’s for further stopping the
communication process. To resolve all the discussed issues at different stages of communi-
cation process, researchers/scientists have proposed a number of security strategies. How-
ever, none of the researchers have focused on the CRN to provide the HCU security in both
the domains. The purpose of this paper is to provide a secure CRN by proposing a number
of security frameworks. The potential contribution of the paper is systematized as follows.

e Ensuring the security upon accessing the network services to TNs, CUs, NCUs or
HCUs in inter-domain and intra-domain communication.

e The approach is validated through NS2 simulation against conventional security
approach by measuring the network throughput, packet delivery ratio, packet loss ratio,
falsification attack, average authentication, maximum authentication and probabilistic
scenarios of authentication mechanism.

The remaining organization of the paper is structured as follow. The related works of
security techniques at certain stages of CRN are presented in Sect. 2. The network model
of the proposed mechanism is discussed in Sect. 3. Further, in Sect. 4, the security frame-
work along with various attacking strategies has been proposed at different aspects of
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communication process. Moreover the numerical analyses of the proposed mechanism over
certain performance metrics are discussed in Sect. 5. Lastly, Sect. 6 concludes the work
and highlights the future scope.

2 Related Work

In this section, we have discussed various security frameworks or techniques proposed by
different author’s. Several security techniques such as secure routing or handoff frame-
works/mechanisms/protocols have been proposed by various scientists. Chen et al. [16]
have projected a joint spectrum sensing and resource allocation (JSSRA) scheme in CRN
to incentive CUs to behave well. A lagrangian dual and brute force algorithms are for-
mulated to optimize the resource allocation and cooperative CUs decision problems. The
proposed mechanism improves the system robustness during cooperative decision and its
utility gain in resource allocation. Further Althunibat et al. [17] have proposed a novel
attacker-identification and attacker-punished algorithms to detect and punish the attackers
either by leaving the network or to sends false results. The algorithm relies on delivery-
based assessment strategies where the transmitted data is evaluated to made the individual
reports and take a global decision. The proposed algorithm successfully enhances the per-
formance in case of large number of attackers. Further, a peer-predict method is proposed
by Gan et al. [18] to identify the MU’s. To punish or to identify the MUs, the incentivize
CUs sends the truthful reports simultaneously for taking the decision fusions. The pro-
posed algorithm rewarded the trusted CUs for sending truthful results and penalty the MU
for making the false reports. A significant improvement is made over detection rates when
more than half MU conducts SSDF attack. Moreover, Vosoughi et al. [19] have offered a
consensus-based iterative scheme to reduce the spectrum efficiency and increases inter-
fere with the PUs where the trust management scheme is provided to mitigate the SSSDF
attack in terms of false alarm and miss detection error rates. Further, the authors in [20-22]
have proposed several security techniques against routing threats. Liu et al. [20] suggested
a forwarding assessment based detection (FADE) scheme by focusing on DOS called as
grey hole attack. FADE scheme detects the collaborative grey hole attacks by monitor-
ing 2-hop acknowledgement phenomenon. The performance investigation of the proposed
mechanism is analyzed over sum of positive false rate and negative false rates. Li et al. [21]
offered an ad-hoc on demand reliable path distance vector mechanism for MANETS where
the protocol discovers multiple loop-free paths by evaluating the different aspects i.e. trust
values and hop counts. The experimental results of the proposed mechanism improve the
packet delivery ratio (PDR) from grey hole, black hole and packet alteration attacks. Fur-
ther Liu et al. [22] have proposed an active trust approach based on trust routing scheme
and active detection-based security. The proposed mechanism efficiency avoids the black
hole attack using active creation of nodal trust. The active nodal trust provides better data
route security over black hole attacks in comparison of previous studies. Maximum of the
researchers have resolved the grey/black hole routing threats by computing the trust value
of the nodes. Although a number of trusted mechanisms have been suggested in MANETS,
mesh network or sensor networks, however, none of the security techniques have been
imported on CRN environment. Furthermore, the numbers of handoff security mechanisms
[23-25] have been proposed using cryptographic techniques or trust based mechanisms.

In this paper, we would like to propose a secure communication process in CRNC envi-
ronment by focusing on routing and handoff processes attacks. In the routing phenomenon,
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a trust based routing mechanism is proposed which has been proposed for MANETSs and
WSNs and cannot be adoptable yet in CRNs. In this paper, the author’s aim is to propose a
trust based mechanism of identifying the legitimate CU’s during the message transmission
in CRNC environment. Further, although a number of cryptographic techniques have been
proposed by various scientists, however, these techniques cannot be feasible in CRN envi-
ronment because of its larger storage, communication and computation overheads. In order
to overwhelm the above disputes, a ticket based handoff technique is proposed for authen-
ticating the HCU in the CRN. At last, all these security techniques have been merged into
CRNC environment in both the domains to analyze the feasibility of the entire network.

3 Network Model

This section describes the network model of the proposed framework for ensuring the TNs
and handoff security during intra-domain or inter-domain communication. The proposed
system model is a hybrid CRN environment as depicted in Fig. 2 i.e. centralized network
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Fig.2 Proposed security framework network model
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because of single authentication server (AS) and distributed network because of number
of Domain Controlling units (DCU) and a coordinator i.e. Trust Analyzer (TA). The AS
located at the top layer that includes various domains of cognitive network and is responsi-
ble for ensuring the security to the HCU by generating, distributing and periodically updat-
ing the tickets ‘T’ between the domains. While, the trusted internet gateway routers (IGRs)
which act as backbone provide the connectivity between the AS and the network domains
(NDs) to ensure the legitimate transmission of messages.

Further, the TA is responsible for providing the intra-domain communication including
TNs’, CUs’ and HCUS’ security. Each ND includes N;; number of CU which access the
network services, N number of routers (R) through which the services are provided and a
TA having MR functionalities that is responsible to receive the idle channel information
from the PUs and to allocate requested channels to the corresponding CUs.

4 Proposed Trusted or Secure Framework

In this section we have discussed the number of attacking strategies at CUs, NCUs or
HCUs along with their detection and removing phenomenon in both the domains in detail.

(a) Trusted Security Framework for Intra-domain Communication

The principle of proposing the security framework within a domain is to detect and
resolve the malicious activities of TN at Network Layer (NL) and CUs and HCUs or NUs
at CU layer by defining a TA as presented in Fig. 2. It is a controlling unit of the NL and
CU layer that is responsible for verifying the legitimacy of CU, NU or HCU within the
domain. In order to ensure the security during message communication, a trusted routing
framework is proposed by computing the TV/TF of each layer. An analytical description
of the proposed framework has been presented in this section by categorizing the approach
into two different cases which are: (1) when the TN is identified as Malicious Node (MN)
and (2) when the Malicious User (MU) is identified during the handoff of CU or upon the
emergence of New User (NU). The proposed security framework’s aim is to resolve the
identified MNs or MUs by computing the TV/TF of all CUs, NUs and HCUs in CRN. The
system model of the proposed framework is depicted in Fig. 2 comprising a decentralized
CU environment including TA and n» number of TNs among which some are elected as
MNs. Similarly, CU layer consist of TA, n number of CUs among which some are selected
as MUs, NUs and HCUs. The TN’s are fixed while CUs are mobile where users may move
from one place to another or a new user may enter anytime anywhere in the environment.
Initially, during the network establishment, all the nodes are assumed to be trusted and
legitimate. However, the threat of security increases with the increase in communication
process between the nodes. The flowchart of the proposed intra-domain secure mechanism
is depicted in Fig. 3. In order to measure the authenticity of the proposed framework, num-
bers of MNs or MUs are randomly deployed in the NL and CU layer upon the entry of
NU or during handoff process. The intent of MN or MU is to decrease the performance of
the network by restricting the trusted CUs to access the network services. In the proposed
framework, the TA keeps the record of TV including CU,, CU,,,, HCU,,, TV;, MU,, CU,,
CU 444> TV; andMN; into its look up table. The TV of TNs depends upon the DDR and live-
liness of the communicating nodes while CU’s TV is computed by checking the Survival
Time (ST), previous history interaction and request services of the CUs. Whenever, a NU
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Fig. 3 Proposed framework to check the legitimacy of HCU for intra-domain communication

enters into CU layer, the initial step of TA is to identify whether the user is HCU or NU by
checking its look-up table. If the user is identified as NU, TA allows some initial transmis-
sion and keeps the record of its activity into its look up table.

However, in case when CU is identified as HCU, TA judges the legitimacy by checking
its request services, ST and previous history interactions. The detailed explanation of both
the layers is elaborated in further texts using different cases.

Case 1: When TN is identified as MN The TA keeps the record of all the CUs and com-
putes the TV through their liveliness and DDR. If TV is detected as 0, TA stops all the
communication on that node and discards the node for further communications. The algo-
rithm of identifying the legitimacy of the CU is defined in Algorithm 1.
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Case 1: When TN is identified as MN
The TA keeps the record of all the CUs and computes the TV through their liveliness and DDR. If TV is detected as
0, TA stops all the communication on that node and discards the node for further communications. The algorithm of
identifying the legitimacy of the CU is defined in algorithm 1.
Algorithm 1: Identify the legitimacy of CU;
Begin of procedure:
1.  main function()
Input: CR network consist of TN, TA.
Output: TN is identified as MN or trusted NN
TN maintains a look-up table having node id, node address, routing path information such as TN;, TNyq4,, MN; and TV; to identify MN.
TA computes the TV of each CU by computing the certain parameters

2

3

4. Compute liveliness()
5. Compute DDR()
6.
7
8

Compute TV()
if  (liveliness()<=threshold value && DDR()>= DDRpresholdvalue) then

. Set TV=1
9. else
10. Set TV=0
11. end if

End of procedure

Liveliness ()

1. Count=0

2. if NU broadcasts number of requests (hello) messages to CCU then
3 Set Count=count+1

4 if count>=Countypresholavalue then

5. NU is MU; return 0

6. else

7 NU is trusted CU; return 1
8 end if

9. endif

DDR ()

1. DDR= DDR=(indegree;ciets — Outdegreepacers) X 100

2. if (DDR <=DDRipresholdvalue)) then
3 Set NU as MU; return 0

4. else

5. Set NU as trusted CU; return 1

6. endif

TV ()

if NU’s liveliness() && DDR() satisfies predefined threshold value  then
Set TV=1 to NU; return 1

Set TV=0 and mark NU as MU; return 0

1
2
3. else
4
5. endif

Case 2: When NU or HEU is identified as MUThe TA computes the TV of all the
CUs, NUs or HCUs by checking the request services, ST and previous history interac-
tions. In the CU layer, there are two possibilities, whether the CU is HCU or NU. If it is
HCU, then there is the possibility to encounter the attack and upon the handoft of CU,
there are two kinds of possibilities.

The first possibility is when MU enters randomly and behaves like a legitimate HEU
and requests the TA to access the services In that case, the TA needs to check the look
up table in order to know the CU’s id along with its previous history interactions, ST
and number of request messages (RM). The legitimate HCU has older time and done
less number of RM as compared to that of MU and has also done some transmissions T
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inside the network. Therefore, the HCU identifies the user as legitimate EU and allows
the further services access to HCU as follows:

CU : STqy > STey, RM oy > RMyyand have some transmission T

HCU = { MU : STqy > STy, RM oy > RMy,and have no transmission T

The CU’s TV is computed by verifying the certain characters of the user such as RM,
AT and TV. The service RM identifies the malicious behavior by checking the number of
broadcast requests sends to the CU. The MU sends a lot of service RM (assumed more
than 10 requests/millisecond as threshold value) to the TA for insisting the requested chan-
nel. Further, the AT is considered to be an important parameter to measure the malicious
behavior of the user. The MU’s AT is always less than the existing CU and history interac-
tions would be 0 or very less. Depending upon these factors, the TV of each user would
be computed either O or 1. If service RM and AT character satisfies a predefined threshold
value, then TV will be 1 else 0.

In another case, where the NU is identified as NU, the possibility of cases can be raised
as:

cU

w={ 0

Now, as the AT and previous history interaction of NU is very less as compared to that

of the existing CU, hence initially, the TA allows at least 15 communication transmissions

to the NU (as per assumptions). If the NCU is CU then TV of CU would be trusted and

satisfied by the threshold value and if the NCU is MU, TV would always be below the pre-

defined threshold range (i.e. 0). The CU keeps the record and transmission information of

all CUs in its look up table and after the specified number of transmission, the TV of NCU
would be checked by CU and takes the corresponding action against the MU.

_J @IV == D)thenCU
NU = { (TV == 0)thenMU

If TV of NU is 1, then user is identified as trusted CU and would allow the further
requests transmission else it will simply block all the further requests of NU by considering
it as MU.
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Algorithm 2: Complete Execution of Proposed Mechanism

A pti County,, = 55% and DDRpresholdvalue = 75%.
12. main function()
Input: CU Layer consist of TA, MU, N number of CUs among which one is elected as MU.
Output: HCU or NU is identified as MU or trusted

13. TA maintains a look-up table having user id, user address, routing path information such as HCU;4, CU;y, ST and TV of each user to

identify MU.
14.  while (NCU is HCU)
15. Compute ST ()
16. Compute RM()
17. Compute TV()
18. if (ST()<=threshold value && RM()>=RMyresholdvalue) then
19. Set TV=1
20. else
21. Set TV=0
22. end if
23. Else (NU is CU)
24. NCU allow fifteen transmissions
25. Record the TV of NU by computing ST() and RM()
26. if TV=1 then
27. Allow further transmissions
28. else
29. User is elected as MU
30. end if

Survival Time ()

10. Count=0

11. if NU broadcasts number of requests (hello) messages to NCU then
12. Set Count=count+1

13. if count>=Count resholdvalue then

14. NU is MU

15. else

16. NU is trusted CU

17. end if

18. end if

RM ()
7. RM=RM(indegree,ckets — outdegreep,ciers) X 100
8. if (RM <=RMhresholdvalue)) then

9. Set NU as MN

10. else

11. Set NU as trusted CU

12. end if

™V

6. if NU’s ST() && RM() satisfies predefined threshold value then
7. Set TV=1 to NU

8. else

9. Set TV=0 and mark NU as MN

10. end if

(b) Attack at HCU during Inter-domain Communication

Initially, each CU in the ND senses its network environment in edict to perceive
the conduits status and reports to the TA with this information using the control chan-
nel which is expected to be always available. Each CU requests for an idle spec-
trum channel from the TA to start its communication. Whenever, a CU wants to
communicate with another CU or wishes to access the network services then the com-
munication between CUs will be done via multiple routers where each router will submit
its id along with its CU’s id to the AS. The AS will generate the ticket “T” consisting of
CU,,, router,, destination,,, expirationtime(et)andanounce(n) corresponding to each CU
and send all the domains’ CUs tickets to the routers for ensuring the security and forward
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to the HCU upon request. Now, let a HCU moves from one ND to another ND then it will
contact to the AS via multiple routers for accessing the ticket ‘T°. After accessing the ticket
“T’, HCU will move and requests the AS to continue its further communication by proving
its authenticity to its ranging FBS. The FBS will take out the ticket of particular HCU from
its database and correspondingly ask for the ticket ‘T’ from the HCU which will allow the
further communication only after verifying both the tickets.

if (ticketFBS == ticketHCU)then cognitive user is trusted else
the user is malicious

As there is possibility of networking attacks being encountered at almost each stage of the
communication process, therefore, in the proposed mechanism, we have discussed the security
threats at two different aspects during handoff in inter-domain communication in real time sce-
narios. The flowchart of the mechanism is depicted in Fig. 4. During handoff communication,
where HCU send its ticket “T” to the FBS for proving its legitimacy, there is a possibility that a
MU forges the id and behave as a legitimate HCU by showing the random generated ticket T to
the FBS. In order to overcome this issue, the proposed mechanism contains the following attrib-
utes in the ticket T such as CU,g, router;y, destination,4, expiration time (et)and a nounce (7).
The first attribute CUy, is the ‘id” of the HCU which will be verified by the FBS during hand-
off authenticity. Further, et and # are used to distinguish between the trusted and malicious
HCU if a malicious user forges the ticket of a legitimate HCU and show to the FBS after wait-
ing for random number of times then the ticket of that HCU would be expired. The reason is
as because AS updates the tickets of all the CUs by periodically locating their locations. Simi-
larly the nonce 7 is a keyword which will be known by the legitimate HCUs so that even if the
MU generates any random ticket T then it will not be verified because of its missing nonce #.

Fig.4 Secure handoff mecha-
nism for inter-domain commu-
nication
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The algorithm of the proposed mechanism is presented below by considering all the attacks

with their overcoming strategies.

Input: The network consist of an AS, IGRs, n number of NDs where each ND includes a DCU, a MU, N number of mesh routers, N¢; number

of cognitive users (CU) among which one is elected as HCU.
Qutput: The CU is identified as trusted CU or MU.

Assumptions
1. An AODV

2. AS generates the ticket T havingCU,4, router;y, destination,y, expiration time (et)and a nounce (i7). Corresponding to all NDs

routing mechanism is used to direct the data packets.

cognitive users.

Main function

0

Step 1 // During message transmission

i
ii.
il

Xi.

If CU; wants to communicate with CUjthen
CU will request for an idle channel from TA and will start the communication.
The communication between CU; and CUj is done via multiple routersN
To identify the legitimacy of routed paths
Compute DDR()
If intermediate DDR() satisfies threshold value then
Continue communication
Else
Compute another path
End If
End If

Step 2 // During handoff authenticity

Xii If CU move from ND; to NDjthen
Xiii. Compute HCU()
Xiv. If (ticketpgs == ticketycy) then
XV. Provide network services
Xvi. Else
xvii Stop communication
xviii. End If
xix. End If
Compute DDR ()
i. Each intermediate router will compute the DDR of its preceding node given as:
_ _packets received by current router
bDR = packets recieved by preceding router
ii. If (DDR satisfies threshold value) then
fii. Router is trusted
iv. Else
V. Current router will send an alarm message to its 2-hop prior router to intimate its succeeding router is malicious.
vi. End If

Authenticity HCU ()

i.
ii.
iii.
iv.
v.

vi.

@ Springer

Each NR routers will submit their zonal N¢; id along with their id to the AS.
AS will generate ticket T of all Ny to all zonal routers.

If a CU move from one ND to another ND then

HCU will request for its ticket T to show to FR from AS

AS will send ticket T of HCU through multiple routers.

HCU will send the ticket T to FR for legitimacy

FR has the tickets of all CUs and will verify the ticket T of particular HCU from its database
If ticketpgg == ticketycythen

HCU is legitimate and allow further communications

Else

Stop all the communications

End If

End if
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Fig.5 Test bed of proposed framework for performance analysis

Table 1 Simulation parameters

Number of nodes in a CRN 25,250

Grid facet 600 m x 600 m
Transmission Range 140 m (approx.)
Data Size 512 Bytes
Simulation time 80S

Physical Layer PHY 802.11

5 Performance Evaluation

Although it is a challenging problem to ensure the security at network and CU layer at
once, however, we have presented a trusted security framework that not only ensures the
high level trust between the nodes but also provide the network services to the cognitive
user’s that are legitimate. Figure 5 presents the abstracted view of test bed with major
components and links. Three CRN are running a version of NS2 with pre-defined num-
ber of CU’s. The NS2 is running three CRN environments. As presented in Table 1, a
600 m x 600 m network area is constructed having small and large network sizes consisting
of 25 and 250 number of nodes respectively. The CUs are portable in nature that is they
can abscond their network and join the other network vary at any time and the mobility
rate of CU is fixed as 0-10 m/s with the communication sort of 30 m/s. Further, the MAC
layer protocol used is 802.11 and transmission ranges of MAP routers are 120 m/s. An
initial random TV has also been assigned to each node. Initially, 50 nodes are created that
act as IoT devices. Further, a synthetic data generator is worn that generated the data using
normal distribution pattern. In order to measure the security, the malicious nodes or CU’s
are added into the environment based on probability distribution during communication
and handoff process. Black hole and worm hole are taken as severe routing attacks because
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Table 2 Configuration of NS2

S. No. Virtual hi T itti Cogniti Level
for different CRN environment © friuat machine mr)z;l;ssml g n(;)dgensl tve eves
CRN 1 25 15 20
CRN 2 150 30 40
3 CRN 3 250 50 60
Table 3 Different probabilities S. No. Activity Probability (%)
used for performance analysis of
proposed framework Addition of malicious node 20
Handoff nodes 15
3 Conversion to malicious during handoff 15

the former threat drastically affect the network performance by dropping the 100% of data
packets while latter selectively drop the packets and cannot be recognized too soon. Hand-
off process occurs when any IoT device switches from one CRN to another upon emer-
gence of PU. Addition of malicious node, handoff CU’s and conversion of CU to malicious
CU is based on probability listed in Table 2 that is out of 250 deployed IoT devices and NN
20 are malicious. The handoff probability signifies that on single unit of time 5 out of 50 or
10 out of 100 nodes change their CRN environment due to mobility or other reason. Fur-
ther the conversion of trusted node to malicious during handoff process states that out of
250 handoff 15 nodes are converted to malicious as presented in Table 3. Taking all these
assumptions, performance analysis is accomplished for 80 s.

The architecture of proposed framework consists of a TA, responsible for authenticating
the legitimacy of CU and HCU, two gateway routers which offer the connectivity among
internet & routers and routers which afford the services to CU that essentially employ the
internet services.

The TNs are alienated into different zones that provide the services to their zonal or
domain’s CU as Home Routers (HR). The realms are assembled according to transmission
range of CU with their HR

A. System state

Based on test bed formed in Fig. 5 various parameters such as throughput, packet deliv-
ery ratio, packet loss ratio, falsification attack, packet delivery ratio, average authentica-
tion, maximum authentication and probabilistic scenarios of authentication mechanism
have been considered. Initially 25 nodes are assigned to each CRN and after each 80 s,
more nodes are assigned in order to test the framework scalability. To assess the recital of
proposed framework on the basis of above revealed performance metrics, ns-2 simulator is
worn.

B. Existing method

In this paper, the author’s have proposed probabilistic scenarios of PUEA false presence
[23]. They have proposed a cooperative sensing mechanism with an attack-aware means
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Fig.7 a Network Throughput and Packet Delivery Ratio over small network size. b Network Throughput
and Packet Delivery Ratio over large network size

during the presence of a false PUEA. The results are obtained with and without the pres-
ence of PU. Further, the attained parameter of proposed mechanism performs better and
determined a minimized total error probability. As compare to conventional techniques.

C. Performance parameter

Various parameters were recorded for performance comparison of proposed framework
against existing approach. In existing mechanism, malicious devices are not detected based
on TV. Further increases the computational overhead, key management by increasing the
response time of the system. While in case of proposed mechanism, PDL, throughput and
authentication process results performs better as they immediately detect and remove the
malicious devices/nodes once identified. Figure 6 illustrate relative normalized weights for
parameters from depicted Figure it can be clearly seen as PL and authentication server have
maximum relative normalized weights in comparison of other parameters and is considered
as most significant parameter whereas RE, node distance is considered as least significant
parameter. Further Figs. 7, 8 and 9 provides the accuracy of proposed system in compari-
son of existing approach to detect the MN or CU from the network connected to respective
CU’s such as throughput, packet delivery ratio, packet loss ratio, end-to-end delay and the
possibility of falsification attack. Further, attack resiliency is measured against grey hole
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and black hole attacks for smaller and larger network sizes. Figure 10 depicts the CU nodes
authentication, probabilistic scenarios based on trust factor and previous history interaction
analyzed by AS or TA in both the domains. The proposed framework offers 87% accu-
racy in comparison of MN and MU prediction that can be further improved if experiment
runs for longer period. The measuring parameters in proposed framework perform better in
comparison of existing systems.

D. Results discussion

The proposed framework has been assessed based on multiple NN and CUs for which a
customized test bed has been proposed. Experiment evaluation accomplished was success-
ful and multiple results regarding various parameters have been recorded. System state and
performance parameters results are presented in sub section A and B respectively. System
behaved as preferred and all performance parameters were positive for proposed system
for any CRN. Accuracy was close to 87% which will be further improve with time because
of removal of detected MNs or MUs from the system. Detection of MNs based on trust
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bilistic scenarios to measure the authenticity of nodes

and removal of detected MNs or MUs did not hinder the performance of other nodes. The
proposed mechanism computes the trust and rating of their nodes after a specific interval
of time. The nodes that are compromised and behave maliciously will have low rating and
trust (because of high PDR, low throughput etc.) and would never be considered for path
formation. Similarly TA computes the TV of the NCU or HCU before allowing the trans-
mission process that further increases the security aspect.

6 Conclusion

This paper has proposed a security framework at certain aspects of communication pro-
cess in CRNC environment. The handoff communication attacks for both intra-domain and
inter-domain processes that are successfully resolved by proposing a TA and ticket based
approach. The proposed mechanism efficiently identified the routing attacks in the com-
munication process by computing the TV and have analyzed over network throughput and
packet drop ratio over number of MUs and CUs, NCUs and HCUs respectively. Further
the proposed mechanism simulation results significantly presented a reduction in network
throughput, packet delivery ratio, packet loss ratio, falsification attack, average authenti-
cation, maximum authentication and probabilistic scenarios of authentication mechanism
respectively. The concept of energy degradation during handoff communication will be
considered in further communication.
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