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Abstract This paper presents a computationally efficient joint imperceptible image
watermarking and joint photographic experts group (JPEG) compression scheme. In recent
times, the transmission and storage of digital documents/information over the unsecured
channel are enormous concerns and nearly all of the digital documents are compressed before
they are stored or transmitted to save the bandwidth requirements. There are many similar
computational operations performed during watermarking and compression which lead to
computational redundancy and time delay. This demands development of joint watermarking
and compression scheme for various multimedia contents. In this paper, we propose a
technique for image watermarking during JPEG compression to address the optimal trade-
off between major performance parameters including embedding and compression rates,
robustness and embedding alterations against different known signal processing attacks. The
performance of the proposed technique is extensively evaluated in the form of peak signal to
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noise ratio (PSNR), correlation, compression ratio and execution time for different discrete
cosine transform (DCT) blocks and watermark sizes. Embedding is done on DCT coefficients
using additive watermarking.

Keywords Watermarking . Compression . Jpeg . DCT. Quantization . Checkmark attacks

1 Introduction

The transmission, storage and sharing of digital information over the unsecured channel have
become intense in recent years. This requires high degree of security, authenticity, reproduc-
ibility and copyright protection [12]. Digital asset and right management systems (DARMS)
are always using the digital information in encoded form [9]. Digital image watermarking
provides an efficient protection of digital information for various applications including
Telemedicine, real time video and audio delivery, electronic advertising, digital libraries,
broadcast monitoring, e-governance, e-commerce applications, copy control, media identifi-
cation and tracking, e-Voting Systems, remote education, web publishing and protecting driver
license [13].

It has been observed that the JPEG/JPEG2000 compression technique (which is used to
apply on the majority of the digital information/data to reduce the bandwidth requirements
during transmission) is one of the most common and unavoidable attacks to watermarking
systems [4, 17]. Generally, ‘watermarking’ and ‘compression’ are performed in two different
steps and there are many common/ redundant computational operations carried out in these
steps. Combining the two, reduces the computation cost and machine time which are the main
motives of the green computing approach. In order to achieve the goals of green computing
and low delay, some of the researchers have been studying combined watermarking and
compression using quantization [3, 18].

2 Related work

The recent watermarking methods related to the proposed scheme are presented below:
Tian [14] presented a lossless compression of bi-level image based blind watermarking

technique using integer wavelet transform (IWT) for the use of copyright protection. The hash
value of the cover digital image (as measured by SHA256) and the compressed bits of the
wavelet transformed coefficients of the cover image were embedded simultaneously. The
performance of the method was calculated in terms of accuracy. Xie and Arce [15] have
proposed combined watermarking and set partitioning in hierarchical tree (SPIHT) compres-
sion method in discrete wavelet transform (DWT) domain. The performance of the algorithm
was determined in terms of embedding capacity with quantization level. Zargar and Singh [5]
proposed a lossy BTC (Block Truncation Coding) compression based watermarking method in
DWT domain. In this paper, BTC compression was applied on watermark image before
embedding into the cover. The robustness and transparency performance of the proposed
method are better than fractal-based compression. Guo et al. [4] proposed a joint watermarking
and compression technique using BTC. The method addressed the problem of blocking effect
and false contour problem as suffered by BTC. The performance of the proposed method was
extensively evaluated by using HVS-PSNR and BER parameters and the method was found to
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be robust for various known attacks except JPEG and JPEG2000. Further, the method
achieved superior robustness than other reported techniques [6]. Goudia et al. [2] proposed a
robust joint JPEG 2000 compression and watermarking technique using DWT and quantiza-
tion. The experimental results indicated that the method was robust for different attacks at
higher quantization step size with minimum degradation in the visual quality of the
watermarked image. A lossless compression based watermarking technique was proposed
by Badshah et al. [1] using tele-radiology images. The Region-of-interest (ROI) part of the
watermark was considered along with a key to generate a new watermark. The generated
watermark was compressed by Lempel-Ziv-Welch (LZW) technique and the compressed
watermark was embedded into the RONI part of the cover image. The performance
of the different compression methods was investigated and it was found that the LZW
compression technique offered better compression ratio performance than other con-
ventional compression techniques. The method also verified the tempering in the
watermark after extraction and decompression processes. Zear et al. [16] proposed a
robust and secure hybrid multiple watermarking techniques through DWT, DCT,
singular value decomposition (SVD) and neural network using medical images. Two
different text watermarks were compressed and encoded by arithmetic and hamming
error correction code respectively. The compressed and encoded text watermark was
embedded into the cover image. Further, Arnold transform was applied on the image
watermark before embedding into the cover. The performance of the algorithm was
extensively evaluated in terms of PSNR, NC and BER. Mary et al. [9] proposed an
encryption and compression based watermarking method in LSB domain in which the
encrypted watermark was embedded into JPEG 2000 compressed cover image using
LSB watermarking technique. Lin et al. [7] also proposed a DCT based color image
watermarking where the watermark information was embedded into the low frequen-
cies coefficients of the DCT transformed cover image. The method was found to be
robust and imperceptible for different modulus values.

3 Main contribution of the work

This paper presents implementation of a watermarking technique during JPEG compression
using DCTcoefficients to address the optimal trade-off between major performance parameters
which include embedding strength, compression rate and robustness against various attacks.
The additive watermarking is implemented at the time of JPEG compression in two
different ways: 1) watermarking after obtaining DCT operation and 2) watermarking
after quantization operation. The performance of the method is evaluated in terms of
PSNR, correlation (robustness), compression ratio, different quantization matrices (Q-
factors for DCT), watermark and DCT block sizes. Further, the performance of the
watermarking after quantization is compared with watermarking after DCT. The
experimental results are showing that the watermarking after quantization performs
better in terms of PSNR, correlation and execution time. Further, the performance of
the algorithm is tested with ‘Checkmark’ attacks [10].

The rest of the paper is organized as follows. Section 4 presents the proposed joint
watermarking and compression schemes. Performance analysis along with experimen-
tal results is discussed in Section 5. Finally, the conclusions and future scopes are
drawn in Section 6.
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4 Proposed method

The main motive of proposed algorithm is to embed the watermark using additive
watermarking at the time of JPEG compression. The first problem is to select the location in
the JPEG encoder where the watermarking is to be embedded. The possible locations are after
DCT block or after quantization of the DCT coefficients. The proposed algorithm for additive
watermarking at the time of JPEG compression is implemented considering the two possible
variations (watermarking after DCT or after quantization) which are discussed in subsections
4.1 and 4.2 respectively. Subsection 4.3 presents the detail procedure of quantized DCT
coefficient block selection for embedding.

4.1 JPEG additive watermarking after DCT operation

This algorithm evolves the additive watermarking after taking DCT of 8 × 8 blocks of the
cover image. The watermark is embedded into the middle frequency DCT coefficients or into
the high frequency components. The lower frequency components remain unchanged as they
are the most significant coefficients. Figure 1 shows the embedding process for JPEG additive
watermarking after DCT operation. The DCT block is to be quantized after the embedding of
watermark. The watermark embedding algorithm used here is simple additive method repre-
sented by Eq. (1):

IW ¼ IDC þ αWO ð1Þ

Where; IDC is DCT of the cover image, WO is the original watermark, α is scale factor and
IW is the watermarked image.
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Fig. 1 JPEG additive watermarking after DCT operation
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Fig. 2 JPEG additive watermarking after quantization operation
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The extraction of the watermark is done by just reversing the embedding process and the
extracted watermark Wex is represented as:

Wex ¼ IW−IDCð Þ=α ð2Þ

4.2 JPEG additive watermarking after quantization operation

This algorithm involves additive watermarking after quantizing the DCT coefficients. This
algorithm is simpler than the algorithm discussed in subsection 4.1. It is observed that most of
the 8 × 8 blocks of the image after quantization possesses only one significant value. Some of
the blocks are having more than one coefficient but only one coefficient among them is having
the most significant value and that can easily be recognisable by the coding matrix.
Fig. 2.shows embedding process for JPEG additive watermarking after quantization. In this
process, the watermark embedding and extraction algorithms are same as shown in eq. (1) and
Eq. (2).

4.3 Quantized DCT coefficient block selection procedure for embedding

In this process, if the watermark is of size N ×M then size of quantized DCT coefficient block
should be selected in such a manner that each block may embed only one pixel of the
watermark, so that watermark is uniformly distributed over each block of DCT coefficients.
If the cover image is of size A×B then the size of each quantized DCT block will be:

A� Bð Þ
N�Mð Þ ¼ Size of each DCT block ð3Þ

Fig. 3 a Cover and watermarked image (b) after DCT (c) after quantization

Fig. 4 a Watermark and extracted watermark (b) after DCT (c) after quantization
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For example, if the cover image of size 256×256 and watermark image of size 32×32 then
the DCT block size should be 256�256

32�32 = 8×8. In this case, each quantized DCT block of the

cover image will embed only one pixel of the watermark. Therefore, embedding watermark
pixels are uniformly distributed over various DCTcoefficient blocks with the help of the above
algorithm to achieve imperceptible watermarking. It can be observed from the Fig. 9 that 8 × 8
DCT coefficient block has only one significant coefficient for embedding. Therefore, it is very
obvious that for robust watermarking, DCT coefficient block to be selected for embedding
single bit should have a size of ≥8 × 8 which will be verified through experimental results
obtained in the next section. Subsequently, the capacity of the watermark for a given cover
image can also be calculated as Watermark Capacity ¼ A

8 � A
8 .

5 Experimental results and performance analysis

In this section, the performance of the proposed joint watermarking and JPEG compression
algorithm is evaluated in terms of PSNR, correlation (robustness), compression ratio and
robustness against various checkmark attacks. Figure 3 (a)-(c) shows the standard grayscale
cameraman image of size 256×256 pixels as an original image, watermarked image after DCT
process and watermarked image after quantization process respectively. Figure 4 (a)-(c) shows
the binary image watermark of size 32×32, extracted watermark after DCT and extracted
watermark after quantization respectively. The quality (Q)-factor indicates the quality of
decompressed image, high Q-factor reflects finer quantization and low compression ratio. A

Fig. 5 watermarked image at (a) Q = 10, (b) Q = 50, (c) Q = 90

Fig. 6 watermark and extracted watermark at Q = 10, 50 & 90
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good trade-off between image quality and degree of compression is achieved by selecting
Q = 50. Variation in compression rate can be performed just by changing the values of this
quality matrix. Performance of the proposed joint watermarking and compression algorithm is
evaluated by varying watermark size, DCT block size, and compression rate in terms of Q-
factor. Size of the DCT block is selected in such a manner that each block will embed one pixel
value of the watermark.

Figure 5 shows the watermarked image obtained at different Q factors. Image watermark
along with the extracted watermarks obtained at varying Q factors is shown in Fig. 6. Further,
performance of the algorithm is examined by variation in size of watermark and block size. In
this process, the cover image is divided into blocks. This variation is very useful because it
provides the information about the efficient watermark size and its corresponding block size.
Figures 7 and 8 show the watermarked images and the subsequent extracted watermarks for
the block size variations of 32×32, 16×16 and 8×8.

The performance of the proposed algorithms is examined and represented in Tables 1, 2 and
3. Table 1 shows the performance comparison of watermarking carried out after DCT block
operation and after quantization operations in terms of PSNR, correlation (robustness) and
compression ratios at a Q-factor of 50. Referring this table it is established that the PSNR
values between cover and watermarked image is obtained for the two proposed schemes i.e.
watermarking after quantization and watermarking after DCT are 36.24 dB and 36 dB
respectively. It is observed that the PSNR performance of the watermarking after quantization

Fig. 7 Watermarked image at (a) block size 32 × 32, (b) block size 16 × 16 (c) block size 8 × 8

Watermark Size Block Size Watermark Extracted Watermark 

16x16 16x16 

32x32 8x8 

Fig. 8 Watermark and extracted watermark at block size 16 × 16 and 32 × 32
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algorithm is 0.23 dB better than the watermarking after DCT algorithm. It is also observed that
the correlation between original and extracted watermark obtained for the two watermarking
algorithms are 1 and 0.0383 respectively whereas compression ratio obtained in both methods
are same. It is therefore, very much clear that watermarking applied just after DCT block fails
as extracted watermark shows unacceptable correlation. The cover image is of size 63.5kB and
the compressed image after DCT as well as after quantization technique both are having the
same size of 10.5kB. Therefore, all further performance analysis will be done for the
watermarking after quantization algorithm. In Table 2, the performance of the algorithm
(watermarking after quantization) is examined at different quality factors ranging from 10 to
90. In this variation, it is observed that there is a trade-off between performance parameters
(i.e. PSNR and correlation) and the compression ratio. With the increase in quality factor
value, the PSNR and correlation are increasing at the cost of decrease in compression rate.
Quality factor around 50 is found be the optimum quality factor for which the achieved PSNR
is above 35 dB (benchmark value for imperceptible watermarking) and correlation value is
also more than 0.99. However, moderate compression ratio of 0.83 is obtained at Q = 50.
Table 3 shows the performance of the proposed watermarking algorithm by varying the
watermark size. Referring this table, it is observed that the PSNR, correlation and compression
ratio are increasing with decreasing size of the watermark and increasing DCT block size,
which is calculated using eq. (3). It is noticed that the performance of the proposed algorithm
degrades significantly when the calculated DCT block size is smaller than 8 × 8. It can be
clearly understood from the quantized DCT matrix presented in Fig. 9 which shows that there
is only one significant coefficient available for embedding in an 8 × 8 block. Further, Fig. 10
shows that there is no significant DCT coefficient available in most of the 4 × 4 DCT blocks.
Therefore, it is observed that the block size 2 × 2 is having worst results both in terms of
compression ratio as well as visual quality. Block size 4 × 4 is having moderate result and
block size 8 × 8 and above show good PSNR value and constant correlation i.e. 0.99.
Furthermore, it is observed that for a given cover image size of 256 × 256, the maximum
watermark size will be of 32 × 32 in order to have embedding block size of 8 × 8. As it can be
observed from the dct_quantized matrix that if the block size for embedding each pixel is less

Table 1 Comparative analysis of after DCT algorithm and after Quantization algorithm

Performance parameters Watermarking after DCT Watermarking after quantization Improvements

PSNR (dB) 35.9 36.4 0.5
Correlation 0.04 1 0.06
Compression ratio 0.83 0.83 0
Execution time (in sec) 1.73 1.71 0.02
Size of compressed image(in kB) 10.5 10.5 0

Table 2 Performance of the method at different Q-factor

Quality factor PSNR of cover image
and watermarked image

Correlation between original
and extracted watermarks

Compression
ratio

Remark for
display Quality

Q = 10 34.04 0.87 0.88 Poor
Q = 50 36.23 0.99 0.83 Edges are visible
Q = 80 39.15 0.99 0.66 Smooth
Q = 90 43.07 0.99 0.55 Exactly like original
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than 8 × 8, there is non-availability of significant coefficients which may result into poor
embedding and compression.

From Table 3, it can be clearly observed that when the size of the DCT block is less than
8 × 8, PSNR deteriorates significantly. The reason has been explained with the help of
dct_quantized matrix shown in Fig. 9. The performance of the method is also tested for
Checkmark attacks presented in Table 4. Referring this Table, it is established that the method
is robust against motion blur, Poisson and Speckle attacks and acceptable visual quality of the
watermarked image (> = 27 dB) is obtained in each case. It is noticed that the proposed method
is not performing well against other various Checkmark attacks. This may be due to the reason
that the checkmark attacks are applied on the data which is already been compressed. It is
found that PSNR performance is moderate for most of the attacks considered in experiment
whereas correlation performance is poor for sharpening, median filtering and Gaussian
filtering and moderate for rest of the attacks under consideration which appears to be the only
limitation of the presented method. Table 5 represents the comparison between the nearly
related earlier existing works and the proposed work. It is observed that the PSNR of the
proposed algorithm is much better than the reported techniques in [8, 11]. Further, CPU time of

Table 3 Performance of the proposed method for different size of watermark and block

Watermark
size

DCT
Block
size

PSNR (dB) of Cover
image and
watermarked
image

Correlation between
original and
extracted
watermarks

Compression
ratio

Visual
Quality

128 × 128 2 × 2 24.37 0.84 0.40 Blocking artifacts
are present

64 × 64 4 × 4 24.37 0.85 0.63 Little blurred
32 × 32 8 × 8 36.23 0.99 0.83 Edges are visible
16 × 16 16 × 16 36.04 0.99 0.83 Edges are visible
8 × 8 32 × 32 35.99 0.99 0.83 Edges are visible
4 × 4 64 × 64 35.98 0.99 0.83 Edges are visible

14(1x1) - - 15(1x9) -  -0(1x256) 

- - - - - - 

       - - - - - - 

- - (8x8) - - 

14(9x1) - - 16(9x9) -  -0(9x256) 

 - - - - - - 

- - - - - - 

- - - - - 0(256x256) 

Fig. 9 DCT quantized matrix for 8 × 8 block
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the proposed method is smaller than the method reported in [8]. However, CPU time for [11]
scheme is less than the proposed method. It is noticed that the method proposed in [11] was
using spatial domain technique where as the proposed scheme is performed in transform
domain.

6 Conclusion and future directions

The proposed method presented a fusion of watermarking and image compression technique
for fast and secure data transmission applications to address the efficient trade-off between
major performance parameters including embedding and compression rates, robustness and
embedding alteration against different known signal processing attacks. The geometric attacks
can’t be applied on the compressed watermarked image as JPEG itself is treated as an attack,
so any other attack can’t be applied on it except noise. The performance of the proposed
technique was extensively evaluated in the form of PSNR, correlation, compression ratio and
execution time for different DCT blocks and watermark sizes. Further, experimental results
demonstrated that the method was robust against JPEG and some Checkmark attacks with
acceptable visual quality of the watermarked image and achieved high compression ratios. The
suggested methods of data hiding along with compression techniques can be potentially used

14(1x1) - - - 15(1x9)  -0(1x256) 

- - - - - - 

 - - - - - - 

- (4x4) - -  - 

14(9x1) - - - 16(9x9)  -0(9x256) 

- - - - - - 

- - - - - - 

- - - - - 0(256x256) 

Fig. 10 DCT quantized matrix for 4x4block

Table 4 Effect of Checkmark attacks

Checkmark attack PSNR of cover image
and watermarked image

Correlation between embedded and
extracted watermark

Sharpening 31.24 0.23
Median filtering 27.41 0.02
Gaussian (M = 0, V = 0.01) 29.48 0.04
Motion blur 30.46 0.71
Poisson 27.55 0.75
Salt & pepper 27.43 0.49
Speckle 27.43 0.79
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for communication and multimedia applications. In future, we will improve the
performance of the proposed method with other important transform domain tech-
niques such as DWT and SVD and fusion of the both. The performance can also be
improved by considering the other compression schemes such as SPIHT, EZW and
EBCOT in place of JPEG to make this scheme more computationally efficient and
robust against various attacks.
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