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Abstract This paper presents a new secure multiple text and image watermarking scheme on
cover eye image using fusion of discrete wavelet transforms (DWT) and singular value decom-
position (SVD) for Teleophthalmology. Secure Hash Algorithm (SHA-512) is used for generating
hash corresponding to iris part of the cover digital eye image and this unique hash parameter is
used for enhancing the security feature of the proposed watermarking technique. Simultaneous
embedding of four different watermarks (i.e. Signature, index, caption and reference watermark) in
form of image and text using fusion of discrete wavelet transforms (DWT) and singular value
decomposition (SVD) is achieved in this paper. The suggested technique initially divides the
digital eye image into Region of interest (ROI) containing iris and Non-Region of interest (NROI)
part where the text and image watermarks are embedded into the Non-Region of interest (NROI)
part of the DWT cover image. The selection of DWT decomposition level for embedding the text
and image watermarks depends on size, different characteristics and robustness requirements of
medical watermark. The performance in terms of Normalized Correlation (NC) and bit error rate
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(BER) of the developed scheme is evaluated and analyzed against known signal processing attacks
and ‘Checkmark’ attacks. The method is found to be robust against all the considered attacks. The
proposed multilevel watermarking method correctly extracts the embedded watermarks without
error and is robust against the all considered attacks without significant degradation of the medical
image quality of the watermarked image. Therefore the proposed method may find potential
application in secure and compact medical data transmission for teleophthalmology applications.

Keywords Electronic patient record (EPR) - Region of interest (ROI) and non-region of interest
(NROI) - Discrete Wavelet Transform (DWT) - Singular value decomposition (SVD) - SHA-512 -
Checkmark Attacks

1 Introduction

Recently, rapid advances in information and communication technology (ICT) have facilitated
newer telemedicine services by supporting open channel communications for cost effective and
speedy transmission of electronic patient record (EPR) to remote hospitals / medical consultation
centres. However, such type of exchange of EPR for diagnostic applications faces the challenging
risk of authenticity, confidentiality, and ownership identity due to attempts of malicious attacks or
hacking of EPR either to alter / modify the original patient record or even to prevent its transfer to
intended recipients. The authenticity of EPR and related medical images are generally ensured in
telemedicine applications by embedding some kind of watermark(s). Therefore, authentication
and preservation of originality of a patient’s record requires robust and secure embedding of the
watermark(s) against attempts of unauthorized access or modification of medical data transmitted
over open channels. In view of the above and considering wide applications of teleophthalmology
as well as its related security concerns, the proposed method of medical watermarking attempts to
provide guaranteed authenticity of transmitted medical information. The main advantages of the
image watermarking for the medical applications are [31]:

a. Smaller storage space required for storing the medical image and the patient record
together as the patient record is embedded inside the image.

b. Reduced bandwidth requirement as the additional requirement of bandwidth for the
transmission of the medical data can be avoided if the data is hidden in the image itself.

c. Confidentiality of the patient data is maintained as this data is hidden in the medical image.

d. Protection against tampering as the after-effects of a tampered data may cost a life due to
wrong diagnosis.

For teleophthalmology, tele-diagnosis and tele-consultancy services, medical images play a
prominent role for instant diagnosis, understanding of crucial diseases as well as to avoid the
misdiagnosis [28]. Currently, the combined methods of cryptography and watermarking have
emerged to disseminate the security to the EPR medical data [22]. The main challenge for a
good watermarking algorithm is robustness and security against the surviving attacks [35].
Any digital image consists of two important regions, region of interest (ROI) and non-region
of interest (NROI) [30]. ROI is an area of image that has important data, so it cannot be
allowed to be modified because most of the information is present in this area [40]. NROI is
an area of image that does not have an important data i.e. background of image. The proper
selection of an area of an image that does not have an important data for watermarking is
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crucial for example in medical images where the area under concern has to be the least required
portion conveying any information [37]. It will give better protection if the data is embedded in
NROI region of an image [21, 38]. According to working domain method, the watermarking
techniques can be classified as ‘spatial domain” and ‘transform domain’ techniques [29]. In spatial
domain, image is represented in the form of pixels. In spatial domain watermarking watermark is
embedded by modifying pixel values of cover image. The main advantage of this technique is that
it is easier to embed watermark in spatial domain and its computing time is less than transform
domain watermarking. Least Significant Method (LSB) and Spread Spectrum method comes under
this category. Spatial domain watermarking technique is easy and high payload but it is not robust
for attacks. To get robustness of watermarking technique transform domain watermarking is used.
The reason of selecting transform domain is that it utilizes HVS features in a better way by spectral
coefficients. The most commonly used transform techniques are Discrete Fourier Transform
(DFT), Discrete Cosine Transform (DCT), Discrete Wavelet Transform (DWT) and singular value
decomposition (SVD). Recently, the higher robustness of watermark has been achieved by using
wavelet based watermarking are presented in [16—19, 24, 32-35]. The overall performance of the
wavelet based watermarking technique depends greatly on embedding and extraction process.

The main advantages of wavelet transform techniques for watermarking applications are:
space frequency localization, multi-resolution representation, multi-scale analysis, adaptability
and linear complexity. The wavelet based watermarking is also compatible with the image
standard JPEG 2000 [29]. The main idea behind DWT results from multi-resolution analysis,
which involves decomposition of an image in frequency channels of constant bandwidth on a
logarithmic scale. It has advantages such as similarity of data structure with respect to the
resolution and available decomposition at any level [31]. DWT separates an image into a set of
four non- overlapping multi-resolution sub bands denoted as lower resolution approximation
image (LL1) as well as horizontal (HL1), vertical (LH1) and diagonal (HH1) detail components.
The process can then be repeated to compute multiple scale wavelet decomposition. Since human
eyes are much more sensitive to the low-frequency part (LL1 sub-band), the watermark can be
embedded into the other three sub-bands (HL1, LH1 and HH1 sub-band) to maintain better image
quality. It is evident that the energy of an image is concentrated in the high decomposition levels
corresponding to the perceptually significant low frequency coefficients; the low decomposition
levels accumulate a minor energy proportion, thus being vulnerable to image alterations.
Therefore, watermarks containing crucial medical information such as doctor’s reference, patient
identification code, image codes etc. requiring great robustness are embedded in higher level sub-
bands [33]. Figure 1 shows four level wavelet decomposed pyramid structure by DWT.

1.1 Related work

Many watermarking schemes based on discrete wavelet transform (DWT) and singular value
decomposition (SVD) has been proposed in the literature [7, 16, 20, 33]. For a detailed
description on these combined approaches, interested readers may directly refer to them. Kundu
et al. [15] proposed a fragile watermarking technique with enhanced security and high payload
embedding in spatial domain. A polygonal ROI is used to define diagnostic important part of
image. EPR is encrypted by Advanced Encryption Standard (AES) method by using secret key.
After this the watermarked data is generated by compressing the payload data, which is defined
by concatenating number of vertices in polygonal, vertex co-ordinates of ROI, hash of ROI
generated by SHA-256, encrypted data and bits of ROI as binary string. Guo et al. [10] proposed a
false positive free SVD based image watermarking scheme. It watermarked cover image by
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Fig. 1 Four level wavelet decomposed pyramid structure

embedding the principal component of a watermark into the host image in block based manner
using spread spectrum concept. Shuffled Singular Value Decomposition (SSVD) is used in place
of SVD to remove false positive problem with wavelet transform domain to embed watermarks.
Eswaraiah et al. [8] proposed a method of RONI watermarking with exact recovery of ROI using
SHA-1. To authenticate ROI, Hash code of ROl is calculated using SHA-1 technique. After this it
divided ROI and RONI in blocks considering that ROI has lesser number of pixels than RONI.
The recovery data of each ROI block is embedded into LSBs of pixels inside the corresponding
mapped RONI block. Hajjaji et al. [11] proposed a medical image watermarking method based on
DWT and K-L transform. The K-L transform applied only on details subbands of the second level
DWT cover image. The visibility factor is determined by the fuzzy inference system. A binary
signature owned by the hospital center is generated by SHA-1 hash function and the rest of patient
record in a binary sequence concatenated with the binary signature. Before embedding the patient
record into the cover image, it has been coded by the serial Turbo code. The method achieved
high robustness and good imperceptibility against signal processing attacks.

Kannammal et al. [14] focused on the issue of the security for medical images and proposed an
encryption based image watermarking method in frequency and spatial domain. The method using
medical image as watermark and it is embedded in each block of cover image by altering the
wavelet coefficients of chosen DWT subband. For the watermark embedding, least significant bit
(LSB) method is used. After the embedding process, the watermarked image is encrypted by AES,
RSA and RC4 algorithm and compared them. Based on the experimental results, RC4 encryption
algorithm performs better than other two encryption algorithm. Also, the method achieved high
robustness and security against signal processing attacks. Al-Haj et al. [3] presented a region based
watermarking algorithm for medical images. The method used multiple watermarks in spatial
(LSB) and frequency domain (DWT and SVD). With frequency domain techniques, robust
watermarks embedded in region-of-non-interest (RONI) part of the cover image in order to avoid
any compromise on its diagnostic value. However, fragile watermarks embed into region-of-
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interest (ROI) part of the image by using the spatial domain technique. The method achieved high
robustness against JPEG and salt & pepper attacks. Badshah et al. [4] proposed a watermarking
method based on Lempel-Ziv-Welch (LZW) compression technique using ultrasound medical
images. In this method, the watermark is the combination of region of interest (ROI) and a secret
key. The compression ratio has been compared with other compression techniques. Lu et al. [12]
proposed a medical image watermarking algorithm using image and tag information as different
watermarks. The image watermark is embedded in the ROI and the private tag information is
embedded in the RONI part of the cover medical image. The watermark in the ROl is used to detect
image tampering, and the watermark in the RONI is robust to different signal processing attacks.

1.2 Main contribution of work

In this research work, simultaneous embedding of four different watermarks (i.e. Signature,
index, caption and reference watermark) in form of image and text has been carried out using
fusion of discrete wavelet transforms (DWT) and singular value decomposition (SVD) on
cover digital eye image. Experimental results illustrate that the proposed method is able to
withstand ‘Checkmark’ attacks (http://watermarking.unige.ch/Checkmark/) [27]. The
following observations are apparent:

* The main advantages of wavelet transform techniques for watermarking applications are:
space frequency localization, multi-resolution representation, multi-scale analysis, adapt-
ability and linear complexity. The wavelet based watermarking is also compatible with the
image standard JPEG 2000. Due to its excellent spatio-frequency localization properties,
the DWT is also very suitable to determine the embedding areas in the cover image where
a watermark can be imperceptibly embedded. One of attractive mathematical properties of
SVD is that slight variations of singular values do not affect the visual perception of the
cover image, which motivates the watermark embedding procedure to achieve better
performance in terms of imperceptibility, robustness and capacity as compared to DWT
and SVD applied individually. However, the main drawback of the SVD-based image
watermarking is its false positive problem of which a specific watermark is detected in a
watermarked image that actually was not embedded in it [10]. The false positive problem
present in SVD can be removed by using shuffled SVD (SSVD) [10]. Shuffled SVD
improves the reconstructed image quality by breaking an image into set of ensemble
images. The Shuffled SVD can be viewed as a pre-processing from SVD by permuting the
original image with the data-independent permutation. In the proposed method, shuffled
SVD can be used in place of SVD to remove false positive problem.

* Improved performance: The robustness of proposed method is compared with other
reported techniques [33] and it is found that the proposed method offers superior perfor-
mance. In addition, the method proposed by Singh et al.[33] has been embedded 812 bits
only. However, proposed method can embed 5145 bits with acceptable visual quality of
the watermarked image (determined by PSNR values).

* Enhance security: Security of the medical watermarks may be enhanced by using secure
Hash Algorithm (SHA-512) [5, 23, 36]. MD5 (Message digest) and SHA-512 both are the
hashing algorithm. In this research, the security of the watermark is the prime objective of
the work. Table 1 [13] show that SHA 512 is more secure than the MD5. However, the
computational speed of the MD5 algorithm is faster than the SHA-512. In addition, the
important differences between these two hashing algorithms are given below in Table 1.
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» For identity authentication purposes, multiple watermarks are embedded instead of single
watermark into the same medical image / multimedia objects simultaneously, which offer
superior performance in teleophthalmology, telemedicine and tele-diagnosis applications.
In addition, simultaneous embedding of different watermarks on cover Iris image while
addressing the management of EPR data also.

* Reduced storage and bandwidth requirements: The medical image files / electronic patient
record (EPR) contain important patient data. Further, in order to conserve the transmission
bandwidth or storage space the patient’s details may be embedded inside the medical image.

2 Performance measures

The performance of the watermarking algorithm can be evaluated on the basis of its robustness
and imperceptibility. A larger Peak Signal to Noise Ratio (PSNR) indicates that the
watermarked image more closely resembles the original image meaning that the watermark
is more imperceptible. Generally, watermarked image with PSNR value greater than 28 dB is
acceptable [31]. The PSNR is defined as

(Bmax)*

PSNR = 10log MSE

(1)

Where Bmax is maximum pixel value of the image, the Mean Square Error (MSE) is defined as

1 X Y )
MSE = XxY Zi:lz =1 (IiJ_Wij) (2)

where I is a pixel of the original image of size XX and W; is a pixel of the watermarked image of
size XXY. The robustness of the algorithm determined in term of correlation factor. The similarity
and differences between original ‘watermark and extracted watermark is measured by the
Normalized Correlation (NC). Its value is generally 0 to 1. Ideally it should be 1 but the value
0.7 is acceptable [31].

X Y X Y
NC = Z i Z i1 (Woriginalij X Wrecoveredij)/z i Z jzlwgﬁgmaﬁj (3)

Table 1 Comparison between two important hashing algorithms

Key points for comparison MD5 SHA 512

Message-digest length in bits 128 512

Attack to try and find the original message Require 2128 require 2512 operations to break in,
given in message digest operations to break in therefore more secure

Attack to try and find two message producing require 264 operations  require 280 operations to break in
the same message digest to break in

Speed Faster (64 iterations, and Slower (80 iterations, and 512-bit

128-bit buffer) buffer)
Software implementation Simple Simple
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where Wriginaiij 18 @ pixel of the original watermark of size X XY and Wiccoveredij 18 @ pixel of the
recovered watermark of size X x Y.

The bit error rate (BER) [31] is defined as ratio between number of incorrectly decoded bits and
total number of bits. It is suitable for random binary sequence watermark. Ideally it should be zero.

BER = (Number of incorrectly decoded bits) /(Total number of bits) (4)

3 Proposed method

The proposed secure watermarking method provides a way of securing EPR data in cover eye
image without affecting diagnostic important region (ROI). The selection of DWT decomposition
level for embedding watermarks depends on size and desired robustness of watermark which is
shown in Table 2. The embedding of text and image watermarks is embedding in NROI part of
the cover image. A medical image may contain several regions of interest but this proposed
watermarking algorithm uses a single one. There are several ways of choosing ROI part of any
medical image such as forming a square or polygonal [1, 39], defining a threshold [6], defining
seeds [9, 25] etc. The proposed algorithm defines ROI part by forming a rectangular boundary.
The wavelet domain ROI map is produced based on the spatial self similarity between sub-bands
[26]. The ROI part of the cover Iris image is used for modifying text watermarks using SHA-512
which will enhance security feature of this medical image watermarking scheme [2].

The technique has four parts, the image watermark embedding and extraction processes,
and the text watermark embedding and extraction processes. The details of the four algorithms
are given in separate subsections:

3.1 Watermark embedding algorithm

Embedding of watermark can be divided in two parts: text watermark and image watermark.
The cover image (/) is first divided into two part ROI and NROI part. The DWT is applied on
the NROI part of the cover image and now SVD is applied on the selected sub-band of the
DWT cover. In addition, the hash value of the ROI part of the cover image is calculated by
using the RSA hashing algorithm. The logical XOR operation has been applied on the ASCII
value of the text watermark and the hash value of the ROI part of the cover which contain the
encoded text watermark. Finally, the image and encoded text watermark is embedded into the

Table 2 Allocation of watermarks according to robustness and capacity criteria at different DWT sub-band

Sub-  Embedded watermark Description of the considered watermarks

band

used Watermark Robustness ~ Watermark

types requirements  size(bits)

HL1 Reference Low 512x512  Image watermark. To check the robustness against
attacks.

HL2 Caption High 4480 bits ~ This watermark contains most of the part of patient
information

HL3 Index High 483 bits It provides an index for each type of disease

LL4 Signature  Very High 182 bits Smallest watermark. It contains physician’s signature which is
used for authentication purpose
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NROI part of the cover image. The detail description of the embedding algorithm for the text
and image is given in Section 3.1.1 to 3.1.2 respectively. The extraction algorithm for the text
and image is given in section 3.2.1 to 3.2.2 respectively.

The steps of embedding these watermarks are given below:

Read the cover Iris image 7 of size (M x N).

Select iris by drawing a rectangular ROI for eye image and segment it,

Transform the image using “Haar” wavelet transform and get coefficients up to fourth level.
Apply SVD to selected sub-bands LL4, HL3, HL2 and HL1 which are used for embed-
ding watermark.

Ealb el

3.1.1 Embedding algorithm for text watermark

1. Read the message to be hidden and convert it into binary sequence.
Compute hash of ROI by using SHA-512 algorithm and convert it into binary sequence.

3. Perform a logical XOR operation between hash of ROI and binary sequence of water-
mark. This will give embedding watermark w.

4. Repeat above mentioned steps for generating encoded signature watermark wy, index
watermark w; and caption watermark w..

5. Select singular values which belong to RONI randomly of subbands LL4, HL3 and HL2
according to the size of wy, w; and w,. respectively.

6. Replace these singular values by generated watermarks.

7. Generate respective subbands using these modified singular values and singular vectors of
respective sub-bands.

3.1.2 Embedding algorithm for image watermark

1. Read the image watermark w;,, of size equal to size of sub band HLI.

2. Apply SVD to HL1 and w;,, to compute singular values of them. Let singular values for
HL1 and w;,, are A\. and \,, respectively.

3. Modify singular value of HL1 by following equation:

)\cw = )‘c + (Oé X )\w) (5)

Where « is a scale factor.
4. Generate HL1 with this modified singular value.
Take inverse DWT to generate watermarked image.
6. Add ROI part to the watermarked image.

e

3.2 Watermark extraction algorithm
For extracting watermarks, we used the same hash of ROI and embedding key to extract
watermark. To generate original watermarks cover image and original reference image is also

required to get singular value. Following steps are applied to extract the watermark:
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3.2.1 Extraction algorithm for text watermark

1. Transform watermarked image using “Haar” wavelet transform and get coefficients up to
fourth level.

2. Apply SVD to 4™ level approximation coefficients a,, 3™ level horizontal coefficients b5
and 2" level horizontal coefficients b,.

3. Using same random pattern of selection of singular value generate the embedded water-
marks bit by following equation for each above mentioned levels:

loxt = )\wm_/\o (6)

Here \,,, and ), are singular values of watermarked subbands and cover image
subbands respectively.
4. Perform logical XOR operation between #,,, and hash of ROI which gives binary sequence
of extracted watermark.
5. Convert these extracted binary sequences to character to generate original text watermark.

3.2.2 Extraction algorithm for image watermark

1. Apply SVD to 1* level horizontal coefficients b,.
2.  Compute singular value for extracted image watermark by following equation:

)\ext = ()\cw_)\c)/a (7)

3. Generate extracted image watermark using this singular value )., and singular vectors of
original reference image watermark which will give extracted reference watermark.

4 Experimental results & analysis

The performance of the proposed multiple watermarking technique is based on DWT, SVD
and secure Hash Algorithm (SHA-512) is investigated. The text watermarks are extracted
successfully from watermarked image using embedding key and hash of ROI of eye image. In
the proposed method cover image of size 1024 x 1024, the image watermark of size 512 x 512
considered as a reference watermark and the text watermark of varying size are used for
testing. The robustness of the image and text watermarks is evaluated by determining NC and
BER respectively. The quality of the watermarked image is evaluated by PSNR. It is quite
apparent that size of the watermark affects quality of the watermarked image. The size of the
watermark is sum total of bits occupied by all watermarks in the case of multiple
watermarking. However, degradation in quality of the watermarked image will not be observ-
able if the size of watermark (total size in case of multiple watermarking) is small. Figure 2a
and b shows the cover and watermarked image respectively. Figure 3 show the extracted
signature, index and caption watermarks. Figure 4a and b shows original and extracted
reference watermarks respectively.

Table 3 shows the PSNR, BER and NC performance of the proposed method at different
scale factor. It is found that larger gain factor results in stronger robustness of the extracted
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watermark whereas smaller gain factor provides better PSNR values between original and
watermarked medical images. The maximum PSNR value is 35.84 dB and BER =0 against at
gain factor=0.01. Here, the NC value is 0.87. However, the maximum NC value is 0.99 at
gain factor=0.2. Here, the PSNR value is 39.97 dB. For all the considered text watermark
BER value is Zero. It is found that larger the gain factor results stronger robustness of
extracting watermark whereas smaller the gain factor provides better visual quality of the
watermarked image.

In this work, JPEG attacks with different quality factors are considered as signal a
processing attack which is shown in Table 4. However, the other attacks are considered
as Checkmark attacks which is shown in Table 5. Table 4 shows BER and NC perfor-
mance of the proposed method for JPEG attacks at different quality factors (QF) at
gain=0.09. The highest NC value of 0.98 has been obtained against JPEG Compression
with quality factor=95. However, the minimum NC value of 0.957 has been obtained
against JPEG Compression with quality factor=>55. For all the considered text watermark
BER value is Zero. Table 5 shows the BER and NC performance of the proposed method
for ‘Checkmark’ attacks. The maximum BER value of 8.514 has been obtained against
Gaussian Noise (Mean =0, Variance=0.05) for the caption watermark, where the NC
value is 0.792. However, the maximum NC value of 0.99 has been obtained against Flip,
where the BER value is ‘0’ for the entire chosen text watermark.

In Table 6, the visual quality (determined by PSNR values) of the watermarked image
robustness performance (determined NC values) of the proposed method is compared with
other methods [33] at different gain factors. It is observed that the proposed method offers
higher visual quality and robustness at all considered gain as compared to the other reported
method. Referring this table, the maximum NC value with proposed method has been obtained
as 0.984 against 0.9697 obtained by Singh et al. in [33] method at gain factor=0.1. However,
the minimum NC value with proposed method has been obtained as 0.87 against 0.5247
obtained by Singh et al. in [33] method at gain factor=0.01. The maximum PSNR value has
been obtained with Singh et al. in [33] is 28.17. However, the maximum PSNR value has been
obtained by the proposed method is 54.26 dB at gain factor=0.01. However, the minimum
PSNR value has been obtained with Singh et al. in [33] is 26.85 dB. However, the minimum

(b)

Fig. 2 a Original cover image and b watermarked image
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Doctor Signature: Dr. Anoop Chauhan (MBBS, MD)

Disease Type: C71.7 Brain Stem: Fourth ventricle, Infratentorial NOS ICD-10
STANDARDS

Patient Information:

Patient Name: Ravindra Srivastava

Patient Age: 50 Years

Patient Address: 21354 HIG Colony Block B, Krishnapuram Kanpur
Doctor Name: Dr. Ancop Chauhan (MBBS, MD)

Medical Centre: Doctor Chauhan eye centre, ISO Certified eye hospital
Affiliation: BBS Memorial Charitable Hospital Society

CMO Registration Number. 1234/2345

First Visit Date: 3/12/15

Problem Diagnosed: Improper Vision, Clotting of Blood

Second Visit Date: 5/12/15

Right eye axis: 20" Left eye axis: 70’

Right eye vision; 6/6 Left eye vision; 7/7

Testing: Vision Test, Corneal and Retinal Topography

Suggestion by Doctor: Refractive Surgery

Fig. 3 Extracted signature, index and caption watermark

PSNR value has been obtained by the proposed method is 39.58 dB at gain factor=0.1. In
addition, the method proposed by Singh et al.[33] has been embedded 812 bits only. However,
in our proposed method, we can embed 5145 bits with the acceptable PSNR performance.
Overall, the performance of the proposed method is better than the other reported technique
[33] in terms of robustness, capacity and security. Finally, the overall PSNR, NC and BER
performance of the proposed method highly depends on the size of the watermarks (image and
text), gain factor and the noise variation.

5 Conclusion and future directions

The proposed algorithm provided a new watermarking technique for eye care centers
dealing with eye image transmission by hiding information about patient and doctor in a

() (b)

Fig. 4 Reference watermark a original b extracted
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Table 3 PSNR, BER and NC performance at different scale factor

Scale PSNR BER values for text watermark NC values for

factor (dB) Image

() Signature Index Caption watermark
watermark watermark watermark

0.01 54.26 0 0 0 0.87

0.03 51.79 0 0 0 091

0.05 48.42 0 0 0 0.93

0.07 45.82 0 0 0 0.96

0.09 42.68 0 0 0 0.98

0.2 39.97 0 0 0 0.99

secure way using cryptographic hash function of the iris pattern. Each embedded
watermarks has different characteristics in terms of capacity, type and size of informa-
tion, robustness and application. The described watermarking technique is robust to
compression and ‘Checkmark’ attacks. Use of SVD along with DWT increased the
robustness of algorithm. As the hash encoded watermarks were embedded randomly in
singular values hence without knowledge of embedding key, data could not be extracted
which enhanced the security of watermarking system. In this research, the gray scale
images have been considered. However, the watermark embedding into color image
provides greater space against the watermark embedding into gray scale image. This
space will hide more watermark information (capacity will improve). The choice of color
space and selection of embedding color channel is important ‘RGB’ model and
watermarking in blue plane is not suitable due to poor robustness against compression
attacks. This is because the blue channel is heavily quantized during JPEG compression.
However, blue channel is able to give better imperceptibility. The “YCbCr’ model gives
advantage of robustness against compression attacks if watermark is embedded in ‘Y’
channel because ‘Y’ channel is less quantized as compared to chrominance channels
(‘Cb’ and ‘Cr’) in JPEG compression process. However, ‘Y’ channel (Luminance) is
more sensitive to human eyes. Therefore, even small modifications in the wavelet
coefficients of this channel may lead to poor imperceptibility which limits the embedding
capacity of ‘Y’ channel. The major findings of this work can be identified as follows:

Table 4 BER and NC performance for JPEG attacks at different quality factors(QF)

JPEG attacks BER values for text watermark NC values for Image watermark

Signature watermark Index watermark Caption watermark

QF=95 0 0 0 0.98
QF =85 0 0 0 0.975
QF=75 0 0 0 0.964
QF =65 0 0 0 0.96
QF=55 0 0 0 0.957
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Table 5 BER and NC performance for ‘checkmark’ attacks

Checkmark attacks

BER values for text watermark

NC values for image watermark

Signature Index Caption
watermark ~ watermark ~ watermark
Sharpening 0 0918
Gaussian Noise (Mean =0, 0 0 0 0.8325
Variance = 0.01)
Gaussian Noise (Mean =0, 0 1.62 8.514 0.792
Variance = 0.05)
Frequency mode LR Attack 0 0 0 0.6628
Flip 0 0 0 0.99
Median Filtering [2 2] and [33] 0 0 0 0.9077 and 0.8560
Hard threshold 0 0 0 0.9834
Rotation (20°) 0 0 0 0.9255
Dither 0 0 0 0.7058
Scaling by 2.5 0 1.01 6.45 0.695
Warping (wf=5) 0 0 0 0.624
Wiener Filtering [2 2] and [33] 0 0 0 0.9125 and 0.862

With excellent spatio-frequency localization properties, the DWT is also very
suitable to determine the embedding areas in the cover image where a watermark
can be imperceptibly embedded. One of attractive mathematical properties of SVD
is that slight variations of singular values do not affect the visual perception of the
cover image, which motivates the watermark embedding procedure to achieve better
performance in terms of imperceptibility, robustness and capacity as compared to
DWT and SVD applied individually.

For identity authentication purposes, multiple watermarks are embedded instead of
single watermark into the same medical image / multimedia objects simultaneously,
which offer superior performance in various applications.

The PSNR and NC performance of the proposed method is compared with other
reported techniques and it is found that the proposed method offers superior

Table 6 Comparison of PSNR and NC values with other reported method

Gain factor Singh et al.[33] Proposed method

PSNR(dB) NC PSNR (dB) NC
0.01 28.17 0.5247 54.26 0.87
0.05 28.02 0.9288 48.42 0.93
0.09 27.17 0.9668 42.68 0.98
0.1 26.85 0.9697 39.58 0.984
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performance. In addition, the capacity of embedding text watermarks is better than
the other reported technique.

* Security of the medical watermarks is enhanced by using secure Hash Algorithm
(SHA-512) for generating hash of ROI part (iris) of the cover eye image, which
provides 256 bits of hash.

* The medical image files / electronic patient record (EPR) contain important patient
data. Further, in order to conserve the transmission bandwidth or storage space the
patient’s details may be embedded inside the medical image.

*  The proposed multilevel watermarking approach aims to simultaneously embed different
types of watermarks on cover eye image while addressing the management of EPR data also.

This method may provide a potential solution to existing teleophthalmology security
problem of patient identity theft. The inclusions of many techniques were combined to improve
the robustness, high capacity (in form of multiple watermarks) and include the security of the
watermarks with the acceptable quality of the watermarked image for the Teleophthalmology
application which is the prime objective of the research. However, it may have increased the
computational complexity to some extent which needs to be investigated separately.

We would like to further improve the performance in terms of robustness, visual
quality of the watermarked image, additional security of watermark, capacity of the cover
multimedia object, false positive problem of the SVD and poor directionality information
of DWT, which will be reported in future communication.
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