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Abstract This paper presents a robust and secure region of interest and non-region of

interest based watermarking method for medical images. The proposed method applies the

combination of discrete wavelet transform and discrete cosine transforms on the cover

medical image for the embedding of image and electronic patient records (EPR) watermark

simultaneously. The embedding of multiple watermarks at the same time provides extra

level of security and important for the patient identity verification purpose. Further,

security of the image and EPR watermarks is enhancing by using message-digest (MD5)

hash algorithm and Rivest–Shamir–Adleman respectively before embedding into the

medical cover image. In addition, Hamming error correction code is applying on the

encrypted EPR watermark to enhance the robustness and reduce the possibility bit error

rates which may result into wrong diagnosis in medical environments. The robustness of

the method is also extensively examined for known attacks such as salt & pepper, Gaus-

sian, speckle, JPEG compression, filtering, histogram equalization. The method is found to

be robust for hidden watermark at acceptable quality of the watermarked image. Therefore,

the hybrid method is suitable for avoidance of the patient identity theft/alteration/modi-

fication and secure medical document dissemination over the open channel for medical

applications.
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1 Introduction

In recent years, telemedicine, teleradiology, tele-consultation tele-diagnosis and telem-

atics services are play a significant responsibility in the growth of medical applications.

However, management of the EPR data over the network is a potential issue for these

services. The digital imaging and communications in medicine (DICOM) standard is

defined for the transmission of EPR data over the network. This standard includes a

header file with the DICOM medical image which provides the significant information

about patient. However, this header may be misplaced, attacked or disordered and

further the header needs additional bandwidth. Due to these reasons the watermarking

techniques provide alternative solution to the transmission of medical images/patient

data [1–7]. Four major importance of the medical image watermarking for e-health

services are given in Fig. 1 [8].

The transmitted images are prone to corruption in the transmission medium due to

noise. Any distortion in the received images may lead to faulty watermark detection

and inappropriate disease diagnosis. The use of ECC not only addresses this problem

but also enhances robustness of the watermark. Further, the integrity of the medical

data is very important for the e-health services to avoid any wrong diagnoses [8, 9]. In

recent year, combined approach of watermarking and cryptography provides dual level

security for the EPR data [10]. However, robustness and security against malicious

attacks are the potential challenges for a good watermarking system [11].
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Fig. 1 Importance of medical image watermarking
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2 Related Work

In this section, a brief review of reported digital image watermarking methods using DWT

is presented below:

The ROI and NROI are the two important parts of the image [12]. The ROI part of the

medical image contains the important information, which does not allow any modification

in this part [13]. However, NROI part contains the background information of an image,

where the watermark information can be embedded for the secure transmission as reported

in [14–16]. Recently, DWT based watermarking methods using medical image is reported

in [11, 17–21].

Liew et al. [22] proposed a region based medical image watermarking algorithm

using least significant bit (LSB) and run-length encoding (RLE). The medical cover

image is decomposed into ROI and NROI section, where compressed watermark by

applying RLE from ROI are stored in NROI section of an image. Navas et al. [17]

proposed a blind watermarking method in ROI images based on integer wavelet

transform. The EPR is embedded into the NROI part of selected sub-band of the

cover image. Further, the security of the EPR watermark is enhanced by applying the

encryption technique prior to embedding into the cover. Moreover, author’s claim that

the method can embed up to a maximum of 3400 characters and extract all the

watermark bits without any distortion. The method can embeds more watermark

information at acceptable quality of the image. However, the method is not tested for

known attacks.

Nakhaie et al. [23] proposed a region based watermarking method based on spread

spectrum and discrete wavelet transform. The medical cover image is decomposed into

ROI and NROI, where binary watermark is embedding into DCT transform of NROI

part of the cover using spread spectrum embedding method. The visual quality of the

image is examined by Peak signal-to-noise ratio (PSNR) and mean squared error

(MSE). Raul et al. [24] presents a compression and encryption based data hiding

method using image using moment theory for medical images. The DICOM data is

considered as watermark is embedding into the cover. The accuracy of the watermark is

tested for JPEG and rotation attacks. Kaur [25] proposed medical image watermark

method is same as the method presenting in [23]. The proposed method is embedding

EPR and binary watermark into the cover image for quality assessment. The perfor-

mance of the method is good for the JPEG attacks where the quality factor must be

greater than or equal to 30 %. Kannammal et al. [26] proposed a encryption based

medical images watermarking method using LSB and DWT. The medical image

watermark is embedded in each block of cover image in the selected DWT sub-band

using LSB. In addition, the security of the cover and watermark is enhanced by

encrypting the watermarked image using three different encryption algorithms (AES,

RSA and RC4). The experimental results have shown that Rivest Cipher 4(RC4)
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algorithm performs better than the other two encryption algorithms. Further, the method

is robust and secure for known attacks. Al-Haj and Alaa’Amer [27] described a mul-

tiple image watermarking method using LSB, DWT and singular value decomposition

(SVD). The method using robust and fragile watermarks are embedding into the cover

image. The robust watermarks are embedding into the NROI area of the cover image

using DWT and SVD. However, fragile watermarks are embedding into the ROI area of

the image by using LSB. The proposed method is robust for JPEG and salt & pepper

attacks. For the Teleophthalmology application, Pandey et al. [28] proposed ROI and

NROI based medical image watermarking using DWT and SVD. To enhance the

security of the method, SHA-512 hash algorithm is applied on the ROI part of the

cover image to generate the unique hash value. The EPR/text watermark is encoded

with unique hash value and the encoded text and image watermark is embedded into

the NROI part of the DWT cover image. The method is extensively evaluated for

various attacks including Checkmark attacks. The PSNR and NC values have been

compared with other existing method [8].

This study represents the multiple watermarking method using DWT and DCT. The

EPR data and image watermark is embedding simultaneously into the NROI and ROI part

of the cover object respectively using for ownership identification purpose. Further, EPR

watermark is encoded by the RSA cryptography algorithm [29–31], which enhances the

security of the watermark. Although, the image watermark is hashed by using the MD5

algorithm [30, 31]. The error correction codes are also applied to the encoded EPR data

making the text watermark robust against the signal processing attacks [31, 32]. The final

watermarked image is further encrypted to protect from unauthorized access and miscel-

laneous intruder attacks.

3 Proposed Algorithm

In the proposed method, fusion of DWT and DCT is applied on medical cover image

instead of DWT and DC separately. The details of embedding and extraction process of the

proposed method are given in Sects. 2.1 and 2.2 respectively. Further, both process is

represented diagrammatically in Fig. 2a, b.

3.1 Watermark Embedding Process
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3.2 Watermark Extraction Process

4 Experimental Results and Performance Analysis

The proposed watermarking embedding and extraction method is tested for MRI, CT Scan

and ultrasound images [33]. The image size 512 9 512 is used as the cover image is

divided into the ROI and NROI regions. For the testing, the image watermark size of

256 9 256. The ROI and NROI part of the cover is decomposed by second level DWT.

The hashed watermark image is hidden to the ROI part however, encrypted and encoded

EPR data (33 characters) is hidden to the NROI part of the cover. Figure 3a, b shows the

original and watermarked image respectively. Figure 4a, b shows the health center logo as

image and EPR data as text watermark respectively.

The robustness of the EPR watermark is enhanced by the Hamming code, which is

applied on 7-bit binary illustration of the data before embedding into the cover medical

image. The performance of the method is examined for different gain factor ranging
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Fig. 2 Proposed watermark a embedding and b extraction process
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from 0.02 to 1.0, cover image and known attacks. The degradation in the visual quality

cover image is evaluated by PSNR. Further, robustness of the extracted image and EPR

watermark is evaluated by NC and BER respectively. Table 1 describes the NC and

BER values for watermark ‘w1’ and ‘w2’ respectively at different gain factors ranging

from 0.01 to 1. It is observed that the robustness performance is increasing with

increasing the gain factors. Referring this table, the NC value evaluated at different gain

factors and it is observed that the maximum value is obtained at gain factor = 1 for

MRI images. For CT scan images, the NC value is 1 at gain factors 0.02–1. Table 2

(a) (b)

Fig. 3 The image considered as a cover and b watermarked

Abhilasha_30290_JUITWS_BXBPS4951D 
(a) (b) 

Fig. 4 a Image watermark and b EPR watermark

Table 1 Gain factors versus NC and BER values for different medical images

Gain factors NC values BER values

MRI CT scan MRI CT scan

Brain Spine Brain Heart Brain Spine Brain Spine

0.02 1 1 1 1 0 0 0 0

0.05 1 1 1 1 0 0 0 0

0.8 1 1 1 1 0 0 0 0

1 1 1 1 1 0 0 0 0
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shows the PSNR performance obtained by the proposed method without the signal

processing attacks. From the experimental result it is observed that the PSNR value

decreases with the increase in gain factor. For Brain MRI image, the PSNR ranges from

36.420885 to 51.833272 dB at gain factor 1–0.02. However, PSNR value ranges from

37.042364 to 50.391136 dB at the same gain factors for CT-Scan images. Figure 5

show the graphical representation of Table 2.

Table 3 shows the NC and BER values for ‘w1’ and ‘w2’ respectively for different

noise attacks at gain factor = 1. Referring Table 3, it is observed that the highest NC

value is obtained as ‘1.0’ against contrast, histogram equalization and cropping attacks

for both MRI and CT scan image. However, the lowest NC value is obtained as

0.899266 against rotation attack for the same images. This table also presents the BER

values for the different noise. In this table, we observed that highest BER value for

MRI and CT scan images is obtained as 0.1884 and 0.3264 respectively against

Gaussian (Mean = 0, variance = 0.00003) noise. However, the lowest BER value is

obtained as 0.1233 (except for Gaussian and speckle noise) and 0.1250 (against speckle

noise) for the same images. Figure 6a, b show the NC performance of the proposed

method for salt & pepper and speckle noise respectively and different noise level. The

security of the EPR watermark is enhanced by applying the RSA technique before

embedding into the cover. The RSA encoding and decoding time is also evaluated for

different EPR watermark at three different values of prime numbers P and Q in

Table 4. Referring Table 4, it is observed that the encoding and decoding time is highly

Table 2 Gain factors versus
PSNR values for different medi-
cal images

Gain factors PSNR values (dB)

MRI CT scan

Brain Spine Brain Spine

0.02 51.833272 51.17509 52.161197 50.391136

0.05 38.856662 39.475693 40.040889 39.789543

0.8 36.420885 37.042364 37.042364 37.042364

1 36.420885 37.042364 37.042364 37.042364

0
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PSNR evaluation at different gain factors
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Fig. 5 PSNR performance of the proposed method at different gain
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depends on the size of EPR watermark. Due to the limited resource of our experimental

setup, we simulated the proposed algorithm on smaller prime numbers. However, it may

also perform better for large prime numbers.

Table 3 NC and BER values obtained by the proposed method for known attacks

Noise NC values BER values

MRI CT scan MRI CT
Scan

Salt & pepper (noise density = 0.001 and
0.002

0.94405 and
0.943998

0.949754 and
0.949720

0.1233 0.1259

Gaussian (mean = 0, variance = 0.00001) 0.944054 0.950014 0.1545 0.263

Gaussian (mean = 0, variance = 0.00003) 0.944001 0.940069 0.1884 0.3264

Speckle (variance = 0.00001) 0.943955 0.949742 0.1276 0.125

Speckle (variance = 0.00002) 0.943951 0.949742 0.1285 0.1328

JPEG compression (QF = 65) 0.949301 0.949301 0.1233 0.1563

Contrast adjustment 1 1 0.1233 0.1563

Histogram equalization 1 1 0.1233 0.1563

Gaussian LPF 0.965043 0.965043 0.1233 0.1563

Rotation (0.01 rad) 0.899266 0.899266 0.1233 0.1563

Cropping 1 1 0.1233 0.1563

(a) 

(b) 
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Fig. 6 NC performance of the
proposed method for a salt &
pepper and b speckle noise at
different noise level
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5 Conclusion

In healthcare domain, the security of EPR data is primary concern to protect the confi-

dential patient reports from the unauthorized access and unwanted tamper. The medical

images shared over the internet must be protected from malicious attacks. This paper

presents DWT and DCT based multiple watermarking method using RSA and Hamming

error correcting codes. The image and EPR watermark is embedded simultaneously into

the cover for the purpose of ownership identification and enhanced security of the medical

information. Initially, the propose method identified ROI and NROI section of the cover

image. Based on importance of the medical information, the EPR and image watermarks

are hidden into the NROI and ROI part of the cover medical image respectively. Refer-

eeing Table 1 to Table 4, the PSNR, NC and BER values of the hybrid method is highly

depends on noise level, gain factor and the size of the watermark. The main contribution of

the research is given below:

1. The proposed hybrid (DWT and DCT) watermarking method enhanced the NC and

PSNR performance as compared to DWT and DCT applied individually,

2. RSA and MD5 are applied on EPR and image watermark respectively before

embedding into the cover, which provides the extra level security of the watermarks.

Further, Hamming code is applied on the encoded EPR watermark, which reduces the

error rates as obtained by the proposed method. Moreover, the robustness method is

examined for different known attacks, and

3. Two different watermarks are hidden into the cover, which enhanced the security of

both watermarks, reduce the bandwidth and storage space requirements. It includes,

the multiple watermarking is appropriate for medical applications.

Therefore, the method is suitable for the avoidance of patient identity theft/alter-

ation/modification and secure medical document dissemination over the open channel for

medical applications.

Various techniques were combined to make balance between the major benchmark

performance parameters (robustness, imperceptibility, capacity and security) of the

watermarking system. However, computational complexity of the method needs to be

investigated separately in future communication.

Table 4 Encoding and decoding time for different size of EPR watermark

Prime numbers Different EPRs of different sizes (in bytes)

Encoding time (s) Decoding time (s)

P Q 89 110 150 260 89 110 150 260

43 47 0.1563 0.1719 0.2564 0.2867 0.25 0.2656 0.3564 0.3867

89 97 0.2701 0.2786 0.3513 0.3689 0.37 0.39 0.4377 0.4798

131 113 0.4856 0.4999 0.5105 0.5288 0.6066 0.6589 0.7466 0.7534
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