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Q1. The security threats to networks can be because of weaknesses in network infrastructure and
conmunication protocols. Justify this statement considering suitable example.

[CO-2, 3.5 marks)

Q2. The FBI's foreign counter intelligence mission has broadly categorized the security threats
into some categories. Discuss these security threat motives. [CO-2, 3.5 marks]

Q3. What is meant by network system vulnerabilities? There exist various sources of system
vilnerahilities. THscuss a few of these sources. [CO-2, 1+4=5 marks}

(4. Authentication piays a significant role to provide security to any network. Define the term
authentication. How does it function? Discuss the basic forms of authentication.

{CO-4, 1.5+1.5=3 marks]

Q5. Discuss the functioning of authentication method which does not require passwords and user
names. [CO-4, 2.5 marks]

Q6. Discuss the basic requirements for developing an authentication policy. [CO-4, 2.5 marks]

Q7. Which security standard is designed by Internet Engineering task Force (IETF) to address
the inherent lack of security for IP-based networks? Discuss in detail its functioning along with
the protocols which are essentially reqiired in it. [CO-3, 2.5+2.5=5 marks)



