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for solving problems.

Ql To set up a secure and authenticated communication channel between two parties via &
virtual private network (VPN), which standard protocol is used? How does this protocol ensute
data security to be transmitted over the public internet, discuss in detail along with iis working of
phase-1 and phase-1i. [CO-3, 6 marks]

(2. When HTTP was developed, it was developed for a Web that was simple, that did vt
require dynamic graphics; and at that time which did not require the hard encryption for end-1e-
end transactions that have since developed. Considering the growing need for security, wpich
piotecoi was developed by Enterprise [ntegration Fechnologies (BIT) based on current H1tE!
Discusa i Avtail the working of this protocol along with headers. [CO-3, 6 marks]
Q2 Al transport laver, the two proloceis. Seoure Socket Layer (SSL) and Transport Layer
Security (TLS) which seem to be two separate protocols, but [ETF standardized it undder the
name SSL/TLS. Discuss the functioning of SSL, its Objectives and Archilecture, is handshiahe
mechanism, SSL record protocol. Also, discuss the tunctioning of TLS. [CO-3, 5+3==8 puar ki~

Q4. Discuss in detail the functioning of crypiographic protocol developed by a grenp nf
companies such as Microsoit, IBM, Visa, MasterCard, Netscape, RSA, and others for oniine
credit and debit card activities. [CO-3, 4 rmarks]

Q5. How can the sensitive communication be protected using Pretty Good Privacy (PGP)? How
does it function by creating a circle of trust, discuss i detail. [CO-3, 4 marks}

Q6¢i). As the wireless revolution rages on and more and more organizations and individuals are
adapting wireless technology tor their commuuication needs, the security in wireless netwerks
and Jevices is also of cqual imporizace. How is security m various standards of wisciess
communication technologies such as 2G, 3G achieved, discuss i dutail? [CO-4, 4 marks!

)6(ii). What are the wireless LANs sccurity conce ns”? CO-4, 3 marks
{



