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Abstract 

 

 
The goal of the D-App is to allow the users to buy music made by different artists as 

NFTs and also resell them if needed, another feature is that the artist will also receive 

some payment in the form of NFTs. This project is basically an NFT Marketplace and 

was assigned to me by the company in order to help me get a better understanding of the 

skills that are needed in the area of BlockChain design and development. This webApp 

was supposed to be the implementation of the knowledge that we have acquired while 

learning blockchain designing and development in the last four to five months. This 

webApp follows a two-tier architecture. The presentation tier or the front-end is kept 

simple and user friendly. The main purpose of this tier is to display information and to 

collect information from the user i.e It is implemented for the users to interact with the 

smart contracts built using Ethereum solidity. The application tier is the heart of web 

applications. It is also where the solidity contracts are used to interact with the users and 

process the information received. All the information about the user collected from the 

presentation tier is processed and shown in the temporary backend which is the EVM 

Testnet interaction generated by Hardhat tool . It is mainly implemented using nodejs. 

 

The two-tier architecture ensured faster development as both tiers can be developed 

simultaneously. It also ensures improved scalability, reliability and security.The most 

important part is the integration of the smart contracts and the frontend followed by the 

temporary backend created using EVM Testnet interactions. 
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Chapter-1 

INTRODUCTION 

 

 

 1.1 Introduction 

 

It is a basic decentralised application that allows users to buy listed songs as NFTs and also 

resell them whenever needed. The main part is the interaction with the smart contracts and  

ensure secured transaction of the NFTs from the users respective accounts. Front-end of the 

website is made using html, css, javascript. Bootstrap templates are used extensively. For 

the temporary back-end we are using nodejs and Hardhat tool which is used to create a 

testing environment for our code’s testing by generating fake accounts on EVM Testnet 

interaction using Hardhat tool.  

The D-App allows users to buy NFTs of music by first connecting their accounts to D-App 

and only then transactions are carried out in the testing environment. 

 

1.2 Problem Statement  

 

To apply industrial best practices and create a fast, scalable and secure decentralised 

application. To learn and apply the knowledge of front-end development in real life projects 

and to understand the in-depth working of BLOCKCHAIN development and smart 

contracts. 

 

1.3 Objectives 

 

To create testable, structured, clean and maintainable decentralised applications by using 

industrial best practices. To apply the knowledge about the technologies taught to us thus 

far and gain practical experience.   
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1.4 Methodology 

 

The front-end of this application is developed exclusively using Reactjs. Plain CSS is used 

for styling since the main objective of the project is to integrate smart contracts with the 

front end for a user-friendly NFT marketplace and not the front-end. This combination 

allows faster development and scalability. Each component can be developed 

simultaneously and error in one component won’t affect other components. 

For the temporary backend and to create a safe testing environment we have used Hardhat 

tool which is quite popular and easy to use in the world of Blockchain Development. 

 

Transactions will be carried out as well as verified using Metamask which is an inbuilt 

software wallet that communicates with the Ethereum Blockchain. 

 

 

1.5 Organisation 

 

Dedicated to building scalable blockchain products, Nonceblox is a group of talented 

blockchain architects, consultants, SMBs and cryptocurrency advisors.  Hyperledger, 

Polygon, Solana, BSC and Polkadot solutions were developed by Nonceblox. Our talented 

team of blockchain designers, experts, business SMEs and cryptocurrency advisors are 

dedicated to developing blockchain technology that is efficient and beneficial for businesses. 

 

 

 

Fig 1: Company logo 
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Chapter-2 

LITERATURE SURVEY 

 

1. React documentation  

 

React is a front-end framework that allows users to write reusable code for every 

component of a website. Each component can be combined to develop a complete UI (user 

interface)[1]. 

 

2. Javascript documentation - Mozilla 

 

Write simple to advanced asynchronous javascript to build fully scripted amd scalable web 

applications[2]. 

 

3. Git and Github  

 

Official document that tells you about the concept of version control, Git, and how it works 

with GitHub[3]. 

 

4. Blockchain 

A report by Satpal Singh Kushwaha recognizes and states that Blockchain is a 

revolutionary technology that allows users to communicate reliably[4]. It changes the 

business model of organisations without the assistance of a reliable third party.  

 

5. Ethereum 

A report by Dr. Gavin Wood talks about the blockchain paradigm which combined with 

cryptographically secure transactions has seen its usefulness in many projects, notably 

Bitcoin[5]. [6] All these operations can be viewed as a simple application of classification 

, but as a computational application. We can call this application as a single process with 

shared states. 
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6. WEB3.0 Auth. documentation 

Blockchain development requires authentication and security which can be provided by 

the web3.0 authorization to connect your wallet along with the number of stages of 

authorization for a user-satisfactory transaction [7].  

 

7. Introducing JSX - React 

Official React website that guides beginners about how to write JSX code. Also explains 

how the Babel compiler works. 

 

8. HardHat 

Hardhat is a development tool for Ethereum software.[8] It has different components for 

editing, compiling, debugging and deploying smart contracts and dApps, and all together 

form a complete development environment. 

 

9. Mocha 

Mocha is a JavaScript testing framework that offers browser support, asynchronous testing, 

test reporting, and validation libraries for Node.js programs[9].  

 

10. IPFS 

It is a decentralised file storage system This storage system allows direct interaction 

through a secure global P2P network. Combining these two strengths, IPFS enables the 

web to constantly innovate and improve the way we use Internet protocols such as HTTP. 
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Chapter-3 

SYSTEM DESIGN AND DEVELOPMENT 

 

3. SYSTEM DEVELOPMENT 

 

3.1 System design diagram 

 

Fig 2: System design diagram 

 

 

3.2 System design implementation 

 

How it Works : A react web application usually has two sub-folders for client-side and 

server-side applications but here the web browser and Blockchain wallet will directly 

interact with the website (front-end) which we have built and the website will directly read 

and write data in to the Ethereum blockchain which has ethereum smart contracts written in 

solidity. After this all the music files will get stored in the decentralised file storage i.e IPFS. 

This makes it faster than other sites and secure along with it. 
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3.2.1 Identification of features 

The features of web application includes :  

- Connecting to the website using the browser and blockchain wallet extension 

for that browser. 

- Purchasing the song from the website. 

- The purchased song will be removed from the available songs for that account 

and will be shown under purchased songs.. 

- The user can sell the purchased song NFT with the new amount , the song will 

be removed from purchased songs and will be shown in available songs. 

- Once the NFT on sale is purchased by someone that NFT will be shown in my-

reasle tab. 

- Users can disconnect accounts after use. 

 

 

3.2.2 Libraries and frameworks used 

 

JS is a lightweight, compiled or interpreted script with many features. Many non-

browser themes like Node.js, Apache CouchDB, and Adobe Acrobat use it as it is one 

of the best server-side scripting languages. 

 

Reactjs : React is a free open source front-end library based on javascript for building user-

based components. It is maintained by the meta and a group of freelancers and businesses. 

With a framework like Next.js, React can be used to build single page, mobile, or server-

generated apps. Because React deals only with the UI and renders objects to the DOM, 

libraries in React applications often provide instructions and other user functions. 

 

Nodejs : [10] The Node.js, an open source server environment, is cross-platform and works 

with many operating systems, including Windows, Linux, Unix, macOS, and more. 

JavaScript code can be executed outside the web using Node.js, a backend engine that uses 

the V8 JavaScript engine. JavaScript is a scripting language that developers can use to create 

server-side scripts and command-line tools using Node.js. 
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The server usually needs to be able to run JavaScript code to generate before the page is 

provided to the user, a dynamic web content website. 

 

Blockchain : Blockchain is a shared, immutable database that streamlines the process of 

recording transactions and tracking resources across businesses. Assets can be tangible 

(houses, cars, cash, land) or intangible (intellectual property, patents, copyrights, brands). 

Almost anything of value on the blockchain network can be traced and traded, reducing risk 

and lowering costs for all parties involved. Business depends on knowledge. The sooner and 

more taken, the better. 

Blockchain is ideal for transferring this information as it provides instant, shared and 

transparent information stored in a transferable ledger that only network members cannot 

access. Blockchain networks can track orders, payments, money, production and more. As 

members share a single view of reality, you see all the details of the end-to-end deal, giving 

you confidence and unlocking the experience of new benefits and opportunities. 

 

 

Nodemon : If we change and save the file, nodemon will automatically start the server. 

Without a nodemon, the server must be restarted after each change. It saves a lot of time and 

effort. Once tested, you can run the site on your localhost using the "nodemon app" command. 

 

3.2.3 Technical Requirements 

   

- VS Code(preferred IDE) / sublime text  

- Hardhat for creating EVM Testnet interactions 

 

3.2.4 Hardware Configuration 

 

 

Table 1: Hardware requirements 
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3.2.5 Software Configuration 

Operating System Windows 

Language Javascript/JSX 

Package manager Node package manager (NPM) 

Runtime environment Node.js + Hardhat 

 

Table 2: Software requirements 

 

3.3 Website Design 

Header containing the name of the website along with a navigation bar. The navigation bar 

has links to “Home” , “purchased” and “my-resales” pages. 

Body which has different contents for each page. Eg:- In the “purchased” page body contains 

the purchased NFTs  while in the “my-resales” page it shows what NFTs have been sold. 

 

3.4 Front-end implementation 

3.4.1 Bootstrapping a basic react application 

We need to run npx create-react-app appname and it will automatically create a folder with 

everything needed to create a React app [1]. 

 

3.4.2 React Workspace and folder hierarchy 

 

Fig 3: Bootstrapped react app made using npm create-react-app command 
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3.4.3 Installing  packages and dependencies 

 

In React, many packages and dependencies can be installed using the following 

command: 

npm install package name - to install regular dependencies. 

npm i - Install all dependencies at once. 

 

3.4.4 Importing and exporting components 

 

In React, we can export a particular component and then import it into the parent component 

to reuse it many times. 

 

Importing :  

Importing a component  -  import Home from './Home.js' 

Importing dependencies  -  import { ethers } from "ethers" 

Importing hooks  -  import {useState} from ‘react’; 

 

Exporting :  

We can export a component as follows :   

export default function App() { 

  return ( 

    <Home /> 

  ); 

} 

 

3.4.5 How react works (JSX and Babel) :  

 

JSX is short for JavaScript XML. JSX lets you write html in javascript. This is what makes 

React powerful and clean. 

 

An expression in JSX : const myMatter = <h1>Install Node.js </h1>; 
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A block of html in react can be written as :  

const myMatter = ( 

  <div> 

    <p>First para</p> 

    <p>Second para</p> 

  </div> 

); 

 

 

What is Babel ?  

 

Created by Sebastian Mckenzie, BabelJS is a JavaScript transpiler that converts new features 

into regular expressions. With this it is easy to use features of both old and modern browsers. 

It is used to write the JSX used by React. 

 

The language that browsers understand is JavaScript. We use a variety of browsers to run 

our apps, including Chrome, Firefox, Internet Explorer, Microsoft Edge, Opera and UC 

Browser. The language of JavaScript is called ECMAScript; The latest stable version, 

ECMAScript 2015 ES6, is compatible with old and new browsers. 

 

Since ES5 we have ES6, ES7 and ES8. There are many new features in ES6, but not all 

browsers support them. Same goes for ES7, ES8 and ESNext (upcoming ECMAScript 

release). It's not clear when all browsers can use each version of ES release. 

 

If we want to use the new ECMAScript features and run it in all existing browsers, we need 

a program to write our final code in ES5. Babel was designed to solve this problem. 

 

 

3.4.6 States in React 

 

In React, every change made by the user is considered a state change. A state contains 

information about the objects it is in. Every time we change the state of the object, it is reset 

with the new state. The SetState() constructor is used to change the state of an object. For 
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example, if we type in search, the state changes for each letter and the object has to be 

repeated.Example :  

 

Class MyClass extends React.Component { 

    constructor(props) { 

        super(props); 

        this.state = { attribute : "value" }; 

    } 

} 

3.4.7  Props in react 

Props is short for things. It works like an HTML character. Objects in React are similar to 

state, but the main difference between state and object is that objects can be passed from 

parent object to child object. This process is called "propeller drilling". 

Eg:- 

Adding an attribute called ‘brand’ to ‘Vehicle’ component :  

const Ele = <Vehicle brand="Toyota" />; 

Passing the prop to the component :  

function Truck(data) { 

  return <h1>The price is : { data.price }</h1>; 

} 

3.4.8 React Hooks 

React version 16.8 introduces hooks. This is done to modify the class object. Hooks allow 

us to access partial state and other React features. The state can be changed via hooks.It also 

helps us to ‘hook’ into the lifecycle methods. The programmer needs to import the hook 

before using it. Hooks can be imported by the following line of code :  

- import {useState} from ‘react’; 

Below is the list of the most frequently used react hooks :  



12 
 

1. useState hook : It is used to set and update the state of a component. 

Used to toggle/change the state of a component. Basically, if something changes in the 

React app, its state changes. If we type something in the search field, its state changes 

and every time the state changes the page returns.   

2. useEffect hook : It is used to perform a specific task after an event has occurred. 

The useEffect hook takes two parameters: an anonymous function and an array. When 

the parameters in the array are triggered, the code in the anonymous function is executed. 

When a state changes, we increment the value of the count variable. 

 

Syntax of useEffect hook :  

useEffect( ( ) => { 

         },   [dependency_if_any] 

          ) }   

3. useContext hook : Used to prevent column drilling. An element has a state that can be 

accessed by all objects, regardless of how many parent objects are on it.The status should 

be held by the highest parent in the group who needs to access the status. We have many 

nested components. Components at the top and bottom of the stack must access state.To 

do this without context, we need to pass the state to "props" for each link. This is called 

"propeller drilling". 

 

4. useRef hook : Explain the concept of unregulated features. Uncontrolled components are 

controlled by the DOM itself, not by the reactive state. References are used to interact 

directly with the real DOM (Data Model) rather than the virtual DOM. References do not 

result in rework. Let's say we want to use the "focus" feature that exists in javascript but 

not in JSX.Using the references we can get the first DOM node and use the focus property 

on it. This is a very useful reference to useRef when the button is clicked and you want 
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the input to focus. To do this we first need to access the DOM entry and then call its 

focus() function. To do this in JavaScript, select the input using querySelector or by 

id/class, then call the focus() function. But React has no way to do this. 

 

5. useMemo hook : It is used to stop unnecessary repetition. When the parent's state 

changes, the child object needs to be rebuilt, even if its state has not changed. This makes 

memory redundant. The useMemo hook prevents this behaviour. Consider a static 

greeting card that will appear in the application. Other states such as counters are also 

available in the app. The welcome card is a sub-application of the main parent 

application, so when the counter increases, the static card will be updated with the 

changes in the internal state of the form, please. 

 

6. useCallback hook : It's similar to using a memo. Returns the noted function, while 

UseMemo returns the noted value. UseMemo does not work when accessories are passed 

from parent to child. In this case, callback hook is preferred. 

Pass an array of dependencies with an inline callback. What implementCallback returns 

is a memory version that changes only when one of the callback's parameters changes. 

This will help kids get back to being the best, who don't have to do everything because 

they trust equality.  
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React hooks lifecycle :  

 

Fig 4 : React hooks lifecycle 

 

Mounting, Updating, and Unmounting are the three phases that make up the lifecycle of a 

React component. Each level has a special path that is responsible for a certain level in the 

physical component. Technically, this method does not work with functional objects, only 

with class objects. 

But thanks to the introduction of the Hooks concept in React, you can now use this living 

system's changes when interacting with provincial functionality. In a nutshell, React Hooks 

are functions that can be "pinned" to React's state and lifecycle of functional objects. 

 

Phases of React component lifecycle :  

During the Mounting step, a new component is created and added to the DOM, which also 

marks the beginning of the component lifecycle. This is often called "start processing" and 

can only happen once. 

Components are updated or redone during updates. This reaction is triggered when the status 

or equipment is updated. This phase will happen over and over as part of React's purpose. 
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The unmounting step, which removes a fragment from the DOM, is the final stage of a 

fragment's lifecycle. 

For each stage of its lifecycle, the object class can be called in different ways (more on that 

below). Only this lifecycle method created by or included in the class is not explicitly used 

by the functional object. Functional objects, on the other hand, can take advantage of the 

situation when using React hooks. 

 

3.4.9 Ethers.js  

Ethers.js is a web 3.0 library that can be used to interact with smart contracts on the 

Ethereum blockchain and other Ethereum Virtual Machine (EVM) over 

blockchains.Ethers.js and React create a front-end web application that can: 

1. Connect to Metamask wallet in a browser 

2. Read wallet balances 

3. Access existing blocks on the Ethereum network 

4. Listen for blockchain updates on the Ethereum network 

5. Read data from smart contracts 

6. From Metamask write operations for smart contracts 

Installation : npm install --save ethers 

To connect Metamask wallet to React app, we will first create a new React component to 

connect Metamask to React app using Ethers.js. 

import React, { Component } from 'react'; 

class Metamask extends Component { 

    constructor(props) { 

         super(props); 

     } 
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render() { 

    return( 

        <div> 

        </div> 

  ) 

 } 

} 

export default Metamask; 

  

3.5 State Management using React-redux :  

Redux is one of the most important tools in React. It is an open source javascript library to 

store all state in one central place. It is used for state administration only. When there is 

more than one state, redux stores all states in a central place called the Redux Store. From 

there, "actions" are sent to modify the data. 

Redux provides a simple and convenient way to manage state. It works on the principle of 

"one-way data flow". It helps to evaluate and better manage the application. 

 

Fig 5 : The flow control of redux 
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The three main components of Redux are :  

Redux Store : Maintain the current state of all objects. When we need information, we need 

to go to the Store. The reducers then update the data and send an action. Then store the new 

file in the Redux Store. 

Creating a Redux Store :  

const store = createStore(reducers) 

ReactDOM.render( 

    <Provider store={store}> 

        <App /> 

    </Provider>, 

 document.getElementById('root') 

); 

 

Action : Operations are simple objects with two properties, type and payload. An attribute 

payload is an optional item that contains some information required to complete a task, while 

an attribute type is usually a description of the action. Sending data from the app to the 

Redux store is the main purpose of the process. 

Reducers :Reducers are pure functions that adjust the state of the application based on user 

input. Reducers perform an action and change state input and output state. Due to state 

invariance, reducers always create a new state that represents a new version of the previous 

state. It is mainly used to perform some action and update existing data/state in the Redux 

Store.  
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Data flow in a Redux application : 

- Data flows happen when the user interacts with the product. As a result of this 

interaction, it sends a constructive "action". 

- When an order is sent, it is received by the central reducer of the application 

and sent to all other reducers. Therefore, depending on the order shipped, it is 

the responsibility to determine whether to update the case or not. 

- This is defined using a simple keyword to filter related jobs. Every (small) 

reducer in the app accepts the submission and returns the current state when 

the submission type matches. 

- It is important to remember that with Redux the situation never changes. 

Instead, the reducer always creates a new state that is the same as the original 

state but with some changes. 

- The store then notifies the item of the state change, which allows it to recover 

the state and reuse the item. 

- Another important point in this context is that the data flow is unidirectional 

or flowing in one direction in a React-Redux application. 

 

3.6 Routing  

One of the tools used to customise React is the React Router. It allows users to switch 

between multiple pages made of various React components, change the URL of the browser 

and keep the UI in sync with the URL. 

Installation : npm install react-router-dom 

Importing :  

 import { 

 BrowserRouter as Router, 

 Routes, 

 Route, 
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 Link 

} from 'react-router-dom'; 

 

Usage : This application has three main routes. Home, Purchased and My-Resales. 

 

3.7 Connecting Front-end and Smart Contract :  

An important part of this process is the use of a DApp address contract, which acts as a 

unique identifier for smart contracts on the blockchain.Integrating smart contracts with the 

front-end can facilitate users' interaction with smart contracts and facilitate the adoption and 

use of smart contracts. 

Using the unique DApp contract address as a port, we can use various tools to forward our 

smart contracts.Tools used to connect  smart contract to frontend are as follows: 

1. Web3.js : Web3.js is a JavaScript library that allows you to interact with the Ethereum 

blockchain from within your DApp. It provides a way to read and write blockchain data 

using a contract address, and a mechanism to listen for events broadcast by the contract. 

2. Hardhat : It is a development framework that provides a framework for creating, testing 

and deploying smart contracts. It includes a console that lets you use contract interfaces to 

interact with your smart contracts and run various commands, and a test library that you can 

use to write tests for your contracts. 

3. Metamask : [11]MetaMask is a browser extension that allows you to interact with the 

Ethereum blockchain through your web browser. It provides a way to sign transactions and 

access DApps in the browser without the need for an Ethereum base. The DApp contract is 

used to identify the specific contract you want to interact with. 
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Steps to connect your smart contract to a frontend :  

1. Deploy your contract to the blockchain :  

First, you need to send the smart contract to the blockchain network. You can do this with a 

tool like Hardhat, which creates an address in the contract that you can use to interact with 

your contract. Make sure you create a wallet and have cryptocurrency capital to cover the 

transfer. It is important to note that the address in the mainnet's contract is not the same as 

the address in the blockchain test's contract. 

3.7.1 Blockchain Technology : Blockchain is an ever-growing list of data blocks (blocks) 

that are securely interconnected by cryptographic hashes. [11][12][13][14] Each block 

comprises of transaction data (often represented as a Merkle tree with data nodes represented 

by leaves), a timestamp, and a cryptographic hash of the preceding block. Timestamps prove 

that the changed data existed when the block was created. Since each block contains 

information about the previous block, they form a chain (similar to a data link structure) in 

which each additional block is linked to the previous block. Therefore, blockchain 

transactions cannot be undone because once they are recorded, the information in a 

particular block cannot be changed retrospectively without modifying all subsequent blocks. 

A peer-to-peer (P2P) computer network often oversees a blockchain, which functions as a 

public distributed ledger where nodes collectively act in accordance with the additional 

accepted algorithm protocol and legitimate new business blocks. Blockchains can be 

regarded as safe in terms of architecture and distributed system instances, including strong 

Byzantine fault tolerance,[15] despite the fact that blockchain data cannot be changed. This 

is because blockchain forks are a possibility. 

W. Scott Stornetta, Dave Bayer, and Stuart Haber. [16] Bitcoin is the first digital currency 

to leverage blockchain technology to address the issue of double spending without the aid 

of a trust or incorporation server. The person who created Bitcoin has been mentioned in 

various apps and blockchains that are commonly utilised by cryptocurrencies. Blockchain 

may be compared to a payment rail. [17]. 

It is advised to utilise private blockchains for business purposes. The business of such private 

blockchains without basic security has been referred to as "snake oil" by Computerworld; 
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[18] Others, however, have suggested that permissioned blockchains, when well built, can 

be more disruptive and safe than permissionless blockchains in actual use [19]. 

 

Structure and design : A blockchain is a distributed, distributed and mostly public ledger 

made up of data called blocks used to record transactions across multiple computers, so not 

all transactions can be changed without changing all blocks after that [20]. Participants may 

now more easily and independently detect and evaluate changes [21]. Blockchain databases 

are self-managed using a peer-to-peer network and distributed time servers. They are 

recognized by a grand coalition driven by self-interest. This design supports stable 

transactions where participants are not fully aware of the security information [22]. 

The use of blockchain eliminates the endless transfer of digital assets. It eliminates duplicate 

spending by allowing each unit of value to be traded just once. Blockchain is described as a 

value exchange. A blockchain can manage ownership because, when designed appropriately 

to extend the transaction agreement, it reveals what needs to be given and received. 

In essence, blockchain may be thought of as having many layers:  

1. Infrastructure (hardware) 

2. Network (finding node, knowledge dissemination and authentication) 

3. Consensus (PoW, PoS) 

4. Data ( transaction,blocks) 

5. App (Dapp if applicable/smart contract) 
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Fig 6 : Structure of a Blockchain 

 

Blocks : Valid transactions that have been hashed and encoded into Merkle trees are stored 

in blocks. The cryptographic hash of the block before it on the blockchain is contained in 

every block and connects them. For a chain, join the blocks together. The integrity of each 

subsequent block up to the genesis block (block 0), the initial block, is checked iteratively 

in this procedure. To guarantee the accuracy of the blocks and the information they contain, 

digital signatures are frequently used on blocks. 

In some cases, forking temporarily allows for the simultaneous creation of several blocks. 

Each blockchain includes a unique mechanism for scoring various historical scores so that 

the version with the higher score may be chosen, in addition to hash-based historical 

security. Orphan blocks are those that are not chosen to be part of the chain. Different 

iterations of the history sequence are used by competitors of the backup file. They only 

receive the top marks for the knowledge they possess. 

When a buddy receives a better score—typically an older score with new blocks added—

they may continue or gather further data and relay the upgrades to their friend. There is no 

assurance that a certain submission will continue to be the greatest it has ever been. 

Blockchains are frequently made so that some new blocks can be added to existing ones, 

and rewards are offered for adding new blocks rather than erasing existing ones. Therefore, 

when additional blocks are added to it, the likelihood of altering access will ultimately drop 

to a very low level. 

In the proof-of-work mechanism used by Bitcoin, for instance, the chain with the most 
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proofs of work is regarded as genuine by the network. To prove the accuracy of the 

computation, a variety of techniques can be utilised. In a blockchain, calculations are rerun 

rather than using the standard separate and equal method.  

 

Block Time : Block time is the average time it takes for the network to create an additional 

block on the blockchain. When the time block is complete, the information available 

becomes evidence. In cryptocurrencies, this is the time when transactions occur, so a shorter 

time means faster transactions. Ethereum's block time is set between 14 and 15 seconds, 

while Bitcoin's average block time is 10 minutes. 

 

Hard Forks : A hard fork is a change in the blockchain technology, which does not support 

backwards compatibility and necessitates software updates from all users in order to join the 

network. In a hard fork, the network splits into two groups: those who adhere to the new 

rules and those who adhere to the old rules. 

For instance, Ethereum hard forked in 2016 for "all" DAO investors who were defrauded by 

a hacker who used a bug in the code. The fork in this instance causes the chains of Ethereum 

and Ethereum Classic to divide. To counter the loss of 50 million NXTs from significant 

cryptocurrency exchanges in 2014, the Nxt community was requested to propose a hard fork 

that would enable the blockchain data to be restored. 

After negotiations and the payment of the ransom, the challenging plan was rejected and 

some of the money was returned. Or, similar to the Bitcoin split that occurred on March 12, 

2013, most nodes using the new software would return to the previous set of rules in order 

to prevent a permanent split. 

A recent example of a fork is Bitcoin, which led to the split of Bitcoin Cash in 2017. Network 

separation often results from disagreement over ways to boost transaction rates to keep up 

with demand. 

Decantralization : Blockchain reduces some of the hazards related to centralised data 

storage by storing data on a peer-to-peer network. Distributed networks and ad hoc 
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communications are both possible with decentralised blockchains. 

When a central authority seizes control of more than half of the network, they may then 

control specific blockchain data, enabling double-spending. This is known as a "51% 

attack." 

Public key cryptography is one of the security measures used in blockchain technology.  The 

blockchain's address is included in the public key, which is a lengthy string of seemingly 

random digits. 

According to the address there, the value of the tokens sent via the network is recorded. The 

owner may access their digital assets or engage with the numerous services currently 

allowed by blockchains thanks to the private key, which operates similarly to a password. 

On the blockchain, data is widely thought to be unbreakable. 

Every part of the central system has a copy of the blockchain. Data quality is maintained by 

big data replication [40] and reliability. 

No user is more "trusted" than another when using software to broadcast transactions to the 

network, and there is no such thing as a "legal" copy. The utmost effort is made while 

sending messages. The initial blockchains were reliant on power-hungry mining nodes to 

authenticate transactions, add the blocks they produced, and broadcast the finished blocks 

to other nodes. 

08 Blockchains utilise a variety of tools, such proof-of-work, to validate transactions. 

Agreements that follow contain evidence of stake. As the cost of the computer programmes 

needed to analyse huge data rises, the emergence of decentralised blockchains raises the 

possibility of centralization. 

Finality : Last but not least, believe that a solid block that was just added to the blockchain 

won't be taken out ("firmable") in the future. The majority of distributed blockchain systems, 

regardless of proof-of-work or proof-of-sight, rely only on "certainty of probability": a new 

agreement is unlikely to alter or return. 

Proof-of-stake, based on Byzantine fault tolerance, is designed to provide the so-called "final 

end": one validator requests a random block, and the remaining validators vote for it. Blocks 
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are irreversibly linked to the blockchain. A modification of this approach, "end-to-end 

transactions", is used in operating systems such as Ethereum's Casper protocol, validators 

that sign two variables simultaneously on the blockchain will be "hacked" to. Leveraged 

stock fell.   

Openness : Public blockchains are easier to use than some traditional ownership records, 

which, although being accessible to the public, call for physical access to examine. Since 

every early blockchain was permissionless, there was debate about what exactly constituted 

a blockchain. Whether a user's privacy policy is allowed (permitted) by the central 

government is one of the problems in this on-going discussion. The word "blockchain" may 

be used to refer to any data architecture that distributes information into time-stamped 

blocks, claim opponents of permissioned or private blockchains. The Multiple Version 

Concurrency Control (MVCC) distribution system is used by these blockchains in the 

database. 

Just as MVCC prevents two transactions from modifying the same item in the database, a 

blockchain prevents two transactions from using the same item in the blockchain. 30–31 

Opponents say authorization systems are similar to traditional business documents, do not 

support authentication, and such systems are weak in defence. Computerworld's Nikolai 

Hampton noted that "many blockchain solutions are little more than arbitrary data" and that 

"Blockchain owners should be treated with mistrust in the absence of a defined security 

standard. 

Public Blockchain (Permissionless) : The absence of the requirement for regulation and 

protection from unscrupulous actors is one advantage of open, permissionless, or public 

blockchain networks. By leveraging blockchain as a transport layer, apps may be introduced 

to the network without the consent or confidence of others. 

Blockchains are currently secured by Bitcoin and other cryptocurrencies by requiring proof 

of work for new entries. Bitcoin employs the Hashcash puzzle to grow the blockchain. 

Although Adam Back invented Hashcash in 1997, Cynthia Dwork, Moni Naor, and Eli 

Ponyatovski initially proposed the concept in their 1992 essay "Pricing by Processing or 

Combating Spam." 

2016 saw a decline in venture capital funding for blockchain-related startups in the US but 
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a rise in China. Blockchains that are open (public) are used by Bitcoin and many other 

cryptocurrencies. Bitcoin holds the biggest market share as of April 2018. 

Private Blockchain (Permissioned) : Blockchains with permissions utilise an access 

control layer to regulate who has access to the network. It has been proposed that 

permissioned blockchains, rather than the prohibited blockchains that are frequently used in 

practice, can ensure decision-making provided they are correctly structured. 

Distributed Ledger : A distributed ledger (also known as shared ledger or distributed ledger 

technology or DLT) is an agreement to reproduce, share, and consolidate digital information 

distributed across geographically (eg) different locations, countries, or institutions. Unlike 

centralised databases, distributed ledgers do not need a central controller, As a result, there 

is no single point of failure. 

For a distributed ledger to be replicated over remote computer nodes (servers, people, etc.), 

it often requires a peer-to-peer (P2P) computer and consensus mechanism. Blockchain, 

which is frequently linked to the digital currency Bitcoin, is the most widely used type of 

distributed ledger technology. It can be either a public network or a private network. 

Implementing DLT is hampered in part by data management. Digital transmission can also 

be used as a diary on occasion; this is referred to as replica log technology (RJT). 

 

Disadvantages of Private Blockchain : There is no need for a "51%" block on a private 

blockchain because the private blockchain (likely) already controls 100% of all block 

production, according to Nikolai Hampton's statement in Computerworld. Control 100% of 

their network if you can kill or destroy the blockchain. You can use and make any changes 

to the equipment on private corporate servers. Data security requires Gigawatts of computer 

power, which is time-consuming and expensive. Furthermore, "Private blockchains lack 

'competition'; there is no incentive to consume more capacity or locate blocks quicker than 

rivals. 

Blockchain analysis : Analysis of public blockchains is now crucial due to the rise in 

popularity of cryptocurrencies like Bitcoin, Ethereum, Litecoin, and others. Anyone with 
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the necessary knowledge may gain access to a public blockchain in order to examine and 

evaluate information. It has proven difficult for many cryptocurrencies, exchanges, and 

institutions to comprehend and access cryptocurrency movements. This is due to the usage 

of blockchain-enabled cryptocurrencies in the criminal shadow economy to fund the 

purchase of narcotics, firearms, and other goods. Cryptocurrencies are thought to be secret 

and unchangeable, which leads to numerous crimes. That has changed, and now specialised 

IT businesses are providing blockchain services, increasing awareness of cryptocurrencies 

and fiat-to-crypto transfers among banks, law enforcement, and financial institutions. Some 

people think that this change has caused crooks to favour using new cryptocurrencies like 

Monero. The issue is the privacy of the same data and public access to blockchain data. The 

major argument surrounding cryptocurrency and blockchain is this. 

Standardisation : Standards Australia asked the International Organisation for 

Standardisation (ISO) in April 2016 to take into consideration developing standards to 

accommodate blockchain technology. The concept sparked the development of Blockchain, 

distributed ledger technology, and ISO technical committee 307. The working group covers 

vocabulary, application architectures, security and privacy, identification, smart contracts, 

governance and interoperability of blockchain and DLT, and standards for corporate and 

governmental regulations in particular. Along with external organisations like the 

International Telecommunication Union (ITU), the European Commission, the International 

Federation of Surveyors, the International Monetary Fund Organisation (SWIFT), and the 

United Nations European Organisation, more than 50 countries took part in the design 

process. 

Working on blockchain standards are several national and open standards 

organisations.These organisations include the National Institute of Standards and 

Technology (NIST), the Advanced of Structured Information Standards (OASIS), the 

Institute of Electrical and Electronics Engineers (IEEE), the European Committee for 

Electrotechnical Standardisation (CENELEC), and some members of the Internet 

Engineering Task Force (IETF). 
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Centralise BlockChain : Despite the fact that the majority of blockchain applications are 

dispersed and decentralised, Oracle has highlighted the value of the blockchain language in 

its Oracle 21c database. The primary blockchain with immutable features in Oracle 21c 

Database is the blockchain table. Centralised blockchains are frequently more transparent 

and have lower transaction latency than consensus-based distributed blockchains, in 

comparison to decentralised blockchains. 

 

USES : The use of blockchain technology is widespread. The original application of 

blockchain was as a distributed ledger for digital currency like bitcoin; by the end of 2016, 

a few more products were emerging from proofs of concept. In order to assess the effect of 

blockchain on back office processes, numerous businesses are testing the technology as of 

2016.  

A total of $2.9 billion, an increase of 89% from the previous year, was invested in blockchain 

technology in 2019. 

Furthermore, according to International Data Corporation, market spending on blockchain 

technology will total $12.4 billion by 2022. The two biggest network service providers in 

the world, PricewaterhouseCoopers (PwC), also believe that blockchain technology has 

promise. by 2030, creating jobs worth more than $3 trillion yearly. 

Blockchain was recognised as a technology that will have an economic influence and 

significance in 2019 by the BBC World Service radio programme "Fifty Things Shaping the 

Modern Economy" and podcast. 

Tim Harford, an economist and publisher of the Financial Times, discusses below why the 

technology will be used more frequently and what obstacles need to be addressed. June 29, 

2019. 

The number of blockchain wallets doubled to 40 million between 2016 and 2020. The usage 

of blockchain technology in sustainable management is covered in a 2022 article. 
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Cryptocurrencies : The majority of cryptocurrencies record transactions using blockchain 

technology. For instance, blockchains constitute the foundation of both the Ethereum 

network and the Bitcoin network. 

Silk Road, a criminal company operating on Tor, used cryptocurrencies for payments, and 

some of them were confiscated by the US government through blockchain exploration and 

seizure. 

The government has a mixed policy of legalising its citizens or banks to own 

cryptocurrencies. China is using blockchain technology in many industries, including the 

country's digital currency, which will be launched in 2020. 

Western governments, including the European Union and the United States, have created 

similar programs to bolster their interests. 

 

Financial services : Many banks have reportedly indicated interest in adopting distributed 

ledgers for transactions and collaborating with businesses to construct private blockchains, 

which is faster than anticipated, according to Reason, which cites a September 2016 IBM 

study. is taking place. 

This technology has a special appeal to the bank since it can provide back office solutions. 

Additionally, if the institutional use of blockchain technology grows and the sector develops 

early, it is effectively the foundation for a brand-new financial sector, with all the advantages 

it entails. [96] Banks such as :  

UBS is opening new research centres dedicated to blockchain technology to explore how 

blockchain can be used in financial services to increase efficiency and reduce costs. 

Deutsche Bank Berenberg believes that blockchain is an "overrated technology" that already 

has a lot of "proof of concept" but still faces major challenges and a few myths of successful 

people. 

Initial Coin Offerings (ICOs) and Security Token Offerings (STOs), also known as Digital 

Security Offerings (DSOs), are a new class of digital assets that have emerged as a result of 
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the Blockchain. STO/DSO can be utilised as new assets like property, real estate, artwork, 

or personal property, as well as assets like joint ventures. They can be listed on a private or 

regulated public market. In this industry, a large number of businesses provide services for 

implementing tokenization, private STOs, and public STOs. 

 

Other applications : Blockchain technology may be used to build a safe, open, and 

transparent ledger system to track digital consumption, record sales data, and compensate 

content creators like musicians or cellular customers. In the next 24 months, 2 percent of 

higher education participants have launched a blockchain project, and 18 percent plan to 

create a course, according to Gartner's 2019 CIO Survey. In order to use blockchain 

technology for music distribution, IBM teamed up with ASCAP and PRS for Music in 2017. 

To "give artists control over how their music and related information is shared between fans 

and other musicians," Imogen Heap's Mycelia service has been suggested as a blockchain 

substitute. 

The novel distribution approach may be used to peer-to-peer insurance, parametric 

insurance, and microinsurance in the post-blockchain insurance sector. 

Because they include several partners and are supported by the American Museum and 

Library Services Association, the sharing economy and the Internet of Things will also profit 

from blockchain.  

Other blockchain models include Hyperledger, a project of the Linux Foundation that 

supports distributed ledgers based on the blockchain. Hyperledger Burrow was created by 

Monax, while Hyperledger Fabric was led by IBM. 

The Quorum private blockchain, which has space for JP Morgan-approved contracts, is a 

further option. The Oracle 21c database now features blockchain tables from Oracle.Energy 

peer-to-peer exchanges have also leveraged blockchain technology. 

By linking distinctive identifiers to items, papers, and products and storing false or 

unchangeable business-related information, blockchain may be used to detect counterfeit 

goods. However, it has been stated that blockchain technology should be supplemented by 
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tools that show how actual assets relate to the blockchain system and content production 

guidelines that demonstrate Ala KYC requirements. 

To "define, pilot, and implement" an anti-fraud system at the European level, EUIPO 

established the Anti-Fraud Blockchain Marathon Forum. The Dutch standardisation 

organisation NEN verifies certificates using QR codes and blockchain. Beijing and Shanghai 

become the nation's blockchain-focused cities on January 30, 2022. 

 

Blockchain Interoperability : Blockchain interoperability has become a prominent 

problem as more and more blockchain systems, even ones that just support cryptocurrencies, 

appear. The goal is to facilitate asset transfers across blockchain systems. According to 

Wegner, "interoperability is the ability of two or more softwares to collaborate despite 

differences in languages, connections, and functions." Therefore, despite these differences, 

the goal of blockchain interoperability is to promote this kind of cooperation amongst 

blockchain systems.There are currently several blockchain interoperability options 

available. 

They fall into three categories: blockchain connections, blockchain engines, and 

cryptocurrency interactions. A draught of a blockchain interoperability architecture has been 

created by many IETF participants. 

 

Energy Consumptions Concerns : Blockchain mining, which involves computations made 

by peer-to-peer computers, is a technique used by several cryptocurrencies to confirm and 

validate transactions. This has to be really powerful. The BIS questioned the widespread use 

of public proof of work in blockchains in June 2018.  

Initial worries regarding further blockchain adoption, including Cardano (2017), Solana 

(2020), and Polkadot (2020), were emphasised. models. According to researchers, a proof-

of-stake network requires 100,000 times less energy than Bitcoin. 

According to study from Cambridge University, in 2021, Argentina (121 TWh) and the 

Netherlands (109 TWh) both consumed less power than Bitcoin (121 TWh). A Bitcoin 
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transaction, according to Digiconomist, needs 708 kilowatt-hours of power, or about what a 

typical American home uses in a day.  

Bitcoin was referred to be a "inefficient way of doing business" by US Treasury Secretary 

Janet Yellen un February 2021, who also noted that "the power used to make these 

transactions is incredible." Bill Gates stated that "Bitcoin as a business consumes more 

energy than any other human experience," and that "that's not a good thing" in March 2021. 

In his research on the effectiveness of working on public proof-of-work blockchains and the 

online security of blockchains, Nicholas Weaver of the International Institute of Computer 

Science at the University of California, Berkeley, discovered that these factors alone are 

insufficient. 17–23 million tonnes of CO2 were created in 2018 by the 31–45 TWh of power 

needed for bitcoin. 

The two biggest proof-of-work blockchains, Bitcoin and Ethereum, are expected to use 

twice as much power as 120 million tonnes of carbon dioxide annually by 2022, according 

to estimates from Cambridge University and Digiconomist.  

A proof-of-stake paradigm is being considered by several cryptocurrency developers in 

place of the current proof-of-work methodology. 

 

3.7.2 Smart Contracts :  

The conditions and acts of a promise or agreement are executed, controlled, or recorded by 

a smart contract, which is a computer programme or transaction protocol. Smart contracts 

are designed to lessen dispute and violence as well as the need for trusted agents, arbitration 

costs, and fraud. Cryptocurrencies and smart contracts are frequently linked, and Ethereum's 

smart contracts are frequently seen as the foundation for decentralised finance (DeFi) and 

NFT application forms. 

The most technologically comparable device to the usage of smart contracts is a vending 

machine. The Bitcoin protocol was referred to in Vitalik Buterin's original Ethereum 

whitepaper from 2014 as a "weak" implementation of Nick Szabo's "smart contracts," and a 

"strong" implementation based on the Solidity programming language was presented as a 
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supplement to Turing. 

Numerous cryptocurrencies have enabled programming languages that enable smarter 

contracts between untrusted parties ever since Bitcoin [clarification needed].  

Smart contracts, as opposed to regular, well-defined, legal contracts that choose words that 

are stated and acted upon in a machine-readable fashion, should not be confused with smart 

contracts. 

Smart contracts are intended to be both mechanical and legal, even though they are typically 

not considered to be legal contracts. 

The performance of contractual duties that result from voluntary application through a 

computer or contractual exchange, methods of payment for obligations, or automation of 

obligations on the exchange of tokens or cryptocurrencies are all examples of smart 

contracts. A smart contract is not a formal contract. According to some experts, the 

significance or acceptance of programming languages may have an impact on the legality 

of smart contracts. 

Working of Smart Contract : Smart contracts are added to the blockchain in a manner 

similar to how transaction fees are done on it. Wallet transactions are sent to the blockchain. 

The exchange consists of a smart contract programmed with the recipient's specific address.  

The transaction must then be included in a block that is uploaded to the blockchain at the 

time the smart contract code is run to establish the smart contract's initial state. Byzantine 

fault-tolerant algorithms guard against the compromising of smart contracts in a distributed 

system. A smart contract cannot be modified once it is sent. 

Arbitrary states and calculations can be stored and carried out using blockchain smart 

contracts. Smart contracts are used by end users in transactions. These smart contract 

transactions have the ability to trigger further smart contracts. The situation will alter as a 

result of these modifications, and tokens will be transferred from one smart contract or 

account to another or between other smart contracts. 

Ethereum is the most widely used blockchain for executing smart contracts. Bamboo, IELE, 

Simplicity, Michelson (compiles with Coq), Liquidity (compiles for Michelson), Scilla, 
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DAML, and Pact are a few languages that emphasise proof-of-concept. 

Most people agree that the blockchain protocol offers Byzantine fault tolerance. Secure 

randomness is necessary for smart contract use in the real world, nevertheless, such as in 

lotteries and casinos. In actuality, blockchain technology decreases the draw's cost, which is 

advantageous to the participants. Block hashes or timestamps, oracles, contract designs, 

unique contracts like RANDAO and Quanta, and systems from strategic hash Nash 

equilibria may all be used to provide the unpredictability that characterises blockchains. 

Transaction data is accessible to all blockchain users via smart contracts built on top of the 

blockchain. The data reveals the changes, yet this creates a situation where the incorrect 

(including unlawful) is clearly obvious to the public but won't be corrected anytime soon.  

In June 2016, this difficult-to-fix hack was successfully launched on The DAO. The 

developers spent over $50 million worth of ether trying to find a solution that would result 

in successful acceptance. Before the DAO programme, it was challenging for Ethereum 

software to recover money from attackers. The DAO programme has extended the time it 

takes for hackers to remove assets. The difference between multi-wallet signature assaults 

and the quantity of missing/cross-attacks (2018), totalling more than $184 million, are two 

more prominent attacks. 

The issues with Ethereum's smart contracts, particularly the confusing and insecure contract 

architecture, Collaboration, compiler problems, issues with the Ethereum Virtual Machine, 

blockchain network assaults, flawed immutability, and a lack of a centralised data centre. 

Find issue patterns, exploits, and vulnerabilities. 

 

2. Connect your Front-end to the contract :  

Next, we need to connect your frontend to the blockchain network. You can do this with a 

library like Web3.js, which then allows you to communicate with the Ethereum blockchain 

from your web browser and helps to connect with the blockchain and store addresses in the 

contract. 
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3.7.3 Web3.js :  

Centralization has helped millions of people join the World Wide Web and create a stable, 

secure environment where it exists. Meanwhile, the few centralised organisations that 

unilaterally decide what is and are not allowed are firmly rooted in the vastness of the World 

Wide Web. 

The solution to this query is Web3. Web3 is a user-created, user-operated, and user-owned 

platform that accepts dissemination as opposed to the web being monopolised by large tech 

businesses. Web3 gives individuals, not corporations, the ability to make decisions. 

Gavin Wood, an Ethereum co-founder, first used the term "Web 3.0" immediately after the 

cryptocurrency's 2014 introduction. Gavin provided a solution to an issue that many ex-

crypto users had: the web required a lot of confidence. However, a large portion of the 

internet that people today are familiar with and use depends on a private firm to act in the 

interests of the general public. For a fresh and improved view of the internet, Web3 has 

expanded to include everything. At its foundation, Web3 leverages blockchain, 

cryptocurrencies, and NFTs to give consumers ownership authority. The Twitter tweet from 

2020 offers the finest presentation: Web1 will be read-only, Web2 read-write, and Web3 

read-write. 

 

Principles of Web3 :  

Web3 is decentralised : Ownership is not a large part of the internet that the site manages 

and owns, but is shared between its creators and users. 

Web3 is permissionless : Everyone has an equal opportunity to participate in Web3 and no 

one will be left behind. 

Web3 has native payments : it uses cryptocurrency for spending and sending money online 

instead of relying on the outdated infrastructure of banks and payment processors. 

Web3 is trustless : It works using incentives and business processes rather than relying on 

trusted third parties. Web3 sends money directly in the browser using tokens like ETH 
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without the need for third-party trust. 

Besides having your data on Web3, you can have an aggregation based platform using 

tokens similar to company shares. DAOs allow you to control ownership of the platform and 

decide its future. 

DAOs are technically defined as smart contract-based agreements that automate 

decentralised decisions in the pool (tokens). Users with tokens vote to decide the use of 

resources, and the rules decide whether the results of the vote are applied. 

However, many Web3 communities are defined as DAOs (Decentralised autonomous 

organisations). These communities have achieved the separation of distribution and 

automation by law. 

 

 

3. Specify the address of the smart contract you deployed :  

In your front-end code, you must specify the address of the smart contract to be used. You 

can use this address to read and write information to your contract or to listen to events from 

the contract. You can find out by looking at the transaction hash of the transaction in a 

blockchain explorer like Etherscan. 

Once you have the contract address, you can use Web3.js to create an instance of your smart 

contract. This will allow you to call their functions and get their data from the frontend. 

 

4. Create UI elements in your front-end :  

Then you can create a UI (buttons, forms, etc.) on the front-end so users can interact with 

smart contracts. For example, you can create a form that allows users to submit data to a 

smart contract, or a button that allows them to retrieve data from a smart contract. 

To call a smart contract function, you can use the contract instance's .call() or .send() 
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method, depending on whether the function is a read-only or mutable state binding. You 

must pass all required arguments to the parameter. 

 

DApp Front-end integration things to ponder :   

1. Use secure key management : It is important to manage the private keys used to sign 

transactions and interact with smart contracts. Tools like MetaMask can help with this. 

2. Keep your contract code simple : Complex contract code can be difficult to debug and 

maintain, so try to keep your contract code as simple and clear as possible.  

3. Test your DApp : carefully As mentioned above, it is very important to thoroughly test 

your DApp before sending it to the mainnet. This will help ensure your DApps are working 

as expected and catch potential issues early. 

4. Keep up to date with the latest security practices : It is important to stay up to date with 

the latest security best practices in the blockchain and smart contract space. This will help 

ensure your DApp is secure and hack resistant. 

5. Monitor your DApp : While your DApp is live, it is important to monitor it regularly to 

make sure it is working as expected and to identify potential problems. You can use the 

location in the contract to monitor the activity of smart contracts and identify potential 

issues. 

 

3.8 The Temporary Back-end implementation  

Frameworks required : Nodejs and Hardhat 

Temporary Backend setup:  

Initialising Nodejs and setting up Hardhat :  

First we have to install the latest version of Node Js because older versions may not support  
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hardhat tools.  

After the installation of node js we can run commands: Npm -v to check the version of node  

js installed and to confirm if we have Node js or not . 

To install Hardhat, go to an empty folder, initialise an npm project (i.e. npm init), and run 

npm install --save-dev hardhat 

Once it's installed, just run this command and follow its instructions: 

npx hardhat 

This command shows what options and tasks are available in hardhat to run. 

 

Fig 7 : Available tasks and options in Hardhat 
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Compiling the smart contracts  :  

Next, if you take a look in the contracts/ folder, you'll see Lock.sol, to compile it we simply                                               

type the command :  

npx hardhat compile 

Next, we will find a test folder to test the compiled contract , To test we simply type the 

command :  

npx hardhat test  

 

Fig 8 : Testing the Contracts 

 

Next we have to deploy the scripts for our contract by typing the command :  

npx hardhat run  
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Fig 9 : Deployment of contracts 

 

Finally, to connect a wallet or DApp to the hardhat network we type the following command:   

npx hardhat node  

Fig 10 : Starting the Hardhat testnet 

 

3.9  Running the DApp on Localhost :  

Firstly, we have to connect to the Hardhat network by running the command in a separate 

terminal since this acts as a temporary backend for our testnet environment with the user 

authentication data for 20 accounts by default :  

npx hardhat node 

 

Then, we have to deploy the scripts for smart contracts by executing the command in a 

separate terminal:  

npm  run deploy 

 

Finally , when our temporary backend is running we just have to start our website on a 

localhost by using command :  

Npm run start 

This will start the frontend of the website. 
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The website will ask for users to connect their metamask wallet. To connect metamask firstly 

we have to select the Hardhat test network in the networks tab.After which we have to use 

private keys from the terminal on which our temporary backend is running with the help of 

the command : npx hardhat node , to import the testing accounts with testing balance of 

1000 ETH in every account of the testnet. 

Once the wallet is connected to the metamask and the accounts have been imported the users 

can buy, sell the music NFTs and can also play the music on the website. The metamask 

will ensure safe and secure transactions and also show notifications of the transactions made. 

History of transactions can also be seen using the metamask itself. 

If a user wants to check the information about the block on which the data is being written 

then the user can copy the hash of the testnet account through which the transaction is being 

made and check the testnet block information on the online site of  

“https://app.tryethernal.com/blocks” .      

 

 

 

 

 

 

 

 

 

 

  

https://app.tryethernal.com/blocks
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Chapter-4 

EXPERIMENTS AND RESULT ANALYSIS 

4.1 Connecting metamask  :  

For buying an NFT from the website the users have to first connect through the crypto wallet 

to the browser and only then can they see the contents of the website. 

  

Fig 11 :  Metamask connection request 

 

The connect wallet button sends a request to the browser to open metamask or any other 

crypto wallet to be connected.In the metamask go to the network section and connect with 

hardhat network only otherwise you will be dealing with real money. 

4.2 connecting to hardhat  testing network :  

If your metamask does not show Hardhat in the available networks then click on the Add 

network button and from there click on Add a network manually button.  

You will be directed to the metamask page for adding networks and after filling the required 

field with correct network information users will be able to connect to the Hardhat testing 

network. 
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Fig 12 : Adding network in metamask 

 

Fig 13 : Adding Network 

4.3 User interaction with the website :  

Once the website is connected to the metamask the users can see and play the music NFTs 

and also buy them if they have sufficient balance in their testing accounts created by EVM 
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testnet interaction of Hardhat tool using Node.js 

 

 

           Fig 14 : Connected the crypto wallet 

 

                                             Fig 15 :  The Navigation Bar 

 

On clicking the website logo, the user will be redirected to the Juit.ac.in home page. Other 

than that, if a user wants to close the website they simply have to disconnect their crypto 

wallet .Initially the home page is visible and users can traverse to different pages through 

the navigation bar. 
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4.4 Importing the testing accounts for making  transaction :  

 

       Fig 16 : Importing accounts in metamask 

The users have to import the accounts provided by the hardhat testing environment by 

clicking on the import account option available in the metamask. 
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Fig 17 : Importing the testnet accounts    

To import a testnet account we have to enter the private key of the account. This is already 

generated by the hardhat tool and is running in the backend. We just have to copy paste the 

key and the account will be imported for making transactions with a balance of 1000ETH.  
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Fig 18 : Testnet accounts running in backend 

 

4.5 Making transaction :  

 

Now the users can easily buy and sell the NFTs using the metamask. The metamask is secure 

and always shows notification and transaction details when the user tries to buy or sell any 

music NFT. 

When a user buys an NFT that particular music NFT is removed from the list of available 

music NFTs for everyone using that website since that particular NFT has been bought by 

someone and will only be shown in the My tokens section of that particular account holder. 

Once that user resells that NFT then again that particular NFT which was removed earlier 

from the available NFTs list will now again join that list. Hence the list updation is dynamic.   
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            Fig 19 : Transaction details 

Users can accept or reject the transaction through metamask. Once the Transaction is made 

a notification will be sent by metamask regarding the status of the transaction. 

 

Fig 20 : Notification of transaction 
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Since the first music NFT was bought it has been removed from the list of available NFTs 

and will now be shown in the My-Tokens section. 

 

                                    Fig 21 : Bought NFTs 

                 

From this section it now shows an option for the user if the user wants to resell it and for 

what price as well . Once the user sets the reselling price and resells it for that price the 

music NFT will again be visible in available NFTs on the homepage of other users as well 

and if the music NFT is bought by some other account holder or some other user then the 

sold NFT will be shown in the Myreales section with the selling price. 
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Fig 22 : Completed Transactions 

 

 

Now, the Myresales tab shows the sold Music NFT and also the price for which it was 

sold.  

The UI of the website is quite simple but it is still responsive and has been created 

using hooks which makes it compatible for any device which has the ability to connect 

to a crypto wallet and the website will work perfectly. 
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Chapter-5 

CONCLUSIONS 

 

5.1 Conclusions 

The main aim of the training was to be able to understand and implement the concepts of 

basic Reactjs, Ethereum Blockchain smart contracts development in solidity, expressjs and 

to be able to create a web application which could perform transaction from the crypto 

wallets and can be tested using Hardhat tool  using the EVM testnet interactions. Thanks to 

this work, I have achieved these goals. The internship here taught me that developers should 

not only monitor the code, but also remember that users can improve their experience. The 

interface should be stable and smooth, making it easy for users to navigate the website. Also, 

it's important to write clean and readable code so other developers can easily understand it 

and detect bugs (if any) easily. We should try to write code that can be reused in the future 

by other developers with minimum hassle. 

As an intern and even as a fully fledged developer there is always room for improvement 

and we should try to learn from the feedback we receive. 

5.2 Future Work 

1. The frontend of the website was not the main objective so improving the front-

end can make the website look more interesting and tempting to use. 

2. Showing the gas fee which is transferred to the artist of the music NFT as a 

royalty. 

3. After using the testnet tool (hardhat) we have to check the website on an actual 

database for making transactions. 

4. Providing a user login page rather than directly logging in with the crypto 

wallet will increase the security by one level . 

5. Providing mobile notifications rather than just browser notifications will also 

increase security since an OTP will be required and hence security will be 

increased by one more level. 
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